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Back in BlackEnergy *: 2014 Targeted Attacks in
Ukraine and Poland

BY ROBERT LIPOVSKY POSTED 22 SEP 2014 - 10:19PM

MALWARE WM TaGs

A large number of state organizations and private businesses from various industry sectors in Ukraine and
Poland have been targeted in recent attacks using malware designed for network discovery and remote
code execution, and for collecting data from targets’ hard drives. What makes these attacks interesting -
aside from the tense current geopolitical situation in the region — is that they were carried out using new
versions of BlackEnergy, a malware family with a rich history, and also the various distribution mechanisms
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used to get the malware onto the victims’ computers.
The findings of our research will be Bresented this week at the Virus Bulletin conference in Seattle.

BlackEnergy is a trojan that has undergone significant functional changes since it was first publiclyl]
analyzed by Arbor Networks in 2007. Originally conceived as a relatively simple DDoS trojan it has evolved
into a sophisticated piece of malware with a modular architecture, making it a suitable tool for sending
spam and for online bank fraud, as well as for targeted attacks. BlackEnergy version 2, which featured
rootkit techniques, was documented by Dell SecureWorks in 2010. The targeted attacks recently
discovered are proof that the trojan is still alive and kicking in 2014.

The latest variants of BlackEnergy are dated September 2014.

BlackEnergy Lite: Less is more?

While the ‘regular’ BlackEnergy trojan is still actively circulating in the wild, we have discovered variants of
the malware family, which are easily distinguishable from their older brothers.

We nicknamed the BlackEnergy modifications — first spotted in the beginning of 2014 — as BlackEnergyll
Lite, due to the absence of a kernel-mode driver component, less support for plug-ins, and an overall
‘lighter’ footprint.

Interestingly, the malware was named similarly by the malware writers themselves, as illustrated by the
export directory of an early version of the main DLL:

-rdata:188826A8 ; Export directory for main_light.dll
.rdata:10889600 ;

.rdata:10080896R8 dd 8 ; Characteristics
-rdata:188896AY dd S24EAACYH ; TimeDateStamp: Fri Oct 8% 11:47:19 2613
.rdata:1080896A8 dw 8 ; HajorVersion
-rdata:10886896A0 dw 8 : HinorUersion
-rdata:188896AC dd rva aMain_light_dl11 ; Hame

-rdata:108826B0 dd 1 ; Base

.rdata:1088%6B4 dd 19h ; HumberDfFunctions
.rdata:1080896B8 dd 19h ; HumberOfHames
.rdata:188896BC dd rva off_100096C8 ; AddressOfFunctions
-rdata:16888946CH dd rva off_18808972C ; AddressOfHames
.rdata:108896Ch dd rva word_10089798 ; AddressO0fHameOrdinals

.rdata:188896C8 ;

_rdata:180896C8 ; Export Address Table for main_light._dll

.rdata:188896C8 ;

rdata:1068096C8 off_1000896C8 dd rva ConfAllocGetTextByMameA, rva ConfAllocGetTextByHamel
.rdata:1080896C8 ; DATA XREF: .rdata:18@896BCTo

Note that even the ‘regular’ BlackEnergy samples detected this year have evolved in such a way that the
kernel mode driver is only used for injecting the payload into user mode processes and no longer contains
rootkit functionality for hiding objects in the system. The light versions go a step further by not using a
driver at all. Instead, the main DLL is loaded using a more ‘polite’ and ‘official’ technique — by simplyl
loading it via rund1132.exe. This evolution was previously mentioned in blog posts by F-Secure.

The omission of the kernel mode driver may appear as a step back in terms of malware complexity:
however it is a growing trend in the malware landscape nowadays. The threats that were among the
highest-ranked malware in terms of technical sophistication (e.g., rootkits and bootkits, such as Rustock,
Olmarik/TDL4, Rovnix, and others) a few years back are no longer as common.


https://www.virusbtn.com/conference/vb2014/abstracts/LM3-LipovskyCherepanov.xml
http://www.arbornetworks.com/asert/2007/10/blackenergy-ddos-bot-analysis-available/
http://www.virusradar.com/en/glossary/rootkit
http://www.secureworks.com/cyber-threat-intelligence/threats/blackenergy2/
http://www.f-secure.com/weblog/archives/00002715.html
http://www.f-secure.com/weblog/archives/00002721.html
http://virusradar.com/en/glossary/rootkit
http://www.welivesecurity.com/2011/08/23/hasta-la-vista-bootkit-exploiting-the-vbr/
http://www.welivesecurity.com/2008/06/10/rustockc-kernel-mode-protector-short-analysis/
http://www.eset.com/us/resources/white-papers/The_Evolution_of_TDL.pdf
http://www.welivesecurity.com/2012/07/13/rovnix-bootkit-framework-updated/

There could be several reasons behind this trend, ranging from the technical obstacles that rootkit
developers now face, like Windows system driver signing requirements, UEFI Secure Boot — which will be
covered by Eugene Rodionov, Aleks Matrosov and David Harley in their VB2014 presentation Bootkits:
past, present & future — to the simple fact that it is difficult and expensive to develop such malware. Also,l
any bugs in the code have a bad habit of blue-screening the system. All the while, possibly even raising
suspicion of the presence of malicious code rather than hiding it in the system.

There are several other differences that separate BlackEnergy Lite from the ‘big’ BlackEnergy, in the plugind
framework, plugin storage, configuration format, and so forth.O

BlackEnergy campaigns in 2014

The BlackEnergy malware family has served many purposes throughout its history, including DDoS attacks,
spam distribution, and bank fraud. The malware variants that we have tracked in 2014 — both of
BlackEnergy and of BlackEnergy Lite — have been used in targeted attacks. This fact is demonstrated both
by the plugins used and the nature and targets of the spreading campaigns.

The purpose of these plugins was mainly for network discovery and remote code execution and for
collecting data off the targets’ hard drives.[

We have observed over a hundred individual victims of these campaigns during our monitoring of the
botnets. Approximately half of these victims are situated in Ukraine and half in Poland, and include a
number of state organizations, various businesses, as well as targets which we were unable to identify.

The spreading campaigns that we have observed have used either technical infection methods through
exploitation of software vulnerabilities, social engineering through spear-phishing emails and decoy
documents, or a combination of both.

In April we discovered a document exploiting the CVE-2014-1761 vulnerability in Microsoft Word. This
exploit has also been used in other attacks, including MiniDuke.

In this case the successful execution of the exploit shellcode resulted in dropping two files to thell
temporary directory: the malicious payload named “ WinWord.exe” and a decoy document named
“Russian ambassadors to conquer world.doc”. These files were then opened using thell
kernel32.WinExec function. The WinWord.exe payload served to extract and execute the BlackEnergy
Lite dropper. The decoy document contained controversial but obviously bogus text as shown below:
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Russian ambassadors: 'mext we'll take Catalonia,

Venice, Scotland and Alaska'

Unauthenticated, expletive-laden recording of pair joking about which countries to
annex after Crimea is leaked online

Shaun Waller in Mogcow
thequardian.com, Friday 4 April 2014 0713 EDT

Link to wideo: 'Bussian ambassaders' plan world domination: audio recording of leaked
phonecall

A recording has surfaced online purporting to be a leaked conversation
hetween two Russian ambassadors discussing which parts of the world
they would like to annex after Crimea.

The five-minute recording, laden with expletives, has been posted on
YouTube and claims to be a telephone call between Igor Chubarov,Russia's
ambassador to Eritrea, and Sergei Bakharev, the ambassador to
Zimbabwe and Malawi. It has not been authenticated.

"We've got Crimea, but that's not fucking all folks. In the future we'll damn
well take your Catalonia and Venice, and also Scotland and Alaska,” says
the voice labelled as Chubarov, interspersing his speech with laughter and
punning the word for Scotland in Russian so it sounds like "Cattleland".

After this, Chubarov says Russia will make a move for "all those fucking
horder countries”, such as Estonia, as well as Romania and Bulgaria. He
adds that the head of the EU mission to Eritrea had jokily said that he
wished Russia would "take back” Romania and Bulgaria.

At the same time, another document appeared also exploiting CVE-2014-1761. The text was less
controversial than the previous example, but still related to foreign relations. The subject was the GlobSEC
forum held in Bratislava this year.
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I THE LEADING FOREIGN POLICY AND SECURITY FORUM |8 CENTRAL EUROPE

A3 has become a tradition, GLOBSEC will again try to push higher and further with the 2014
edition of what has become the largest security and policy forum in Central Furope

The ninth annual GLOBSEC Forumm, scheduled to take place between 14-16 May in Bratislava,
Slovakia, will explore, among other foreign policy and security issues, changes in the 212
century power balance, ability and political will of NATO member states to intervene and the
consequences of the latest spying allegations.

GLOBSEC has grown into what US veteran analyst Zhigniew Bizezinski called a “global
operation”, annially attracting over 800 participants fror more than 60 countries

GLOBREC 2014 will feature the highest ministerial presence of any Central Furopean
conference. Among the confirmed guests are Slovak Pritne Minister Robert Fico, his Hungatian
counterpart Vildor Orbén, along with foreign ministers of Slovakia, Hungary and Sweden. On a
non-governmental lewel, Liam Fox, former British Defence Secretary, UM Special
Representative for Afghanistan Jan Kubi, and Michael Chertoff, former US Secretary of
Hormeland Security are scheduled to participate.

TOPICS AND THEMES

In 2014, GLOBSEC will focus on a number of issues pivotal to the region, the European Union
and the transatlantic cormmurnity:

Power shifts in the 21st century,
NATO, the west, and future military engagements,
The rise and fall of political Islam;
Afghanistan Check-List: The day after tomorrow,
Ten years following the Furopean big bang: regaining Central Europe's competitiveness,
Populistn, apathy and anti-Brussels tendencies: remodelling the ETT,
i
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One month later, in May, we spotted another file crafted to install BlackEnergy Lite. This time, however, noll



exploit was used - the file, named “cnucok naponis ,
simply an executable file with a Microsoft Word icon.l

which means “password list” in Ukrainian, wasll

[ —
=

CMMCOK
naponie.exe

Despite being an executable, this file also contained an embedded decoy document with — you guessed it
— a list of passwords. This case was also described by F-Secure in their blog post.

* http://en.wikipedia.org/wiki/Back_in_Black

1 123456

2 admin

3 password
4 test

5 123

6 123456789
7 12345678
8 1234

9 qwerty

10 asdf

11 111111

12 1234567
13 123123

14 windows
15 123qwe

16 1234567890
17 password123
18 123321

19 asdf123

20 ZXCcV

21 zxcv123
22 666666

23 654321

24 pass

25 1g2w3edr
26 112233

27 1g2w3e
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28 zxcvbnm

29 abcd1234
30 asdasd

31 555555

32 999999

33 gazwsx
34 123654

35 qlw2e3
36 123123123
37 guest

38 guest123
39 user

40 user123
41 121212

42 gwert

43 1gaz2wsx
44 qwerty123
45 987654321
46 pass123
47 trewq

49 trewq321
49 trewq1234
50 2014

More recent campaigns for spreading BlackEnergy Lite were active in August and even currently in
September, according to ESET LiveGrid® threat telemetry system. In one case, specially crafted
PowerPoint documents were used, while other attempts to disseminate the malware appear to have been
using unidentified Java vulnerabilities, or the remote control software Team Viewer.l

More details about these cases will be given on Thursday at the Virus Bulletin conference and published
afterwards.
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