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Operation Iron Tiger is a targeted attack campaign discovered to have stolen trillions
of data from defense contractors in the US, including stolen emails, intellectual
property, strategic planning documents—data and records that could be used to

destabilize an organization.

This document serves as an appendix for our research paper, “Operation Iron Tiger:
Exploring Chinese Cyber-Espionage Attacks on United States Defense Contractors.”
This appendix contains indicators of compromise and detection rules to detect some
of the malware used by the threat actors during our investigation.
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Fraudulent domains/IP addresses
e mac.pm
e d99net.net
e gameofthrones.ddns.net
e user.qzone.qg.com/1479457083
e ysle8.com
e *shangxian.info
e *.mailinfo
e xssok.blogspot.com
e phpxss.lofter.com
e exenulll.appspot.com
e chrome.servehttp.com

e update.gtalklite.com

YARA Rules

Rule IronTiger_ASPXSpy

rule IronTiger_ASPXSpy
{

meta:

author="Cyber Safety Solutions, Trend Micro"
comment="ASPXSpy detection. It might be used by other fraudsters"
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strings:
Sstr1="ASPXSpy" nocase wide ascii
Sstr2="1IS Spy" nocase wide ascii
Sstr3="protected void DGCoW/(object sender,EventArgs e)" nocase wide ascii

condition:
any of (Sstr*)

Rule lronTiger_ChangePort_Toolkit_driversinstall

rule IronTiger_ChangePort_Toolkit_driversinstall
{
meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
st=IIlel

Sstri="openmydoor" nocase wide ascii
Sstr2="Install service error" nocase wide ascii
Sstr3="start remove service" nocase wide ascii
Sstr4="NdisVersion" nocase wide ascii

condition:
Smz at 0 and (2 of ($str*))

Rule IronTiger_ChangePort_Toolkit ChangePortExe

rule IronTiger_ChangePort_Toolkit_ChangePortExe
{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
sz=llell

Sstr1="Unable to alloc the adapter!" nocase wide ascii
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Sstr2="Wait for master fuck" nocase wide ascii
Sstr3="xx.exe <HOST> <PORT>" nocase wide ascii
Sstr4="chkroot2007" nocase wide ascii
Sstr5="Door is bind on %s" nocase wide ascii

condition:
Smz at 0 and (2 of (Sstr*))

Rule IronTiger_dllshellexc2010

rule IronTiger_dllshellexc2010
{

meta:
author="Cyber Safety Solutions, Trend Micro"
comment="dlIshellexc2010 Exchange backdoor + remote shell"

strings:
st=IIlel

Sstr1="Microsoft.Exchange.Clients.Auth.dll" nocase ascii wide
Sstr2="DllIshellexc2010" nocase wide ascii

Sstr3="Users\\ljw\\Documents" nocase wide ascii

Sblal="please input path" nocase wide ascii
Sbla2="auth.owa" nocase wide ascii

condition:
(Smz at 0) and ((any of (Sstr*)) or (all of (Sbla*)))

Rule IronTiger_dnstunnel

rule IronTiger_dnstunnel

{
meta:

author="Cyber Safety Solutions, Trend Micro"

comment="This rule detects a dns tunnel tool used in Operation Iron Tiger"
strings:

$mz="MZ"
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Sstr1="\\DnsTunClient\\" nocase wide ascii
Sstr2="\\t-DNSTunnel\\" nocase wide ascii
Sstr3="xssok.blogspot" nocase wide ascii
Sstr4="dnstunclient" nocase wide ascii

Smistakel="because of error, can not analysis" nocase wide ascii
Smistake2="can not deal witn the error" nocase wide ascii

Smistake3="the other retun one RST" nocase wide ascii
Smistake4="Coversation produce one error" nocase wide ascii
Smistake5="Program try to use the have deleted the buffer" nocase wide ascii

condition:
(Smz at 0) and ((any of (Sstr*)) or (any of (Smistake*)))

Rule lronTiger EFH3_encoder

rule IronTiger_EFH3_encoder

{
meta:
author="Cyber Safety Solutions, Trend Micro"
strings:
Smz="MZ"
Sstr1="EFH3 [HEX] [SRCFILE] [DSTFILE]" nocase wide ascii
Sstr2="123.EXE 123.EFH" nocase wide ascii
Sstr3="ENCODER: b[i]:=" nocase wide ascii
condition:
Smz at 0 and (any of (Sstr¥))
}

Rule IronTiger_GetPassword_x64

rule IronTiger_GetPassword_x64

{

meta:

author="Cyber Safety Solutions, Trend Micro"
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strings:
$mz=llell

Sstr1="(LUID ERROR)" nocase wide ascii
Sstr2="Users\\K8team\\Desktop\\GetPassword" nocase wide ascii
Sstr3="Debug x64\\GetPassword.pdb" nocase wide ascii

Sblal="Authentication Package:" nocase wide ascii
Sbla2="Authentication Domain:" nocase wide ascii
Sbla3="* Password:" nocase wide ascii

Sbla4="Primary User:" nocase wide ascii

condition:
Smz at 0 and ((any of (Sstr*)) or (all of (Sbla*)))

Rule lIronTiger_GetUserInfo

rule IronTiger_GetUserlInfo

{
meta:
author="Cyber Safety Solutions, Trend Micro"
strings:
$mz="MZz"
Sstri="getuserinfo username" nocase wide ascii
Sstr2="joe@joeware.net" nocase wide ascii
Sstr3="If . specified for userid," nocase wide ascii
condition:
Smz at 0 and (any of (Sstr¥))
}

Rule IronTiger_GhOstRAT _variant

rule IronTiger_GhOstRAT_variant
{

meta:

author="Cyber Safety Solutions, Trend Micro"
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comment="This is a detection for a s.exe variant seen in Op. Iron Tiger"

strings:
$mz=llell

Sstr1="Game Over Good Luck By Wind" nocase wide ascii
Sstr2="ReleiceName" nocase wide ascii
Sstr3="jingtisanmenxiachuanxiao.vbs" nocase wide ascii
Sstr4="Winds Update" nocase wide ascii

condition:
$mz at 0 and (any of ($str¥*))

Rule IronTiger_GTalk_Trojan

rule IronTiger_GTalk_Trojan

{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
st=IIlel

Sstri="gtalklite.com" nocase wide ascii
Sstr2="computer=%s&lanip=%s&uid=%s&o0s=%s&data=%s" nocase wide ascii
Sstr3="D13idmAdm" nocase wide ascii

Sstr4="Error: PeekNamedPipe failed with %i" nocase wide ascii

condition:
Smz at 0 and (2 of (Sstr*))

Rule IronTiger_ HTTPBrowser_Dropper

rule IronTiger_HTTPBrowser_Dropper

{

meta:

author="Cyber Safety Solutions, Trend Micro"
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strings:
$mz=llell

Sstr1=".dlIIUT" nocase wide ascii
Sstr2=".exeUT" nocase wide ascii
Sstr3=".urlUT" nocase wide ascii

condition:
Smz at 0 and (2 of (Sstr*))

Rule lronTiger HTTP_SOCKS_ Proxy_soexe

rule IronTiger_HTTP_SOCKS_Proxy_soexe
{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
st=IIlel

Sstr1="listen SOCKET error." nocase wide ascii
Sstr2="WSAAsyncSelect SOCKET error." nocase wide ascii
Sstr3="new SOCKETINFO error!" nocase wide ascii
Sstr4="Http/1.1 403 Forbidden" nocase wide ascii
Sstr5="Create SOCKET error." nocase wide ascii

condition:
Smz at 0 and (3 of (Sstr*))

Rule IronTiger NBDDos_GhOstvariant_dropper

rule IronTiger_NBDDos_GhOstvariant_dropper
{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
Smz="MZz"




Trend Micro | Shadow Force Technical Brief

Sstr1="This service can't be stoped." nocase wide ascii
Sstr2="Provides support for media palyer" nocase wide ascii
Sstr4="CreaetProcess Error" nocase wide ascii

Sblal="Kill You" nocase wide ascii
Sbla2="%4.2f GB" nocase wide ascii

condition:
Smz at 0 and ((any of (Sstr*)) or (all of (Sbla*)))

Rule IronTiger_PlugX_DosEmulator

rule IronTiger_PlugX_DosEmulator

{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
Smz="MZ"

Sstr1="Dos Emluator Ver" nocase wide ascii
Sstr2="\\PIPE\\FASTDOS" nocase wide ascii
Sstr3="FastDos.cpp" nocase wide ascii
Sstr4="fail,error code = %d." nocase wide ascii

condition:
Smz at 0 and (any of (Sstr*))

Rule IronTiger_PlugX_FastProxy

rule IronTiger_PlugX_FastProxy
{

meta:
author="Cyber Safety Solutions, Trend Micro"

strings:
Smz="MZz"
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Sstr1="SAFEPROXY HTServerTimer Quit!" nocase wide ascii
Sstr2="Useage: %s pid" nocase wide ascii

Sstr3="%s PORT[%d] TO PORT[%d] SUCCESS!" nocase wide ascii
Sstr4="p0: port for listener" nocase wide ascii
Sstr5="\\users\\whg\\desktop\\plug\\" nocase wide ascii
Sstr6="[+Y] cwnd : %3d, fligth:" nocase wide ascii

condition:

$mz at 0 and (any of ($str*))

Rule IronTiger_PlugX_Server

rule IronTiger_PlugX_Server

{

meta:

strings:

author="Cyber Safety Solutions, Trend Micro"

st=IIlel

Sstri="\\UnitFrmManagerKeylLog.pas" nocase wide ascii
Sstr2="\\UnitFrmManagerRegister.pas" nocase wide ascii

Sstr3="Input Name..." nocase wide ascii

Sstr4="New Value#" nocase wide ascii
Sstr5="TThreadRControl.Execute SEH!!!" nocase wide ascii
Sstr6="\\UnitFrmRControl.pas" nocase wide ascii
Sstr7="0nSocket(event is error)!" nocase wide ascii

Sstr8="Make 3F Version Ok!!!" nocase wide ascii

Sstr9="PELEASE DO NOT CHANGE THE DOCAMENT" nocase wide ascii
Sstr10="Press [Ok] Continue Run, Press [Cancel] Exit" nocase wide ascii

condition:

Smz at 0 and (2 of (Sstr*))

Rule IronTiger_ReadPWD86

rule IronTiger_ReadPWD86
{
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meta:
author="Cyber Safety Solutions, Trend Micro"
strings:
$mz=llell
Sstr1="Fail To Load LSASRV" nocase wide ascii
Sstr2="Fail To Search LSASS Data" nocase wide ascii
Sstr3="User Principal" nocase wide ascii
condition:

Smz at 0 and (all of (Sstr*))

Rule IronTiger_Ring_GhOstvariant

rule IronTiger_Ring_GhOstvariant

{
meta:
author="Cyber Safety Solutions, Trend Micro"
strings:
st=IIlel
Sstr1="RING RAT Exception" nocase wide ascii
Sstr2="(can not update server recently)!" nocase wide ascii
Sstr4="CreaetProcess Error" nocase wide ascii
Sblal="Sucess!" nocase wide ascii
Sbla2="user canceled!" nocase wide ascii
condition:
Smz at 0 and ((any of (Sstr*)) or (all of (Sbla*)))
}

Rule IronTiger_wmiexec

rule IronTiger_wmiexec

{

meta:
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strings:

author="Cyber Safety Solutions, Trend Micro"
comment="wmi.vbs detection"

Sstr1="Temp Result File , Change it to where you like" nocase wide ascii
Sstr2="wmiexec" nocase wide ascii

Sstr3="By. Twilight" nocase wide ascii

Sstr4="[both mode] ,delay TIME to read result" nocase wide ascii
Sstr5="such as nc.exe or Trojan" nocase wide ascii

Sstr6="+++shell mode+++" nocase wide ascii

Sstr7="win2008 fso has no privilege to delete file" nocase wide ascii

condition:
2 of (Sstr*)
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