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On their own, a multicomponent backdoor and a point-of-sale (PoS) malware can
pose great threats to enterprises and small and medium-sized businesses (SMBs). As a
tandem, these two can lead to stealthier and more flexible attacks. But

add anotherPoS malware to the mix, and you’ ve got even bigger trouble.

TinyLoader, AbaddonPQOS, and TinyPOS are doing just that, infecting systems in
Europe and North America. TinyLoader, a backdoor known for infecting systems with
other malware, was first seen distributing AbaddonPOS PoS malware around
November 2015. When we noticed a sudden spike in AbaddonPOS detections just
this January, TinyPQOS, another PoS malware strain, has also reared its ugly head that
time. Our analysis suggests that these two PoS threats are related, and not only in
terms of how they are distributed and upgraded. We surmise that the operators
behind these two seemingly separate PoS threats are one and the same.

The role of TinyLoader

To figure out if AbaddonPOS and TinyPOS are indeed connected, we looked at what
they had in common—TinyLoader. This backdoor is a known means for introducing
secondary infections to systems. Note though that it is not the primary or sole
indicator of PoS malware infection.

TinyLoader has two small components—a screen grabber and a process
enumerator. These modules are used to gather information or reconnaissance on
infected systems. After TinyLoader diagnoses an infected system, it chooses the
aRppropriate payload to deliver to the machine.

TinyLoader receives this command, acquires the

screenshot module from an HTTP web link. It then
captures the screenshots, sends it over to the C&C and
then deletes the screenshot from the file system
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Figure 1. TinyLoader uses two components for reconnaissance

As has been said, TinyLoader started distributing AbaddonPOS variants in November
2015. We have been detecting AbaddonPOS variants as BKDR_TINY, BKDRé4_TINY, or
TROJ_TINY. Based on our Smart Protection Network data, Asia Pacific and Europe are
heavily affected by TinyLoader from the period of January-April 2016.
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Asia Pacific - 35.47% North America - 32.58% Europe - 26.76% Latin America - 5.19%

Figure 2. The number of TinyLoader-related infections from January to April 2016

Analysis also revealed that apart from spreading AbaddonPOS variants, TinyLoader
also has a hand in managing the malware’ s upgrades. As it turns out, TinyLoader
also distributes TinyPOS variants. But that is not conclusive. So we sought to further
compare AbaddonPoS with TinyPOS.

We looked at how newer versions of AbaddonPOS were distributed and found that
the initial versions of TinyPOS were distributed the same way. AbaddonPOS were
tested first via selective deployment and only when these deployments were proven
successful will they only go for wide distribution. We have yet to see a mass
deployment of TinyPOS but we’ re already seeing infections within the United States
and some parts of Europe.

Trend Micro protects customers from all threats related to TinyLoader. To protect
enterprises from malware with PoS RAM-scraping capabilities, it is best to employ
endpoint application control, that reduces attack exposure by ensuring only updates
associated with whitelisted applications can be installed. Endpoint solutions such

as Trend Micro™ Security, Trend Micro™ Smart Protection Suites, and Trend

Micro Worry-Free™ Business Security can protect users systems from AbaddonPOS,
TinyPOS, and TinyLoader backdoor by detecting these malicious files.

For more details on how TinyLoader serves as a software management suite for
deploying and upgrading AbaddonPOS and TinyPOS, and seemingly links the two
threats together, read our technical brief.
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