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Micah Yates - @mlk4chu
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Your functions are showlng

. Persistent Code Reuse

. Finding The Trail

. Pirp1.201x vs Operation Clandestine
DoubleTap

. Just give me all the Pirpi you have
. EXEProxy



Persistent Code Reuse:
function 1

O04BAYFC
BO4BAYFD
O04BAYFE
0040A500
0848A581
004BASHY

004BA4DE

83 EC
8B 44

8B 30
6A 80
68 A7
GR 83
6a 00
6h @1
68 80

BO40A4FT 83 FE
BO48A4FA 75 B89

DA AB 43 @0

08 o 8o

: int __ecdecl sub_%OAYDB(LPCSTR lpFileName. LPCSTR)
sub_4@A4DA proc near

LasthiriteTime=
LastAccessTim
CreationTim
1pFileNames dword ptr 4
arg_4: duord ptr %

FILETIME ptr -18h
FILETIME ptr -10h
FILETIME ptr -8

sub esp, 18h

mou oax, [esp+18h+1pFileName]
push  ebx
push  esi
push  edi
mou edi,
push O

push  oaih

push 3

push

push 1
80000080h

ds:CreateFilen

; hTemplateFile

; dwFlagsfndattributes
; duCreationDisposition
; lpSecuritynttributes
; duShareMade

; duDesiredAccess

i 1pFileName

push
push
call
mou
cmp esi, OFFFFFFFFh
jnz short loc_4BASOS

0O40R505
8040R505 loc_4ORSOS:
0040R505 lea ecx, [esp+2ihtLastériteTime]
0040R509 lea edx, [esp+2in+LastAccessTime]
0640A5ED push  ecx : lpLastlriteTime
BOHOASOE lea eax, [esp+z8h+CreationTime]
push  edx ; lpLasticcessTime
push  eax . lpCreationTime
push : hFile
AB 43 B0 call
AB 49 80 mou

esi
ds:GetFileTime
obx, ds:CloseHandle

push  esi hobject

call ebx ; CloseHandle
2 mou ecx, [esp+2ihtarg 4]

push : hTemplateFile

push WFlagsAndttributes
uCreationDisposition
pSecuritydttributes
wShareMode

0
0ATh
3

ecx ;
: CreateFilen
esi, eax

esi, BFFFFFFFFh
short loc_4GAS4D

loc_4ORS4D:
8D S4% 24 eC lea edx, [esp+2ih+LastiriteTime]
8D 44 24 14 lea eax, [esp+2ih+LastAccessTime]
edx : lpLastériteTime
ecx, [esp+28h+CreationTime]
eax : lpLasthccessTime
eex ; lpCreationTime
esi . hFile
ds:SetFileTime
eax, eax
esi ; hObject
short loc_48RST3

8D 4C 24 20

15 S4 AB 43 B0
ce

ebx . CloseHandle
di loc_4OAST3:
esi FF D3 eall ebx . CloseHandle
oax, eax S5F pop odi
ebx SE pop esi
esp, 18h B8 01 00 00 00 moy eax, 1

B pop ebx

83 C4 18 add esp, 18h

€3 retn
sub_4A4D8 endp

DR NN FEWN =

BN int

{

__usercall sub_10006DERR<eax>(int _EBX@<ebx>, void xa2)

void »u3; // esi@l

HANDLE v5; // esi@3

struct _FILETIME LastlWriteTime; // [esp+Bh] [ebp-3Bh]@1
struct _FILETIME LastAccessTime: // [esp+8h] [ebp-28h]@1
struct _FILETIME CreationTime; // [espt18h] [ebp-26h]@3
LPCSTR 1pFileName; // [esp*2Bh] [ebp-10h]@3

_EAX = a2;
LastAccessTime. dwLowDateTime = 0;
LastWriteTime.duHighDateTime = 167;
LastWriteTime.dwLowDateTime = 3;
BYTE1(_EBX) »= 2;

asm { xlat }

u3 = _EAX;
if ( _EAX == (void x)-1 )
return 9;

GetFileTime(_EAX, &CreationTime, &lLastAccessTime, &LastlWriteTime);
CloseHandle(u3);

u5 = CreateFileA(lpFileName, 0xCOO00EEO, 1u, O, 3u, OxATu, 0);
if ( w5 == (HANDLE)-1 )
return 0;
if ( tSetFileTime(&LastWriteTime, (const FILETIME x=)0x80000000,
return 9;
CloseHandle(us);
return 1;

(const FILETIME )1, @) )



Persistent Code Reuse

* What 1s Pirpi?
* Targeted malware delivered via 0O-days
CVE-2010-3962)
CVE-2014-1776)
CVE-2014-4113)
CVE-2014-6332)
CVE-2015-3113)
CVE-2015-5119)

A~ A~ A~ A~ A~ o~

* Appended to a wvalid gif
* Obfuscated Command and Control
* Compromised i1nfrastructure



Finding a Trail

. Why are you doing this?
. It’s fun
. You don’t know what you don’t know

. Pick 2 binaries by:
. Family
. Compile Times
. Fi1le Size

©)

. % silmilarity (ssdeep)



It started out with a diff, how
did 1t end up like this?

. Inspect Binaries w/ IDA Tools
. Bindiff - Hex Rays
. IDAScope - Plohmann/Hanel

. Bindiff two known Pirpi samples
. Tb838cda6l118a003b97ff3eb2edb/7309
. 33804e3e15920021¢c5174982dd69890

Last s Times sub. S c

Size

¢ 7b1202aabbbbc 8fd394223da2d4f7317a8 35/55 2014-07-25 3 3 84.0 KB
18: 17:04:41

dcedl 9389 [ 56 2015-08-25 2015-09-09 : 2 788.0 KB



It was only a diff

view
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It was only a diff

10008130 1 n A iction_1 0040A4D0

DEIMmArY SEeoNdArY

10008130  function_l 0040A4D0  function_1
=5 5 e

1
1
1
1
1
1
1
1
1
1
1
1
1
4
4
4

10008130  function_1 10008130 0040A4D0  function_1
5 5165 4084

0040A4D0  function 1 0040R4D0  funstion 1
t0AS48 - 40AS4E

10008130  function 1 10008130  function_1

10008130  function_1 10008130  funetion_1 0040A4D0  funetion 1 0040AIDO  function 1
100081C8 10008103 10ASEE e 108




Aside:
Putting the FUN 1n Function

IE] DA View-A "] simpliFiRE.IDAscope v1.2.1 B EI Strings window IE Hex View-1 IE Structures s %z] Imports

Functions: 256 - Tagged: 76 - Displayed: 75

Address Name Cach CrSec Dir Enum FSear Fhe Info Mutx Proc Reg Serv Str WINet
010008360 sub_10008360 0 0 0 0 0 0 0 0

0
0x1000af00 sub_1000AF00 0

0x1000b280 sub_1000B280

0x10009640 sub_10009640

0

] 0 0 0

] 0 0 0
0x1000b130 function_1 0 0 0 0

0 0 0 0

0 0 0 0

0x1000a0c0 sub_1000A0CO

Selected function contains the following API references with parameters:

Address API Tag Address Type Name Value
0x1000b153 File 0x1000b140 HANDLE hTemplateFile 0x0
0x1000bl3a CreateFileA File 2 0x1000b142 DWORD dwFlagsAndAttributes Oxa7

3 0x1000bl9b CreateFileA File 3 0x1000b147 DWORD dwCreationDisposition 0x3

4 0x1000b175 GetFileTime File 0x1000b149 LPSECURITY_ATTRIBUTES IpSecurityAttributes 0x0

5 0x1000blbd SetFileTime File 5 0x1000bl4b DWORD dwShareMode Ox1
6 0x1000bl4d DWORD dwDesiredAccess 0x80000000
7 0x1000b152 LPCSTR IpFileName 0x0




Pirpi1.201lx vs Operation
Clandestine DoubleTap

Sample MD5 Pirpi.2014 Bindiff Pirpi.2015 Bindiff Name Address Ordinal

=2 lePramGet 10002BC0

FA3578C2ABE3F37DDDA76EE40C5A1608 =2 Jeet 10002850
° © o7 <J.e 7 &3 DIIEntryPoint 1000E87A

1A4B710621EF2EGOB1F7790AE9B7A288 ' '

F4884C0458176AACS48A911683D3DEF5 | 91.4%

4CAQTFFOD72B422589266AATB532D6E6 |93.7%

B48E578F030A7B5BBI3A3ESD6D1E2A83 | 100% 100%

1BOE6BA299A522A3B3B02015A3536F6F |34.3% 7 b 100% 100%
Table 4. Resulting Similarity and Confidence Rates of Pirpi Samples

Similarity | Confidence | Similarity Confidence

[main entry]

First sub. Last sub. Times sub. Sources Size

2014-05-01 20140725 3 84.0 KB
17:04:41

a




Pirpi1.201lx vs Operation
Clandestine DoubleTap

5A
58
5B
aD
59
5F
8B
66
66
ct
89
66
66
55
ac
52
c1
66
33
85
76
TT

8E
8B
8B
85
8D
89
89

DD
85
ED
ED
18
00

20
96
86
EC
Fo
a5
85

10
D2

02
1C
24
FE
FE
F
F6

00
02
62
FF
FF
FE
FE

00
00
00
FF
FF
FF
FF

pop
pop
pop

popf

pop
pop
moy
moy
mow
moy
mow
moy
moy

push
pushf
push

rcr

test

Xor

test

jhe
ja

edx
eax
ebx

eCcx

edi

ecx, [esi+ ]
dx, [esi+ ]

ax, [esi+ ]

dword ptr [ebp-
[ebp- ], ecx
[ebp- ]. dx

[ebp- ]. ax

ebp

edx

ebp,

dx, dx

ebp, ebp

ebp, ebp

short loc_40CDAY
short $+

rule purpi_anti_disasm

{

meta:

author = "Micah Yates"
"Anti-disassembly instructions used by Pirpi malware"

description
strings:

$rel = { 5? 9c 57 } // push, pushf, push
{ 52 5?52 09d 2?2 ??} // 3x pop,
$re3 = { 33 ?? 85 ?? 72 ?? 7? @@ } // xor, test, jge, jl

$re2

condition:
all of them

h



Ll

Just give me all the Pirpi you have:

function 1

83 EC 18
8B 44 24 1C
53

56

57

88 3D DO A0 49 00
6A 00

68 AT 00 80 8O
6h 03

6h 89

6n 01
68 90 00 00 30

int __cdecl
sub_4B8A4D0 proc

pop edi
pop esi

xor eax, eax
pop ebx

add P

retn

SE
33 co

SB

83 C4 18
c3

_FILETIME pkr
=" _FILETIHE ptr
FILETIME ptr

d

esp
eax +18h+1pFileNane]
ebx
e
edi
edi, ds:CreateFiled
: hTemplatefile
: duFlagsAndAtt
duCrea nDis|
1pSecurityatt:
duShareMode
duDesiredAcce:
ax 1pFileNamo
edi CreateFileA
esi. eax

esi
short loc_40R505

8D 4C 24 BC
8D 54 24 14

8D 44 24 20
52

50

56

FF 15 58 A0 49 00
8B 1D D& AB 49 BO
56

FF D3

BB 4C 24 2C

A 00

68 AT 00 00 00

6a 01
68 00 00 00 CO
51

FF D7

8B FO

83 FE FF

5 09

pop ed
pop i

xor oax, oax
pop ebx

add 5.
retn

FF D3
5F
33 Co

5B
83 C4 18
3

jnz

sub_40A4DO({LPCSTR 1pFileName, LPCSTR)
c near

esi
short loc_4OASHD

8D S4 24 OC
B0 44 24 14

FF 15 54 A8 49 60
85 co

56
75 6B
call

pop
pop

)]
: hTemplateFile
duFlagsAndAttributes

: duCreationDisposition
1pSecurityRttributes

; dushareMode

; duDesiredAccess

: 1pFileName

loc_40AS4D
loa x
lea
push
lea
push
push
push
call
test
push
inz

: hFile

SE
BB @1 00 00 00
SB

83 C4 18
3

hobjec

t

3f5d79b262472al12e3666118a7cdc2ca
6bdee405ed857320aa8c822ee5e55912
€22d02796cfb908aat48e2e058a0890a
1fa0813be4b9123613204c94e74efcod
914e9c4c54fa210ad6d7ed4ft47ec285F
44bd6522092991100d246d8280cac3ac
b48e578f030a7b5bb93a3e9d6dle2a83

£683cf9c2a2fdc27abff4897746342c4

sthccessTime
1pCreatis

onTime

loc_48AST3
b

call 13 CloseHandle
pop i
pop osi
moy eax
pop ebx
add esp

retn
sub_40A4D8 endp

www.msnmessengerupdate.com/index31382/f2ae95b93i97.bmp
www.msnmessengerupdate.com/imagel9582/7e7e7eb7fi7f.gif
www.office2008updates.com/dream/dream.php?

ini.msnmessengerupdate.net/smart/smartmain.php?

ini.office2005updates.net/smart/smartmain.php?

product.sorgerealty.com

ste.mullanclan.com
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Mminor verslOoIs

1

function

100

V6
m V5
mv4
mv3

myv2

mvl

90

80

70

o o o
o n <

S31dINIVS INDINN

30

20
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function 1 - minor wversions

aub_401FCO proc near

Goa16as
s - | int __cdecl aub_S0311D{LPCSTR 1pFileNass, LPCSTR)
e 2ub_403110 proc naar
- | ARt __cdscl sup_1081GAB(LICSTR 1pFi1oNsss, LPESTR)
Lastliri taTi ILETIHE ptr -15n : ouds_ 18961648 proc near

duore ptr LoataccesaTine: _FILETINE ptr -10n [P ————
restionTines | ptr - : e
1pFiloNanes duard ptr s

Erastionii
Brg_4e duord ptr

p. 18n
eax. [esp+iShearg 8]
0%
sl esp. 18h

. oep. 180
s Laap 18 LpFiLabane] it

. s duora_sevozs wsx. [wnpeihelpFileNeas |

di
01
8

sdi pu e
sdi, du:CreateFilen 030 50 90 80 10 odi, deiCreateFile
o P 8

A5 59 80 08 "
' FlemlateFile
80060060h o o8 00 0o i naattributes
531 . Gword 49w

esi, eax

2 68 a7 @B @0 8 oAt
01 3 awCreationdisgosition
o IpSecurityattributes
' .
soaceanen awDesirodiccess
x flahane

ai
esi, OFFFFFFFFh oo 00 80
GouaFER T8 08 = hart Lo _OTFFS

#di . CreatsFilsh
e5i, sax
51, BFFFFFFFFR

short loc_a0318

EEEEHHE R F

Lec_WOTFFS
1 ocx, [osptzihevar_i5] "1
len  ods [ocpezinevar 18] i e ,
oy b i N R espe2ihelast 3
e i i 8- = oul=s S,

B 01 00 00 00 1 x, [espt2iinsLasturiteTine] noEe s B " Leopratetrie e itaTine
56 sbx 52 ol
418
3

5 54 00 00 10 GG tFiLeTine
© 80 56 89 10 wov  obx, do:Clovedandle

e PR Bos1571 56 e b joct
BT TR ) wcx, Lospraihenrg 8]
ebx, ds.CloseHandle H hTemplateFils
esi habject auF Lagadndattrinutes
ebx : CloseHandle g 3 © dmcrastiondisposition
ecx, [espt2intarg 4] 60171 6A push 0 pSecuri tyit bributes

o hTenplateFile !

oATH duF lagsAndAttributes

3 CreationDisposition
wi. BFFFEFFRFD 3 o IpSecur Ltyattributes
snert 1oz_302030

1
0COD0BOBEN

ex
edi . CreateFiled
42030, ax
oa” o [sspe2heuar 18] eni, OFF! ‘ Loc_ 10001710
eax. [esps2ihivar 18] 00303185 short loc_483193 o 80 54 24 6 Iea eds, [esmediheLastiedteT,
aax po a0 w24 18 saa, [eapr2ineLasteessaTins]
e, [espe2shouer 8] add 2 o IpLastiritel,
e ue 2 20 on  ecx, [espelibeCreationTi
el © IplastaccessTise
IpCroationTine
[espe24nLasti i toTd -l
[espr24hissticcassTing]

15 58 00 00 10
esi - 5 ce
short loc_402063 3 : IpLastiiritel

: IpCreationTi
RFile

3
3 T 48 46 08
5 FF 03 call  eox 0! 56

sF

056 SE
2051 8B G1 0B 0B 0B
E

834
3

retn
cub_NG1FCE endp

V1 -2007 V2 - 2008 V3 —2006

MD5: MD5: MD5:
98011f5b7b957a142f14cbda57a5ea82 272cb6c16e083cal43d40c63005753a2 acd8d34d8360129df1c8d03f253ba747
@00401FCO @00403110 @100016A0

rtn
oub_10007680 endp



function 1 -

+ aergernrs s
: duCreationDisposition,
: lpSecurityttributes
H hareMod:

dubesiredAccess

: 1pFileNane

i . CreateFiled

eax

esi, GFFFFFFFFh
short loc_4OB3A4

esps28h+Lastiiri teTime]
i lpLastiiriteTime
espr2ChelasticcessTine]

: lpLastAccessTime 80481091 52
edx

sax, [esp+30h+CreationTime] Sl g
eax : 1pCreationTi
00408357 56 osi ile
00408358 FF 13 54 ds:GetFileTine 8048109 88 10 1C BO 48 B8
sbx, do:CloseHandle 4Q1DR4 S
esi : hObject
ebx . CloseHandle
ecx, [espr2h+lpFileName]
: hTemplateFile

: dubesiredhccess
: 1pFileName

esi, OFFFFFFFFh : 2
short loc_4BB3A4 08401DC5 74 10

S4 24 10 [esp+zah+LastiiriteTine] 54 24 10
x : lpLastiriteTime

4 24 1C [esp+2Ch+LastAccessTime] 2% 1
ax : lpLasthccessTine ‘ '

uC 24 28 [esp*30h*CreationTine] 4C 24 28
1 i1 ionTi
esi : hFile
15 50 B0 49 60 ds: SetFileTine
esi : hObject
ax, eax ca
short loc_4BB3AD 68

a2 "
06408342 FF D3 BO4O1DEZ FF D3

loc_4BB3AD:
call ebx | CloseHandle
edi

1

0040E3BA

V4 -2014
MD5:

c006faaf9ad26a0bd3bbd597947da3el
@0040B320

V5 - 2016
MD5:

@00401D60

6
15 64 BO 40 0@
6

edi

odi, ds:CreateFilon
a ' plateFile

ath duF LagsAndAttributes
3 ; duCreationDisposition
o : lpSecurityAttributes
: duShareMode

; dubesiredccess
1pFileName

1
80086008h
X i

- CreateFilef

esi. OFFFFFFFFn
short loc_401DEY

. [esp*2BhsLastiiriteTime]

wcx IpLasthiriteTine

edx, [esp+2CheLastAceessTine

ed: : 1pLastaccessTime

eax, [esptihireationTime]
1pCreationT.

esi : hFile

ds:GetFileTine

ebx, ds:

a

aath

3

a i lpSecurityAttributes
: duShareMode

: dwDesiredRccess
1pFileane

1
Ce000080h

scx :
edi - CreateFiled
el eax

esi, OFFFFFFFFh
short loc_401DE4

[esp+28h+LastiriteTime]
; IpLastiiriteTime
[esp*2ChsLastAccessTine]
; lpLastAccessTime
[esp*3eheCreationTime]
; pCreationTine
hFi

osi
ds; SetFileTine
esi : hobject
vax, vax

short loc_481DED

f683cf9c2a2fdc27abff4897746342c4

mi1Nnor versions

Ec 18
6

ds:CreataFilen
hTemplaterile
© dFlagaAngAttributes
© ducreationdisposition
1pSecurityittributes
dushar sMode

7
0 €0 80 W B0
a0

CreateFilen
%

FRFFFFFD
1oc_4D4R5F

lec_804A4F

. [esp+2intLastiriteTine]
x IpLastiriteTine
Tine]
" IpLastaccessTine
uoLESH 8D . [esprzchecreationTi
0OUDLASE 50 2 : IpcreationTine
4AsE 56 esi : hFile
ds:GetFileTine
obx. Hendle
osi : hobject
ebx  CleseHand
ecx, [espt2int pFileane]
: hie

© dubesirediccess
 IpFiletians

LespsziheLastiiri tel
: 1p oTim

w218 . lesp#2ehtLastacsessTine]

s wax © lpLastacconsTi
ue 2 24 . lespr2ChetraationTin

st IptreationTine

3 031 - hFile
15 94 80 41 60 dsSstFileTine

a w5l © hobject

eax, eax
short loc_HOSABS
BauaiAs FF 03

Toc_4B1DED:
call ebx . CloseHandli
edi

retn
al, sub_404A20 endp.
ebx

V6 - 2017
MD5:

07b4d539a6333d7896493bafd2738321
@00404A20



function 2

B3 7C 24 B4 04

0040256 A8

sub_§02838 proc near

Versioninforaations OSUERSIONINFOR ptr -94h

osp,
eax, [espBunslersianInfornation]

[esp+3uheversioninfornation. dwOSUer siantnfoSize] , 9%h

eax : lpUersiontnfornation
da:Gotlersi

. losp sionInfornation

sax, 1
short loc_4ozes7

[esp+aiihsUersioninfarmation. duMajorlersion], & fE64azes7
BF 85 30 B0 60 68 j lac_UB2BFA

Gous2637
66402637 83 F8 02
oou2830 75 SE

266 48 Wb 24 08
2606 83 E6 00
2800 T4 1E

0ouo2EC0 TH OF

dec
jnz

0102505 B3 03 87 60 00
oouozata @1 C 84 09 60 00
oouozenn ¢

x
short loc_4O2BFA 1 00402501 Lec_802801 :

v esx, SES0R
P

ot
ade
ret

d
tn

retn
sub_Y82838 endp

loc_482687:

enp
jnz

Toc_4828DI 646
o’

eax, 2
short loe_B028FA

004025EE BB €9 S
Y 9

. Toen floouezeFa €3

" int sub_z02830()
2
3| struct _OSUERSIONINFOA UersionInformation; // [esp+Bh] [ebp-94h]@1
N
5| UersionInformation.dwOSUersionInfoSize = 148;
6| GetUersionExA(&VersionInformation);
7| if ( VersionlInformation.dwPlatformId == 1 )
8
] if ( VersionInformation.dwMajorUersion == 4 )

if ( tUersionInformation.dwMinorUersion )
return 95;
if ( VersionInformation.dwMinorUersion == 10
return 98;
if ( VersionInformation.dwMinorVUersion == 90
return 19781;
}

else if ( UersionInformation.dwPlatformld == 2 )

switeh ( UersionInformation.duMajorUersion )
{
case 3u:
return 20052;
case 5Su:
if ( tUersionInformation.dwMinorUersion )
return 2000;
if ( VersionInformation.dwMinorUersion ==
return 22608;
if ( VersionInformation.dwMinorVUersion ==
return 2003;
break ;
case bu:
34 return 22121;
35 3
36| 3}
37| return B8;
38(}

)
)

1)

2)



2

function

[ z0 2102
| 809707
" ¥0 9102
" €0910¢
| 60 5T0C
" L0 STOT
" 90 510
[ 105707
" 60 ¥T0T
" 80 ¥10¢C
[ L0 10T
” S0 #7102

SI1dINVS INDINN




function 3

mAE
; int __edecl sub_481180(LPSTR lpCommandLine, char)
sub_401160 proc near
ProcessInformation= _PROCESS_INFORMATION ptr -Sih
StartupInfo: _STARTUPINFOA ptr -44h
1pCommandLine= dword ptr 4
arg_4= byte ptr &
00401160 83 EC S4 sub esp, Shih
57 push edi
B9 11 00 00 90 moy ecx, 11h
33 o xor  eax. eax "B __cdecl sub_4061160(LPSTR lpCommandLine, char a2)
8D TC 24 14 lea edi, [esp+58h+StartupInfe] {
F3 AB rep stosd
89 44 24 o4 moy [esp+58h+ProcessInformation.hProcess], eax BOOL wz; // eax@3 )
C7 44 24 14 44 00 00 00 mov [esp+58h+StartupInfo.cb], 44h struct _PROCESS_INFORMATION ProcessInformation; // [esp+Bh] [ebp-54h]@l
i mou  [esptSshProcessinformation.hThread], eax struct _STARTUPINFOA StartupInfo; // [esp+16h] [ebp-44h]@1
pop edi -
89 44 24 08 moy [esp+54h+ProcessInformation. duProcessId], eax
89 44 24 OC mou [esp+Suh+ProcessInformation.duThreadld], eax memset(&StartupInfo, 0, sizeof(StartupInfo));
8 44 24 SC oy al, [esp+Shh+arg 4] ProcessInformation.hProcess = 0;
84 Co test al, al i
4 OF jz short loc_4011A1 StartupInfo.ch = 68;
ProcessInformation.hThread = 0;
ProcessInformation. duProcessld = 0;
66 CT 44 24 40 00 08  mov [esp+5ih+StartupInfo.wShowllindow], 6 ProcessInformation.dwThreadId = 0;
C7 44 24 3C ©1 00 00 00 mov [esp+S4h+StartupInfo.dwFlags], 1 if ( a2 )
{
il s = StartupInfo.wShowllindow = @;
loc_u011a1: StartupInfo.dwFlags = 1;
8D 4C 24 @O lea ecx, [esp+S4h+ProcessInfermation] }
8B 44 24 58 mou eax, [esp+S4h+lpCommandLine] 2 = CreateProcessA(®, lpCommandLine, 8, 0, 1, @, 8, 0, &StartupInfo, &ProcessInformation);
8D 54 24 10 Lea edx, [esprSih+StartupInfo] . return u2 '= @ ? ProcessInformation.hProcess : @;
51 push ecx ; lpProcessInformation !
52 push edx ; 1pStartupInfo }
6A 00 push 0] ; lpCurrentDirectory
6A 00 push 0] ; lpEnvironment
6A 00 push 0 ; dwCreationFlags
BA 01 push 1 ; bInheritHandles
6A 00 push 0 ; lpThreadAttributes
6A 00 push 0 ; lpProcessAttributes
50 push eax ; 1pCommandLine
6A 00 push 0 ; lpApplicationName
FF 15 30 20 40 00 call ds:CreateProcesshA
8B 4C 24 o0 moy ecx, [esp+Sih+ProcessInformation.hProcess]
F7 D8 neg eax
1B CO sbb eax, eax
23 C1 and eax, ecx
83 CH4 54 add esp, Shih
c3 retn

sub_401160 endp
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2812816 ETPRO TROJAN EXEPR

ETPRO TROJAN EXEPRO.

_' y : ETPRO TROJAN EXEPR
I y 9 ETPRO TROJAN EXEPRO.

L]

ETPRO TROJAN EXEPR
ETPRO TROJAN EXEPROXY CnC Be on (IN D) 6 md5,b94becffcaccb5d@5e5F508c5bd9c9508¢c

b94bcffcaccto5dloedf508cobdic |l
950c ipeontia /a1l

Contains function 1

localgroup admin ato
localgroup administra 2 fdomain

group "domsin admins'T main

—an —-p top

Contains Anti-Disasm
OpenSSL 1ncluded

Requires cmd line params to
run

-p tcp




EXEProxy
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L]

XEProxy 2: Electric Boogaloo

2549 || ETPRO TROJAN Possible EXEPROXY SSL Cert

2788 || ETPRO TROJAN EXEPROXY DNS Lookup || md5.b34bcficacc65d05e5f508c5bd9c950c

2812 || ETPRO TROJAN EXEPROXY Possible HTTP CnC Beacon 1 || md5,b94bcffcacc65d05e5f508c5bd9c950c
2813 || ETPRO TROJAN EXEPROXY Possible HTTP CnC Beacon 2 || md5,b94bcffcacc65d05e5f508¢5bd9c950¢
2814 || ETPRO TROJAN EXEPROXY Possible HTTP CnC Beacon 3 || md5,b94bcffcacc65d05e5f508¢5bd9c950¢
2815 || ETPRO TROJAN EXEPROXY Possible HTTP CnC Beacon 4 || md5,b94bcffcacce5d05e5f508¢5bd9c950c
2816 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) 1 || md5,4d38744801100a537b3839ch8b416b50
2817 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) 2 || md5,4d3874480110ba537b3839ch8b416b50
2818 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) 3 || md5,4d3874480110ba537b3839ch8b416b50
2819 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) 4 || md5,b94bcffcacc65d05e5f508¢5hbd9c950c
12820 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) 5 || md5,b94bcffcacc65d05e5f508¢5hd9c950c
2821 || ETPRO TROJAN EXEPROXY CnC Beacon (INBOUND) & || md5,b94bcffcacc65d05e5f508¢5hd9c950¢
2841 || ETPRO TROJAN EXEPROXY GET Session CnC Beacon || md5,4d3874480110ba537b3839ch8b416b50

: , ">Ttime %$2d:%2d:%2d Disconnect >
Requires Cmd Line ne2d:%2d:%2d >Cback:"

Params "STLTime: %2d:%2d:%2d%

">Cback: %s:3sd"
No other notable S
anchor functions ek

"K:3sd"

4d3874450110badb537b383
9cb8b416b50

Contains function 1

1
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1
1
1
1
1
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Server tool



L]

XEProxy 2:

lectric Boogaloo

* a85f9%P4c33001ee’124e59291242b9%e80
* OpensSsSL Server

* Contains Public/Private Keys

FEE

2B
8B
68
8D
BA
50
89
E8
68
8D
6A
51
E8
57
8D
68
52
E8
56
8D
68
50
E8
83
85
OF

cz sub eax, edx
Fo mov esi, eax
00 OC 00 00 push ; Size
84 24 88 00 00 OO lea eax, [esp+ +Dst]
08 push ; Ual
push eax ; Dst
™" 24 28 mov [esp+ +yar_186C], esi
C3 2D 00 08 call memset
00 BC 08 0O push ; Size
8C 24 94 oC 00 PO lea ecx, [espt +Buffer]
jclo] push ; Ual
push ecx ; Dst
AF 2D 00 08 call memset
push edi ; Size
94 24 A0 00 00 PR lea edx, [espt +Dst]
40 F5 45 00 push offset aBeginCertifica
push edx ; Dst
96 2D 00 0O call memcpy
push esi ; Size
84 24 AC OC 00 PO lea eax, [espt +Buffer]
A8 FA 45 00 push offset aBeginRsaPrivat
push eax ; Dst
83 2D 00 0O call memcpy
C4 30 add esp,
ED test ebp, ebp

84 DB 01 0O 00 jz loc_HO30F3

Certificate Information:

Common MName: marryks
Organization: www.bhpbilliton.com
Organization Unit: BHP BILLITON
Locality: Melbourne

State: Melbourne

Country: AU

Valid From: December 25, 20813
Valid To: December 23, 20823
Issuer: marryks, www.bhpbilliton.com
Serial Number: 8 (@x@)



In Summary:

* Some families never change

* Anchor Functions are Fun!

* Use public info

* Pirpl malware active since at least 2006

* Unintended findings
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