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Disclaimer: CrowdStrike derived this information from

investigations in unclassified environments. Since we value our
clients’ privacy and interests, some data has been redacted or

sanitized.

Web shells epitomize the hacking tenant of hiding in plain sight.
In a previous post, we showed how a web shell could hide as a
single file among thousands present on a web server and as a
single line of code in an otherwise legitimate page on a site. The
best web shells are not detected by anti-virus and can defeat
vulnerability scanning applications using novel techniques like
cookie and HTTP header authentication. Identifying the presence
of a web shell can be difficult, but there are effective and
repeatable ways to find them in your network. Today we will cover

log review, concentrating on the following techniques:

SQL injection identification

Directory enumeration
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Statistical web log analysis
Get to Know Your Web Logs

Good logging is a requirement for successfully detecting and
mitigating network intrusions. Luckily, web servers have far
better logging available by default than other servers in the
enterprise. It is common to find web server logs dating back a
year or more, but web logs are typically stored in text format and
are particularly at risk for deletion and modification by
attackers. Given their intrinsic value, organizations should aim
for daily aggregation and centralized archiving of web logs. Their
location can be highly dependent on the operating system and
server version, but the following locations are a good place to

start:
C:inetpublogsLogFiles (IIS)
C:WindowsSystem32LogFiles (IIS)
/var/log/httpd/ (Apache)
/var/log/apache/ (Apache)

There are three popular standards for web logging. The
techniques discussed here will work for any format, but some
formats provide significantly less data to analyze. Apache
servers often employ the NCSA, or Common Log Format. This
format tends to record less information than others do. The W3C
extended log file format, commonly used by Microsoft IIS,
provides the most data and is the best-case scenario from a log
analysis perspective. W3C extended logs can provide additional
helpful information such as the client query, time duration of the
request, and user agent. You may also see the proprietary IIS log
format, which provides more information than NCSA, but less
than W3C extended logs.

SQL Injection Identification

As discussed in earlier posts in this series, Deep Panda is a
sophisticated China based threat group CrowdStrike has
observed targeting companies in the defense, legal,

telecommunication and financial industries. Deep Panda often
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gains entry into an environment by exploiting vulnerabilities in
poorly patched web servers or web servers running legacy or
custom applications. Detecting successful SQL injection is an
effective way to identify attacks early in the kill chain. Finding
SQL injection attempts also provides a good starting point for
discovering additional malicious activity. Here are a few things

to look for to help narrow the search:

Investigate server logs that are significantly larger
compared to others. SQL injection is very noisy and requires
numerous connection attempts to a web server to be successful.
Automated SQL injection tools are particularly noisy. This
activity can create many large entries, causing the daily logs to

exceed the average size.

SQL commands should be a very rare occurrence in
standard web logs. Search for commands often passed during
SQL injection such as *, %27, -, SELECT, INSERT, UNION, CREATE,
DECLARE, CAST, EXEC, and DELETE (this is only a subset and
should be tailored to your environment). Regular expression

searching with grep or PowerShell can lead to quick wins.

Identify HTTP 500, 404, 403 and 400 status codes that
occur in long successions within your logs. This will help identify

enumeration and patterns typical of SQL injection attacks.

On IIS servers, look for references to “cmd.exe” and
“xp_cmdshell” to identify possible privilege escalation due to
successful SQL injection exploitation. Execution of these
commands is often the ultimate goal of an attacker. If you find
successful entries (HTTP status code 200) containing these

commands, you likely have a confirmed intrusion.
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File Edit View Debug Help
Nedss0x 9 >am =8BT0,

| FindSQLipsl* X ' f
3 Get-ChildItem -r -1 ex*.log | Select-String "(A\%27)|(\") | (select|union|insert|
create|declare|cast|exec|delete)”

ex130412.Tog:155:2013-04-12 22:11:58 W35VC(53254 82.63.191.13 POST /Login/Togin_
in_new.asp Ref=U; DECLARE%¥20E5%20NVARCHAR (4000) ; SET%20aS=CAST (0x440045 004 3004C00
4100520045002000400054002000760061007 2006300680061007 2002800320035 00350029002C0
040004 30020007 60061007 2006300680061007 2002800320035 0035 002900200044 0045 0043004C
0041005 200450020005 400610062006C0065005F 00430075007 2007 30065007 20020004 30055005
2005 3004F 00520020004 6004 F005 20020007 30065 006C00650063007400200061002E006E006100
6D0065002C0062002E006E0061006D0065 00200066007 2006F00600020007 30079007 3006F00620
06A0065 00630074007 300200061002C007 30079007 30063006F006C0075006D00GED07 300200062
0020007 700680065 007 20065 00200061002E00690064003D0062002E0063006400200061006E006
400200061002E007 80074007 900700065003000270075002700200061006E00640020002 8006200
2E007 800740079007 00065 003D003900390020006F007 200200062 002E007 30074007 9007000650
03D003300350020006F007200200062002E007 80074007 90070006500300032003300310020006F
007 200200062002E007 80074007 9007 0006500300031 00360037002 90020004F005 00045 004E002
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PS CAWindows\system32\LogFiles>

g s

Completed ln2 Col 10

=

Mame Date modified Type Size Iil
[ =x130412.log 4/12/201312:53 AM - Tedt Document 2,126 KB
|| =30302.log 31/201311:05 PM Text Document 185 KB
= ex111276.log 12/25/2011 10:26 ...  Text Document 171 KB
|| =110109.log 1/8/2011 11:12 PM Text Document 152 KB
= ex111223.log 12/22/2011 1:03 PM Text Document 127 KB
= ex111222.log 12/21/201111:52 ... Text Document 114 KB
| ex80721.log 7/21/2008 12:46 AM  Text Document 104 KB
| ex100623.log 6,/22/2010 4:28 PM  Text Document 94 KB
| ex120404.log 4/3/2012 9:08 PM Text Docurnent 88 KB
|| 120510.l0g 5/9/201211:56 PM Text Document 81 KB
|| ex080110.l0g 1/9/2008 10:23 PM Text Document 81 KB

Directory Enumeration

Enumerating the web server file system is a common way for an
adversary to identify the type of scripting language a web server
is running and what scripts can be used to further escalate
privileges. Directory enumeration is a noisy technique, and one
of the easiest to spot. In the example below, the IP address
60.166.3.22 enumerated an IIS web server. Shortly after these
requests, we discovered a successful SQL injection attack

recorded in the logs.
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2013-03-20 19:03:11 60.166.3.22 5081 192.168.100.11 B0 HTTP/1.1 GET
/images"OTAZNjAw:40 400 - URL -

2013-03-20 19:03:36 60.166.3.22 5083 192.168.100.11 80 HTTF/1.1 GET
/Login//..%5¢c..%5c..%5¢c. .%5c..%5¢c. .%5¢c. .%5¢c. . %5cetc/passwd 403 -
Forbidden —

2013-03-20 19:03:36 60.166.3.22 5109 192.168.100.11 B0 HTTP/1.1 GET
/Login//..%5c..%5c..%5¢c..%5¢c. .%5¢. .%5¢c. .85¢c. . %5cwindows/win.ini 403 -
Forbidden -

2013-03-20 19:03:37 60.166.3.22 5053 152.168.100.11 80 HTTP/1.1 GET
fLogin//../. ../ ./ /. .. /.. /.. /etc/passwd 403 - Forbidden -

Statistical Web Log Analysis

There is more to web log analysis than just looking for SQL
injection patterns and enumeration attacks. Web logs can
stretch back for years and contain hundreds of millions of
entries. To make review feasible, we often use statistical analysis
to analyze web log entries in different ways. Similar to our
previous post on file system stacking, the goal of statistical
analysis is to identify outliers for further analysis. If you do not
have an enterprise tool that can do this, Microsoft Log Parser and
Log Parser Lizard (shown below) are fantastic free options. Log
Parser takes nearly any log format as input and allows analysis

via SQL queries.

In Figure 4 below, we executed a query to collect all successful
(status code 200) .asp and .aspx page requests within the log,
count them, and then sort by the total number of entries. Web
shells in IIS servers often take the form of .asp pages and we
were looking for outliers, either in the path or in the number of
hits. As you can see, system_web.aspx is immediately
recognizable as an outlier based upon its path. In fact, out of ~1.5
million log entries on this server, it was the only .aspx page
successfully requested outside of the /owa/ folder. Similar
queries are useful for other requests such as those referencing

.php, .exe, or dll files.
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Hit counts for each extension

cs-uri-stem |Extension | Total Hits -
Jowa/forms fbasic BasicClientStrings.aspx | [ 587
fowa fdefault.aspx

| fowajredr. aspx
Jaspnet_dient/system_web/4_0_30318/system_web.aspx
Jowa fformsjpremium /dientstrings. aspx
fowafauthflogoff.aspx

fowa//forms fpremium fgetimg. aspx
fowa/WebReadyViewBody, aspx
fowaflanguageselection,aspx
Jowa/WebReadyViewIndicator.aspx

Jowa fforms jpremium feditcontact.aspx
Jowa/WebReadyView.aspx

R ] R

k;|l—l|5|\n m-w'm‘m 4 flea |2 -—-:
i |

[Hit counts for each extensicn” e
Edit View Find and Replace  Insert
SELECT cs-uri-stem, -
TO_UEPERCASE (EXTRACT EXTENSION( cs-uri-stem )) LS Extensionm, F
: COUNT (*) AS [Total Hits] =
4 FROM D:\IIS_logs\LogFiles\W35VC1\*.log
; WHERE Extension LIEKE 'SASP%' AND sc-status=200
GROUP BY cs-uri-stem, Extension
ORDER BY [Total Hits] DESC

il m | '

Input records processed: 1,468,832, Output records: 13, Time: 00:00:03 swac (X0

A second analysis example takes advantage of the W3C extended
log option to track the amount of time taken by the web server to
process a request. Administrators often use this field to optimize
the server or find problematic and broken pages. We use it to
find problematic pages of a different type. Because web shells
and other malicious code often contain complicated queries and
requests, they can take longer to process than an average page
and tend to hang on some requests. Both scenarios cause those
pages to bubble up to the top of a list like this, and here we see
our Deep Panda web shell showing up in fourth place on this

compromised system.
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Top20Pages by TimeTaken

cs-uri-stem Count |Max Min Average =
1 | Microsoft-Server-ActiveSync/default.eas 545,707 3,569,968 310,035 l
2 | Microsoft-Server-ActiveSync/Proxy 504 900,923 171 15,843
3 | fowafauthflogon.aspx 1 12,656 12,656 12,655 |=
4 | jaspret_dientfsystem_web/4 0_30319/system_web.aspx 66 408,093 171 9,015 Ii
5 | fowa/f8.3.298. 1/themes base /progress.qif 11 60,937 15 6,138 i_
& | jowafNebReadyViewBody.aspx 2 9,593 434 5,038
7 | jowafd.3.297. 1/themes base dc-zip.gif 4 19,046 62 4,831
g8 | jowafs.3.298. 1/scriptsfpremium fuglobal. js 14 15,187 218 4,507
g Jjrobots. twt 16 15,656 500 3,535
10 | fowa/fd.3.298. 1/themes/base premium. css 22 30,546 218 3113
w
Top20Pages by TimeTaken™ eI

Edit View Find and Replace Insert

SELECT top 20 cs-uri-stem,count (cs-uri-stem) As Count,
2 max (time-taken) as Maximum,

min({time-taken} a= Minimum,

4 avy (time-taken) as Average

5 FROM D:\II5 logs\LogFiles\W35VC1\*.log

6 GROUP BY cs-uri-stem

7 ORDER BY Average DESC

| »

m

« | [T | 3

Input records processed: 1,468,892, Output records: 20, Time: 00:00:03  lISw3C <]

Similar to other analysis techniques, there is no easy button

W  BLOG

possible, find an administrator or subject matter expert to assist

you in determining what is normal on your servers. Web logs are
arich data source and possible queries are only limited by your
imagination. As you discover novel queries that help identify evil
in your environment, automate them to create daily reports for

review.

Additional Logs

Web server logs are undoubtedly valuable, but do not
underestimate the other log sources available on your server.
System logs such as Windows event logs or Apache error logs
can provide deeper insight and help pinpoint when malicious
activity has occurred. As an example, the Application event log
on a compromised IIS server held the event seen in Figure 6. The
event was logged when a SQL injection attack successfully
executed the xp_cmdshell stored procedure. Correlating the
time and date of this event with the web server logs for that day
allowed reconstruction of the entire attack in a short amount of

time.
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Description:

The description for Event ID ( 17055 ) in Source ( MSSQLSERVER ) could
not be found.

Either the component that raises this event i= not installed on the
computer or the installation is corrupted. You can install or repair the
component or try to change Description Server.

The following information was included with the event (insertion
strings) :

8128

Using 'xplog70.dll"' version '2000.80.2039' to execute extended stored
procedure "xp cmdshell'.

Server logs are an invaluable resource for detecting intrusions.
While the examples in this post have focused on web shell
detection, it is important to note that these techniques are
useful for finding just about any malicious activity on your web
servers. Building a log collection and review process is one of the
most important things you can do to ensure the health of your

servers.

Coming next: In our final post of the four-part series, we will
transition to network-based detection methods. Registration is
now open for our April 1, 2014 CrowdCast, Going Beyond the

Indicator.
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offerings. Chad is a graduate of the U.S. Air Force
Academy and holds a M.S. and B.S. in Computer Science
and GCFA, GREM, GCIH, ENCE, and CISSP certifications.
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