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Russian Views and Values – Russian Cyber Program (Cyber and Physical)
Possible Hypotheses
Delta Elektronics
Oleg Strekozov
The Matrix Group
Yuri Chekunov
BlackEnergy
Analysis Russian company imitating Taiwanese firm.

Taiwanese firm linked from Russian firm pointing to 
software that is infected without (Deltaww) knowing.
Malware aligns with a certain APT.
Russian oligarchs involved in SCADA equipment buying 
and selling.
Hybrid warfare intent for later issues associated with 
energy firms potentially to artificially push oil prices higher
when required.
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Russian Views - Values
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The Russian Cyber Program
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Cyber and Physical Intersection - Russia

• Cyber Adversaries
• APT28 Fancy Bear
• APT29 The Dukes
• Energetic Bear
• Sandworm Team
• Turla Group

• Physical Adversaries
• Delta Elektronics
• Matrix Group LLC
• Spektrum Elektro 

Servis
• Centrospas-Yugoriya
• Civil Protection 

Department of the 
Population of Khanty-
Mansi Autonomous 
District - Yugra
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Delta Elektronics is a legitimate reseller of Delta Electronics Taiwan hardware 
in business for profit.

Hypothesis One

Delta Elektronics is a fake company set up by a nation state in collusion with 
criminal elements in order to generate revenue and launder money.

Hypothesis Two

Delta Elektronics is a fake company established with the support of the 
government used to sell legitimate SCADA hardware with malware backdoors 
in the PLC software for later exploitation.

Hypothesis Three

Delta Elektronics is a front company used by Russian intelligence/nation state 
actors and oligarchs to infect energy organizations for present day cyber 
espionage and targeted sabotage while generating money for oligarchs.

Hypothesis Four

Delta Elektronics is a front company used by a criminal group to either 
defraud energy companies by providing fraudulent equipment or skim off the 
top.

Hypothesis  Five

Possible Hypotheses
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Energetic Bear started after learning about PLCs from Delta Elektronics as 
part of a Russian hybrid warfare program and is now fully integrated with 
Delta Elektronics in a physical/cyber focused effort.

Hypothesis Six

Energetic Bear performs full-scope cyber operations from reconnaissance 
and data collection, intelligence production and analysis, software 
obfuscation, infection, modification, and expansion as part of the Russian 
government’s hybrid warfare efforts used to destabilize hostile regimes.

Hypothesis Seven

Energetic Bear is a criminal enterprise operating at the periphery of the 
Russian government for monetary gain.

Hypothesis Eight

Possible Hypotheses
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Delta Electronics - Taiwan
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Delta Elektronics - Russia
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Delta Elektronics

Registrations by Oleg Strekozov:
AVTOPAK-VOLGA (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU AVTOPAK-VOLGA, TIN: 6319701227, address: 443109, g Samara, ul Tovarnaya, d 8)
Ayut (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Ayut, TIN: 7720692855, address: 111395, g Moscow, ul Moldagulovoj, d 10, korp 1, ofis 20)
IntelGrupp (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU IntelGrupp, TIN: 7719757272, address: 105275, g Moscow, ul Borisa ZHigulenkova, d 21 A, ofis 60)
Misteriya (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Misteriya, TIN: 7707733809, address: 127473, g Moscow, ul Delegatskaya, d 3, str 5)
NIKS (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU NIKS, TIN: 7728747658, address: 117133, g Moscow, ul Akademika Vargi, d 40 A)
Prima (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Prima, TIN: 7706743265, address: 119017, g Moscow, ul Bolshaya Ordinka, d 40, str 7)
TDSaturn (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU TDSaturn, TIN: 7707733848, address: 127473, g Moscow, ul Delegatskaya, d 3, str 3)
Tekstiltorg (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Tekstiltorg, TIN: 7725702200, address: 115280, g Moscow, ul Leninskaya Sloboda, d 23, ofis 5)
Emilina (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Emilina, TIN: 7714814618, address: 125040, g Moscow, ul Raskovoj, d 1, ofis 63)
Magnum (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Magnum, TIN: 7705930382, address: 115184, g Moscow, ul Bahrushina, d 1, str 2)
Rakurs (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Rakurs, TIN: 7733771014, address: 125430, g Moscow, ul Mitinskaya, d 52, korp 2, ofis 13)
Nyu-Lajn (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Nyu-Lajn, TIN: 7713731528, address: 127474, g Moscow, bulv Beskudnikovskij, d 11, korp 3 A)
StrojHolding (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU StrojHolding, TIN: 7724804136, address: 115409, g Moscow, ul Koshkina, d 5, str 8)
EkonomMarket (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU EkonomMarket, TIN: 7731412490, address: 121609, g Moscow, bulv Osennij, d 5, korp 3)
MTK (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU MTK, TIN: 5027181836, address: 140000, Moskovskaya area, g Lyubertci, ul Volkovskaya, d 43)
Inrost (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Inrost, TIN: 5038092948, address: 141206, Moskovskaya area, g Pushkino, Kudrinskoe shosse, d 3)
Delta Elektroniks (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Delta Elektroniks, TIN: 5001090038, address: 143903, Moskovskaya area, g Balashiha, ul 

Vladimirskaya, d 139)
Vintazh (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU Vintazh, TIN: 5027193398, address: 140006, Moskovskaya area, g Lyubertci, ul YUzhnaya, d 26 A)
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Oleg Strekozov
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Delta Elektronics - Registrations

OOO "DELTA-ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA-ELEKTRONIKS", TIN: 7731273670, address: G 
Moscow,UL MOLODOGVARDEJSKAYA, D 57, STR 3)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 5012019982, address: 
MOSKOVSKAYA AREA,G ZHELEZNODOROZHNIJ,UL 1 MAYA, D 16)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 4501112440, address: 640000, G 
KURGAN, UL K MARKSA, D 40, KV 13)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 7733578268, address: 125373, G 
Moscow, BULV YANA RAJNISA, D 30, KORP 1)

OOO "DELTA-ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA-ELEKTRONIKS", TIN: 7709829111, address: 109004, G 
Moscow, PER PESTOVSKIJ, D 10, STR 1)

OOO "Delta Elektroniks" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "Delta Elektroniks", TIN: 7718767630, address: 107392, g Moscow, 
ul Prostornaya, d 7, str 1, ofis 309)

OOO "Delta Elektroniks" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "Delta Elektroniks", TIN: 7842414541, address: 191014, G 
St.Petersburg, PER SOLDATSKIJ, 6 LITER A POM 12-N)

OOO "DELTA ELEKTRONIKS" (Likvidatcionnaya komissiya OOO "DELTA ELEKTRONIKS" (reshenii o likvidatcii i o likvidatcionnoj komissii), TIN: 
7716703381, address: 111024, g Moscow, ul Aviamotornaya, d 50, str 2, pom XI, komn 10)

OOO "Delta Elektroniks" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "Delta Elektroniks", TIN: 5001090038, address: 143903, 
Moskovskaya OBL, Balashiha G, Vladimirskaya UL, 139)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 7806516146, address: 195027, g 
St.Petersburg, rajon Krasnogvardejskij, munitcipalnij region Bolshaya Ohta, PROSP SHAUMYANA, 4 KORP 1 LITER A)

OOO "DELTA-ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA-ELEKTRONIKS", TIN: 5003113629, address: 142715, 
Moskovskaya area, Leninskij rajon, Kartinskij selskij region, PR PROMISHLENNIJ, D 9)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 6658037829, address: 620028, G 
EKATERINBURG,UL DOLORES IBARRURI D 2 K 1)

Org-info.com
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Delta Elektronics - Registrations
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OOO "Delta Elektroniks" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "Delta Elektroniks", TIN: 5001090038, address: 143903, 
Moskovskaya OBL, Balashiha G, Vladimirskaya UL, 139)

OOO "DELTA ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA ELEKTRONIKS", TIN: 7806516146, address: 195027, 
g St.Petersburg, rajon Krasnogvardejskij, munitcipalnij region Bolshaya Ohta, PROSP SHAUMYANA, 4 KORP 1 LITER A)

OOO "DELTA-ELEKTRONIKS" (OBSHESTVO S OGRANICHENNOJ OTVETSTVENNOSTYU "DELTA-ELEKTRONIKS", TIN: 5003113629, address: 142715, 
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Bogdanov Dmitrij YUrevich
SHumakov Sergej Aleksandrovich

Total number of organizations: 497
Zibin Aleksandr Anatolevich
Konstantinov Dmitrij Vladimirovich

Total number of organizations: 92
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Matrix Group LLC

fuji-ru.com
hyundai-ru.com
keb.su
matrix-group.info
matrix-group.su
matrixgroup.info
omron-hitachi.info
optidrive.su
privod.info
prostar.su
schneiderelectric.su
tecorp.info
toshiba-ru.com
vacon-ru.com
vesper-ru.com

aucom.info
autonic.su
broen-ru.com
china-drive.info
control-techniques.com
control-techniques.info
danfoss-bauer.info
danfoss-ru.com
delta-electronics.biz
deltaelectronics.info
deltronic.info
deltronic.su
deltronics.info
deltronix.info
deltronix.su
emotron-ru.com

The Matrix Group LLC lists over 260 domain 
names of varying legitimacy – owner of Delta 
Elektronics – Russia – Assumption part of the 
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519 files from the Deltaww.com site – 261 from delta-electronics.info site

Files downloaded from Russian
Delta and Taiwanese Delta – Russian 
Delta links to files in Taiwan

Presenter
Presentation Notes
Variable Frequency Drive SCADA Communication
 allows for communication with remote / field scada equipment
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Sample Malware Analysis of 
Delta Elektronic (Delta Electronic) Online Files

DELTA_IA-PLC_DCISoft-V1.12_SW_20141211.zip Trojan.DownLoader22.26498
VFDSoft 1.40 setup.zip Backdoor/Sandrator.c "Systems Affected: Windows 2000, Windows 95, Windows 98, 
Windows Me, Windows NT, Windows Server 2003, Windows XP, Windows Vista, Windows 7 (x86/x64), Windows 8 
(x86/x64), Windows 10 (x86/x64) - virus.win32.virut.bn - Trojan.KillFiles.24350 - virtool.win32.obfuscator.xy -
Trojan.Generic-hlwMZB8tklL (cloud) - virtool.win32.injector.bg!bit - Trojan.Win32.Agent"
VFDSoft 1.42 setup.zip Backdoor/Sandrator.c
VFD-VE_monitor_software.zip Adware.OutBrowse.Win32.102234 
WPL2.11.60.zip Backdoor/Sandrator.c
DMT2.0.zip Win32.Trojan.WisdomEyes.16070401.9500.9988
PC-PLC_comunication_libraries.rar W32.Malware.Heur
PC-PLC_comunication_libraries.rar Trojan.Kryptik.Win32.801938 backdoor / steals sensitive information: 
searches for .doc .docx .eml files / searches for TellerPlus BancLine Fidelity

Files found on Deltaww.com site that goes out to 
all vendors. Pre-infected malware meaning their 
site is likely open to hack, files infiltrated, 
downloaded, infected, uploaded back to the 
Taiwanese site.

Presenter
Presentation Notes
Files found on Deltaww.com site that goes out to all vendors. Pre-infected malware meaning their site is likely open to hack, files infiltrated, downloaded, infected, uploaded back to the Taiwanese site.
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Yuri Chekunov

Director of public institutions "Tsentrospas-Yugoria" 
Yuri Chekunov said: 

– "The recognition of our achievements - is a definite 
indicator of a good job agencies in this area, because the 
work of firefighters and rescuers specifically associated with 
risk to life and is always traumatic. This is a huge incentive 
to continue to work in this direction at the highest level. Life 
and health of workers - the main goal and concern for the 
employer, it can not be measured by any awards. “

• In "Tsentrospas-Yugoria" today, 9 branches, which cover 158 
settlements. Public safety provides a staff of over 2500 
people - it's fire departments, emergency rescue teams and 
civil defense units and emergency situations.

Director of public institutions of the Khanty-Mansiysk
Autonomous Region –

Civil Protection Department of the Population of Khanty-
Mansi Autonomous 

District - Yugra

Yuri Chekunov
Owner of Spektr Elektro Servis and Centrospas-Yugoriya

Works for the government, has his own businesses, responds to
Government RFPs, awards them to his own companies, sells SCADA
Gear.  Likely he pockets a cut and provides the Kremlin a cut. -

Oligarch

Presenter
Presentation Notes
Involved in extremist and anti-terrorist exercises, nuclear accidents, radioactive waste, fire safety, network monitoring, State Atomic Energy Corporate Rosatom, civil defense and planning, rescue and emergency operations, EXECUTES orders of the President of the RUSSIAN federation. Accounting and control of radioactive materials.



BlackEnergy

Identified several years ago, BlackEnergy is a Trojan malware designed to launch distributed
denial-of-service (DDoS) attacks, download custom spam, and banking information-stealer
plugins.

• BlackEnergy malware was known to have been used to deliver KillDisk, a feature that could render 
systems unusable and could obliterate critical components on an infected system.  

• It was reported to have possessed remarkable functions that could place Industrial Control Systems 
(ICS) at risk. 

• An attack scenario involves a target receiving an email that contains a malicious attachment. 
• The attacker spoofs the sender address in order to appear to be coming from Rada (the Ukrainian 

parliament). 
• Once the target opens the attachment, the victim is asked to run the macro in the document.
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BlackEnergy
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Analysis of Delta Elektronics 
and BlackEnergy

Embedded Malware 

Evidence 1 (E1)

E1 E2 E3 E4 E5 E6

We believe with moderate confidence that Delta Elektronics (DE) is likely a front company, and the
equipment purchased from DE is vulnerable to supply chain threats. The possible supply chain threats
introduce vulnerabilities impacting organizational supply chain functions and daily operations.

Evidence 2 (E2)

Oleg Strekozov – Fake
Malware in Delta online 
software – docs –
DeltaTW unaware

Oleg aligned with 
malware –Strekozov  
Dragonfly

Evidence 3 (E3)
Matrix Group LLC
Chekunov – Oligarch 
Integrated with Gov
Institutions

Evidence 4 (E4)

BlackEnergy progress,
Maturity, targeting,
Intent, speed, 
automation, motivation

Evidence 5 (E5)

Russian cyber
Capabilities – org
Structure – geo 
political tied to 
cyber

Evidence 6 (E6)

We believe with moderate confidence that Delta Elektronics (DE) and BlackEnergy are part of an integrated,
hybrid warfare effort targeting actual and perceived threats to the Russian Federation. It is likely the
behaviors exhibited are part of strategic positioning, maturation of the program, and demonstrated success
of Russian cyber maskirovka and dezinformatsiya.
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Final Analysis

Message and 
Storyline

We estimate the 
likelihood of Russian 
complicity to be 
probable. The evidence 
collected and subsequent 
analysis using structured 
techniques does not 
render our judgment to 
be fact or a certainty, 
however, and such 
judgments still carry a 
risk of being wrong.

Although there is an 
absence of evidence 
supporting a direct 
alignment of BlackEnergy, 
Dragonfly, and Delta 
Elektronics, the similarity 
of the targets, assumed 
adversary intent, the 
behaviors and methods of 
deception are consistent 
with nation-state actions.

Some of the information is fragmented and poorly corroborated to make solid analytic 
inferences. Some sources are difficult to validate. Typical compartmentalization of 
intelligence activities may be used to ensure complete lack of awareness of activities at 
the operational level. Leadership over the groups behind BlackEnergy, Dragonfly, and 
Delta Elektronics may be limited in a “Dunbar’s number” method of maintain secrecy. 

Treadstone 71 Proprietary and Confidential

Presenter
Presentation Notes
We cannot rule out direct Russian involvement based upon previous judgments and behaviors by the Russian government and Russian proxies. Historical profiling of Russian activities indicates at a minimum, their participation in these activities. 
Adversary intent, whether it is BlackEnergy, Dragonfly, or Delta Elektronics combined with expert capabilities enables a high probability of threat. Additionally, the probability of threat occurrence in unison with the success of the actions and the overall impact(s) when examined considering the Ukrainian attacks, represents a high level of risk. 
The use of hybrid warfare methods in combination with constantly moving attack vectors makes difficult, attribution and methods of defense. The adversary(s) behind the actions demonstrate information superiority while revealing behaviors with similarities. Continued data and information collection for analysis is required but serves as a double-edged sword. This sword ensures we continue to churn examining multiple different versions of information using limited resources while missing the primary intent and potentially simple conclusion as to the intent and success of the adversary(s).




Final Analysis

Message and 
Storyline

We estimate the 
likelihood of Russian 
complicity to be 
probable. The evidence 
collected and subsequent 
analysis using structured 
techniques does not 
render our judgment to 
be fact or a certainty, 
however, and such 
judgments still carry a 
risk of being wrong.

Although there is an 
absence of evidence 
supporting a direct 
alignment of BlackEnergy, 
Dragonfly, and Delta 
Elektronics, the similarity 
of the targets, assumed 
adversary intent, the 
behaviors and methods of 
deception are consistent 
with nation-state actions.

Some of the information is fragmented and poorly corroborated to make solid analytic 
inferences. Some sources are difficult to validate. Typical compartmentalization of 
intelligence activities may be used to ensure complete lack of awareness of activities at 
the operational level. Leadership over the groups behind BlackEnergy, Dragonfly, and 
Delta Elektronics may be limited in a “Dunbar’s number” method of maintain secrecy. 

Treadstone 71 Proprietary and Confidential

Presenter
Presentation Notes
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