New tools uncovered from hacking group
APT15

RoyalCLI and RoyalDNS backdoors discovered by NCC Group

NCC Group has discovered two previously unknown backdoors used by the elusive hacker
group APT15, providing unique insight into its methods. The group is also known as K3chang,
Mirage, Vixen Panda, GREF and Playful Dragon.

The global cyber security and risk mitigation expert was able to track the movements of the
group over more than a year by decoding more than 200 commands from several
compromised hosts, in turn understanding how APT15 uses bespoke tools to target victims.

In this instance, the attackers targeted a global company that provides multiple services to UK
government. The attackers operated within the victim’s network from May 2016 until late 2017,
compromising over 30 hosts during that period. APT15 were targeting information related to
UK government departments and sensitive communication technology.

By using the open-source tool Mimikatz, the attackers were able to gain domain administrator
credentials aiding them in later stealing a VPN certificate which they used to access the
victim’s network remotely.

APT15 was then able to deploy three backdoors — BS2005, which has previously been
documented by cyber security company FireEye, as well as RoyalCLI and RoyalDNS, which
have not been discussed publically before. By looking at the reuse of this code, NCC Group
researchers were able to link these backdoors to the same threat actor.

The RoyalCLI backdoor is similar to BS2005 in that it uses Windows command prompt
(cmd.exe) to execute most of its commands. However, by copying the default cmd.exe and
patching it, RoyalCLI is able to bypass policy settings that disable running of command prompt
on the host machine.

In contrast, the RoyalDNS backdoor takes commands, runs them, then returns output using
DNS. It differs from the other two backdoors found on the victim’s network in that it installs
itself persistently and communicates over DNS rather than HTTP.

Once inside the victim’s network, the group was able to extract and collect information in
multiple ways. The group used a tool called Comma Separated Value Data Exchange (CSVDE),
which can export data in bulk from Microsoft Windows Active Directory, as well as Bulk Copy


https://www.nccgroup.trust/uk/

Program (BCP), which comes with Microsoft SQL, to export data from Microsoft SQL
databases.

These methods were combined with bespoke tools to extract information from Microsoft
Sharepoint and Microsoft Exchange. In the case of the Microsoft Sharepoint tool the binary
included hard coded project names that were specific to the victim.

Ahmed Zaki, senior malware researcher at NCC Group, said: “Through our investigation we
were able to identify and monitor the attack process from start to finish, offering us unique
insight into the behaviour of this group. It’s clear to see that this is a highly sophisticated threat
actor that has no problem writing tools which are specific to its victims”.

“Knowledge sharing in the security industry is vital in order to improve the security posture and
capabilities of the sector and UK as a whole. Discussing these types of insights is therefore
necessary to ensure that we’re always able to understand and adapt to an ever-increasing
variety of threats.”
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COOK, a provider of high-quality frozen meals, suspected that slow load times were negatively
affecting its business. Download our case study for an in-depth analysis on how NCC Group
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