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Finally I can summarize all the events and statistics collected in 2018, quite
a complicated year from an infosec perspective. For those of you that keep
asking, every two weeks (more or less) | publish a timeline with the main
cyber attacks occurred in that period. Every timeline contains the link with
the details of the events, and finally, every month (more or less), the
timelines are aggregated to provide a statistical overview of the period.
Moreover, the taxonomy of the categories is inherited from the
International Standard Industrial Classification

So during 2018, | have collected a total of 1337 events that you can find in
the following table (and after the table you will find the statistics):
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Now, let's have a closer look at the statistics derived from the mega
timeline of 2018. The first chart compares the total events in 2017 and
2018 on a monthly basis. Clearly, with the sole exception of August, the
level of activity has been constantly higher in 2018.
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The daily detail is provided in the following charts, which also shows the
breakdown for each category. The chart is interactive so you can see the
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Daily Events Per Category (2017 vs 2018)
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The following charts compare the distribution of motivations between
2017 and 2018: as expected also in 2018 cyber crime leads the chart with
an increase of nearly 5 points in comparison to 2017. All the other
motivations (cyber espionage, hacktivism and cyber warfare) has
experienced a decrease in 2018.
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Malware (and | would add unsurprisingly) leads the chart of the Top 10
Attack Techniques:
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While individuals are still the preferred targets for cyber criminals:
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The following chart shows the breakdown of motivations for each target
sector. Please notice the influence of cyber crime for the healthcare sector.


http://www.amcharts.com/
https://www.hackmageddon.com/
https://www.hackmageddon.com/about/
https://www.hackmageddon.com/submit/
https://www.hackmageddon.com/category/security/cyber-attacks-timeline/
https://www.hackmageddon.com/category/security/cyber-attacks-statistics/

/ﬁ‘ ABOUT SUBMIT AN ATTACK CYBER Miotigtioms L NE Secta@VBER ATTACKS STATISTICS
(2018)

hackmageddon.com

Individuals

Multiple Industries

Public administration, defence, social security
Human health, social work

Financial, insurance

Education

Information, communication

Arts entertainment, recreation

Fintech

Wholesale, retail trade

Accommodation, food service

Other services

Transportation, storage

Manufacturing

Electricity, gas steam, air conditioning
Professional scientific, technical
Administrative and support service
Extraterritorial organizations and bodies
Water supply, sewerage waste management
Unknown

Real estate

- Cyber Crime
Cyber Espionage

Hacktivism

- Cyber Warfare

And | think that for 2018 is pretty much everything. Feel free to share the
links and use the data (for personal purposes) as needed. Also remember
that this is only the tip of the iceberg, and obviously my stats can't be
comprehensive. My humble mission is just to rise the awareness and keep
the level of attention on the cyber threats constantly high.
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