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Malicious document targets
Viethnamese officials

After our investigation of APT SideWinder, we’ve done a yara rule for
hunting RTF document exploiting the CVE-2017-11882.

We found a document written in Vietnamese dealing with a summary about
differents projects in the district Hai Chau of Pa Nang.
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RTF document

In this article, we’ll detail the infection chains and the infrastructures of the
attackers and the TTPs of this campaign.

The infrastructures and TTPs during this campaign seem to the Chinese
hacking group 1937CN.

Infection chains

Joe sandbox has a good representation of the behaviour of the infection.
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This rtf document is really malicious and it exploits the equation

vulnerability to write two files in the system:

1. A dll named RasTls.dll

2. A executable file named dascgosrky.exe

This document is interesting to analyze so let’go !

RTF analysis

With rtfobj, we found three ole objects in the document:
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two non well formed ole object and a third named package ole object.

c5653673b25fb587ffed' - size: 765121 bytes

|000@305E8h |format_id: 2 (Embedded)
| |class name: 'Package'
|data size: 273608
|OLE Package object:

| Source path: u'C:\\Aaa\\tmp\\8.t'

|

|

| |Filename: u'8.t"'

|

| |Temp path = u'C:\\Users\\ADMINI~1\\AppData\\Local\\Temp\\8.t'

The package ole object is used to write a file in the disk when the document

is opened at the destination described by the ole object.

That’s why, there is a path and a name in the ole object.

Qffset o1l 2 3 4 5 6 7 i 2 & B C D E F Azcii
oooooooo - 01 a5 00 oo 02 00 00 oo 0% 00 00 00 50 61 653 6B | .vevvnnnnn Pack < -Format data
oooooolo el &7 &5 00 00 00 00 oo 00 00 00 00 C3 2C 04 00 Age...eaiwwsas ren
oooooozo 02 00 38 ZE 74 00 43 34 5C 41 &6l &1 5C 74 gD 70 | ..&8.t.C:%haa' T
ooooooso o sC 38 ZE Y4 00 00 00 03 00 29 00 00 00 43 34 5C 0 Zv8.t..... TeauC2Yy

oooooo4o - 55 73 65 Y2 T3 5C 41 44 4an 49 4E 49 T7E 31 5C 41 Tsers )\ ADMINI~1%Wh
goooooso - 7o 70 44 61 74 61 SC 4C 6F 63 61 &C 5C 54 &5 6D | ppData’\Local’Ten

gooQoosd - 70 5C 33 ZE T4 00 00 ZC 04 00 F2 A3 20 72 3B 29 phg.t..,..... r;) «<-Format data - Custom data
goooooyoa o 25 C3 D7 ED AF CT7 06 5S4 Ad 32 F5 A F3 D2 2D DO ... EiZeua.—. Z-Cuztom data

oooooosn | 28 55 B3 83 ED BE 36 00 28 05 8B DA 25 F3 &0 90 (U....68.%...%...

oooQooso | Fe 71 8% B0 6F S84 79 D2 17 &I 85 D& 54 3C 23 82 | Qe a0u¥eauns ZH.

ooooooad | 2E el 58 59 B4 TZ FL1 Fi g0 71 Ce 71 EE FO 49 32 .a.¥.r.. 'qg.q..I:2

O 7 =y =R u
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goooooco | B4 3C 44 50 CY SF oo DS 93 6E FE D0 4B S5 D4 1D | ..D...E. ..., E...
gooooopo | DF IC 16 39 31 B4 19 Ee D1 65 95 7E 47 BC CF FE | ...91....e.{G..

oooQooED - 53 7D E4 15 2 52 43 T9 EE &40 E6 &1 EE &1 F1 0& &}...FHy........
ooooooFd | ES Ze FD 60 E4 BE 34 9C C2 54 9D DD FE 10 8B 79  .&. ..dioueauns ¥
oooooloo 25 44 E1 Fe 32 F5 59 CD 31 1E 1e oD && 7&a EC F3  %J..2.¥.1..m.w..
ooooollo oS8 34 CBE 9D FE 75 13 E6 CF 6l 15 E& 4 15 9B D1 | ..... Mo oo fle oS ooo
goooolzo  OF 12 FF DD CS SC SE 02 F? 76 B3 38 CC 05 39 00 ......... w.E.. 9.

ooooolso  8F ZD 59 BE 9D A4 BT 40 af FC BE 24 73 B6 BC 6D | .-¥....L...5%..0
oooool4nd 08 FF 69 FS 93 F1 45 EY 75 6l CF BEC EF 70 F? 64  ..i...E.ua...p.J

ooooolso 96 8D CO 49 47 43 50 OE 40 EE 24 20 80 0D B3 98 ... I....H4%. ...,
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ooooolso  FC 04 40 =2E 42 o5 Fa a3 El» 57 ED 4F E& EZ 42 10  ..QH.Be.c...0..E.
ooooolan 5D EF SE &7 D4 FC 1C 08 ZE 70 Y8 V1 FT AT DC 43 ]..g..... pig...C
ooooolEd  C3 CF D9 61 FE 4% DE 46 30 BE F& OF FO 04 14 Z2C  ...a.I.F0...... 5
ooooolco | 1s 23 92 61 9C 07 Fa 06 3C 3D E0 44 7F D3 97 D8 .#.a....<=.D....
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Package OLE Object

This technique is used to execute code like sct file to download an

executable on the operating system. McAfee labs has detailed all this stuff

with sct file: https://securingtomorrow.mcafee.com/mcafee-
labs/dropping-files-temp-folder-raises-security-concerns/

Many attackers use it in the wild because it’ very easy to use and it’

supported by the office software with RTF files.
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So, in our case, a file named 8.t is dropped on %TMP% folder.

If we check it, it’s clearly encrypted.
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HO0eee10
HOOOee20
HOOO0e30
pOo000e40
pOO0B0e50
pOO00060
pOo0aeTo
pOO00080
slslslslelslelel
lslslelelsEle]
POOOeebe
HOOBReCH
POOOOOdo
HOO000eO
POOOOOTo
HO000160
HO0ee110
HOOBe120
HOO00130
HO0O0140
HOOBe150
HOO00160
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HOOBO180
HOOEe190
HO0001a0
POOOO1bO
sfelalalol Rafd]
POOOO1do
HO0001ed
POOOO1TO
HOOO0200
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POOOB220 04 38
EEEE2368 9 83
POOO0240 a0 06
EEEE2568 eb 89
POOOB260 el a2
EEEE278 a3 fa
POOOB280 60 6C
HOOOB290 ae 62
Hoaeezad 73 cd
heeee2be e2 51
EEEE2c® f2 33 e8
heeee2de 8b be
aeee2ed 7b c1
poaeez2fe 7 ed
POOOB306 ea 40
OOO0310 4a 6c 5
booea320 9b a8 ¢
POOOO330 B84 69
--Plus- -

8.t encrypted
The others object ole seem to the exploit of CVE-2017—-11882.

DOEOOB6O | . Mlcrosuft aa0|
00OOOBTO bd 20 33 Ze 30 20 d6 d0 ce c4 bO ed6 00 OC 00 00 |. 3.0 ........ ..
lelalelebetats] |.DS Equatlun....l
000008920 .Equation.3..9.q|

000DO8ad OO0 GO 0O 0D 0O OO OO OD OO OO OD OO OO B0 00 B0 |....cveervennnns
*

0000O8cO OO0 GO0 0O 00 0O O3 00 04 OO0 DO OD DO OO B0 00 B0 |....cveevrennnns

000EEBdO 00 0O 600 0O OO MO GO OO 0O 00 60 00 00 00 00 00 |....iiiveereannn
*
DOOOD%00 00 00 00 fe fe Te Te fe fe fe fe fe fe fe fe fe |.....cvivivivuinn.
DbbBBo918 fTe Te Te fe fe fe fe fe fe fe fe fe fe fe fe fe |.....cciviiiiinnns
*
0OEO0ane ...E.q.u.a.t.i.0]

0PEe0al10 N.a.t.i.v.e|
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00000az20
*

pooB0ad40
000B0as0
00000a60
0ooe0a7e
000BBas0
*

0ooB0ace
00000ado
00000acO
*®

00000b40
00000b50
00000b60O
-

00000bco
00000bdo
00000bed
*

0ooeocoe
0ooeecle
peoeeCc20
pooeeCc3e
pooeoc4e
00000c50
00000c60
pooeecTe
00000cB0
lelelolaTut=13]
00000Ccad
00000cbe
0o0B6cco
00000cdo

*

Equation Ole Object

At the end of the object ole, we have differents API functions to make a
runPE.
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Another interesting thing is this string at the begin of the object:
7e079a2524fa63a55fbcfe

00000ed40 83 cl1 40 ff el 37 65 30 37 39 61 32 35 32 34 66 |..[d..7e079a2524f|

00000e50 61 36 33 61 35 35 66 62 63 66 65 9b 15 45 @0 00 |a63a55fbcfe..E..|

String found in many exploits of CVE-2017-11882

We have the same string used by APT SideWinder in the equation object

ole.
It’s the same toolset to create the malicious document.

So now, we have to debug the malicious document to find how the file 8.t is
used and find this runPE.

Debugging of the shellcode

At the start of the analysis, we think the process EQNEDT32.exe is created
by Winword.exe using the function CreateProcess. So we decided to set a

breakpoint at the call of his function.

But EQNEDT32.exe is invoked by Winword.exe using COM Object. It’s not
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CreateProcess that used and Winword.exe is not the parent process of

EQNEDT32.exe. So we have to

is launched.

attach the debugger when EQNEDT32.exe

For that, we used a technique named Image File Execution Options that

was documented by Microsoft.

https://blogs.msdn.microsoft.com/mithuns/2010/03/24/image-file-

execution-options-ifeo/

We create a key EQNEDT32.exe.

Image File Execution Options
DIMNXOpticns
EQMEDT32.exe
ExtExport.exe
[EInstal.exe
ielowutil.exe
ielnatt.exe
iexplore.exe
msfeedssync.exe
mshta.exe

Registry HKEY _LOCAL_MACHINE\SOF TWARE\MicrosoftWindows NT\CurrentVersion\image File

Execution Options

And we set a value string for launching the debugger when EQNEDT32.exe
is executed and attaching the debugger to the process .
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Marme Type Data
ab| (Default) REG_SZ (value not set)
ab| Debugger REG_S5Z ChUsers\IEUser\Desktop\snapshot_2018-01-28_12-18\release\x32\:32dbg.exe

Value to set the debuuger when EQNEDT32.exe is executed

When we open the rtf document, Winword is launched and EQNEDT32.exe

also.
explorer exe 0 50,276 K BE656 K 1436 Windows Explorer Microsoft Corporation
wd VBox Tray exe 0.07 1412K 4444 K 1868 VitualBox Guest Additions Tr... Oracle Corporation
regedit.exe 3,568 K 6028 K 2380
L procexp exe 34 5716 K 18,028 K 2744 Sysintemals Process Explorer  Sysintemals - www sysinter...
I_rII
Winword process
svchost exe 0.14 2,964 K 56 K 560 Host Process for Windows S... Microsoft Comporation
¥ x32dbg exe 14.07 371592 K 55,160 K 3016 x64dbg
iz EGNEDT32 EXE 0.01 h28 K 5 548 Microsoft Equation Editor Design Science, Inc.
MewProcessWWatc... h04 K 9 3628

EQNEDT32.exe process attached by the debugger

And the debugger is attached at the entrypoint of EQNEDT32.exe.

|
eax=<kernel3z.BaseThreadInitThunk> {(FSDZEESA)
dword ptr fs:[7FFDFO00]=0012FFC4

.Text:0044CD40 egnedt3z.exe: $4CD40 #4CD40 <EntryPoint>

We check if it’s 8.t is correctly created in the % TMP% folder.
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TOEM10CC-5B36-45CE-B6CE-CEEB558109...
Low

WPDMSE

8.t

8.t dropped on disk

Now we set a breakpoint at the createFile to check if the shellcode of the
exploit reads the file 8.t.

CreateFile is called at call eqnedt32.41E5EE.

The param of the path of file is pushed on the stack push dword ptr ss:[ebp-

4].
— FF 75 20 push dword ptr
FF 75 1C pu dword ptr
18 dword ptr
14 dword ptr
10 dword
FF 75 0C push dword ptr H |
SDZEBEF FF 75 FC push dword ptr g 1
. E8 12 FE FF FF call <kernel3z.CreateFilew-
dword ptr [ebp-4]=[0012F0A4 &L"C:\\Users‘)\IEUser‘\‘AppData‘\’Local‘\Temp"'8.t"]=001B6C30 L"C:" \Users‘\’\IEUser\ \AppData'’Local’’\Temp ' 8.t"

.text:75DZEBSF kernel3z.d11: $4EESF #4EBSF

The shellcode uses CreateFile to the 8.t in the %TMP% folder

So now, we can return of the user code at the calling function.
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L ES8 04 00 00 00 €all eqnedt32.41ESEE
5D pop ebp
e d|041ESER C2 44 00 ret 44

After a step into, we enter in the shellcode, the address space has changed:

@ CPU hg" Graph | ot Log [ ‘1 Notes ® Breakpoints [ Memory Map [} Call Stadk &} SEH L#2| Seript | Symbals <2 Source + References W Threads %/ Snowman i_"_. Handles £7 Trace
E———— 33 DB xor ebx,ebx ebx: "C:Y\Users\\IEUser\\AppData\\Localy\Temp'\\8
B9 45 EC v dword ptr ss:|[[ebp-14],eax

AAAAAAARARAC AN

HH R

push dword ptr
€31l dword ptr d

AppDatai\Localy\Tempi\8

01 00 00

8E D8 AppDatai\Localy\Tempi\8

Shellcode of the exploit

After CreateFile, GetFileSize is called to have the size of the file

Im
I
=}
~
o
a

o eqnedt32.41E5D9
ax,dword ptr :
eqnedt32. 41E5EE

Heop-41

.
1 m

e I )41 E 508 o

Get the size of the file
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After is Virtualloc, and it create a memory page at 1IFD0000 (eax value)

FE— EE 04 00 00 00 €all egnedt32.41E5EE

5D pop ebp
CZ 24 00 FEE 44
66 83 783 FB 8B cmp word ptr ds:[eax-5],FFSE
74 11 je eqnedt32.41E606
80 78 FB E9 cmp byte ptr ds:[eax-5
74 0B je eqnedt32.41E606
80 78 FB EB cmp byte ptr ds:[eax-&
74 05 je egnedt32.41E606
83 EB 05 sub eax,5
FF EO jmp eax

eax-5:virtualall

eax-5:virtualall

o o o

eax-s:virtualal

R A

Address | Hex ASCIT
01FDOOOo0 PO 00 OO0 Q000 OO OO0 00|00 OO OO0 00|00 00
0i1FDOO10 |00 OO OO OQO(00 OO OO0 Q0|00 OO OO0 OO|00 OO0
01FDOOZ0 | 00 OO0 OO0 00|00 OO0 OO0 00|00 0D OO0 OD (00D 00
01FDOO30 | 00 OO0 OO0 OO0 |00 OO0 OO0 00|00 00 OO0 O (00D 00
01FDOO40 | 00 OO0 OO0 OO0 |00 OO0 OO0 00|00 00 OO0 OD (0D 00
01FDOOS0 | 00 OO OO Q000 OO OO0 00|00 OO OO0 00|00 00
01FDOOED | OO OO OO OQO(00 OO OO0 Q0|00 OO OO0 OO|00 OO0
01FDOOFO | 00 OO OO0 OO0|00 OO0 OO0 00|00 00D 00 O (0D 00
01FDOOS0 | 00 OO OO0 OO0|00 OO0 OO0 00|00 O OO0 OO0 (00D 00
01FDOOS0 | 00 0O OO Q000 OO OO0 00|00 OO OO0 00|00 00
01FDO0OAQ | OO OO OO OQO(00 OO OO0 Q0|00 OO OO0 OO|00 OO0
01FDOOBO | OO OO OO0 OO0 |00 OO0 OO0 00|00 0D 00 0D (00D 00
01FDOOCO | 00 OO OO0 OO0 |00 OO0 OO0 00|00 0D 00 OO0 (0D 00
01FDOODO | 00 OO0 OO0 OO0 |00 OO0 OO0 00|00 00 00 0D (0D 00
01FDOOEQ | QO OO OO OQO0(00 OO OO0 00|00 OO OO0 00|00 00
01FDOOFO | OO OO OO OQO(00 OO OO0 Q0|00 OO OO0 OO|00 OO0
01FDOL00 | OO0 OO OO0 00|00 OO0 OO0 00|00 0D OO O (00D 00
01FDO110 | 00 OO OO0 OO0|00 OO0 OO0 00|00 00 OO OO0 (00D 00
01FDO1201 00 OO OO QO(00 OO OO0 00|00 OO OO0 OOl00 00

The page allocated

ReadFile is called:
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EE 04 00 00 DO call Eqneut32 41ESEE
5D pop eby
€2 44 00 EEE 44
66 83 75 FB 8B cmp word ptr ds:[eax-5] eax-5:ReadrFile
v 74 11 je eqnedt3z. 41E606
80 78 FB E9 cmp byte ptr ds:[eax-5] eax-5S:ReadFile
v 74 0B je eqnedtiz. 41E606
80 78 FB EB cmp byte ptr ds:[eax-5] eax-5:ReadFile
v 74 05 je eqnedt3z. 41E506
83 E& 05 sub eax,s
~ FF EOD Jmp 2ax
BB FF
» || DO41EGDSE 44 push ebp
. 8B EC mov ebp,esp
. v FF EO jmp eax

Readfile 8.t

01FD 0000 95 C3|D7 ED AF C7|06 54 Aa 32[0f r:). i(J_C.:ii
O1FDOO10 28 &L |B3 83 ED BE|3&6 00 2A 0L D<DO D_,‘ ¥’
O1FDOO0Z20 F2 71|97 BO &F 9A|79 D2 1F 8D| .08 D el
01FDOO30 2E 61(88 59 B4 72|F1 F8 60 71| .0Z<#..4a.¥ ’FD q
01FD 0040 61 A2 |31 A6 16 93|25 59 BA &5 AquI 3__: 1J_
01FDO05 0 B4 9C |44 80 CF7 9F |66 D5 93 BE .g._1q .D. C Ti.
O1FDOOG0 DF 1C|(1& 29 21 BA|19 B& D1 &5 |0 . -
O1FDOO7O 53 FD|E4 15 82 52 (48 79 EE AD

01FDOOE0D ES 2&6|FD &0 B4 BB|34 9C Cz2 84

01FD 0020 25 4A|E1 FE& 32 F5 |59 CD 21 1B

O1FDO0AD | 16 & 08 BA|CEB 9D FE 75113 E6 CF 61

O1FDOOBO | 15 EA 24 18 |9B D1 OF 12 |FF DD C5 9C [9E 02 F7 76

OlFDOOCO|( B3 38 CC 05|39 00 BF 2D |59 BE 9D A4|BF 4C A6 FC

01FDOODO|BE 24 785 B6|BC 6D 06 FF|(69 F5 93 F1l|45 BF 75 61

01FDOOED|CF BC EF 7O|F7 6A 96 BD|(CD 49 A7 AZ |80 OE 40 SE

O1FDOOFO| 2A 20 80 OD|BZ 98 EE 90|3F 2C CA FG5 (AL BF 90 18

O1FDO100 20 ZA EO F5 CC|7D 38 29 D8

O1FDO110 A 2 92 81 BE|(C2 1D EE BA

Q1FDOLZ0 4 40 2E 42 @0 [FA 63 BD J7

8.tin memory

And the shellcode decrypts the 8.t file in memory at 0066C82A.

The loop of decryption is a xoring with different manipulations on the

decryption key.

At the start of the decryption the key is set to 7BF48E63.
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3 D2 XOor £4ax,edx

[Ei—— « | BB 63 8E F4 7B mov eax,7EBF48E63
39 55 FC cmp dword ptr ss:[ebp-4],edx
~ TJE 22 jle &6LE56
68A 07 push 7
LF pop edi
8B C8 MoV 2Cx,eax
C1 E9 1B shr ecx,1B
33 C8 XOr 2cx,eax
C1 E® 03 shr ecx,3
33 C8 XOr ecx,eax
03 CO add eax,eax
83 E1 01 and ecx,1
0B C1 or eax,ecx
4F dec edi
~ 75 EA jne &6C837
30 04 1A xor byte ptr ds:[edx+ebx],al
42 inc edx
3B 55 FC cmp edx,dword ptr ss:|[[ebp-4]
~ 7C DE i1 B&CB34
BB 55 FC mov edx,dword ptr ss:[ebp-4]

Decryption loop

And the xor is made after key manipulation.

. D0GRGCBZA B8 63 BE F4 7B mov eax,

39 55 FC cmp dword ptr :Bebp-4], edx

v FE 22 jle BE&LB56E
64 07 puUS
SF po d
BE C8 mov e
C1 E2 1B shr e
33 C8 xor e
C1 E2 03 shr e
33 C8 xor e
03 CoO add =
83 E1 01 and e
0B C1 or eax,ec
4F dec e

~ 75 EA jne GE&LC837

- [EEEEEEE 30 04 1A xor byte ptr : [edu+ebx] ,al

Set the decryption key in EAX

If we check the destination of the result of the xoring (here edx + ebx), we
find 01FD0ooo00 where 8.t is loaded.

After two step of the loop, we can see the magic number MZ set at the begin

of memory section.
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01FDOOOO | 40 5A 20 72 (3B 29 95 C3|D7F ED AF C7F |06 A AA 32 I'-_'IZJ[’;:l.ﬁ.:K'I JL.222
01FD0OO10| F5 ABE F3 D2|2D DO 28 55|B3 83 ED BE|[36 00 ZA 05| 0sx00-BD({UT.1%6.*.

MZ magic number

At the end of the decryption loop, we have a PE in memory at 01FD0000.

the file 8.t has been decrypted.

01FDO000 o0 00 a0 FF W
01FD0O010 00 00 a0 00 00 00| L cveeee@uunnnnn
01FD0O0Z0 00 00 o0 n T 0w T T T
01FDO0Z0 00 00 o0 00 00 00| ccveecnnnnns ...
01FDO040 B4 09 ES 21 L 1 Th
01FDO0S0 6F &7 ] GE Canno
01FD0O0GD 7Z 75 63 4F in DDS
01FDOO70 oo oD o0 00 00 O0|mode....%.......
01FDOOED 21 &2 21 21 . 'DE. IbE
01FD0090 21 &2 57 21 BEpWEED | bE
O1FDOOAD 21 59 21 -Y<E. !bE
O01FDOOED 21 g9 21 -YMNE. ! bE
01FDOOCO 21 &2 57 21 EpwiE. 'bE
01FD00DD 21 &2 57 21 EpwyE. 'b
01FDOOED Z1 62 a0 00 00 0O|Rich.!bE........
01FDOOFD 01 05 ZE o0 Az
01FDOL00 00 02 o1 9C | ..
01FDOL10 00 00 E ] 10 00 00| .eeeee aMo.o...
01FDO1Z20 00 40 10 02 00 00l .%. .. cBrevnnnnnn

8.t fully decrypted

Then, the shellcode uses the VirtualAlloc and create a memory page at
02070000.

[Err e e B 004 1ESEA
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And the new PE at 01FD0000 is copied at this address.

Wyoumpl | @pump2z | @Woump3 | Yhoump4 | @Woumps | % watch1 | [*=llocals | ¥ Struct

Address | Hex ASCIT
02070000 (400 5A 90 00|03 00 OO OO(O4 OD OO OD|FF FF OO0 OO(MZ, ... . u.u s Y. .
02070010| B8 00 OO OO(O00 OO OO OO|40 OO0 OO OO(00 OO0 OD OO  ..ea... (Feoooooo

0207002000 OO0 OO0 00|00 OO0 OO0 00|00 00 0D 00|00 00 00 00| @ v eeeeeeeennnns
02070030| 00 OO0 OO0 00|00 OO0 OO0 00|00 00 0D OO0|FO 00 00 00| cveeeeeeee..

02070040 |0E 1F BA OE|00 B4 09 CD|21 BS 01 4C|CD 21 54 &8|. i Li Th
02070050| 69 73 20 70|72 6F &7 72|61 &0 20 &3 |61 6E &E &F ‘5 prugra1 canna
02070060 |74 20 62 65|20 72 75 GE|20 &3 &E 20|44 4F 53 20|t be run in DOS
02070070| 60 &F &4 &5 |2E OD OD 0OA|Z4 00 OO0 00|00 OO0 OO0 OO|mode....$.......
0Z0OF0080|D5 40 OC SB|(91 21 62 C8|91 21 &2 C8|91 21 62 C8|0@...!bE. 'bE. |bE

02070090 |FE 57 FC CB|83 21 62 C8|FE 57 CB C8|D4 2Z1 &2 C&|pwiE. |bEpwEED 1bE
0ZOF0040 |98 59 E1 C8|(97 21 62 C8B|98 59 F7 C8|90 21 62 C8|.vaE. !bE.¥=E. |bE
0ZOF00BO|FE 57 C9 C8|8C 21 62 CB|98 53 F1 CB|36 Z1 62 C8 bhEE 'bE.YAE. | bE
020700C0 |91 21 &3 CB|CB 21 62 C8|FE 57 CD C8|93 21 &2 C8|.!cEE!bEpwiE. 'bE
02070000 |FE 57 F8 C8(90 21 62 C8B|FE 57 FF C8(30 21 &2 C8 bﬁEE 'hEbwa.!hE
020700ED|52 69 63 68|91 Z1 &2 C8|00 00 00 00|00 00 00 OO|Rich.!bE........
020700F0|50 45 00 00|4C 01 05 00|51 2E €3 SA|00 00 00 OO|PE..L. .q.ﬁz....
02070100|00 00 OO0 OO|ED 00D 02 OL|0E O1 OA 00|00 9C 00 00| ...u8ecceereerss
0207011000 8C 03 00|00 00 OO0 OO|AB 40 00 00|00 10 00 O0|........ aM......
02070120/ 00 BO 00 OOl00 00 40 00|00 10 00 00|00 02 00 OOl .°....@8.........

the PE decrypted is copied in the new memory page

After GetModuleFileNameA is called to have the path of EQNEDT32.exe

And EQNEDT32.exe is forked in suspend status by a CreateProcess and the
shellcode overwrite it by the PE at the address 02070000

- [m- | svchost exe 0.2 2,968 K 6,524 K 560 Host Process for Windows 5... Microsoft Corporation
- - x32dbg exe 6.49 50,160 K 63428 K 1508 x64dbg
- g EQNEDT32 EXE 0.01 3X0K 7188 K 3556 Microsoft Equation Editor Design Science, Inc.
Jor EANERTIZEXE| Susp 296 K 204K 700 Microsoft Equation Editor Design Science, Inc.
| MewProcessWatc... 3.13 B16 K 2184 K 3652
Fork of EQNEDT32.exe
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8D 45 08 Tea eax,dword ptr ss:|[lebp+35]

S0 push eax
53 push ebx
FF 75 10 push dword ptr ss:[febp+10f§
FF 75 0OC push dword ptr ss:[febp+C]]
57 push edi
75594576 FF 15 BC 11 57 75 call dword ptr ds:[<a&NtwritevirtualMemory=]
am APy A4 n - ek L NPT [ e L S T 1 ni

Overwritting of EQNEDT32.exe

DO0D0170
00400000| eqgnedt3 2. 00400000
001 2EDSE | 02070000
00047 000
001Z2EDED

Stack used by NTWriteVirtualMemory

And the shellcode does a ResumeThread to launch the new PE.

So, We've found all API Calls in the object ole at the beginning and we have
a runPE to launch the new EQNEDT32.exe overwritten.

Analysing the fork of EQNEDT32.exe

We know that this process has to create on disk two files following the Joe
SandBox Analysis:

. A dll named RasTls.dll

. A executable file named dascgosrky.exe

i
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IT we dump KQYNED 132.exe and we put 1n 1DA, we Tound quicKly the
function that drops the files on disk (sub_00401150) renamed dropFiles.

h
P
push eax ; hTemplateFile
push 80h ; dwFlagshAndAttributes
push 2 ; dwCreationDisposition
push eax i lpSecurityAttributes
push 2 ; dwShareMode
push 40000000h ; dwDesiredAccess
push ebx ; lpFileName
call ds:CreateFileW
mov esi, eax
cmp esi, OFFFFFFFFh
jnz short loc_401239
Y v
[l s = | W =
push eax i h()bjectl
loc_401299:
mov eax, [ebp+nNumberOfBytesToWrite]
mov ecx, [ebp+lpBuffer]
push ] ; lpOverlapped
lea edx, [ebp+NumberOfBytesWritten]
push edx ; lpNumberOfBytesWritten
push eax ; nNumberOfBytesToWrite
push ecx ; lpBuffer
push esi i hFile
call ds:WriteFile
push esi i hObject
test eax, eax
jz short loc_401282
Yy
M= Wewm ]
call ds:CloseHandle
loc_401282: mov ecx, [ebp+var_4]
call ds:CloseHandle xor ecx, ebp
mov eax, 1
pop esi
call sub_40439B3
mov esp, ebp
pop ebp
retn
DropFiles endp

DropFiles Fucntion

And at the start of this functions, we have a loop with a xor.

e 2 Ntk el |

jz short loc_40123C

lec_401228:
cmp ecx, 36h
jnz short
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MEE

decode:

mov dl, byte ptr [ebptecx*Z+var_T0]
XOr [esit+eax], d4dl

ine eax

ine ecx

cmp eax, edi

jb short loc_401228

Second loop of decryption

And just after we have a call of the decompression function.

Yy
bl et 55
loc_40123C:
push JEEQQQR
mow [ebp+nNumberOfBytesToWrite], ZEE00Qh
call sub_40433D
add esp, 4
Push edi
push esi
lea ecx, [ebp+nHumberOfBytesToWrite]
push ecx
push eax
mov [ebp+lpBuffer], eax
call decompress
test eax, eax
jnez short loc_401288

Decompression function used zlib

The function dropFiles is called twice by the sub_4012Do.
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(SL- P AE =i I

Yy
FE
loc_ 40158A:
mow ebx, dword 443444
mow edi, 23332h
mow ecx, offset unk_ 411BCO
call DropFiles
mov ebx, lpWideCharStr
mov edi, O0D5C4h
mow ecx, offset unk 434EF8
call DropFiles
push OFDE&h ; dwMilliseconds
call ds:Sleep
mov esi, lpWideCharStr
test esi, esi
j= short loc_401606

Drop the dll and the executable

If we check the call graph, DropFiles is called only by the function
sub_4012Do.

start

sub_401020
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sub_4012D0

Functions using DropFiles function

So we set a breakpoint on CreateFile because at each execution,
EQNEDT32.exe starts by CreateFile onstaticcache.dat.

Breakpoint to createfile

And we return at the user code to set a new breakpoint to check the static

analysis.

AVaCEZR aVaW Fa aWL EPXTH ATy o0 10 a0 ava
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DU WL DCL A VITARKNPUILLIL Al UVU4UL1HY AL VWILICLHL D1IUPLLICS 1D LdllCu.

FE LU

8E 1D 44 34 44 00

BF 32 33 02 00

89 CO 1E 41 00
—_—e E8 Bl FE FF FF

Breakpoint to the first call of DropFiles

And now we can analyse the second loop of decryption.

The first step is the initialization of the decryption function.

E]E—>me

Set for the second loop encryption

And after we find the xor and store the result in esi+eax.

B5 FF test edi,edl
“ 74 14 Jje eqnedt32. 40123C
B3 F9 36 cmp ecx,
« 75 02 jne eqnedt3z.40122F
33 C9 KO 8CX,eCH
84 S4 4D 30 mowv dl,byte ptr lebp+recx=z ]
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v o uo ALl MY LT LD MD. LT TEOAf g d

. 40 inc eax

. 41 inc ecx _
il 3B C7 cmp eax,edd
1

1

~ T2 EC jb eqnedt32. 401228

Decryption loop

In the first step of the decryption loop, the result is written to 411BCo in the
address space of EQNEDT32.exe.

00411BCO| 7C 9D ES 7A|08 55 57 D2|D2 FA 98 1F|0A 3D 24 AA| |.az.uwbdd...=:=
D0411BD0| 85 &0 Al BF [4F &1 EF 81|43 51 1B 59 (4D 07 BF 47|. i.0ag¢.CQ.YM. -G

Before the decryption

After tree loops, we obtains the header of zlib compressed object.

00411BCO| 78 9C EC 7A|08 55 57 D2|D2 FA 98 1F|0A 30 2A A x.9z.uwddd...=:2
00411BD0| 85 60 Al 8F [4F &1 EF 81|43 51 1B 59|40 07 B7 47|. i.0ag.CQ.YM. .G

After the decryption

And at the memory page 021E0000, a PE is decompressed.

&% Dump 1 B4 Dump 2 B4 Dump 3 Bl Dump 4 B4 Dump 5 ¥ Watch 1 [*=| Locals + Struct
Address | Hex ASCII

021E0000 (A0 00 85 00 (AQ 00 85 OO0 (00 00 00 00 (00 00 O 00 = = -
021E0010| 00 FO 3E 00|00 FO 3E OO(6F 15 F1 OF |00 00 OO0 O4|.0=..0>.0.M.
021E0020| Q0 OO OO OO(0QD OO OO OO(00 OO OO OO(00 00 OO0 OO0

021E0020| 00 OO0 O 0|00 00 0 0|00 00 OO0 0000 OO0 00 00

021E0040| 00 00 O 0|00 00 O |00 00 OO0 0000 OO0 00 00

021E0050| 00 00 O 0|00 00 O 0|00 00 OO 00|00 OO0 OO OO0

021E0060| 00 OO0 O 0|00 00 O 0|00 00 OO 00|00 OO0 OO OO0

021EQ0070| 00 OO O 0|00 00 0 0|00 00 OO0 0000 OO0 00 00

021E0080 | 00 00 O 0|00 00 O |00 00 OO0 0000 OO0 00 00

021E0020| 00 00 O 0|00 00 O 0|00 00 OO 00|00 OO0 OO OO0

021E00A0 | 00 OO0 O 0|00 00 O 0|00 00 OO 00|00 OO0 OO OO0

021E00BO| 00 00 0O QOO0 00 O 0|00 00 OO0 00|00 00 00 00
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021EQ0QCO| 00 OO OO 00|00 OO0 OO0 OO(00 OO0 OO0 Q0|00 00 OO0 00| ussssasssasnnas
021EQ0O0DO| 00 0O OO OO(0D OO0 OO0 OO(00 OO0 OO0 QO|00 00 OO 00| iessseasssasnnns
021EQOEOQ| 00 OO OO OO(00 OO0 OO0 OO(00 OO OO0 Q0|00 OO OO0 00| . u.eeeeeesasnnas
021EQ0OFO| 00 OO OO OO(00 00 OO0 OO(00 OO 00 Q0|00 OO OO 00| . u.eeeeeesasnnas
021E0100| 00 OO OO OO0(0Q0 OO0 OO0 OO(00 OO0 OO0 Q0|00 00 OO0 00| ussssasssasnnns
021E01310| 00 0O OO OO|(0D OO0 OO0 OO(00 OO0 OO0 Q0|00 OO0 OO0 00| cesaveasssasnnns
OD2ZAFOA201 00 o0 O0 onloo oo o0 ooloo o0 o0 oolon o0 oo ool oo oo .

Page memory allocated to store the dli

Lu su o ouw wu T
83 C4 04 add esp,
57 push
t& push esi
8D 4D BC lea ecx,dword ptr ss:[lebp ]
51 push ecx
=) push eax
89 45 B8 mov dword ptr ss:[ebp 1,eax
. - EE8 D1 OB 0O 0O call eqnedt32.401E30
I e Ll 0040125F 85 CO test 2ax,eax

~ 75 25 jne eqnedt32.401288
o push eax
68 80 00 0D 00 push
8A 02 push
50 push eax
8A 02 push
&8 00 00 00 40 push
53 push e
FF 15 OC BO 40 00 call [<&CreateFilenw:=]
8B FO mov esi,
83 FE FF cmp hJ-.

~ 75 18 jne eqredt:z 401239

a4

aax=0

.text:0040125F egnedt3z.exe: $125F #125F

3% Dump 1 Ly Dump 2 ly Dump 3 iy Dump 4 By Dump 5 \f Watch 1 Ix=] Locals L Struct

Address | Hex ASCTIT
021E0000 [ 0 i .
021E0010 | OF

021E0020| 4D _SA 3 [ MZ s envnennna¥iau
021E0030 ( e Bovrrnns
0D21E0040 | [ ( 1
DZlEDDSD [al i ...."I ...:....2‘...
021E0060 ; 21 5 :

0D21ED070| &
021E0080| 7
021E0090
021E00AD | 7
021E00BO |5
021E00CO
021E00DOD | 3
021ED0ED |5
021E0DOFO0 | OF
021E0100
021E0110
021E0120

is program canna
t be run in DOS

After decompression

And after the file is created with the following path:
L”C: \\Users\\IEUser\\AppData\\Roamlng\\Mlcrosoft\\Wlndows\\Netw
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ork Shortcuts\\RasTls.dll”
Stored by ebx.
DropFiles is called a twice to decrypt and decompress the executable file.

The offset where store the file is 00434EF8 and the pe decompressed is
stored at 025D0020

Ly 4D PG U UL W UL IO U O [.,Lr oo I S LIS
B85 FF test edi
w“ 74 14 ie Eqnedt32 40123C
83 F3 36 Cmp ecx,36
« 7R 02 jne eqnedt32.40122F
33 C9 XOr ecx,ecx
8A 54 4D 90 mov dl,byte ptr ss:e
0 14 06 xor byte ptr ds: i
40 inc eax
41 inc ecx
3B C7 cmp eax,edi
~ T2 EC jb egnedt32. 401228
= | 0040123C &8 00 EO 3E 00 push FEE0QOD
C7 45 8C 00 EO 3E 00|mov dword ptr ss:|[Jebp-740,2EE0Q0OO
ES 50 37 00 00 call eqnedt32. 404990
83 C4 04 add esp,4
57 push edi
e push esi
8D 4D BC Tea ecx,dword ptr ss:[febp-74]
51 push ecx
] push eax
89 45 B8 mov dword ptr ss:|febp-73],eax
. - ES8 D1 OB 00 0O call egnedt3z.401E30
[EIF, Ll 0040125F B85 CO test eax,=ax
~ 75 25 jne eqnedt32.401288
50 push eax
&8 80 00 00 00 push 80
[ push 2
50 push eax
8A D2 push 2
&8 00 00 00 40 push 40000000
53 push ebx
FF 15 0OC BO 40 00 call dword ptr ds:[<&CreateFilew:=]
00401274 8B FO Mo es‘,eax
83 FE FF Cmp s FFEFFFFF
« 7& 18 jne Eqnedt32 401299
50 push eax
e A4ar- AN nn Am mum e B L N B Ama T et TmmmiimemeAT -~ T
4 11}

esi=eqnedt32. 00434EFS
eax=0
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D R T

Yyoumpt | Ypump2 | WYDump3 | 4Dump4 | Y4Dumps | & watch1 | [*=lLocals 7 struct

Address | Hex ASCIT

02500000 |AQ 00 85 00|00 00 JE OF (00 00 00 OO0 (00 00 00 O0| s ee e sanananns
02500010 (00 FO 3E 00|00 FO 3E OO(6F 15 F1 OF (00 OO0 OO0 O4|.8>..0>.0.0.....

02500020 | 4D oA 90 00103 00 OO0 OOD|O4 OO0 OO OO(FF FF OD OO|MZ.......... W .
02500030 | BE OO0 OO0 OO|00 00D OO OO(40 OO0 OO OO|0D OO0 OO0 00|  cusaa.. Brienaans
02500040 | 00 OO0 OO0 OO|O0 OO OO OO(O0 OD OO0 OO0(00 OO0 0D 00| cueeeeesanananans
02500050 | 00 OO OO0 QOO0 OO OO0 QOD|(O00 OO0 OO0 OO(FO OO0 0D OO cueeeceenana D...
025D0060 | 0E 1F BA OE(00 B4 09 CD |21 BS 01 4C|CD 21 54 &8|..=.. .1 .LirTh

02500070( 69 73 20 70|72 6F 67 72|61 60 20 63|61 &E &E &F|is program canno
02500080( 74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS
02500090 | 60 6F 64 &5 |2E OD OD 0OA|24 00 00 00|00 00 OO0 O0|mode....$.......
025D00AD| 2E EA FS 39|6A 8B 9B GA|G64 BB 9B GA|G6A BB 9B 6A|.&3937..33..33..13
D25D00B0| 4D 4D EG GA|7A SE 9B 6A|4D 4D F5 GA|4F SB 9B 6A|MMEjZ..JMMEI0..J
025000C0 | 4D 4D F6& GA|DF SE 9B 6A|4D 4D EO GA|63 SB 9B 6A|MM&j...JMMAJC..]
02500000 | 64 SB 9A GA|FO SE 9B 6A|4D 4D EA GA|GE 8B 9B 6A|J..J0..JMM&In..J
025D00EC| 4D 4D E7 GA|GE BB 9B GA|4D 4D E3 GA|G6B BB 9B 6A|MMCik..JiMMATK..]
025D00F0 |52 69 63 68|6A 8B 9B 6A|00 00 00 00|00 00 00 OO|Richj..J........
02500100 (00 00 00 00|00 00 0O 00|00 OO0 OO0 OO0(00 00 00 00| .«ueeseeeseneenns
02500110 |50 45 00 00|4C 01 O4 00|DD 86 86 49|00 00 00 O0|PE..L...¥..I....
02500420(00 00 00 00|/FEQ 00 03 0110 01 08 00(00 €0 00 00l .y, By easen, A, .

Decryption of the executable dascgosrky.exe

And the path of the new file is : ebx=005DA228
L”C:\\Users\\IEUser\\AppData\\Roaming\ \Microsoft\\Windows\ \Netw
ork Shortcuts\ \dascgosrky.exe”

So we have two files in networks shortcuts of Windows.

4 MNetwork Location (2)

dascgosrky.exe
v RasTls.dll

Files drops on disk

dil hijackinc
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Dascgosrky.exe is a legit and trusted software develop by Symantec.

& dascgosrky.exe Properties @

Security Details Previous Versions

General Compatibility Digital Signatures

Signature list

Mame of signer: Diigest algorthm Timestamp

Symantec Corporation shal Sunday, February

4 }

| OK | | Cancel |

To load the library RasTls.dll, the executable calls LoadLibrary and

GetProcaddress in sub_ 401940 to execute the malicious functions
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Buffer=s word ptr =414h
LibFileName= word ptr -20Ch
var_4= dword ptr -4

sub esp, 414h

mov eax, _  security_cookie
RoE aax, esp

mav [esp+dlahsvar_d4], eax
push ebx

push edi

push 104h ; uSize
lea eax, [espédZOh4Buffer)
push A% ; lpBuffer
XOE ebx, ebx

call ds: GetWindowsDi
mov edi, ds:LoadLibraryW

push affset LibFileName RasTls.dll'
call edl LoadLibraryW

cmp eax, =bx

mov [esi+d], =ax

jnz short lec_4013B1

el el
rect .Il'u

[l o [

push offset LikFileName 1

lea ecx, [esptd2Oh+Buffer)

push oK

Push affsek nSSr:tEmSES F3r
lea edx, [esptdZBh+LibFileName]
push 104h

push adx

call sub_403561

add esp, l4h

lea eax, [esp+4lCh+LibFileName]
push sax ; lpLibFileName
call edi LoadLibraryW

cmp eax, ebx

mow [esi+d], =ax

jz short loc_401A1B

¥

™ E

loc_4013B1:

o ecx, [esis+d]

moV edl, ds:GetProchAddress

push offset ProcHame lasEapGetInt
pash ecx ; hModule

call adi GatProchddress

cmp eax, ebx

mov [esi+0Ch] ; =ax

jz short loc_401AlB

Sl

mor edx, [esi+d]

PLIBh offaet HRISEIPIIEH'D.EDG RasEapF reaken
Pu:h = : hModule

call edi GetProcAddress
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fediipt =R kS
mow [esi+14n], eax
jz short loc_401AlB

Dascgosrky.exe loading the malicious

e
sub_63EEL13F0 proc near
t= byte ptr
r_ 4= dword ptr 1
push ebp
mav ebp, esp
sub asp, 2
i3 eax, _ security cooklie
XOE eax, ebp
mowv [ebp+va 4], =ax
Fush 31
push edi
push F h Slre
laa eax, [ebp+L
push : Va
Fush AKX ¢ Dat
[-ii=40 a8l, ecX
call MO & &
add esp,
lea eax, [=bp+
Fush ufize
push SAX lpBuffer
call ds
push : ¢ MaxCount
push offset aRastlsDll
lea eax, [ebp+Dat
Ppush 1Lo04h SlzelnWords
push eax Det
call ds:
add esp,
lea sax, |[ebp+ t)
Ppush eax H pLibFilaName
call ds:
mov [esi+d], =ax
test Sax, =ax
JE ahort lec_63ER1ARC
Y
™IE
lail=hiy el =
push offeet aRassapgetinfo
push &ax ¢ hModule
call edi
mov [esi4+0Ch]), eax
teast AN, ®aAX
jz short loc_ E3EE1ARC
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e

push offset aRaseapfreememoc

push dword ptr [esi+d] ; hModule
call edi GetProcAddress

mow [esi+ldh];, eax

The original file

If we check the exports in IDA, we just have a dllentrypoint. The dll is

executed like this.

We’'ll analyse the RAT in the second Part.

Infrastructure of Attackers

The domain contacted is wouderfulu.impresstravel.ga and this domain
resolved on 192.99.181.14.
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P P
® O
e e
wouderfulu.impresstravel.ga

coco.sodexoa. com.

Domain wouderfulu.impresstravel.ga

This IP has differents domains found with PassiveTotal and theses domains

is recorded in the IP 176.223.165.122.

Many domain names is used for Vietnameses people.
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®

O] e 5. makw are-sinkhole. net

Expansion of domains

There are two domains really interesting:

Halong.dulichculao.com is already used in the campaign targeting

Vietnameses organizations.

https: //www.fortinet.com /blog/threat-research/rehashed-rat-used-in-apt-
campaign-against-vietnamese-organizations.html

For Fortinet is the Chinese hacking group 1937CN.

If we compare the TTPs, it’s really similar. They used RTFs to make the
intrusion and dll hijacking to load the real payload.

And the name for domains are really similar between the campaings.
The second one is:

Cat.toonganuh.com is a subdomain of tooganuh.com recorded by

florence1972@scryptmail.com
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Conclusion

The Chinese hacking group 1937CN continues to target Vietnam officials
with the same TTPs with a refreshing on the tools used. The toolset used by
this group to create RTF malicious document has the same properpy of the
SideWinder.

I want to thank my buddies on “Zone de Confort”. It’s with this dreamteam,

I can finalize correctly this analyses.

In the second part, we analyze the RAT using in this campaign. Or if

another reverse can make that, I'll paid a beer ;)
I0Cs:

domains:
dn.dulichbiendao.org
gateway.vietbaotinmoi.com
fis.malware-sinkhole.net
hn.dulichbiendao.org
halong.dulichculao.com

news.malware-sinkhole.net
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cat.toonganuh.com
new.sggpnews.com
dulichculao.com
coco.sodexoa.com.
thoitiet.malware-sinkhole.net
wouderfulu.impresstravel.ga
toonganuh.com

coco.sodexoa.com

IPs:

192.99.181.14
176.223.165.122

RTFs:

42162c495e835cdf28670661a53d47d12255d9c791¢1¢5653673b25fb5871fe
d

8.t:

2¢60d4312e4416745e56048ee35e694a79e1bc77e7e4dob5811e64c84a72d2
dy
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PE:

fgoebf6aeb3fofboc29bd8f3d652476cd1fe8bdgaociicbisc43de33bbceobf6
8 (exe)

ofsda7524817736cd85d87daeg3fdbe478385baacicoaa3z1o2bb6adsod7eses
68 (dll)

Security Malware Analysis  Threat Intelligence

Like what you read? Give Sebdraven a round of applause.
From a quick cheer to a standing ovation, clap to show how much you enjoyed this story.
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