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833|328 ttyl98410@gmail.com register mrkimjinl23@gmail.com

B34 328 ttyl98410@gmail.com access by same device mrkimjinl23@gmail.com 20141113
835|328 tty198410@gmail.com access by same Proxy Service IP mrkimjinl 23@gmail.com 20141214
B36/328 MrDavid0818@gmail.com access by same device mrkimjinl23@gmail.com

B3T 328 Singapore VPN IP access mrkimjinl23@gmail.com

B38(328 Singapore VPN IP access mrdavid0818@gmail.com

B39 328 Singapore VPN IP access tty198410@gmail.com

40329 mrkimjinl 23@gmail.com access by same Proxy Service IP surigaemind@hotmail.com 20120930
841(330.a North Korean IP Address #4 access ttykim1018@gmail.com

842/330.a North Korean IP Address #8 access ttykim1018@gmail.com

8433300 North Korean IP Address #4 access business2008it@gmail.com

844(330.b North Korean IP Address #8 access business2008it@gmail.com

B45/330b North Korean IP Address #7 access business2008it@gmail.com

B46|330.c North Korean IP Address #3 access surigaemind@hotmail.com

B47|330.c North Korean IP Address #4 access surigaemind@hotmail.com

B48|330.c North Korean IP Address #7 access surigaemind@hotmail.com

B49330.d North Korean IP Address #4 access pki0615710@hotmail.com

B850330.d North Korean IP Address #7 access pki0615710@hotmail.com

851/330.d North Korean IP Address #8 access pki0615710@hotmail.com

B852|333.a ttyl98410@gmail.com contacts email addresses ttykim1018@gmail.com

8533330 ttyl98410@gmail.com contacts email addresses ttykim1018@gmail.com

854/333.b ttykim1018@gmail.com use getnotify.com

B55/333b surigaemind@hotmail.com contacts email addresses ttykim1018@gmail.com

B56/333.e pkj0615710@hotmail.com contacts email addresses Hyon_u@hotmail.com

B57(333.fF mrkimjinl 23@gmail.com access by same device tty198410@gmail.com 20141113

NS APTEANEY AR 2 T R R XMERIE S T, BB EERTHRIEE S LU TTR
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RS REAMABLRINE

FREBMBERTO—ERNTHESICCESREMARNENIAIRE, B TAPT
KRB 2B R ISR OREL MR, FEAEAPTEAEERAI X REFRHAR T an 2
BRI AR E RN E RS FTEAH FHARAN IR D ITERE L.

Wegs PIRFIZEAPTREMIBIR, IWEESK AR EDN IBIRFR. HEHSEH TR
AR LS B AN B IR ISR E BRI IR EERE B8 58 B T [TEAPTBUAD D A SR SR I RSk M H
BT, URRRAPTEAP IR & E#E

BFLERMBEIRPOESFHITIMEET — RN ROREARINER, REFER
Wi TEEMHash©8, 7@ AFNFAPTE A BN F0 AR 5T A S8R B — 19 AR o 1
B S NHFRERDBIRPOLMBAPTHRFEHZIMRYIIE https://github.com/RedDrip7/
APT_Digital_Weapon
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FLREETHNEREMAREPAITE (RedDrip Team, @RedDrip7) ,FIZF20155
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11.

12.

13.

14.

15.

R3 SEHEHE

https://ti.gianxin.com/blog/
https://attack.mitre.org/

https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-
resources/ctr-nsa-css-technical-cyber-threat-framework.pdf

https://www.misp-project.org/galaxy.html

https://docs.google.com/spreadsheets/u/0/d/1H9_xaxQHpWaa40O_
Son4Gx0YOlzlcBWMsdvePFX68EKU/pubhtmli#

https://attack.mitre.org/groups/
https://www.ft.com/content/4dal117e-756¢c-11e9-be7d-6d846537acab

https://www.kryptoslogic.com/blog/2019/11/bluekeep-cve-2019-0708-exploitation-
spotted-in-the-wild/

https://www.bleepingcomputer.com/news/security/firefox-0-day-used-in-targeted-
attacks-against-cryptocurrency-firms/

https://securelist.com/chrome-0-day-exploit-cve-2019-13720-used-in-operation-
wizardopium/94866/

https://securelist.com/windows-0-day-exploit-cve-2019-1458-used-in-operation-
wizardopium/95432/

https://twitter.com/craiu/status/1176525773869649921
https://www.welivesecurity.com/2019/07/11/buhtrap-zero-day-espionage-campaigns/
https://securelist.com/cve-2019-0797-zero-day-vulnerability/89885/

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/analysis-of-a-chrome-zero-day-
cve-2019-5786/
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25.

26.

27.
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29.

30.

31.

32.

https://securelist.com/new-win32k-zero-day-cve-2019-0859/90435/
https://research.checkpoint.com/2019/extracting-code-execution-from-winrar/
https://googleprojectzero.blogspot.com/2019/08/a-very-deep-dive-into-ios-exploit.html
https://www.manrs.org/2019/05/public-dns-in-taiwan-the-latest-victim-to-bgp-hijack/

https://www.zdnet.com/article/mysterious-hacker-has-been-selling-windows-0-days-to-
apt-groups-for-three-years/

http://blogs.360.cn/post/APT-C-34_Golden_Falcon.html#toc-096
https://www.cyberscoop.com/uzbekistan-sandcat-kaspersky/

https://www.bankinfosecurity.com/cryptocurrency-heist-bgp-leak-masks-ether-
theft-a-10898

https://www.bankinfosecurity.com/who-hijacked-googles-web-traffic-a-11699
https://blog.talosintelligence.com/2018/11/persian-stalker.html
https://www.welivesecurity.com/2018/01/09/turlas-backdoor-laced-flash-player-installer/

https://www.zdnet.com/article/google-finds-android-zero-day-impacting-pixel-samsung-
huawei-xiaomi-devices/

https://www.fireeye.com/blog/threat-research/2019/01/global-dns-hijacking-campaign-
dns-record-manipulation-at-scale.html

https://www.crowdstrike.com/blog/widespread-dns-hijacking-activity-targets-multiple-
sectors/

https://blog.talosintelligence.com/2018/11/dnspionage-campaign-targets-middle-east.
html

https://blog.talosintelligence.com/2019/04/seaturtle.html

https://securityaffairs.co/wordpress/88366/hacking /dns-hijacking-ncsc-report.html
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44,
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47.

48.

49.

50.

51

https://blog.trendmicro.com/trendlabs-security-intelligence/new-magecart-attack-
delivered-through-compromised-advertising-supply-chain/

https://www.welivesecurity.com/2019/03/11/gaming-industry-scope-attackers-asia/
https://securelist.com/operation-shadowhammer/89992/
https://www.contextis.com/en/blog/avivore
https://www.symantec.com/blogs/threat-intelligence/tortoiseshell-apt-supply-chain
https://www.welivesecurity.com/2019/05/14/plead-malware-mitm-asus-webstorage/
https://www.riskig.com/blog/labs/cloudcms-picreel-magecart/
https://securelist.com/new-finspy-ios-and-android-implants-revealed-itw/91685/
https://securitywithoutborders.org/blog/2019/03/29/exodus.html

https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-
exploits/

https://www.reuters.com/investigates/special-report/usa-spying-raven/
https://mp.weixin.qq.com/s/QFCleDR_J1INtMMPdyWESKA
https://mp.weixin.qq.com/s/tzXcynzR4zZK7DjPidY6-A
https://www.nytimes.com/2019/08/28/us/politics/us-iran-cyber-attack.html
https://securityaffairs.co/wordpress/95169/apt/iran-foiled-2-attack.html
https://mp.weixin.qq.com/s/qoJ4yHCzdz1vwU7S9bngow
https://mp.weixin.qg.com/s/K5bkhWXbaKBiDD78H8tQcg

https://www.reuters.com/article/us-usa-cyber-yandex-exclusive/exclusive-western-
intelligence-hacked-russias-google-yandex-to-spy-on-accounts-sources-idUSKCN1TS2SX

https://blog.alyac.co.kr/2453
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61.

62.

63.

64.

65.

66.

67.

68.

https://www.symantec.com/blogs/threat-intelligence/waterbug-espionage-governments
https://www.recordedfuture.com/bluealpha-iranian-apts/

https://www.ncsc.gov.uk/news/turla-group-exploits-iran-apt-to-expand-coverage-of-
victims

https://www.welivesecurity.com/2019/09/24/no-summer-vacations-zebrocy/
https://www.welivesecurity.com/2019/10/17/operation-ghost-dukes-never-left/
https://securelist.com/compfun-successor-reductor/93633/

https://arstechnica.com/information-technology/2018/11/ukraine-detects-new-pterado-
backdoor-malware-warns-of-russian-cyberattack/

https://www.welivesecurity.com/2019/11/21/deprimon-default-print-monitor-malicious-
downloader/

https://medium.com/@botherder/everything-we-know-of-nsa-and-five-eyes-malware-
e8eacl72d3b5

https://baesystemsai.blogspot.com/2016/04/two-bytes-to-951m.html

https://securelist.com/fin7-5-the-infamous-cybercrime-rig-fin7-continues-its-
activities/90703/

https://securityaffairs.co/wordpress/90698/cyber-warfare-2/dutch-mole-stuxnet-attack.
html

https://dragos.com/resource/hexane/
https://www.secureworks.com/blog/lyceum-takes-center-stage-in-middle-east-campaign
https://github.com/RedDrip7/APT_Digital_Weapon
https://theintercept.com/2014/03/12/nsa-plans-infect-millions-computers-malware/

https://www.justice.gov/opa/press-release/file/1092091/download
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