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In 2014 ESET observed similar attacks in Russia and CIS countries:
Belarus, Kazakhstan, Kyrgyzstan, Tajikistan, Ukraine and Uzbekistan

Similarities:

« Same infection vectors

« Use of RTF exploits since autumn of 2014
« Same malware families are used in attacks
* Purpose Is to steal data




Roaming tiger groun S ——— w

Characteristics of “Roaming tiger”:

* High profile victims in Russia

« Use of RTF vulnerabillities (CVE-2012-0158 and CVE-2014-1761)
* Win32/Korplug (aka PlugX RAT)

« Win32/Farfli.BEK (aka GhOst RAT)
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CVE-2014-1761 copied from the same template:
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}}{\0007a0e83d86807ac600f71e08f356504add484a9f2c2620832c74a302fcf66b00T73dca471d2
cccE&h\000000000000000000000000002Tae00000000d200e4ded8d2baT7l13b2dba7latia%cbead395
f85064cTB9000001ea43f000000e0486d \1istoverride\000000000000000000002543000000000
000e75e280e02041lcedeccdfae3el00f2fefeeb8cETeSbs\bf995e8e23797d7a7c534640135a5e2b
253e237d010c4f070eefaTed4fdb9dbeafisldadZaTaceldilae00000000d200e4ded8d2ba7l3b2db
a7la6B8a9%bee4395f85064cTE9000001ea43f000000e0486d \1istoverridecounti000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
0o0000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000 0000000000000000000000000000000000000000000000000270d0200e4ded8d2ba’™
13b2dba7lafBa9cbee4395f85064cTE9000001ea43f000000e0486d 25\ 6bT042£300a00000587dd
bd4b3114172ed78d68bScbf170752305%ae88cde005f3cbhb4ce463d5fd48d
{N1folevel}{\lfolevel}{\lfolevel}{\lfolevel}{\lfolevel}{\lfolevel}{\1lfolevel}{il
folevel}{\1lfolevell}{\lfolevel}{\1folevel}{\1lfolevell}{\1lfolevel}{\1folevel}{ 1fol
evel}l{\1folevel}{\1folevel}{\1folevel}{\1folevel}{\1folevel}{\1folevel}{\1foleve
1M{\1folevell}{\1folevell} {\1folevell} {\1folevell}
{\1folevelh\listoverridestartat\listoverrideformat{iliztlevelilevelnfclilevelnfcn
248\ leveljcOileveljcndhlevelfollow3@hlevelstartat3lellilevelegallh levelnorestart
Ohlevelpicturelilevelolddh\levelprevlitlevelprevspacelilevelspace22873\1levelindent
23130k}
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CVE-2014-1761 is poorly implemented  ©/o" s#rer rechnoocr (@ S[h)

First stage shellcode can’t find second stage shellcode “p!11”-marker:

4000012E FF 77 20 push dword ptr ds:[edi+z0]
40000121 B 47 Ddmow eax,dword ptr ds:i[edi+4] [edi+4] :CreateFileMappinga
40000124 ESZ 80 FFRcall 400000ES

40000135 23 F8 00 cmp ea«<,0

--u || 40000213 74 CE je 4000010

4000012E 892 47 zdmovw dword ptr ds:[edi+z4],eax

40000141 31 0 AOF Bas, Bas
40000143 co push eax
40000144 ca push eax
40000145 co push eax

4000014& 54 Od push 4
40000148 FF 77 24 push dword ptr ds:[edi+z4]
4000014E EB 47 08 mov eax,dword ptr ds:[edi+s] [edi+s] tMapviewdfFile
4000014E EZ &5 FFRcall 400000ES
40000153 23 FE8 00 cmp eas«, 0
L_——@ | 4000015& 74 Bd je 4000010

s | 40000158 892 47 zémow dword ptr ds:[edi+z&],eax

s | 4000015E 1 38 FHcmp dword ptr ds:[eax<],74725C7E

L————- e || 40000151 75 A Nz 40000102
40000163 1 BS 41 cmp dword ptr ds:[ea<+42541],21212170
L e | 4000010 f5 320 Nz 40000102
. 4?DDD15F 592 Ce moyw esi,eax |
4 ]

dword [eax+42541]=540BEZEF&

400001&3
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Examples of decoy documents 1/5 cwjov sarer recotoor (@S[Y)
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CuHTaw, 4TO HECMOTpPHA HH Ha YT0 HaAM HaAJ0 DOIJEPAATH
B0300HOB/JICHHE NDAJECTHHO-HIPAHJIBCKOTIO JHAJ0IA N0 BCEM BOOpOCaAM
OKOHYATEIBHOTO CTATYCA, BRJIKYTAH HEP}’EEHHH, I'PpaHHIOLI H De:KeHIIeB.

MHe H3BeCTHO, WTO H Y apadoB, H cpelH MNAJeCTHHIEB HeMAJO

COMHEBAKIIHXCA II0 NINIOBOOTY BOIMOAHOCTH cO/IH3HTE NO3HIHH CTOpOH.

JelcTBHTeIbHO, TPYAHOCTeH MHoro. ITo3TOoMYy HaZ0 AYMaTh 0 KaKOH-TO

{{CTPEIGBD‘!HDE CETKE», KOTOpad NO3BO/JHIA OBl COXPAHHTL NEPCIERKTHBY

MHpAa HA bamxaeM BocToke.

Kak MHe NOpeIcTABIAAETCHA, B 3TOM CMBICI€ CO3BIBE COBMECTHOIO I
MHHHCTEPCKOT0 3aceIaHHA «KBapTeTa» mpeacraBuTeied Komutera JIAT mo i
apadcKoH MHPHOH HHHIHATHBE T4 0bI 3¢ QeKTHBHEIM IIAT0M, 0CO0EHHO B

CIVYae HEVIAYMH NPEAKHET?0 BapHAaHTA ¢ OAJECTHHO-HIPAHIBCKHMH

NEPEroBoOpamMH.




®

Examples of decoy documents 2/5 cwjov sarer recotoor (@S[Y)
_.'f-.::.;\l [ ‘j_\'- 5 decoy.doc [Pesum orpadnyedHof dyHewodaneHocTk] - Microsoft Word EIEI&F

naeHan BcTaeka PazmeTea CcTpaHULLI CCinkmM Paccuinkn PeugHIMpOEaHHWE Eug

|_g]
&

OCHOBHbIE NPHHIHIBI PerJiaMeHTA NpHMeHe HHSA HAYUHCIeHHH JJ1s
NOoJArOTOBKH OVXTANITepcKoli OTUeTHOCTH Ha 7-ii padoUuHii JeHb

Onpeneaenne «BEVIpeHdero copago<Horoe jokvMerTas (BCT)

OcHopanHeM 1714 Ha9HCIeHHA SETTOTCA BHVIPeHHHE COPABOYHBIE JOKVMEHTHI
(manmee BC), npegocragaeHHEIe B bvxraarepckvi cavia0y OTEeTCTESHHEIMH
DVHKIHOHATEHEIME — CTVEOAMH oprammzanuu [ ockopmopaumn  «Pocatoirs,
COJepsaliiHe JAHHBEIE O COBSPIISHHEIX E OTYeTHOM [EPHOIE XO2AHCTESHHEIX
OMEPAITHAX Ha OCHOBE CISIVIOIIHY HCTOYHHEOE HHPOPMAITHH:

1. Coocreennsle ganHele OTESTCTESHHEX GVHEKITHOHATRHEBIN CIVAQD.

2. JaHHEble, IpeIOCTARICHHEIE EHVIPHIPVIIIOEEIME KOHTPAT eHTAMH.

3. ,_—LE_HHHE= NpeJ0CTABRTICHHEBIE BHCIOTHHMIE KOHTPAT CHTAMI.

Bo prvIpeHHEHX COpaEo¥HEIN JOKVMEHTAX JOTEHHAL COISPHATECA HHDOPMATHA TOIEKD
0 TeX XO3FHCTEeHHEBIX ONEepallHAx, COBEPIISHHEIX B TeYeHHe OTYeTHOTO IIepHOZa, IO
KOTOPRIM HE TMOIVIEeHEl [ePBHYHEIE JOKVMEHTEL Hampuwumep, ecaId B TedeHHE
OTHETHOTO NIEpHOJd OBLI0 IpoH:2BedeHo TpH mocTaBxx [MII ogmoro BeIa ®m mo
NepBRIM JBEVM H3 HHX J0 3-TO padodero JHA MeCcAld, CAeIVIOIIEro 2a OTYEeTHERIM,
MOIVEeHEl [IEPEHYHEIE JOKVMEHTEL, BO BHVIPEHHEM COPAaBOYHOM JOKVMEHTE JO/DEHA
ORITE OTPAHEHA TOMRKD HOCAeIHad mocTaeka TMIT
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Examples of decoy documents 3/5

ENJOY SAFER TECHNOLOGY™ @81'
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Heanoe Bragumup BaaguMHpOBHY
Jlata poxIeHHA:

Alpec OpoXHBAHHA:

e-mail:

IMens:

MOTYHICHHE COOTEE’ICTBYEOUIG‘?I JOMKHOCTH B BameH KOMIAHHH IIOCTe
OROHYAaHHA JOKTODAaHTYDHL

Odpasopanne:
2005-2009 —MocKoBCKHH TocynapcTBeHHBIH VHHBEpCHTET
npHOOpocTpoeHHA H  HHQopMaTHEH, (Gakyisrel: HHGOpPMATHKA,

CHIeUHAIBHOCTE: I[IPHETaIHAA MaTCeMAaTHEA

IToBLIIIEHITIE KBl‘l.HI’I{l}HICilI_[HHi

2009-2012 — AcnHpaHTypa OpH OGakyisTere HHEGopMaTHRH MIYIIH,
CIelHaIbHOCT: IIPHKIaIHAA MaTeMaTHKa. KaHIHIaT HayK

2012-2015 — HoxropaHTypa npH daxynsrere HHQOpMaTHKH MIVIIH,
CHelHaTbHOCTE: HHGOPMAIHOHHEIE TeXHOIOTHH;

HpD(l)ECCHOH‘EIJILHBIE HaBBIKII:

VBepeHHBIH noab30BaTens 11K: Photoshop, MS Office,VS 2011, Eclipse,
NetBeans IDE, Apache, Nginx, php-fpm, MySQL:

BEICOKHH ypOBeHb 3HAHHA aHIIHHCKOTO A3BIKA.

®
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Examples of decoy documents 4/5
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PLANNED RUSSIAN SPACE
MISSIONS IN 2015-2020

PLANNED RUSSIAN SPACE MISSIONS IN 2015:




Examples of decoy documents 5/5 cwjov sarer recotoor (@S[Y)
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CANCELED RUSSIAN SPACE MISSIONS IN
2014-2018

Canceled missions:
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Win32/Korplug tricks: DLL Side-loading ©V°"s*7r recroreer (@S [

Digitally signed DLL file File with raw
executable code




Win32/Farfli.BEK tricks: UAC bypass ~ ©Vo" s e recmowocr (@S [

Step 1.

« Hook ntdll.NtQueryDirectoryFile inside explorer.exe

Step 2:

« Copy previously dropped DLL to following locations:
a) %WINDIR%\system32\wbem\loadperf.dll (WInXP)
b) %WINDIR%\system32\migwiz\wdscore.dll (Vista+)

 Execute wmiadap.exe(WIinXP) or migwiz.exe(Vista+)

{requestedPrivileges>
{requestedExecutionlLevel
level="highestAvailable”
ulfAccess="false”

/>

{SrequestedPrivileges?

TPy T




Win32/Farfli.BEK tricks: Persistence 1/2 ©V/ov s#rer ecmowor (@S [

Win32/Farfli.BEK drops following files:

* %WINDIR%\AppPatch\msimain.mui — raw code
 %WINDIR%\AppPatch\AcProtect.dll

Drops Shim DataBase & registers it:
* %WINDIR%\AppPatch\Custom\%GUID%.sdb




Win32/Farfli.BEK tricks: Persistence 2/2 ©ov sarer ecmowor (@S [

EMET-style sdb (output generated using sdb-explorer by Jon Erickson):

44e TAG 7001 - DATABASE
454 TAG 4023 - OS_PLATFORM
45a TAG 6001 - NAME: AcProtect_Database
460 TAG 9007 - DATABASE_ID: {F8C4CC07-6DC4-418F-B72B-304FCDB64052} NON-STANDARD
476 TAG 7002 - LIBRARY
47c TAG 7004 - SHIM
482 TAG 6001 - NAME: AcProtect_Shim
488 TAG 600a - DLLFILE
48e TAG 7007 - EXE
494 TAG 6001 - NAME: twunk_32.exe
49a TAG 6006 - APP_NAME: AcProtect_Apps
<skipped>
4d4 TAG 7007 - EXE
4da TAG 6001 - NAME: explorer.exe
4e0 TAG 6006 - APP_NAME: AcProtect_Apps

<skipped>




Used C&C servers 1/2 ewjov sarer echnorooy (@S[E)

adobeflashupdate.dynu.com 122.10.92.14 Hong Kong
checkpdate.youdontcare.com 122.10.118.129 Hong Kong
csrss.dnsedc.com 122.10.118.131 Hong Kong
dotkang.vicp.net 122.10.118.131 Hong Kong
dwm.dnsedc.com 122.10.118.131 Hong Kong

fsvts.vicp.net
futuresgolda.com

gf.arabidc.com 122.10.83.51 Hong Kong
kkts.yeshopea.com 103.225.196.140 Hong Kong
nativeame?2.jkub.com 103.225.196.140 Hong Kong
news.bfinancea.net 122.10.118.129 Hong Kong

systemupdate5.dtdns.net

googlenewsup.net




Used C&C servers 2/2 ewjov sarer echnorooy (@S[E)

spacecorp.sizn-ru.com

niisvt.f3322.org 122.10.83.62,103.20.222.170 Hong Kong
note.wikaba.com 122.10.83.62 Hong Kong
systemupdatel.suroot.com 122.10.92.15 Hong Kong
systemupdatel.suroot.com 122.10.92.15 Hong Kong
systemupdate3.suroot.com

vk.newsupdatea.net 123.254.109.166 Hong Kong
www.dnsgaz.com 122.10.83.62 Hong Kong
WWW.Sizn-ru.com 122.10.83.62, 122.112.2.14 Hong Kong
yahoomessenger.flnet.org 122.10.92.15 Hong Kong
transactiona.com 122.10.92.14 Hong Kong
systemupdate2.etowns.net 122.10.92.14 Hong Kong

adobeupdatel.dtdns.net 122.10.92.15 Hong Kong




Domains information ewjov sarer echnorooy (@S[E)

Updated Date: 2014-0/-28 17:17:48Z
Creation Date: 2014-07-28 17:17:48Z

Registrant Name: liu giuping

Registrant Organization: huajiyoutian
Registrant City: Beijing

Registrant State/Province: BJ
Registrant Postal Code: 100191
Registrant Country: CN

Registrant Email: yumingal@126.com




ConCIUSionS ENJOY SAFER TECHNOLOGY™ @81'

 We are observing attacks in Russia and CIS countries
« Tip of the iceberg: just one group

Steps taken:
« Composed loC
 Contacted CERTs




Credits ENJOY SAFER TECHNOLOGY™ @81'

Special thanks to Cedric Gilbert
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