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Teaching an old RAT new tricks

Posted on April 21, 2016 by Joseph Landry

Attackers have been successfully deploying RATs for years to remotely control users systems - giving
them full access to the victim’s files or resources such as cameras, recording key strokes, orl]
downloading further malware. Traditionally RATs have been deployed when a user opens an email
attachment, or downloads a file from a website or peer-to-peer network. In both cases, these vectors
involve use of files to deliver the payload - which are easier to detect.OI

Recently we detected a more sophisticated technique that a handful of countries across Asia are
actively using to infect systems with RATs. This new technique ensures that the payload/file remains inO
memory through its execution, never touching the disk in a de-encrypted state. In doing so, the

attacker can remain out of view from antivirus technologies, and even ‘next-generation’ technologies
that only focus on file-based threat vectors. Also, the samples analyzed have the ability detect thell
presence of a virtual machine to ensure it’s not being analyzed in a network sandbox.

And finally it’s important to highlight that the RAT itself is not new. In fact this technique can be used toO
deliver any “known” RAT to a victim’s system. We analyzed this sample against our SentinelOne EPP
to confirm is does not evade our behavior-based detection mechanisms. This is due to the fact thatO
we’re monitoring all processes at the user-space/kernel-space interface - and because all
communication between the application and the kernel must be unencrypted, we detect the sample at
both process-injection points.
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Samples Analyzed

Main Sample

e Format: Win32 PE.NET 2.0

e SHA-256 sum:
b7cfc7e9551b15319¢c068aae966f8a9ff563b522ed9b1b42d19¢122778e018c8

¢ HSA-1sum:3blac573509281cdcOb6141f8eabed3af393b554

e MD5 sum: 65752e742d643d121ee7e826ab65dc9b

e File size: 321024 bytes (324 kb)

Unpacked Samples

e Main Sample
o ebc71180f117270538487cd9b9b1b6d8 - Packed "Benchmark" DLL =
9e05fb115bd4e85cfc0e32c72aa721be - Monitor (PerfWatson.exe) o
d740ed3f33cadcef3abaa717f94bf52a - NanoCore RAT dumped from memory

Behavioral Analysis
When run, the binary will copy itself to

%APPDATA%\Microsoft\Blend\14.0\FeedCache\nvSCPAPISrv.exe and extracts a second binary
named PerfWatson.exe

Organize ~ Include in library ~ Share with ~ New folder

F .

Name Date modified Type

@ nvSCPAPISIv.exe 4/6/2016 10:24 AM Application
W perfWatson.exe 4/15/2016 9:27 AM Application

It then executes both binaries.

%) b7cfc7e9551b15319¢068aae9..| 1.00 21508 K 22508 K 3256 iheardof Evan Jett
b7cfc/e9551b15319c068aa...| 0.14 19,372 K 17,328 K 3176 iheardof Evan Jett

—|m | PerfWatson.exe 055 16,372 K 16480 K 3836 PerfWatson2.exe
nvSCPAPISv.exe 0.85 20,920 K 19,896 K 2844 iheardof Evan Jett
nvSCPAPISIv.exe 0.03 11,360 K 11,608 K 3396 iheardof Evan Jett

For persistence, a registry key is created at HKEY_CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersion\Windows\Load pointing to the PerfWatson.exe binary.
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Finally, the RAT tries connecting back to its control server:

e azona2015.chickenkiller.com:1617 (TCP)
e azona.chickenkiller.com:1617 (TCP)

chickenkiller.com is owned by a free dynamic DNS service.

At the time of this writing, the DNS records still exist, but the address they resolve to appears to be

down.

60 185.753484 172.16.108.128 £.8.8.8 DNS 87 Standard query @x8be8 A azona2@l5.chickenkiller.com
61 105.822747 B.B.8.8 183 Standard query response @x@be8 A azona2@ls.chickenkiller.com A 154.66.17.181

Unpacking

"Benchmark" .NET DLL

|| Name Type Data
|=1|| 38]DosP... REG_SZ  no =
© T ||ablload REG_SZ CM\Users\user\AppData\Roaming\Microsoft\Blend\14.0\FeedCache\PerfWatson.exe
R ablnine RLEE €7 o il
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows

The main executable contains an XOR encrypted .NET DLL in its .NET managed resources and the

logic to unpack it. This DLL contains the logic to unpack and inject the RAT as well as monitor the

application, PerfWatson.exe. This DLL is referred to as "Benchmark" because that is the .NET
namespace it uses.

I RIS

[0 String Tables Of fsat o 1 2 3 4 &5 & 7 &8 9 & B C D E F Ascii

5-03) Cursor Groups 00000020 | 73 6F 75 72 63 65 52 €5 61 64 65 72 2C 20 6D 73 | sourceReader, ms

(- Tcon Groups

-3 Version Info 00000050 | 3D 6E 65 75 74 72 61 6C 2C 20 50 75 62 6C 69 63 | =meutral..Public
#-C) Configuration Files 00000060 | 4B 65 79 54 6F 6B 65 GE 3D 62 37 37 61 35 63 35 | HeyToken=b77a5c5
553 NET Resources 00000070 | 36 31 39 33 34 65 30 38 39 23 53 79 73 74 65 6D | 61334=0689#Systen

- b — 00000090 | 6D 65 52 65 73 6F 75 72 63 65 53 65 74 02 00 00 | meResourceSet- . .
= J TbSi5EdJTfom 1UTnpiS.n9nSM7dZ7FHIJsBARGK resources 000000AD | 00 01 00 00 00 00 OO0 00 00 50 41 44 50 41 44 50 | . ....... PADPADP
{2 popthatitty.Resources.resources 000000EO0 | 19 A5 02 00 00 00 00 00 C3 00 00 00 02 BC 10 00 | ¢+ .. ... S

000000C0 | 00 00 00 20 00 A4 00 00 &8 6D F3 BB 27 DA OB &F | ... .. B hmés 05
000000D0 | BE 64 78 8D 06 54 19 D8 61 BS 9B F& 12 2D 0D 49 | .dx —T+fa, qui-.I
000000ED | 3B 0D 51 EF C3 9F 82 AD Ci DS C2 0D 16 B7 85 B7 | - Qiknn EOA —-1-

After decrypting the resource, it is linked into the process using

System.Reflection.Assembly.Load(byte[]). This method is documented on MISDN here. Using this
method, the DLL will never be written to the filesystem. This technique could have been chosen by thell

developers to evade antivirus detection.

00000030 | 63 6F 72 6C 69 62 2C 20 56 65 72 73 69 6F 6E 3D | corlib, Version=
00000040 | 34 ZE 30 2E 30 2E 30 2C 20 43 75 &C 74 75 72 kS 4.0.0.0, Culture

L&) Iheardof.Form Lresources 00000080 | 2E 52 65 73 6F 75 72 63 65 73 2E 52 75 6E 74 69 | Resources, Runti

000000F0 | 62 F3 71 Ak F7 6C 94 83 35 64 8B CB 5S4 80 2B 2B | bag2=l11Sd1EZ1++
00000100 | C7 12 A1 15 24 EF F1 27 SC 4B FA C4 44 C1 90 0B | CIiL$ifi'“KuiDi -



https://msdn.microsoft.com/en-us/library/h538bck7%28v=vs.110%29.aspx

i
}

internal static object LoadAssembly(object object @)

return Assembly.lLoad(cbject _@);

Under the hood, Assembly.Load(), uses a call to the win32 api call CreateFileMappingW() with the hFile
parameter set to INVALID_HANDLE_VALUE. According to MSDN, this will create a mapped file that isO
backed by the paging filesystem, not the standard filesystem. A layer below CreateFileMapping, thell

system call NtCreateSection is invoked.

Stack Data Procedure Called from
BazZEBD4C | FEDO2AZFEe | rntdl L. HtCreateSect Lon KERMELBRASE. CreateF i leMapp Lnall+BAS
BA25B056 | BAZ5B0CA Argl = ZEBDCA

BRZSE0S4 | BRAFBRBT ArgZ = BF@RAT

BE2EEDES | BEBOBEBE Arg3 = @

BE25B0SC | BAZ5E092 Arg4 = 25B0D93

BE2EE0DED | BRGREEGY ArgS = 4

BAZ5E0E64 | BEaABABEA Argé = SEEBEEE

GE25E0ES | BBGRGaEE L Argy = @

B825BDAS | 60CALS7S| FKERHEL22. CreateF i leMappingll mscorwks.60CA1S72
BE25B0AC | FFFFFFFF hFile = INVALID _HANDLE_VALUE

BE2EEDEH | BEBRBEBE pSecurity = MULL

BRZ5E0E4 | nRaABRBEA Frotect = 8

BEZEEDES | BEOEEEEE MauSizeHigh = B8

BAZSE0EC | BAAAR48A MaxSizelow = BAR488

GE2EE0CH | BRaRaaeE L Name = HMULL

Be2EBDD6 | 6DEFE2EE | rmecorwks. 6DCALS4D mecorwks. 6DEFEZES
Ba25B004 | FFFFFFFF Aral = -1

BEZEEDDS | BAGABABE Ara2 = @

BaZ5B00C | BBaaaa64 Arga3s = 4

BE2SEDES | BEGABAGE Arad4 = @

BE25B0E4 | BEaaR48a ArgS = BR488

BE25EDES | BEEEEEEE - Argd = @

BEZEBE1S8| 6DEFE431 | rmscorwks. 6DEFE1CS mecorwks.60EFE47C
ARPERF1C| A1 aCaFmr Owral — 14CaErr

After the empty file is created, it is mapped into memory using the Win32 API call MapViewOfFileEx.O
The layer below this invokes the system call NtMapViewOfSection.

3

=

BN RCIN X5

60CHLER3
&DCALSAG
€DCALEAS
€DCALEAE
£DCALSEL
EDCALSET
£DCALZEZ
&eDCHLSEF

EC_47FFFOFF
FE7E 1C

SB35 £813C3e)
FE7E 18

gF34 CiFFZ1

E
BFSS clegzze g

S370 Fa B8

ESI=Fel0?1796

CALL &DC21706

FUSH OWORD PTR SS8=

MoU ESI,DWORD FTR

FUSH OWORD PTR SSe
FUSH OWORD FTR S5
FUSH OWORD FTR S5
FUSH OWORD FTR S5
FUSH OWORD FTR S5z

CALL ESI

MoV _DWORD FTR 553
TEST ERK.ERX

Moy EEX,DWORD FTR
Moy DWORD_FTR S5:
JE EDEC1SFS

TEST EBH,EEX

sDEC1328
P _DWORD PTR S5:

@ CPU - main thread, module mscorwks

Registers (HMA)
A

[KERNELZZ. MapViewldfF i leEx) [current registers)

[EEP+1C] BaceAdd | s
DS: [<LFERNEL32.MapUieuDfF LLeEn>] ([ EF mmm——
[EEF+158] sla2e EDX GE0EEE5E
[EBP+14] Of Faetlow :| EEH GB455694
[EEF+10] OffsetHigh = | EsF aazcenac
EEE;:SEJ rﬂ-l-l-g';--T___ EEF BGZEEDS6 —
KERNEL 32, HapU1 ew0fF i LeEx EOT Gooasaeg | ELS2| B8
LEEP-181, ERX EDI 68808008
EIF 7SDSEDL7 KERMELER
0S: [6E1743981 :
LEEP-14],EBX F1 Es it ol
R g S bit o
| I=5 Lt @l
. E a
LEEF-181,5 7R '
s De
08 LastEre 90099020

|

! -

| | Address |Hex dump ASCIT J025E04 RETURN to mscorwks.E6DCA1SAZ

: GEH1EEEE S0 EA P8 BE B3 B8 69 69 B4 B8 @8 68 FF FF 20 26| MZE - ES:FggFE J‘?h - éFEu1r -
GER1GE16|ES B8 B8 B8 08 08 60 69 48 08 B8 68 08 98 B0 88| _— - . -

: GER1GEZ6| B0 B8 BE BE 00 B8 60 09 08 B8 B8 68 08 B0 B8 B8 |:Z = - n

M ABR1GE36| 60 B8 BG B8 G0 B8 60 00 06 B8 G5 08 26 80 88 a8 -

M aaR1aa4a| BE IF BA BE 88 B4 @9 CO| 21 B2 @1 4C|CD 21 54 &3 A¥|| A o= - - a =

| GOR1EESE e9 V2 28 VA Y2 eF &7 Y2/ el &0 28 63| &l €E &E &F| 1= progr g o - [—
GEA1BAcEl P4 28 62 65 28 V2 VS 6E| 28 &9 cE 28|44 4F £2 28|t be run ARZCEDGL =

: QEA1BATA| &0 &F &4 &5 Z2E B0 A0 A8 24 @8 A8 03 03 @8 88 88| mode. fHEH BRSER0E

X Qe SA 45 B3 B3 4C A1 B3 8¢ E B 08 98 98 BRSCED |

1N s o8 o0 o3 ool e F BOZSEO7S 3| o+ [fm| RETURN from mscorwks.EDC317BC to mscorwks

1 G A0 00 0R B8 66 BEEZEE0FC| | EOCCEEDA rr| RETURHM fFrom mescorwks. BOCCEEFS to mscorwks
GOA1BOCH| B4 B0 OO BO BE OO O OF| 0 99258050 | GB2SBOEG) = @ N
GGOAGGOG) Go A5 GU G GGG SEgSERg4| | SarCoEST TR

GEEAGEZEs (MO, HE, M

‘

g s 5 )

Now, a call to memcpy() is used to copy the decrypted DLL into the newly allocated address range.



@CPU - main thread, module MSVCR80

SErcares | - Eg 20243058 Sg; EETE?‘Q# L
] .- A~ -
7| F7r7 nose@osl TEST EOI, AAOROEES £ benacte [N
- 715 JNZ SHORT €E1ES@1a Ebn GhooeB0n
+ CLE9 82 SHR ECX,2 _| Ea" Beennman
i + 83EZ 63 AND EDYX, BR0800a3 =l FoF ccsenne
+ 83F9 68 CHP_ECX, 8 ==l F2F AescEODS =
= T2 ZH JB SHORT SE1ESHEI4 EZI 31559F79 —_—
- F3iF5 REP 1M0VS DWORD PTR ES:[EDIJ, DWORD PTR DS:[ESI] EOl BBEAGELE
FFz435 24511 JHFP DUWORD FTR DS: CEDR#4+6E1ES124]
HOF EIF SE1ESEEA
4 |eEiEsaia ] > MOY ERX,EDI C @ ES @@23 I
cElESAle|| - BA 936080068 |MOY EDX, 2 Fa = GELE
EE1EC@1E S3ES B4 SUB ECK, 4 a1 873
cELEEGIE|| «- 72 BC JE SHORT SE1ESEAC c i 1
EE1ECRZG 22E@ B2 AND EAX, BR0B6E53 Switch fecases 1..3, 2 exits) |55 s pese
cElEcozsl] - @3ce ADD_ECH, EAR 76 & ooee
151259775 1200095606 ( dec inal £192.) 2 (88 Losiere
= ecina . 0@ LastErr 99000890
|| | teesnaaRcI=a _ |erL pareziz cnoLnBN
g MSUCREE. memcpy+EA HMME BRSH BH68 G508 &6
3 Address ASCII [ ¥
H N R d|HZE @ ¢ - EEEEEEEE] N e
3 OBEADE1E @9 @ 5| @2SEEL4 |2
E] ABEABAZE c — LSDEFS2E8E | Acom|FRETURM from MSUCRESG. memcpy to ms
3] sacnoeso A ; — afroacaaaasl 4§ || Arel = GAGGGA
3 | geeAoase A7) A 4o=136L=1Th| — @19S9ECE| [FRaB| Arad = 1959ECC ;
|| Geeacacs i< proscan Ganno aooandas| £ (LArgs = BA400 |E|
3] eoeroaca| 7 t be run in DOS s Il =1
3| eecncara| & rode. FHES oaaaatla
3| GoEAGacG FE Loe #h|V aanaaoad|
3| spenaace| & " = 84308 £ o] -
3| | oecnonnn . epEeRlss| &0
N | secnones aaoaaooal
BOE0DACEH 7 B9453560 | * JE ) -
2y aEsSEESC A n (Pointer to pext SEH record

Unpacking Settings and NanoCore

The settings for "Benchmark" and the NanoCore executable are serialized, DES encrypted, spliced,
and stored across multiple PNG files as pixel data. The PNG files are concatenated and stored in thell
.NET managed resources of the main executable.

Some of the settings

that can be configured are:00

machine is detected

e Exitif a virtual
e Paths and filenames to store PerfWatson.exe and NanoCore
e Display a message box to the user
e Delete ":Zone.ldentifier” information for files from NTFS ADS.
e Download an encrypted file from the Internet, decrypt it, and run it.
e Monitor the Injected process
@3 Cursors —
-3 Icons B B = o p =
#-) Menus
) String Tables Of fz=t 0 1 2 3 4 5 6 7 B 9 A B CDEF Ascii
£ Cursor Groups 00000470 | 32 2E 30 2E 30 2E 30 2C 20 43 75 6C 74 75 72 65 | 2.0.0.0, Culture
#-2) Teon G 00000480 | 3D 6E 65 75 74 72 61 6C 2C 20 50 75 62 6C 69 63 | =neutral, Public
$1) con Lroups 00000490 | 4B 65 79 5S4 6F 6B 65 6E 3D 62 30 33 66 35 66 37 | KeyToken=b03fSf7
{3 Version Info 00000440 | 66 31 31 64 35 30 61 33 61 05 01 00 00 00 15 53 | £11d50a3al .. 415
@--Dconﬁgurasmﬁls 000004B0 | 79 73 74 65 6D 2E 44 72 61 77 69 B6E 67 ZE 42 69 wstemn . Drawving Bi
555 .NET Resources 000004C0 [ 74 6D 61 70 01 00 00 00 O4 44 61 74 &1 07 02 02 | tmap ...-Datae--
{3 iheardof.FormL.resources gggggigg Ce
{3 ThSiaEdITam WTnpjS.nenaM 7dZ FFHIJsBARGK. resources 000004F0
{3 popthatkitty. Resources.resources 0ooooson
00000510
00000520
00000530
ANNNNEAN

After viewing one of these images, it is obvious they are not used to conveying visual information to a

human eye.




Q0 kitty.png  Open with Preview

After writing a short python script, | was able to extract all 19 PNG files. If you have robot eyes, you canO

see a cat.

Q0.png 1.png

5.png 6.png

10.png 11.png

15.png 16.png

2.png

7.png

12.png

17.png

3.png

8.png

13.png

18.png

4.png

9.png

14.png

Here is a C# decompilation of the method used to extract the information out of the pixel data.



+ ||// Benchmark.EntryPoint
internal static byte[] ImagesToData(Image[] images)
t
MemoryStream memoryStream = new MemoryStream();
for (int i = 8; i < images.Length; i++)
i
Image image = images[i];
Rectangle rect = new Rectangle(Point.Empty, image.Size);
MemoryStream memoryStream2 = new MemoryStream();
image.Save(memoryStream2, ImageFormat.Bmp);
Bitmap expr_48 = new Bitmap(memoryStream2);
BitmapData bitmapData = expr_40.LockBits(rect, ImageLockMode.ReadOnly, PixelFormat.Format24bppRgb);
byte[] array = new byte[Marshal.ReadInt32(bitmapData.Scan®)];
Marshal.Copy(new IntPtr(bitmapData.Scan®.ToInt32() + 4), array, @, array.Length);
expr_48.UnlockBits(bitmapData);
memoryStream?.Close();
memoryStream.Write(array, @, array.lLength);
H
memoryStream.Close();
return memoryStream.ToArray();
¥

Once everything is decrypted, the set options are executed, and the NanoCore RAT payload is injected

into a new child process. The method of injection is discussed later.

Unpacking PerfWatson.exe

Now that "Benchmark" is loaded into memory, it is tasked with copying the main executable and

extracting PerfWatson.exe to %APPDATA%\\Microsoft\Blend\14.0\FeedCache\.

PerfWatson.exe is stored inside Benchmark as a base64 encoded string. There is no encryption or

obfuscation outside of the base64 encoding.

Of fset 0 1 2 3 4 5§ 6 7 8 9 & B C D E F Ascii
00005700 | 45 72 72 6F 72 01 02 01 00 02 00 00 00 00 00 C0 | Error © . -.. ... i
00005710 | 00 42 B6 01 00 CO 00 42 AE 54 56 71 51 41 41 4D | .BY . A B®TVgQAAM
00005720 | 41 41 41 41 45 41 41 41 41 2F 2F 38 41 41 4C 67 | AMAAEAAAA-/BAALg
00005730 | 41 41 41 41 41 41 41 41 41 S1 41 41 41 41 41 41 | ARARAAARAAQARAARL
00005740 | 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 | ARAAAAAAARARAARA
00005750 | 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 | AAAAAAAAARAAAALA
00005760 | 41 41 41 41 41 41 41 41 41 67 41 41 41 41 41 34 | AAAAAAAAAQAAAAAY
00005770 | 66 75 67 34 41 74 41 6E 4E 49 62 67 42 G4 4D 30 | fugditAnNIbgBTHO
00005780 | 62 56 47 68 70 63 79 42 77 63 6D 39 6E 62 6D 46 | hVChpoyBvcnincnF
00005790 | 74 49 47 4E 68 42 | tIGNhbEmSvdCBiZSE
00005740 | 79 64 57 34 67 . . . . 31 | ydW4gaW4gREITIGL
00005780 | 76 S& 47 55 75 [Exsail VERECEEE GRS ) 41 | vZGUuDQOEJAkAALA
000057C0 | 41 41 41 42 51 [NUVASCCR 43 | AAABQRQAATAEEAEC
000057D0 | 62 73 31 59 41 IR 41 | belVAAAAAAAAAAOA
OD00S7ED | 41 44 67 45 4C 41 | ADGELAQVAACTIAAAA
0000S7F0 | 4D 41 41 41 41 I 41 | HAARAAAAAF KAAAAA
00005800 | 67 41 41 41 41 59 41 41 41 41 41 42 41 41 41 41 | gAAAAVAAAAABAARA
00005810 | 67 41 41 41 41 41 67 41 41 42 41 41 41 41 41 41 | cAAAAAqAABARAARA

Inside the .NET assembly, the string is stored as a DefaultSettingValue string. The developers might

have used this as a way to conceal the meaning of this long string.

[DefaultSettingValue (" TVQQAAMAALAEAALA/ /BANL sAAAAANMASAQAAANANAASASAA SN SAASAASASAASAA DA NASAMAA A AAN S AAM MM Fgd it Ani
c1IAbDhoVBZKUThGAGIqZVpUWLINUNQBPRTAWTKRGTUcARmXxmSDBFbGp 2AESKaTNxc FdhaABVNjM25U1 zQmMAbmpXQ@F gViNiAGEec 1k1UDMVgBFdmVudF

Once the string is decoded, it is written to disk and executed.



Address |Stack Procedure ~ arguments

BB21E7ES| FEE3E5186| KERMEL32,. CreateProcessi)

BEZ1E7EC| B4258453C Modu leF i leMame = "CisUserssuser~AppDat a~Roaming“~Microsoft~Blend~14. 8 “FeedCache~Perfllatson. exe™
BE21ETe6| 40686598 EommandLLn- g W) \Users\user\ﬂnnﬂata\ﬂoaming\Hicrosoft\Blend\14.B\Feedtache\PerFMatsun.exe" L
BEZ1E7E4 | BEGEEEEE
BEZ1ETES| DE0E0EEE FTthsd“t urity = NULL

BB21ETEC| BBBBOEDE InheritHandles = FALSE

BB21ETFO| 84888418 CreationFlags = CREATE_MEW_COMSOLE!CREATE_UNICODE_EMVIROMMENT i CREATE_DEFRULT_ERROR_MODE | S@@@6
BEZ1ET 74| BEBEGEEE pEnvironment = NULL

BAZ1ETFS 84251188 CurrentDir = "CzxUserssuser~Desktop™

BB21E77C| BB21EPCB| pStartuplnfo = BB21EFCO

BB21E7E0| 842282888 EPr:ceEEInrn = B428288%

B021E3EA| TAE42C24| ¥ shel L32.FPEES4FEC

RAZ1FRAL]| PAFR4FASI] cshe | | 32 PAF4FRTE

Injecting the Payload

The NanoCore RAT payload is never written to disk to avoid detection. Instead, it is injected into a new
process. The injection routine can be summarized by these Win32 API and system calls:

e CreateProcessW(CREATE_SUSPEND): create the child process in suspend mode.

e NtGetContextThread(): Used to find the PEB and to update the EIP register.

¢ ReadProcessMemory(): Reads the PEB.ImageBaseAddress field.

¢ NtUnmapViewOfSection(): This runs only when there is an image already mapped to
0x400000.

e VirtualAllocEx(): Used to allocate the pages for injection.

e NtWriteVirtualMemory():

e 0x00400000: MZ/PE Header

e 0x00402000: .text

e 0x00436000:.rsrc

e 0x0043a000: .reloc

e PEB.ImageBaseAddress: Updates the base address to 0x400000.

o NtSetContextThread(): Updates the EIP register in the thread context.

¢ NtAlertResumeThread(): Causes the child process to leave suspend mode and become
runnable.The process begins in suspend mode:

Procedure

ApplicationMame = "CisUsers user~Desktop~bycfcrie98s
CommandLine = " C:~Users user~Desktop~bicfcre958ibl
pProcessSecurity = MHULL

pThreadSecurity = NULL

InheritHandles = FHLS

CreationFlags = CRERTE_SUSPENDED

pEnvironment =

CurrentDLrectDrg = HULL

pStartupInfo = BB43EDSE -> STARTUPINFOW {Size=68., Reservedl=NULL, Desktop=NULL, Title=HULL, #=@, Y=@, Width=@
DPraCESiInForgEtan = BBEZ2SE423 -» PROCESS_ INFORMATION {hProcess=NULL, hThread=NULL, ProcessID=8@ (4.), ThreadID:

merarwk s ANCITN

g%gEichGGaaEBGGFBaQFF563b522ed9b1b42d19c122??8E918c8.EHE”

1
5319c868aae966f 8a9f fE62DE22edob1b42d1 912277801808, ene™""

Next, the thread context is read from the child process:


https://www.sentinelone.com/wp-content/uploads/2016/04/Picture17.png
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BS SS00008a
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FFi2

CE 2808

BS 7660888
BBEEFE?

CZ BBB@

28

BE S8@0@aaE
BH12803FE7F

49 66

S 2906008
BQI'QGEBFE?F
Cz2 ege0

26

BS SAGBDEGE
BA BBA3FEFF
FF1z

Cz eCag
a5

RETH 1a

HDU ERX, 24

1 ED=, TFFE
CRLL DUORD PTR DS [EDX]
RETH 4

HDU ERX, 85

HMOW EDX, PFFEB26E

CALL DWORD PTR DS:[EDX]
ﬁEEH =1

Mou EAX, 86

MOV EDX, PFFEBSEA

CRLL DUURD FTR DS: [EDX]

\|EF
MO EAX, 87
MoU EDX, PFFEBZ8@

CALL DWORD FTR DOS:[EDX]
'RETH &

HOP

MOU El

Mo EDH ?FFEBSBB

CALL DWORD PTR DS:L[EDXI
RETH

LEA ECn, [ECK]

HUU ERX, 8

EDX TFFE®:

CRLL DUORD PTR DS [EDX]
RETH 2

HDU ERX, 2R
HOU EDX, PFFEG26E

DWORD FTR DS: [EOX]
RETH ac

ntdll.HtFsControlFilel guessed Argl,Arg2,Arg3,Argd,Args,

ntdll.HtGetContestThreadi guessed Argl,Arg2)

ntdll.NtGetDevicePowerStatelguessed Aral,Arg2)

ntdll.HtGetHUIRegistry Infolguessed Aral, AraZ, Ara3)

Inm=0083
Top of stack [BR2SE22Al=mzcorwks.&0C21039

ntdll.HtGetContext Thread+ac

Address |Hau dump

B1C001EEPaE
aicoDival ag
S1COD12a)| 6a
B1C0D19a| aa
B1COD1AE| 8
g1CDD1ES| 9
BicoDice| e

BicoDiDe| @i

L a
B1C0DZEE| BE
B1CcoD

@1C0DZ FiD a]
g1CDD2E
B1CODZCE| @@
BicoDz0e| o
B1CDD2EB) &
B1CODZFa| &

G cnoeEel G

BE 21 60| BE Q@
0a g8 08| a8 ag
BE 68 68 6a 88
BA 88 @8 Ba 89
BE 28 09| 68 a9
66 68 68 6e 88
Ba 88 @9

GG GUE Ge GG G

BE | 6 [5E)
1 B85 B0 88 08 00|88 B8 BB 88

GuE e GUE EE S5 G EE S5 G GG

Bl o

"""" Argl = 26

FEEEe0254| d8
Araz = 1COD16@

CobC31033 4 tm [RETURN to4mscoruks.60ﬁ3103
Ba1icl :IEILEI

ASCII "P<e™

ntdll.HtGetContent Thread

RETURH from mscorwks.&D

RETURN to BB20D4B7E

4 |

FYHE4EEE| "M4w[ntdll.NtGetContentThread

SHCOE | DT T Eroe IO Los] 1T T

TI s le o 8 TITSCUIES

TC: Ol s “HeEl SDESh tOD DT T LT E oo IDIoo I L

From the thread context, the address of the PEB is now known and is can be read:

hFProcess

Procedure

alalalnin ot

BazseAddress = VFFOCABS
Buffer = BB2EE412 -> BA
Size = 4

pEyteshiritten
) me~marLlc-e ARO=2110rkFO

BEZ5E450

-- B

The address range for the injected image is now allocated:
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And now a series of NtWriteVirtualMemory() to inject the RAT image and update
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I 1l
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1
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I

PEB.ImageBaseAddress.

2635
488884
2CBaE
51515

44
me el EOC210FO

@ Call stack of main thread

BR1SACEE
BE204C7E
PR2D3ZEL

main thread, module mscorwks

o LER R, TEBr-o0]
S04 R LER EAX, (EBF-181
=) FUSH EAX
FE7S FC FUSH DIORD PTR 551 [EEP-41
FF75 aC FUSH DWORD PTR 55: [EES+AC1
FE7E @8 PUSH DOIORD PTR 55: [EEF+&]
ES 34481008 |CALL G5
A3 aBalenee | TEST EOX, BRR00100
74 @D JZ_SHORT 60C31D33
A7 22020008 |TEST E4,00008200
74 @5 JZSHORT 60C31032
58 FOP ERK
g9 POP ECX
=) FUSH_Edix
EE a1 JUF SHORT 60C31055
5 FOF
365 EC HOU DWORD PTR 553 [EEF-141,ESP
FFES F8 CALL_DWORD 2 [
F%E E8 Ol DWORD PTR 551 [EEF-181,ESP
FF75 £8 FUSH DNORD PTR 55: [EEP-18]
FE7E EC PUEH DWORD PTR 55: [EEP-141
52 FUSH N
55 FUSH EAX
FE7S F4 FUSH DMORD PTR 551 [EEP-AC]
FF75 7@ PUSH DWORD PTR 55: [EES-181
FE7E FC PUEH DOIORD PTR 55:[EEF-4]
FF7S aC FUSH DWORD PTR 53: [EEF+AC1
FF7S @ PUSH DWORD PTR 55: [EEF+E]
E2 E24E1DAR |CALL EDEGECIA
=] LEAVE
2 azen FETH &
55 FUSH_EEF
SeEC HOU EEP.ESP
=] ROD ESP, -1
£045 LER ER, (EBP-41

= nt <Helr it elirtualMenory

Args

D oD

[
Lnscorwks, SDERESE3

Intdl L. Heblr ieeUirtualterory

m

|| e ecremeee
EBY BE=FZ0na

208 0088 2

TourTent reglsters)

CE
BA25E
SE

3AC
368

RETURN ©0_Nscorwks.s0Cs1099
Fral = 268
400800

RETURM to BOE04CTT

[m

nEcoreks

mEcorkks

nscorwks

nscorwks

nEcoreks

macor | ik
nscorlib

nseorlib

| BB20246E

NtSetContextThread is invoked to update the EIP register’s value:
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.Call stack of main thread - [_El
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g e
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e e
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: o T ag0 Deae T
£ 3E010000 B, 13E br Libni. 68325909
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2 E = 5 4 Rrsl, Arg2 FFEFFFE :
a arag 10&3 ﬁ " lg;mam ntdl L HtSetDefau ltlocalel guessed Rrgl,Arg2) s S
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DWORD PTR DS: [EDX] e jritnl,

ERX=p2020858 -
Local call From R lRemoteCal L4177

nt et Thread i sl
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Finally, execution is started with NtAlertResumeThread:

.Call stack of main thread
ck | Dae
e TER EAF, (EEF-0C]
39 FUSH_ERAR [ A IEr eeeonns o
el i frad | 5 COCans14 nacoruks. SDERETL
FF7s FC PUSH DUDRD PTR S5:[28m—41 Fras = ||E5 eeepgzes
FF7E Bc DHORD PTR 551 CEEP+aC] Rrg2 prE
FFPE 68 PIR $5: (EBP+E] Fral o bresks. 600
E8' 34481080 Lrzceoruks. SOEQESE3 £l 2]
f3 0016000 1 BBZSETES
74 80
% geoeoe E]F TPAB4ECO ntdll.HrAlertResuneThe
C @ ES 0023 32bit OFFFFFFFF)
% P 1 cs 8816 32bit BIFFFFFFFF) o = 00
o 8@ £2 0823 3obit OEFFFFFFE)
B z1 |:= 8923 32bit BUFFFFFF
£B g b uod o SHFREREETFr)
WE& - De prwi 5. 00
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2 EE
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(2 o300 o
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3
T GEEQIFAG FZ A 02 @ T
- " v 15F
Rnd HERR  Hask E 3 o
2 prwis. 00
1 -~ -~
9
a
a
a ntdl | NtAlertResuneThread
a
2 RETURN fron mscoruks, SDCSICER ko 8R1SATEC
o
2
3
a
o
2
a
2 —
Hi a RETURN to G0204D3E -
ai a
a1 a
a: 5] =3
@ [ =
a ea
gl Eg - ntdll . HtAlertResuneThread -
2l 22 RETURfi to 0620408E

By dumping the process to disk, we can see that the injected process is just the NanoCore
client.
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For more information on how SentinelOne protects against attacks such as these, visit our resources
page at sentinelone.com/resources
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