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$HiE: Microsoft Office Word
fu: F:h
Foifu: 12.7 MB 013,318, 144 ==T0)

HAZEE: 127 MB (13, 320, 192 =)

Encryptor A5 it £ ZAE B2 4T A C2 IR 45 3% A% o o v A7 2 1 45 A
Office 344, 45 Word. PPT. Outlook HEFE 145 . i MBLEHAR R E,
Encryptor A< B f% B 2 R UL 20 B O s X 3R T BE AL VA 0 25 Ab 2,
T DR RS o 22 4 B0 o) g A7 1R 3] R R FEE

—BAHNTFEIFFIFT Encryptor AL, AR 2 PR —
RV AHD AR BT 5 BT DADh 3 i Word SCRS FIRE A

ARG BRI — AN SRS SO AT Word SRS, JFAE S
EAERPRGET R, DOk E R, AR R B SRR, i
R T 64 Ao IR AL SRR KRS —Higtr, B 83
BRBEURIS RO BEA,  PRLHRAR MBS IR EX AN A S IR AR

KEFEF 2 2 M2 an#4 v Bundle.rdb I EBEL: B S nEk
BFEANE A RGHERE, 1 Bundle.rdb A BB — BNk, o s
UIEAE SERR C2 JHIBMI . . XA T — 2Ot 3E . A
SR, MATEEWR S DU E R QQ Bt . B LB kb b
e — MR 5 SR AT PR R . A, BT IR NS, Encryptor
R TSR 1) RS AR T . B 0x00 Bl A
BLFFFEAR T )L M SRS, A SCHARRUE R, AT B G P A =
ARG Ak,

=. OceanlLotus Cloudrunner

Cloudrunner K & f% B #k 3k T 2014 4F 11 H. 522 W7# Encryptor A5
AN, Cloudrunner AR 1y & — MR EAR NP AT HAT ST, AR E A Sy A BIAE
G RARRE, TESE VIR LS, H< A S FE E RS 45 FoR AR
) e N S G e W S S L T AR Gt R O L T
A DIARYE AN F T E, gl e i iR IE S AR ASRI AR S, M A ik
ke, W RERE. NECAEEIZEAR DA E .
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OceanlLotus — I FEEFRIITAE

B bothexs S8

E
! ' BN |aTi 22 | EEES | i

beth. exe

bcth.exe
M [LATERF (exe)
ﬁﬁ beth. exe
fuE: DS
= 50.0 KB (51,200 =F4)

SHZEE]:  52.0 EB (53, 248 =%

BIEEAYE:  201SESHI4E s 14:00:33
{EMATE: 20411 H2TH 16:45:45
1hioAYiE:  201SESH14H. 14:00:33

MALR i FRE, MOARERA T Shellcode M, fEEHAT, 25 M
2% T BRI B BURIOR S e, (AR SR R G L ARG AT fE
/e, DA SRS TR, JFSCBR S h i RS, Bk
45 B SR B A AR A DA 1 (107 B B S 1 R G LI AT, T
REA S W R PTA:

%25 RN

RIEHE{EiEs% | Yahoo. QQ. Skype 45

HIFE A€ ThunderBird. Foxmail. Mailease. MS Live. Outlook
NAHER R AV IREN A H 5%

AR5 R WP 1P, SR BEREBIER . Mg R

J % 4%

VR 285 7 e LS AR

g,  OceanLotus MAC

OceanLotus MAC 5 OceanLotus Encryptor KECH BLAE R — 1, —##F
J& T OceanLotus il ] 1) 55 XA L FEF - MAC K 5 = E4 % Mac OS R4,
T B R A KUl tp i S R AT . AR APT T, sl BT3¢
REERGHAR L IFAZ W,

N PAREAMEEAS R BAR A MAC K5 I B it 72
) FEZ< MD5:  9831a7bfcf595351206a2ea5679fa65¢e

A+ FlashUpdate.app\Contents\MacOS\EmptyApplication 7&—“ Loader,
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PSR DL AN A
FlashUpdate.app\Contents\Resources\en.Iproj\.en_icon
FlashUpdate.app\Contents\Resources\en.lproj\.DS_Stores

en_icon M4 T ARD H & EIA, DS _Stores J& B IE IPATIA, I
PAT 52X PN A 5 EmptyApplication 2> H &

.DS_Stores F&F &M 3 4~ C2 M4 #3344 : kiifd.pozon7.net,
pad.werzo.net, shop.ownpro.net, FFSZELUIN — R 5 R H ThRE

ige e

HIH 5% Is [path]

HENH % cd [path]

RECY T H 5% Pwd

TR ST A rm <file_path>

=8 1B'E LS cp <srcppath> <dstpath>
M8 A mv <srcpath> <dstpath>
SRR R p {info:pid | ppid | name}
AP kill <pid>

PATI S cmd <command system>
PEUEE capture <saved_path>
woR A cat path [num_byte]
o download fromURLsavePath

MAC A5 th BABEXSFiRE /1, BARGIELLIR LA
D WA ST ARR SR, oA T AT T L

2) ARLBECERN TSN ZeEmrE, I NRNWEF BT mEE
LA NSRS

3) K4 @ rHd H/bin/launchetl FALERAE .
4) AREZEHEAE RS A
5) KDy Parallels R 4L
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OceanLotus — ¥ FEFRPEE

SEPYE  Oceanlotus BES10HT

JHIE X} OceanLotus 2 2R BT FH 18 = AR L Be ek 484 A5 TH AR (1) 40 #7
ZHLA NI AR 2N, BANVNEA B AR T HER ST Re st *t
PEHSCEEAE TAZ B FF R il T2 DA SO 53 BRI A i adb A7 46 b — IR b B
W, ST RERS, AN Z 5 U EIRE EMBGEET . M
K, BLUAR|HATCAIMIGH R, ZHAR DN ZA LW TR

L W EREZRES, REHCIRT R 3 R b 7 T
Wi BAR AR, WERH ARG S, Medah BAs AN, WitEhx i
Bt 75 e

2) MZBEMNREEST, BB SO, WEKYT, U,
(ZSERNUER R

3) BT A B RIS M B LR R LR AR OR S, Rpakiodt
AL

Xof 8 E LA _E 1) 3 B 77, FATIHEN OceanLotus ZHZUR AJ BEAE7E 3 /M.,
HIEARFES) PAT S5 70 TREUAT -«

- e L Bl
("] #A# (V) &

HeAh, FEE%] OceanLotus 22 HIE HIRF AR S K 28 H H SC 4%, 1 H
FEAE G [ [ N sof i BUR A, FrbL, A —E AR . T
FEE BN L T TNEA X 2 TR A 9T .
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$5HE  Oceanlotus ILTHAYEE

BEE IR+ W RR, BRI A B LR AN Al By S
TRZALIIE TR R I 2% 5 AN LR & o Al R LI X 4k
FESR R AP AN A AR A RIS, 45 A 0 1 2% T Wi o SR B 22 (oK B 4 R 5t
ANTE H B 4 i

oz b, AEXTEUR. B APT Wi REER A, HEFLL
Ui, APT B st v s e BA 15— NI 51l . OceanLotus 1 R A 2 ATH
I C LR APT SE i) — AN LR =i 2.

HAl, & —LeElbma 2k, W FireEye. & EHESEE
APT Bl eIt T ASRIE T, FF AT TSRt it MEE MW, 5T APT
s 1Lk aik 7 BEREH AN AER AT IR -

TR ARG R R 2 —, & APT Xt B IR SRIGBRME B 5 A
XU R, A — BRI B T BOAR B 2R RIRME A L. X APT
Tk ARl SRS BB RN 7 I SRR A b 22 4 2w MR FEAT LR 3 1Y
FER

RHR S 2 A B 360 24 7] ZAEAEAR I IRTABGE X Pl 2 A R
fIZese, EPRREMOR S . Oday/Nday Il Bt (AT 5457 Ak AT 1
RERRRMIKEL, 1318 R LR AloR 5 B 2T 1) APT Brai e 3141
MRIR ARG .

28R, B T AP IS APT Bk el FE RN B 4 48, H ATl 3R
IR FL APT B it il o — N S8 K BkER : Wi A R a) AN R R
AN LN T 21 (1 88 AN (R 20 R 4 s AR ORISR, TER— A APT K
430 . AT E SN T APT Buds T 7tk 22 45 th e A 93] H A S A 1
R B I R AR TS b, AR WL RE NS J2EAT ORI )RR A Hh I3
W) APT Ji i 7%

OceanLotus AT & &1 APT Xy, Mii FEAKIE 3 2 A, Huadi sk
AT E AN 29 MR GATBUX BTG 36 ANE SR, Xk, Kbtdet, frEAa
TILTANIR, BRI 2k LA T HAEX 342 B, OceanLotus it
FeJa Ml 72D A FAFRREFFRE . AR GRS IREE FIAS [F Bk R D2
T, EBEMRS AR 13 MEK, EMECEEL 2k 35 4.

Kk, X$F OceanLotus &2 X FVEHIK . A, {HH K. Hbx
FEUENT APT Xy, SR s R SE A% S K 45 R oA 55 B B, B RE
fifg J e B B A AR S FE A, thARMER SRS APT Bl (43

TR S8 =5 I A $R Y OceanLotus 2H 23 M Healy, FHAG ) T 2488 K
B R NT I TV o BATKG ARG BREFREARE . BUL T 2 4 K ity
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OceanlLotus — I FEEFRIITAE

MBI . PB 148 2% 51 8 11 A I PICICE AR LA B 3 Ath 22 A 4 2 1) HL K
REARAT T R AT AR, AR IR R N 28 B A rp e 4
5 OceanLotus HCH & F B FAF RIS G 3R, BRA 4] H OceanLotus
MR EEE A H bk s APT Bri (425

U, REWSE Sk P F RS 759 70 M e ir. APT XLt O BIE FE AL F:
AL, [FIRF, BA B OREE AL EE 5 70 b 5E ) A R BT R T4 56 1) 22
Sl 2R, RHR S AR EAT APT MLadi (T 52 JEALAE 360 2
RIEZE 28 N 15 e W16 /AR TN P U 7 o 5% NP R B2 el o P PR N = %
AR LE DU [E 4 AP FARRR 508 TovE R LB e R, IR AT A SR A AT
ATt A5 BB R S L TR T A5 T B (1 ELIBC R 22 W FE AR, 4 oAt kA
g TR R E NS E M.
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360 ~NEISKRHIRSCINE

%TF 360 N F]

360 AF] (A 360 FHEA MR AR, FEEALUESFAE S T NYSE: QIHU)
e EAUE I B 2 A iR AR RS . SRR P AR, H AT 360 A ]
HHERT = KA AR 22—, KR K HENZ A . 558 =8
PR, ERNEECN “HRies” MEals, 360 ARy 5 14 PC F1 7
ACFHUFH PR AL A S0 1) ELIC X AN TE 2R 22 45 7= i SR %%, PC FH 508 236 96%
360 AFlEE PR EEMB. FEHIT B RSS2 kg, DAFIBCT 65K
RN, S5A RIS REE R 2 5 JE R i ELIC I AR 54K &R

About Qihoo 360

Qihoo 360 Technology Co. Ltd. (NYSE: QIHU) is a leading Internet and mobile
platform company in China, measured by user base. By December 2014, Qihoo
360 had about 509 million monthly active Internet users, and over 744 million
mobile users.

Recognizing security as a fundamental need of all Internet and mobile users,
Qihoo 360 built a large user base by offering comprehensive, effective and
user-friendly Internet and mobile security products. Qihoo 360 strives to provide
services that protect users' computers and mobile devices against malware and
malicious websites.

RTRIRSEE=E

RHIRSLEG S (SkyEye Labs) IEZURAZT 2014 45 1 H, 72 360 A#] (3£
E A ZJUEF58 5 Bt NYSE: QTHUD iR~ 171 A B 2 ARBIE 78 2R 0 B ) 4%
ARHETBA o %25 2 AKFE 360 7] 2 KA R 15 2 4 B 22 4 KA A
PRIRHRAR,  SEU A AR R R B R MR T, R I AE R R
BRI g AR AT 3 8 45 BT e B R

About SkyEye Labs

Established on Jan. 2014, SkyEye Labs is a special team within Qihoo 360
(NYSE:QIHU), focusing on unknown threats research with big data technology.
Based on the Qihoo 360’s security big data accumulated for years and data
mining technology, SkyEye Labs can achieve the identifying, tracing, monitoring
and forewarning of unknown threats on the whole network, so as to provide threat
intelligence timely for security detection and defense devices.
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OceanlLotus — I FEEFRIITAE

%F 360 RERZR %

360 RHREFT —AURREIVER RS, ATEXTBUT . it feli. 188
e A5 R Al B P S AR R U R A IS (Rl T e . 360 SRR AT T 360 H
A2 g R R T R, HEAT B IE R S ok B b, R AT 2 %
oz Ay, IR e HES SE I L SR UM 1. [RI 45 & R AR % S A
IREAF B, 360 RHRIE AT A AR AT IR AT 547Gk, W58
IR AR AT ) RO AL, FExS 2 H AR YRSk AT R
SERL, B SEBLN B AR 342 (K 1R o

About 360 SkyEye System

360 SkyEye is a new-generation unknown threats awareness system, which can
help large organizations like governments, financial institutions, energy
enterprises and telecom industries to identify and trace unknown threats. By
utilizing automatic data mining and cloud-base correlation analysis, 360 SkyEye
is able to foresee divers security threats and push customized threat intelligence
to clients. With on-premise appliance, 360 SkyEye also can store and analyze
local traffic in depth, to help clients to identify malicious behaviors of unknown
threats in early stage. Furthermore, SkyEye is able to locate targeted victims and
attack sources as well, to achieve intrusion path tracing eventually.
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