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Researchers Disrupt Iranian Cyberespionage
Campaign

Researchers at Palo Alto Networks have managed to disrupt an Iran-linked cyberespionage
campaign targeting governments and businesses from all around the world.

The security firm reported in May that it uncovered a new malware family that had been
used in espionage operations since at least 2007 by a group believed to be located in Iran.
The malware, dubbed “Infy,” remained under the radar because it had only been used in
highly targeted attacks.

After it published its report on Infy, Palo Alto Networks started working with the entities that
hosted the threat actor’s command and control (C&C) infrastructure in an effort to take
control of their domains.

Following the disclosure, the attackers moved their C&C domains to new IP addresses and
released a new version of the malware, but these types of activities were conducted
regularly even before the security firm released its findings to the public. However, the
encoding technique and key used by the attackers, which allowed investigators to identify
Infy samples, remained unchanged, which led experts to believe that the threat group was
unaware of their report.

Palo Alto Networks initially managed to take control of all but one of the C&C domains used
by the attackers. This prevented the group from continuing to steal information from most of
the victims.

However, the cyberspies did not give up and used the remaining C&C domains they controlled
in an attempt to revive the campaign. In the end, the security firm managed to sinkhole all
the domains and completely shut down the campaign.

An analysis of the sinkholed domains led to the discovery of over 450 malware agents
installed on 326 systems spread across 35 countries in North America, Europe, Asia
(particularly the Middle East) and Australia. Experts noted that many of the victims were
Iranian citizens.

While there are more than 40 variants of the Infy malware, researchers say there are only
two major versions. The original Infy has been used to infect more than 90 percent of
victims, while the more sophisticated version, Infy M, has been mainly leveraged against
high-value targets.

The latest Infy variant, which attackers started deploying after most of their C&C domains
were hijacked, no longer records videos, but continues to steal files that could hold valuable
information. The new version also checks for the presence of antivirus products from
Kaspersky, Trend Micro and Avast.

While Palo Alto Networks has managed to disrupt this campaign, researchers expect the
threat actor to return soon.
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